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Botnets

• Botnets:	
– Command	and	Control	(C&C)	

– Zombie	hosts	(bots)

• C&C	type:		
– centralized,	peer-to-peer	

• Infection	vector:		
– spam,	scanning,	worm	(self-propagating	virus)		

• Usage:	?



How	to	make	money	off	a	botnet?

• Rental	
– “Pay	me	money,	and	I’ll	let	you	use	my	botnet…	no	questions	asked”	

• DDoS	extortion	
– “Pay	me	or	I	take	your	legitimate	business	off	web”	

• Bulk	traffic	selling		
– “Pay	me	to	direct	bots	to	websites	to	boost	visit	counts”	

• Click	fraud,	SEO	
– “Simulate	clicks	on	advertised	links	to	generate	revenue”	
– Cloaking,	link	farms,	etc.	

• Theft	of	monetizable	information	(eg.,	financial	accounts)	
• Ransomware	
– “I’ve	encrypted	your	harddrive,	now	pay	me	money	to	unencrypt	it”	

• Advertise	products
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Torpig	Botnet

• 2005-2009?	

• 50k-180k	bots	

• 2008:	"Most	advanced	piece	of	crimeware	ever	
built"	

• Use	domain	flux	to	contact	command	and	
control	(C&C)	servers	

• Hijacked	by	UC	Santa	Barbara	researchers	and	
studied	for	10	days

[Your	Botnet	is	My	Botnet:	Analysis	of	a	Botnet	Takeover,	2009,	Stone-Gross	et	al.]



How	to	join	a	Torpig	botnet	

1:		 		Click	on	dodgy	link	to	vulnerable	website	

2-4:	Download	Mebroot	malware	

5:	 	Mebroot	downloads	Torpig	DLL	(your	a	bot!)	

6:	 	Upload	all	you	sensitive	data	to	Torpig	C&C	

7:	 	Profit!	(not	yours)

think-pair-shareWhat	are	defenses?



Domain	Flux
• Each	bot	generates	candidate	
domain	names	for	C&C	servers	

• Probe	each	one,	use	the	first	
one		that	talks	the	C&C	
protocol	

• Researchers	ran	the	algorithm	
forward	several	weeks	

• Discovered	un-registered	
domains	and	registered	them	

• Setup	their	own	C&C	server		

• Your	botnet	is	my	botnet



Stealing	a	botnet

• Researchers	bought	two	domains	and	hosting	

• Put	up	C&C	server	to	capture	all	reported	
information	by	bots	

• Controlled	Torpig	botnet	for	10	days	

• Captured	70	GBs	of	stolen	information	

• Used	these	data	to	study	how	big	the	botnet	was	
and	what	it	did	(crime)	

• C&C	hijack	to	take-down	a	botnet	is	called	sinkholing



Estimating	botnet	size

Torpig	bots	report	to	C&C	servers	using	a	unique	botnet	ID		
Useful	for	correctly	estimating	size





Stealing	Financial	Accounts

In	10	days,	stolen	accounts	from:	
- Paypal	(1770)	
- Poste	Italiane	(765)	
- Capital	One	(314)	
- E*Trade	(304)	
- Chase	(217)	



Ethics

● PRINCIPLE	1.	
● The	sinkholed	botnet	should	be	operated	so	that	any	harm	and/or	
damage	to	victims	and	targets	of	attacks	would	be	minimized.	

● PRINCIPLE	2.		
● The	sinkholed	botnet	should	collect	enough	information	to	enable	
notification	and	remediation	of	affected	parties.

Two	principles	to	protect	victims
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