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announcements
HW4 due in one week 

This week: cloud computing and malware & ecrime 

Next week: Bitcoin and Android security 

Friday, May 6: Exam review session 

Sunday, May 8: Final exam



today
Cloud computing and placement vulnerabilities 

Malware, botnets, and crime



Cloud	Services

VMs	
Infrastructure-as-
a-service

Storage	

Web	Cache/TLS	
Termination	



A	simplified	model	of	public	cloud	computing

Owned/operated		
by	cloud	provider

User	A

User	B

virtual	machines	(VMs)

virtual	machines	(VMs)

Users	run	Virtual	Machines	(VMs)	on	cloud	provider’s	infrastructure

Virtual		
Machine	
Manager

Virtual	Machine	Manager	(VMM)	
manages	physical		server	resources	for	VMs

To	the	VM	should	look	like	dedicated	server

Multitenancy	(users	share	physical	resources)



A	new	threat	model:

User	A

Bad	guy

Attacker	identifies	one	or	more	victims	VMs	in	cloud

2)	Launch	attacks	using	physical	proximity

1)	Achieve	advantageous	placement	via	launching	of	VM	instances

Exploit	VMM	vulnerability Side-channel	attackDoS



Checking	for	co-residence

Anatomy	of	attack

check	that	VM	is	on	same	server	as	target
-	network-based	co-residence	checks
-	efficacy	confirmed	by	covert	channels

Placement	
vulnerability:	
attackers	can	
knowingly		
achieve		
co-residence		
with	targetAchieving	co-residence

brute	forcing	placement
instance	flooding	after	target	launches

Location-based	attacks
side-channels,	DoS,	escape-from-VM



Cross-VM	side	channels	using	CPU	cache	contention

Attacker	VM

Victim	VM

Main		
memory

CPU	data	cache

1)	Read	in	a	large	array	(fill	CPU	cache	with	attacker	data)

2)	Busy	loop	(allow	victim	to	run)

3)	Measure	time	to	read	large	array		(the	load	measurement)



Cache-based	cross-VM	load	measurement	on	EC2

Repeated	HTTP	get	requests

Performs	cache	load	measurements

Running	Apache	server

Instances	co-resident Instances	co-resident Instances	NOT	co-resident

3	pairs	of	instances,	2	pairs	co-resident	and	1	not	
100	cache	load	measurements	during	HTTP	gets	(1024	byte	page)	and	with	no	HTTP	gets

[Hey,	You,	Get	Off	of	my	Cloud,	2009,	Ristenpart,	et	al.]



Checking	for	co-residence

Anatomy	of	attack

check	that	VM	is	on	same	server	as	target
-	network-based	co-residence	checks
-	efficacy	confirmed	by	covert	channels

Placement	
vulnerability:	
attackers	can	
knowingly		
achieve		
co-residence		
with	targetAchieving	co-residence

brute	forcing	placement
instance	flooding	after	target	launches

Location-based	attacks
side-channels,	DoS,	escape-from-VM



How	hard	should	co-location	be?

- Random	placement	policy	
- N	=	50k	machines	
- v=#victim	VMs,	a=#attacker	VMs	
- Probability	of	collision: 
Pc	=	1-(1-v/N)a

User	A

Bad	guy



Co-location	Strategies

• Basic	strategy	

• Trigger	launch	of	victim	VMs	
• Drive	HTTP	traffic	and	trigger	

autoscaling	to	launch	more	victim	
VMs	

• Time	launch	of	attacker	VMs	in	
co-ordination	

• How	effective	is	this?	

• How	much	does	this	cost?	

• How	long	does	this	take?



[A	Placement	Vulnerability	Study	in	Public	Clouds,	2015,	V	Varadarajan]



[A	Placement	Vulnerability	Study	in	Public	Clouds,	2015,	V	Varadarajan]

• Cheapest	strategy:	$0.14	(GCE)	

• Most	expensive	strategy:	$5.30	(Azure)



ecrime



Botnets

• Botnets:	
– Command	and	Control	(C&C)	

– Zombie	hosts	(bots)

• C&C	type:		
– centralized,	peer-to-peer	

• Infection	vector:		
– spam,	scanning,	worm	(self-propagating	virus)		

• Usage:	?



How	to	make	money	off	a	botnet?

• Rental	
– “Pay	me	money,	and	I’ll	let	you	use	my	botnet…	no	questions	asked”	

• DDoS	extortion	
– “Pay	me	or	I	take	your	legitimate	business	off	web”	

• Bulk	traffic	selling		
– “Pay	me	to	direct	bots	to	websites	to	boost	visit	counts”	

• Click	fraud,	SEO	
– “Simulate	clicks	on	advertised	links	to	generate	revenue”	
– Cloaking,	link	farms,	etc.	

• Theft	of	monetizable	information	(eg.,	financial	accounts)	
• Ransomware	
– “I’ve	encrypted	your	harddrive,	now	pay	me	money	to	unencrypt	it”	

• Advertise	products

think-pair-share



Torpig	Botnet

• 2005-2009?	

• 50k-180k	bots	

• 2008:	"Most	advanced	piece	of	crimeware	ever	
built"	

• Use	domain	flux	to	contact	command	and	
control	(C&C)	servers	

• Hijacked	by	UC	Santa	Barbara	researchers	and	
studied	for	10	days

[Your	Botnet	is	My	Botnet:	Analysis	of	a	Botnet	Takeover,	2009,	Stone-Gross	et	al.]



How	to	join	a	Torpig	botnet	

1:		 		Click	on	dodgy	link	to	vulnerable	website	

2-4:	Download	Mebroot	malware	

5:	 	Mebroot	downloads	Torpig	DLL	(your	a	bot!)	

6:	 	Upload	all	you	sensitive	data	to	Torpig	C&C	

7:	 	Profit!	(not	yours)



Domain	Flux
• Each	bot	generates	candidate	
domain	names	for	C&C	servers	

• Probe	each	one,	use	the	first	
one		that	talks	the	C&C	
protocol	

• Researchers	ran	the	algorithm	
forward	several	weeks	

• Discovered	un-registered	
domains	and	registered	them	

• Setup	their	own	C&C	server		

• Your	botnet	is	my	botnet



Stealing	a	botnet

• Researchers	bought	two	domains	and	hosting	

• Put	up	C&C	server	to	capture	all	reported	
information	by	bots	

• Controlled	Torpig	botnet	for	10	days	

• Captured	70	GBs	of	stolen	information	

• Used	these	data	to	study	how	big	the	botnet	was	
and	what	it	did	(crime)



Estimating	botnet	size

Torpig	bots	report	to	C&C	servers	using	a	unique	botnet	ID		
Useful	for	correctly	estimating	size





Stealing	Financial	Accounts

In	10	days,	stolen	accounts	from:	
- Paypal	(1770)	
- Poste	Italiane	(765)	
- Capital	One	(314)	
- E*Trade	(304)	
- Chase	(217)	



Ethics

● PRINCIPLE	1.	
● The	sinkholed	botnet	should	be	operated	so	that	any	harm	and/or	
damage	to	victims	and	targets	of	attacks	would	be	minimized.	

● PRINCIPLE	2.		
● The	sinkholed	botnet	should	collect	enough	information	to	enable	
notification	and	remediation	of	affected	parties.

Two	principles	to	protect	victims
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