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ABSTRACT

Many past systems have explored how to eliminate redundamg-t
fers from network links and improve network efficiency. Selef
these systems operate at the application layer, while thre moent
systems operate on individual packets. A common aspectestth
systems is that they apply to localized settings, e.g. &tsétwork
access links. In this paper, we explore the benefits of depoy
packet-level redundant content elimination as a univepsahitive
on all Internet routers. Such a universal deployment wonrdche-
diately reduce link loads everywhere. However, we argue féra
more significant network-wide benefits can be derived bysigghe
ing network routing protocols to leverage the universallogment.
We develop “redundancy-aware” intra- and inter-domairtirgual-
gorithms and show that they enable better traffic engingereduce
link usage costs, and enhance ISPs’ responsiveness to trafia-
tions. In particular, employing redundancy eliminatiorpegaches
across redundancy-aware routes can lower intra and ict@adh
link loads by 10-50%. We also address key challenges thatimay
der implementation of redundancy elimination on fast rmit®©ur
current software router implementation can run at OC48dpee

Categories and Subject DescriptorsC.2.2 [Computer Communi-
cation Networks]: Routing Protocols

General Terms: Algorithms, Design, Measurement.
Keywords: Traffic Redundancy, Routing, Traffic Engineering.

1. INTRODUCTION

The basic property that some of the content on the Internet is
highly popular results some data being repeatedly trarexfercross
the network. A number of existing systems attempt to imprihnee
efficiency of the network by eliminating these redundantsfers.
There is wide-spread agreement that these approachesiofifiefi-
cant benefits in practice.

A common property of existing systems is that they typicalby
erate in a localized fashion by eliminating the redundamngfers
either on the link, or of the application, directly connette the
system. The goal of this paper is to explore some ofrti@ications
of network-widedeployment of redundancy elimination technology.
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A majority of the redundancy-elimination systems have exygd
application-layer object caching to eliminate redundaatadrans-
fers. For example, Web proxy caches are an application-lage
proach to reduce the bandwidth usage of static Web contehinwi
ISPs and at large stub networks. Numerous stufié$ 125, 1&]da
plored the effectiveness of such designs. In recent yearsiréoer
of systems, both commercidll [3,[4,[1, 2] and non-commer&d4],[
have been developed which operbtdowthe application layer and
attempt to eliminateny redundant strings of bytes that appear on
the network. Such systems enjoy two benefits. First, theynate
tied to a single application and can eliminate all forms ofuredant
information. Second, past evaluations have shown that neckn-
dant information can be removed by focusing at the packebgtel
levels than at the object level.

In this paper, we consider tHeenefitsof deploying of packet-
level redundant content elimination as a primitive IP-lagervice
across the entire Internet. We start with the assumptionatih#u-
ture routers will have the ability to strip redundant cornté&om
network packets on the fly, by comparing packet contentsnagai
those recently-forwarded packets which are stored in aecaRbu-
ters immediately downstream can reconstruct full packets their
own cache. Applying this technology at every link would pow/
immediate performance benefits by reducing the overall toathe
network. It also enables new functionality: for examplesirpli-
fies application layer multicast by eliminating the needéahreful
about duplicate transmissions.

However, universal redundancy elimination can yield eveatgr
benefits if existing protocols aredesigned with redundancy elimi-
nation in mind In this paper, we describe how wide-spread deploy-
ment of redundancy elimination can be leveraged by ISPsangd
the way they compute routes giving rise to new and improveh-te
niques for managing network resources. We analyze the benefi
of selecting routes which maximize the opportunity to efiate re-
dundant content, versus routes which minimize hop countfwro
cost functions; An example is shown in Figllie 1.

We consider such “redundancy-aware” modifications to hatiiat
and inter-domain routing. In our proposed approaches, F§ts
compute estimates of how often content is replicated adlifes
rent destinations—we call these estimagshindancy profiles-and
use these estimates in computing forwarding paths for thestk-
ets. We describe how ISP routers can compute redundancyegrofi
in parallel with forwarding packets. We also describe how$S
can leverage centralized route control platforms (e.g. [¥] pr
RCP [8]) to compute network-wide redundancy-aware routes i
scalable and efficient fashion. In contrast with currentestd-the-
art practices, our redundancy-aware approaches can &iBw het-
ter control over link loads, and offer them greater flexiyiln meet-
ing traffic engineering goals and in reacting to sudden traffirges.
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Figure 1: In (a), we show shortest path routing where the net-
work carriers 18 packets in all). In (b), redundant packet eim-
ination is employed on the shortest paths resulting in 12 pde
ets total, or a 33% reduction. In (c), we use redundancy-awar
routes which minimize the total number of packets carried by
the network resulting in 10 packets total, or a 44% reduction

We have evaluated the full range benefits arising from a uni-
versal deployment of redundancy elimination, and from giginr
redundancy-aware route selection algorithms. Our evialogtuse
Rocketfuel topologies and workloads from full packet tsacel-
lected at a large US university as well as synthetic trafficel®
derived from the traces. When traditional shortest pattimguis
used, we find that applying redundancy elimination on alvoek
links brings down the network-wide utilization by 10-50%. don-
trast, when redundancy-aware routing is employed, we fiatlttie
network-wide utilization is reduced byfarther 10-25%. We also
study the effect of staleness of redundancy profiles on rqués-
ity. We find that the benefits from redundancy-aware routirgy a
significant even when traffic patterns change unexpectattytiae
route computation is unable to react to the change (as maggédn
during flash-crowd events). Overall, we find that a wide-adrde-
ployment of redundancy elimination can be leveraged toinhry
significant network-wide benefits. These benefits can quittidn
offset the initial high cost of deployment.

We also consider some key challenges that may hinder the de-
ployment of packet-level redundancy elimination in togaligh-
speed routers. Starting from the algorithm [inl[24], we makg k
enhancements to the design of packet caches and to cachsloo
algorithms in order to reduce both the total amount of sterssy
quired and the number of memory accesses incurred per patket
have implemented these improvements in CI[cK [18]. Our &isnp
tic implementation offers a throughput of 1Gbps in softwarea
1.8GHz Linux box. We argue that, with better hardware suppor
the throughput of the software implementation can easilyees
2.5Gbps. Even higher throughputs can be attained in haedwar

This paper is structured as follows. In Sectldn 2, we disauss
prior approach for packet-level redundancy eliminatiod antline
the issues we consider in this paper. In Sectidns Fhnd 4, eeept
redundancy-aware intra- and inter-domain routing, reypag. In
Section[b, we present a measurement study of key propeities o
redundant content observed in real packet traces. In 3d@io
we evaluate the benefits of universal redundancy eliminagiod
redundancy-aware routing. In Sectigh 7, we present ounsoé
router implementation of packet-level redundancy elirtiora We
discuss related work in Secti@h 8 and conclude in Seffion 9.

k

2. BACKGROUND

In this section, we present a brief outline of a popular madm
for packet-level redundancy elimination, and review cuotrgrac-
tices in routing and traffic engineering. We then discussctine-
lenges in updating routing to leverage a universal deplaoynoé
redundancy elimination. We end with a preliminary empirgtady
which points to the likely benefits of modifying routing inishway.
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Figure 2: Packet-level redundancy detection.

2.1 Algorithm for Redundancy Elimination

We describe a fast algorithm for identifying chunks of redant
content across packets. This algorithm has been employealrin
ious forms in the past, e.g., for detecting duplicates in e dils-
tem [16,[19] and for detecting wormiSJ22]. The algorithm we-di
cuss here was first conceived by Spring et[-al [24] who apjlitxd
remove redundant content from access links. Their appropeh
ates at access routers, as packets enter or leave a stubyknetwo

For every packet going in a particular direction, the altion
computes a set dingerprintsby applying a hash function to each
64 byte sub-string of the packet’s payload. This choice bfsting
size offers good performance in practi€el[24]. Thus, forSabyte
packet § > 64), a total ofS — 63 fingerprints are obtained. Rather
than use an MD5 hash, the algorithm uses a sliding hash &mcti
called Rabin fingerprinfI20], which significantly cuts dothe hash
computation time per packdi[24]. A subset of these fingetpire
selected at random per packet agdégresentative fingerprints

Representative fingerprints of all the packets observedsmae
past interval of time are stored infagerprint storeat the router.
The packet payloads are stored ipacket storePointers are stored
from each fingerprint to the corresponding packet (Fi@lire 2)

After computing representative fingerprints for an arriypacket,
each fingerprint is checked against the fingerprint storéheck if
the fingerprint already exists there. If a match is founds theans
that the incoming packet has a 64 byte sub-string that matefth
an in-cache packet. The matching packet is retrieved an64Be
match region is expanded left and right to obtain the regiaover-
lap between the two packets. The new packet is inserted leto t
packet store, and the mapping in the fingerprint store is tagda
so that the matching fingerprint points to the new packet. fEhe
maining representative fingerprints of the arriving packet also
inserted into the fingerprint store. In some situations, enibian
one representative fingerprint of the incoming packet caenke a
match; this means that different regions of the arrivingkeahave
matched with distinct regions of one or more cached packets.

Each match region is removed from the incoming packet and
replaced with ashimwhich encodeshe redundant content in the
packet. The shim provides the fingerprint which caused thietma
and byte range for the matching in-cache packet. The shinbean
used by a downstream router to reconstruct the packet froowt
local cache. It is assumed that that the cache on the downstre
router is consistent with the upstream cache.

2.2 Intra and Inter-domain Routing

ISPs makéntra-domainrouting decisions on the basis of a packet’s
destination IP address. Since selecting static routes @&ting-
tion (e.g., always using paths with small hop counts) conig&ct
their ability to control the load on network links, many 1S&%-
ploy traffic engineering (TE) techniques. These involvenest-
ing expected volume of traffic between different locatioReRs) in
a network [1F] and computing routes so as to spread load evenl
across network links. Although ISPs are known to overpiiowis



their links, traffic engineering is crucial to manage resesrin the
face of traffic variations.

Whenselecting inter-domainoutes, ISPs attempt both to reduce
usage costs of expensive inter-domain links and to minirttize
impact of inter-domain traffic on intra-domain links. Tyglly, ISPs
statically select the most cost-effective AS as the next foopa
destination. Packets are sent to the next hop either alengahy-
exit route or, in some cases, along an exit point that is ahbssed
on mutual agreements with the neighbor.

Meeting network-wide traffic engineering objectives effesly
is very challenging today (in part because of the difficuttpiedict-
ing traffic volumes accurately). In particular, currentraatiomain
routing and TE practices cannot easily adjust to variatiarigaffic
volumes. The variations could cause the load on intra-donitaiks
to increase beyond acceptable limits. Similarly, the loadrpen-
sive and congested inter-domain links can increase signifi¢ as
well. In both cases, this could lead to a violation of TE objers
and of service level agreements (SLAs) with neighboringvoekts.

Applying redundancy elimination on network links improvbas
effective utilization of the links and provides ISPs grediexibility
in meeting their network-wide objectives. The flexibility further
enhanced when routing and traffic engineering are modifiéslay-
age link-level redundancy elimination.

2.3 Toward Redundancy-Aware Routing

of the matched regions in all packets to the total size of atkpts
was 0.45. Further, we dissected the /24 traffic leaving tiaany
ISP’s network from its New York, Washington DC and Boston oP
About 22% of the packet contents leaving New York were dupli-
cated in the 150s snapshot. The fraction was 18% for DC and 2%
for Boston. Also, the shortest paths from Chicago (close hene
the university is located) to these cities were non-oveitagp. Thus,
simply employing redundancy elimination techniques in p-bg-
hop manner can yield savings of 2-22% (when only considetieg
bytes due to the /24) on the intra-domain links of the prim&fy.
Interestingly, 10% and 9% of the contents of packets going to
New York also appeared in packets going to Boston and Washing
ton DC. Thus, if packets to Boston and Washington DC are tbute
via New York (this does not cause significant path inflationdl a
then redundancy elimination applied, the overall utili@atof the
network links can be brought down even further.

3. INTRA-DOMAIN ROUTING

In this section, we present our redundancy-aware intraaiom
routing approach which can help ISPs manage link loads nfere e
fectively and reduce overall network utilization. As memted ear-
lier, the ISP gathers information on how content is dupédatithin
its network over a certain interval of time, and construaites
which maximize the potential for redundancy eliminatione As-
sume that all ISP routers employ redundancy elimination.

We assume that redundancy elimination approaches sucleas th  To begin with, we assume that the ISP has perfect and timely

one described in Sectidn_2.1 are applied on input and output p
of Internet routers in a hop-by-hop manner. Apstreamrouter
removesredundant content as a packeavesit, while the router
immediatelydownstream reconstructhe packet as soon asat-
rives(assuming the packet has redundant content). All routefseca
packets that they have forwarded or received over a fixed &for
terval of time (e.g., 10s). Upstream and downstream pac@ies
should be the same size and the routers must employ the saime ha
functions and random seeds to ensure consistency.

To leverage a universal deployment of redundancy elinomati
and improve network-wide utilization, ISPs must change vlag
routes are computed today, as well as how routers act on {zacke

In particular, ISPs must perform three key tasks: (1) ISPstmu
first track how packet content is replicated across diffepmints
in their network; We call this information the “Traffic Reddency
Profile”; (2) Based on the network-wide profile, ISPs mushtben-
struct intra and inter-domain forwarding paths which mazirthe
likelihood of duplicate data traversing the same netwarnkdiand,
at the same time, allow ISPs to meet their network-wide dbjes;
We call this “Redundancy-Aware Route Computation”. And), (3
Router-level redundancy elimination techniques mustatgesn ev-
ery packet at every router along network paths.

Our goal is to systematically understand how ISPs may imple-
ment these tasks, and show that ISPs can obtgiificant benefits
in terms of controlling the loads on their links, being aldenteet
their TE objectives satisfactorily, being better prepaf@dsudden
traffic variations, and reducing usage costs and congestidnter-
domain links. Next, we discuss initial measurements whiihtto
the potential benefits of employing redundancy-aware sute

Preliminary Study. We conducted a preliminary measurement
study where we tracked packets originating from a high vauga#
prefix owned by a large US university (the packets are headed f
the commercial Internet). Traffic from the university estés pri-
mary ISP at Chicago. We analyzed this traffic using the atlgori
in SectioZ]l and found that 45% of the packet contents were d
plicated for a 150s traffic snapshot using a packet storecihat
hold all packets in the snapshot; that is, the ratio of thal teize

knowledge of the prevailing patterns of redundancy in itsvoek
and that it can configure redundancy-aware paths within #te n
work in a negligible amount of time. We also assume that packe
are duplicated in full, if at all. We start with a simple satfiwhere
we consider packets originate from a single PoP in an ISP.)A/e e
tend this to a network-wide setting and construct redungancare
intra-domain routes between all pairs of PoPs in the ISP.
Following this, we discuss practical issues in redundaaegie
intra-domain routing, such as fast approaches for estimgatie
redundancy patterns, accounting for partial replicatibrcantent
across packets, and computing redundancy-aware routes.

3.1 ASingle PoP

We use the following abstract model to develop our appro¥dd.
represent the ISP using a graph= (V, FE)). We focus on traffic
originating from a single ISP PoP, denoted Y€ V). We refer
to S as thesourceor ingress NodesD+, Da, ..., D,, € V denote
the egress PoPsr destinationghrough which traffic originating at
S exits the ISP. Other vertices In represent ISP backbone routers.

We now model duplicated packets within the traffic origingti
from S. Suppose thailV distinct packety P, P, ..., Px} origi-
nate atS over a certain time duratiofi. All other packet originating
at S in this interval are duplicates of th¥ distinct packets. Each
distinct packetP; can have one or more “copies”. We use the term
“copy” in a loose sense: specifically, we consider the ogbfis-
tinct packet to be the first copy. Some copies of the distiackpt
P; may all be destined for the same destination, while other
copies may be headed for other destinations.

We assume that the ISP has all information regarding de&tirsa
of the different packet copies. Specifically, the ISP hasstdf
constantscpy;,; defined so thatpy; ; = 1 if a copy of distinct
packetP; is destined for egresP;. For instance, say that distinct
packetP; originating atS has four copies overall, two of which are
destined for Po®; and one each for PoR3%;, Ds. Then,cpy:,1 =
cpy1,3 = cpy1,5 = 1, andepy1,; = 0 for all other destination®;.

We call this list ofcpy’s the redundancy profilfor the traffic
originating from S in the time intervall’. In practice, an ISP can



compute the profiles as packets enter its network (SeEl8a)3.

Next, we show how the ISP can use the redundancy profile to com-

pute redundancy-aware routes fragirio the differentD;s. We first
define a few variables which we employ in explaining our applo

We refer to the traffic going frond to a particular destination
within the time intervall” as a singldlow. For each flow; (i.e.,
the traffic to destinatiorD;), we define variableste; . such that
rte;,. = 1 ifthe redundancy-aware route frofto D; goes through
edgee, andrte; . = 0 otherwise. Binary values farte; . ensure
that all traffic betweer$ and D; is routed along one path.

We use a variablé&'P; . for an edges and distinct packeP; to de-
note thefootprint of the copies ofP; on edgee. The footprint is the
amount of resources consumed on edgéhen the copies of; are
routed toward their respective destinations using redocygtaware
routes and all routers perform redundancy elimination.ifistance,
if none of the copies of’; is routed over, then the footprint due
to P; and its copies on edgeis zero, i.e.,F'P; . = 0. If multiple
copies of P; are routed over the edge then effectively only one
copy goes through because the remaining copies are eliminated as
being redundant. In this case, the footprint of the copies; ah the
edgee is a function of the size of the distinct pack@ét In this pa-
per, we pick the footprint function to equal the size of theksd P;
multiplied by the latency of the link, or F'P; . = late x |FP;|. The
intuition behind choosing this function is that a packetsiones
more network resources overall when it traverses high &téinks
and/or when the packet size is large. Other functions réfigctet-
work usage can also be considered.

The ISP’s objective in computing redundancy-aware rowgeds i
compute the-te variables such thabtal footprint summed over all
network edges is minimizedn order words, the goal is to com-
pute routes fron which minimize the total network resources con-
sumed by traffic originating & within the intervalT when all rou-
ters perform redundancy elimination.

We formulate the ISP’s objective as the output dfiaear Pro-
gram (LP) We first describe theonstraintsfor the LP, followed by
the optimization objective We have the following constraints per
distinct packetP;, based on the definition of the footprint function:

Vi, FPic > late X c¢pys,j X rteje X | P
Since the footprinf’' P; . cannot exceed resources consumed when
routing a single copy of?; one , we have F'P; . < |Pi| x late.

Next, we set up flow conservation constraints for nodées .ifror
backbones routers, we have:vyj, > s+ () Tt€ie = D ocs- (0
rtej,e, where,st indicates flow entering node, andé ™~ indicates
flow leaving nodev. For sourceS and destination®;, we have:

Vi, D ecs—(s) Tteie = Dcest(s) Tteie = 1
Vj, Zeeé*(Dj)Ttejve —2866,(Dj)7‘tej76 = 1

Finally, we require a set of constraints to ensure that liseacities
are obeyed. Suppose edgeannot carry more tha@'ap. packets
within the intervalT (Cap. can be derived froma’s raw capacity).
Then, we requireVe, m+ > FPne < Cape. We use a normal-

izing factor ;- to obtain the total size of packets carrieddy
The objectlve of the LP is to lower thmtal network footprint
subject to the above constraints, or Minimige >, F'P; ..
We allow fractional values for the variablese in the solution for
the above LP. Fractional values indicate how traffic mayt syglioss
different possible paths betweéhand a destination.

3.2 Multiple Ingresses, Traffic Engineering

We extend the above approach for computing redundancyeawar
routes to a network-wide setting. The goal is to use redungan
awareness to help ISPs meet their traffic engineering goale m

effectively. Our network-wide approach tries to alwaysaibtbet-
ter network-wide guarantees than existing TE approachet as
OSPF-based weight tunirlg [6]. We illustrate our approadhguihe
“Maximum load” objective, wherein the ISP employs traffiqgen
neering to minimize the maximum link utilization in its nedvk.
Traffic can originate at any network PoP.
To explain our approach, we introduce a per-ingress pa&met

cpyp, ;,p; Which is 1 if a copy of distinct packeb, ; is destined

for D;. P, ; denotes the'" distinct packet originating from ingress
Sh Wlthln an intervalT". Similarly we extend the link footprint vari-
able to capture the contribution of packets originatingrfrdifferent
ingresses to a particular link we denote this a8'Pp,, , . Inasim-
ilar fashion, we define variableses,, ;. which |dent|fy |f the flow
betweenS,, and D; flows through edge. We assume that pack-
ets originating from different ingresses have no contegbimmon.
(We omit several details for brevity.)

As with the single ingress case, we first formulate a netweide
LP where the objective of the ISP is to lower the network footp
due to traffic originating from all PoPs, or Minimi2e _>". >
FPp, ... Next, we place link capacity constraints and incorporate
the “Max Load” objective as follows: Suppose that, basedtan t
measured network traffic matrix, the ISP estimates thaitioszhl
traffic engineering approaches (e.g. OSPF-based appmdéhe
[12]) can bound the link loads by a factar < 1. ISPs today try
to maintaina ~ 0.5. Given this, we normalize each link’s capacity
Cape. usingCap. +— Cap. = aCap. and minimize the network-
wide footprint subject to the following new capacity coagtts:

ve, ﬁ DY FPr, e < Cap,

The solution to this LP is the set ofes,, ,;,. variables. Due to nor-
malization of capacities and our objective of minimizingwerk

footprint, the maximum link load due to this solution is aade as
good as, if not much better, compared to traditional TE apgines.

3.3 Centralized Route Computation and
Practical Issues

Our redundancy-aware approaches can be applied by an I8¢ alo
side centralized routing platforms such as RCP [8] and[41). [AB
regular N minute intervals, border routers in the ISP can compute
the redundancy profiles (i.e. the constanigp, ;,p;) for packets
observed during the firdf seconds of the interval, and transmit the
profiles to a logically central route control platform. Wesdliss
how to track the redundancy profiles, especially when pactiat
tents may not be duplicated in full, towards the end of thitiea.

The controller formulates the network-wide Linear Progranal
computes the routes (i.e. thees, ;. variables). The computed
routes are configured on routers and used for rest of\theinutes.

In addition to the periodic updates, border routers cowdd &lack
the redundancy profiles on a minute-by-minute basis andrimtbe
route controllers of significant changes in the traffic redmcy pat-
terns. This allows the controller to respond better to saduaffic
surges and changes in redundancy profiles.

3.3.1 Scalability

The input to the network-wide Linear Program includes the-co
stants for the redundancy profiles. The input size thus glows
early in number of distinct packets observed during theruater".
The size can be prohibitively large if millions of distincgkets ap-
pear in a short time. The amount of data to be transmittedeo th
central route controller will be high, resulting in excegsscontrol
overhead. Also, existing LP solvers cannot handle largatigjzes.

We employ two simplifications to address the scalabilityiéss



Based on an empirical study of real traces, we observed tma¢ ot

at an ingress PoP is rarely duplicated acrps8 destination PoPs
(Section[®). Thus, we only consider content duplicated s
destinations and ignore duplication acros® destinations.

We make another simplification to improve the scalabilitye W
“combine” the redundant content in packets going to an idaht
set of destinations into a largeggregated packgtcopies of the
aggregated packet are considered to be destined for the setme
of destinations as the individual packets. For examplepssg that
distinct packetd , . .., P, all have two copies, with one copy going
to destinationD; and another td- (all traffic is observed in a time
intervalT"). We create an equivalesingleaggregated packet of size
Z’l P; which goes to destination3; andD-. Thus, the aggregated
packet captures the total overlap in the content goingi@ndD-.
This aggregation approach reduces the total numberp¥ariables
without changing the quality of the solution obtained fog tHP —
the number of variables reduces fr@hto 2 in the above example.

With these two simplifications, the total number of variabfer
the entire network is now on the order of the square of number o
PoPs in the network and the control overhead is thus mucHesmal
We refer to the redundancy profiles captured using aggreguetek-
ets in the above fashion as thggregated redundancy profiles

Next, we describe an approximate approach for computing the
aggregated redundancy profiles at the ingress routers Rmét-
work as packets stream into a network. We also address issises
ing from content being partially replicated across netwaakkets.

3.3.2 Computing Redundancy Profiles

We discuss an extension to the algorithm in Sedfich 2.1 to-com
pute the aggregated profiles in practice. The approach vegidess
run constantly on each ingress router. Suppose an inconaiokep
P ataningress router has a match with a single pafket,. stored
at the router, and thaP and P...,. are headed for different des-
tinations D; and D>. We count the size of the matching region
|P N Peqcne| towards the total amount of contectmmon to desti-
nationsD; and D. If P and P...n. are both headed to the same
destination, say:, then we countP|+ | Peache| — | PN Peache| tO-
wards content exchanged between the ingress/andn this man-
ner, we approximately track the total amountusfique content ex-
changed between the source ang. If the incoming packeP has a
match with more than one cached packet, Bayache andPs cache,
we count each match regi@eparatelytowards the redundancy pro-
files; that is, we run the aforementioned tallying approact for P
and P cache, and then forP and Pz, cqcrne. We also track packets in
the ingress router’'s packet store which observe no matchesgl
the intervalT. We group such packets by their destination and com-
pute the total size of the packets in each group. This totdida
added to the total volume of unique content exchanged betthee
ingress and the corresponding destination.

At the end of intervall’, the ingress router gathers aggregated
counts for: (1) the size of content shared between pairsrefssgs,
and (2) the volume of unique content exchanged with diffeegresses.
This forms the aggregated redundancy profile for the ingRasi3,
and is transmitted to the route controller. Note that we daobus
on content that is duplicated across 2 destinations, iflat al

This approach clearly approximates the true redundanciilgro
as described in Sectido_B.1. However, our trace-based ai@iu
(Sectior®) shows that the inaccuracies in our approach tlsigo
nificantly affect the quality of the routes we compute.

3.3.3 MPLS Networks

As mentioned before, we permit fractional solutions to teework-
wide Linear Program. The fractional solution can be implated

in MPLS-based networks by establishing the appropriataffitr
trunks”, or label switched paths (LSPs), between ISP FdP€ge
must be taken to construct LSPs and allot packets to them in a
redundancy-aware manner. This is crucial in order to ekiiiae
maximum amount of redundant content from network traffich-Ot
erwise, packets may be alloted to LSPs in such a manner that+e
dant packets destined for different egresses are routed &l6Ps
which have very few network links in common.

While a thorough investigation of how to establish LSPs dnd a
locate packets is beyond the scope of this work, we have oesdl
a preliminary redundancy-aware heuristic which seemsftr sht-
isfactory performance in practice. The details can be fdarf].

4. INTER-DOMAIN ROUTING

In this section, we present redundancy-aware inter-domuait:
ing which can help ISPs minimize the overall impact of indemain
traffic on internal and peering links. We consider as “irdemain”
traffic the set of all packets traversing the ISP whose dastins are
routable only through peers of the ISP. We consider two agaies:
local and cooperative.

Thelocal approach applies to an ISP selecting its next-hop ASes
in BGP, as well as the particular exit point(s) into the clmosext
hop. In this approach, an ISP aggregates its inter-domaifictr
over a selected set of next hops and the corresponding erisED
as to aggregate potentially redundant traffic onto a smatibver of
network links. Thus, the ISP can significantly reduce thedotphat
inter-domain traffic imposes on its internal and peerinddin To
compute routes in this manner, the ISP must track (1) the atrafu
redundant content that is common to different destinatiefixes
and (2) the route announcements from peers to the destisatio

The cooperative approach applies to ISPs which are willng t
coordinate their inter-domain route selection decisidnsthis ap-
proach, the ISPs compute routes which minimizeaberallimpact
of inter-domain traffic across the internal links of all ISRgolved
and the peering links between the ISPs. We explore the idsed-b
fits from cooperation and ignore important issues such asélee
to maintain privacy of internal information.

4.1 Local Approach for an ISP

The intra-domain approach, presented in Sedflon 3, can be ex
tended in a straight-forward manner to perform next hop-A8s
tion. This simply requires a change to the input network grép
and the overall objective of the ISP. Our approach descrifstolw
focuses on inter-domain traffic originating at a particl®aP in an
ISP and can be extended to all inter-domain traffic of the V8&.
present the high level ideas and omit the details for brevity

The ISP’s network footprint objective encompasses thepfirat
FP; . of both the internal edges of the ISP and its peering links.
The input graph? = (V, E) is constructed as follows: the skt
is composed of three subséts, V>, and Vi (Figureld). V4 is the
set of all intra-domain routers or the PoPs of the ISP, inolgidhe
ingress PoRS where the inter-domain traffic originate$’ is the
set of destination prefixeB+, Ds, ..., D,,. These are the prefixes
to which the inter-domain traffic fron§' must finally reach. We as-
sume that the ISP computes aggregated redundancy profitessac
them destinations. To derive the ideal benefits of redundancy-eli
ination, all possible destination ASes must be considardgbde set
V5. However, in practice, it may suffice to focus on just the tey f
destination prefixes by volume. Finally, the $&tis composed of
“intermediate nodes” which model possible next hop ASes&mh
destination, as well as their peering locations with the ISP

The set of edgedy, is composed of three subsefs;, the set of
intra-domain edgesk-, the full set of peering edges between the
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Figure 3: Input graph for the local inter-domain approach.

ISP in question and each of its peers, diid which are “interme-
diate edges” between nodeslin andVs. We construct an interme-
diate edge between an intermediate nodind a destinatiod; if
the ISP corresponding te has announced a route ;. We only
include edges and vertices for a peer if the peer is among tvbs
have a path with the smallest number of AS hops to the deftimat

The rest of the inter-domain route selection approach is-sim
lar to the intra-domain case. Again, a centralized routetrotier
may be employed to compute routes which minimize the footpri
due to inter-domain traffic. The ingress router.Stcould com-
pute the inter-domain redundancy profile using the approaSec-
tion[3:32, and transfer the profile to the router controllére output
from the route controller is the next-hop AS and the intemnoaite
to the exit point into the next-hop for each destination prefi

4.2 Cooperative Approach for Two ISPs

For simplicity we consider the case where just two ISPs deord
nate their inter-domain route selection. Our approach @b
tended to multiple ISPs. Our approach works as follows: enath
than compute inter-domain routes in isolation, each IS o ag-
gregate the redundant content in inter-domain traffic fogetvith
the redundant content in its intra-domain traffic, so as tegodown
the overall utilization of all participating networks.

Thus, the key difference from the intra-domain routing fatea
tion is that the input graph used by either ISP is timion of the
topologies of the two networks and peering links. The ingots
an ISP’s Linear Program are its intra-domain redundancyilpso
and the inter-domain profile for traffic between ingresses ielfts
and egresses in the neighbor. The output of an ISP’s forinalat
include its intra-domain routes and a list of exit points fiaffic
destined to egresses in the neighbor (and how to split daerain
traffic across the exit points).

5. MEASUREMENT RESULTS

We present a brief study of key properties of content redonoga
observed at the packet-level in real traces. We focus onxtene
to which content is duplicated across two or more destinati®ur
observations shed light on the potential for redundancgrawout-
ing. They also justify the key choices we have made in desgyni
the approaches outlined in Sectids 3 Bhd 4. We also levéhage
observations to construct synthetic traces which we usensitely
in Sectiorb. For brevity, we only focus on intra-domain isgjs.

Traces. We collected full packet traces at a large US university’s
access link to the commercial Internet. We collected migitifb0s-
shapshots at the beginning of every hour starting at 10aneadidg
at 7pm on Jan 26, 2007. In addition, we also separately nrexito
the traffic originating from a high volume /24 prefix owned et
university, which hosted some of the most popular serversaon-
pus (during the same time-period). The latter traces aedyiito be
representative of a moderate-sized data center.

Extent of redundancy. We used the approach outlined in Sec-
tion[d to quantify packet-level content redundancy. In theecof
Internet-bound traffic on the University access link, werfduhat
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the average redundancy percentage was 16% using 400MBtpacke
store, meaning that the ratio of the total size of the matehgibns

in all packets to the total size of packets was 0.16. When wed us

a 2GB packet store, the average redundancy proportionasetkto
20%. For traffic originating from the high-volume /24 prefilke re-
dundancy proportion was 50% on average with a 2GB packet.stor
These observations show that when redundancy eliminasiap-
plied in a localized fashion on individual access links, ukiézation

of the links can be reduced by 16-50%.

Extent of duplication across destinations. Our redundancy-
aware approaches are most effective when content is dtgadie&ross
multiple destinations. To examine the benefits of redunglanare-
ness, we emulate a scenario where traffic originating at antage
points (i.e. the University access link and the /24 prefixjoisted
across the internal network of a tier-1 ISP (SprintLink).r Both
cases, we assume that the traffic enters the ISP at its ChRaigo
Using traceroute and undris]23] we mapped the destinatifixps
observed in traces to PoPs of the tier-1 ISP. We then exanhioed
often content is duplicated across different ISP PoPs.

In Figure[3(a), we show the number of different PoPs to which a
distinct 64B chunk observed in a trace was destined to. Waystu
a full University trace (redundancy proportion of 17%) antface
of traffic from the high-volume /24 prefix (redundancy of 48%)
the former case, we note that for 97% of the chunks, eithaethe
were no duplicates or the duplicates went to the same PoReas th
original. In 3% of the cases, the duplicate and original &sunere
destined to 2 distinct PoPs. For the trace of the /24 prefixseee
more significant duplication across PoPs, with duplicatestided
for 2 PoPs in nearly 10% of the cases. In general, very fewlchun
are duplicated across 3 PoPs in either set of traces. We exam-
ined several other traces and observed similar trends. juistigies
our approach of focusing only on the amount of content daptid
acrosairs of destinationsvhen computing redundancy profiles.

Next, we examine whether content duplicated across a setsf d
tinations amounts to a significant proportion of all traffens to
the destinations. In Figufd 4(b), we show the total volumé&aft
fic originating from the high-volume /24 prefix which is duggied
across a pair of destination PoPs, relative to the totalaelof traf-
fic from the /24 to the two PoPs. We see that the proportion of
shared content varies significantly across different pafidestina-
tion PoPs. In many cases, there is very little sharing of meldat
content: the proportion of shared contenkid % for nearly80% of
the PoP pairs. For roughly 10% of PoP pairs, the extent ofrafpé
very significant, ranging between 5 and 15% of the total tafie
studied other traces of the /24 prefix and observed a sinrgadt
of a few PoP pairs sharing a significant amount of contentthiear
more, we also found signs of positive correlation betweenttial
volume of traffic of the PoP pair and the extent of content ethar
(the results are omitted for brevity).

CDE-sharing —
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6. EVALUATION

In this section, we present results from an extensive stdidlyeo
benefits of redundancy elimination both when applied toitithl



routes and when applied along with redundancy-aware roWés
consider both intra and inter-domain settings. We also éxanme
impact of network topology on the benefits derived. Finallg
study the ability of redundancy elimination and redundaaasre
approaches to absorb sudden traffic surges.

Unless otherwise stated, our metric of comparison istevork
footprintwhich reflects the aggregate utilization of an ISP’s network
resources. A significant reduction in network footprint ifep that
an ISP is able to better control the usage of its network messu
and meet its traffic engineering goals in a more effectivhitas

We mostly focus on benefits in theeal case, in that we assume
networks have perfect information regarding the redungasro-
files and can compute redundancy-aware routes instantslye@ve
do study the impact of practical limitations from stalenessedun-
dancy profiles. Our evaluation is based both on the real pacaes
(Sectiorb), and synthetic traces which are described next.

Our study indicates that redundancy elimination and redoog-
awareness can reduce network footprint to a very signifieargnt.
Thus, the benefits of a universal deployment of redundarioyi-el
nation seem to easily offset the initial cost of deploying thecha-
nisms on multiple network routers.

Generating Synthetic Traces. Synthetic traces allow us to ex-
plore the relationship between various redundancy profitesthe
overall benefits offered by our approaches. We construdhsyic
traces based on key properties of real packet traces.

In what follows, we first outline how to generate a synthatica-
domaintrace for traffic originating at aingle PoPof an ISP’s topol-
ogy. This can be extended trivially to network-wide intrarthin
traces, as well as to inter-domain traces.

Packets are of the same size in all synthetic traces. Eathetim
trace has three parametefs:ycrqn € [0, 0.5] andpintra, pinter €
[0, 1]. These determine if there are duplicate packets, and whethe
the duplicate packets are all headed for the same destinatio

To elaborate po.erqi 1S the total fraction of redundancy in the
traffic; For instance, whepoyerqr = 0.5, only 50% of the pack-
ets are unique. In general, no packet has more than one diglic
in all our synthetic traces. Thus, we do not model duplicatid
content across 3 or more destinations. As our empiricalysituthe
previous section showed, this approximation is unlikelgffect the
representativeness of our synthetic trace-based analyses

To construct the trace, we first create a large number of @niqu
packets. Each packet has a duplicate with probabﬁ%.

If a packet has no duplicate (with prObabIhl%j:’:%), we
“send” the packet to a PoP in the ISP selected with a protyapiio-
portional to the population of the city represented by thE Rbis is
based on the gravity model for network traffic volumes [21f}he
packet has a duplicate, we create the duplicate, and withapitity
pintra, We send the packet and its duplicate to the same destination
where the destination is selected according to the gravitgdeah
thus, pinire controls the number of packets which are duplicated
between a pair of PoPs. With a probability,ter = 1 — pintra, We
select two different destinations according to the gramitydel, and
send them a copy each; thys,.. controls the number of packets
duplicated across two different destinations.

We assume that routers have sufficient memory to stihneack-
ets within a synthetic trace that are forwarded to them.

Evaluation strategy. Given a trace, synthetic or real, and a net-
work topology, we compute aggregate redundancy profilegjbie
approach described in SEC3]3.2. We compute routes acgotalin
the redundancy-aware algorithms of Sectibns 3[@nd 4. Weeaade r
istic ISP topologies (with link latencies) from Rocketf(&g].

In all cases, we compare redundancy-aware routing algosith
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Figure 6: Impact of topology in the intra-domain setting.

denoted as “RA", and traditional shortest path routing withp-
by-hop redundancy elimination, denoted as “SP-RE”, agdmas
ditional routing without redundancy elimination, denotei“SP".

6.1 Benefits in the Intra-Domain Setting

We first evaluate the benefits of redundancy-aware routiranin
uncapacitatedntra-domain setting with traffic fromsingle ingress

Synthetic traces. First, we employ a variety of synthetic traces
to examine the benefits. In Figutk 5, we compare SP-RE and RA
against SP for traffic originating from the Seattle PoP in Ai§
network topology (AS7018). In Figure (a), we present theiotidn
in network footprint under a range of different inter- an¢raaflow
redundancy proportions (i.@.nter andpintrq Values), but the over-
all redundancy fraction remains unchangeg,(,.;; = 0.5). From
Figure[®(a), we note that the benefits of redundancy elingnan
general are quite significant: the network footprint redu2@-50%
with RA and 6-50% with SP-RE.

We also note that RA offers substantial reduction in netvioot-
print compared to SP-RE. In particular, when redundanternis
duplicated across multiple destination PoPs (i.epas., — 1),

RA is significantly better (27% reduction due to RA comparethw
6% due to SP-RE). At the other extreme, when most duplicated
packets travel between the same source-destination pair és
pintra — 1), the benefits of RA relative SP-RE start to diminish,
and RA eventually becomes identical to SP-RE.

In Figure[B(b) we vanp,yerou While keepingpinter = 1. Ata
low fraction of the overall redundancy proportiop,{e,qi < 0.1),

RA and SP-RE are essentially indistinguishable. Whgn,ou >
0.2, we see that RA offers significant benefits compared to SP-RE:
RA can reduce the network footprint but a further 6-20%.

These observations indicate that redundancy awarenessafjgn
offers substantial improvements in network utilizatiordena wide
range of possible redundancy profiles, compared both tcentirr
routing and to simple redundancy elimination.

Next, we analyze the impact of topology on the benefits of re-
dundancy awareness. In Figlile 6(a), we plot a distributfoth®
benefits due to RA and SP-RE as we change the ingress PoP in the
ATT network. We sepoverair = 0.5 andpinter = 1. We see that
the benefits from both RA and SP-RE vary with the ingress RaP, b
in general, RA offers significant improvements over SP-RIBilg/
SP-RE alone can reduce the footprint by 2-22%, the beneffAof
are even better: between 6% and 27%.

In Figure[®(b), we compare how the mean improvements in net-
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Figure 7: Trace-based analysis for SprintLink.
work footprint vary across 6 different tier-1 ISP topologlievhere

the mean is computed over all PoPs in an ISP. We see that the mea g
improvement is between 2 and 12% for SP-RE and between 11%3<

and 17% for RA. We note that in some situations, e.g., AS1668,
which has a very sparse topology, the benefits from RA are imerg
compared to SP-RE. For sparse networks, simple redunddiney e
ination is sufficient to bring down the network footprint.

Real traces.Next, we analyze the benefits of RA and SP-RE us-
ing real packet traces. We conduct our analysis over thearktw
topology of SprintLink (AS1239). Our approach is to vary thée
gin PoP of the packet trace and study the benefits of RA andiSP-R
assumingall packets in the trace are destined for SprintLink’s cus-
tomers. To model where the intra-domain traffic would exiti®p
Link's network, we map the top 2500 destination prefixes ia th
traces to a US city using “undnd”™[23] and traceroute. We tinaip
the city to the nearest SprintLink PoP. We assume that eadkrro
has a 2GB packet store.

Our trace-based analysis is representative of a real-wapf
lication of redundancy elimination and redundancy awarging.
Using the traces, we first compute the redundancy profiles-(Se
tion[33:2). Then, we compute redundancy-aware routets mack-
ets in the trace on the computed paths, and simulate redoydan
elimination on each router (SectibnP.1).

In Figure[T(a), we show the distribution (CDF) of the improve
ment in network footprint when different PoPs in AS1239 dre-c
sen as the ingress. Here, we use a trace of the high-volunmé24
fix, which had a redundancy proportion of nearly 50%. We seé th
both SP-RE and RA offer substantial reductions in netwoik-fo
print. In particular, we note that the benefit from RAs 40%
for roughly 10% of the ingresses. One of these ingresses eafs S
tle; RA aggregates traffic originating from Seattle and itest for
NYC, Boston and Dallas (which receive 36% of traffic in total)
gether with destined for Chicago (which receives 40% of tait),
and routes all traffic on the single Seattle-Chicago link.

We also conducted trace-based analysis of a full packet whc
the University access link (FiguE 7(b)). The aggregatemeldncy
proportion in this trace was 17%. We observe little diffarerbe-
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We refer to this approach &P-MaxLoadWe abuse notation here:
the inter-PoP paths may not Isbortestin terms of latency). The
aggregate volumes between PoPs in the network are themsgale
so that the maximum link utilization i80%.

We first employ hop-by-hop redundancy elimination along the
routes obtained above. In Figlik 8, the bars labeled “SP<REW
the resulting improvement in the maximum link utilizaticag@in,
we abuse notation here). We see that redundancy elimination
improve maximum link load when coupled with traditionalffia
engineering: the improvement ranges between 1% wWpen., 4.,
Pinter) = (0.27 1), and 25% Wherﬁpovem”, pmter) (0.57 0.5).
The bars labeled “RA” show the benefits of employing reduglan
aware routes. We note that the improvements in this caseeaye v
substantial: the maximum link load is 10%-37% lower. SucémMye
reduction in the maximum link utilization is extremely vahle to
ISPs because it creates additional capacity within the orésvand
allows them to meet service-level objectives more effetyiv

Sudden traffic variations. We now examine how our approaches
can mitigate the impact of sudden spikes in traffic load ahiog-
cur during flash crowd events. We use the same set-up as above
for simulating the flash crowd: We start with a network-widace
where we Sepoverqar = 0.2 andpinter = 0.5 for traffic from all
ingresses. The traffic volumes are such that the maximumuliink
lization due to SP-MaxLoad is 50%. Given this set-up, we aai@p
redundancy-aware network routes.

tween SP-RE and RA. This is because, as shown in FIgure 4(a), a We then make a sudden change - a factorfdhcrease over-

very small fraction of the content in this case is duplicatedoss
PoPs. We do note that redundancy elimination was generaily v
beneficial, resulting in 10-20% reduction in the networktfoont.

Benefits in intra-domain Traffic Engineering (TE). Next, we
show that redundancy elimination and redundancy-awaseoas
help an ISP better meet its network-wide TE goals. We uséisyiot
traces in this analysis. In contrast with the earlier stug, now
impose capacity constraints on network links. In particugéven a
Rocketfuel ISP topology, we annotate links with capacitiessen
uniformly at random from {2.5, 10}Gbps.

We generate one synthetic trace per PoP in the ISP topolagy. F
simplicity, the traffic from all PoPs has the samge,qi andpinter-
However, each trace differs in the aggregate traffic voluwlgch
is chosen to be proportional to the population of the PoR’ation.

Given the traffic proportions, we compute (redundaagyosti
routes which minimize the maximum link utilization in thetwerk.

all - to the volume of traffic originating from an ingress péckat
random. We also change the redundancy profile, p&erqn and
pinter, Of the traffic from the ingress. However, vi® notrecom-
pute new redundancy-aware routes; instead, we study hotesou
which match thestaleprofiles perform.

In Figure[®, we show the results from two different flash crowd
simulations. In both cases, we increasge,qu to 0.5.In the first
case, the flash crowd causesigherfraction of duplicate packets to
be distributedacross multipledestinations; in particulap;nte in-
creases from 0.5 to 0.75. The performance of the differdmises
is shown in FigurEld(a). We see that redundancy eliminatidwether
coupled with redundancy-awareness or not, offers cleaefitsrin
terms of mitigating the impact of the sudden increase. When t
traffic volume increases by = 3.5X, the maximum link load due
to SP-RE is 85% and that due to RA is 75%. Without any form of
redundancy elimination (SP-MaxLoad), the maximum loacbi#9
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We analyzed another flash crowd situation wheserallerfrac-
tion of bytes are duplicated across destinations compavetthet
baseline situationg,:r increases from 0.5 to 0.75). The results
in this case are shown in FigUtk 9(b). We see that the bengfits f
redundancy elimination are much better than the first sanathe
maximum link loads aff = 3.5X are brought down to 61% with
RA and 68% with SP-RE. The difference between RA and SP-RE
is small because most of the redundancy is confined to traftigrw
ingress-egress pairs, and thus redundancy-aware rous¢rgotion
is not highly beneficial compared to shortest-paths.

Staleness of profilesWe conduct a separate analysis of the im-
pact of employing routes computed using stale redundarafyl¢s.
We use real traces corresponding to the high volume /24 pirefix
this analysis. We assume that the traffic in the trace origsat
the Chicago PoP in the SprintLink Network (AS1239). We focus
on SprintLink’s intra-domain routes for this traffic. We cpote
routes that were optimal for the trace collected at a ceftiane,
and evaluate the network footprint when using these routethe
traffic in 5 traces which were collected 10, 20,..., 50 miswéer
the original trace. FigurleZ10 shows the network footprintsf em-
ploying the stale redundancy-aware routes (RA-Stale) tberthe
traffic in these 5 traces. We see that RA-Stale is very cloghgo
optimal (wherein the redundancy-aware routes are compuga)
current profiles; denoted by RA), and significantly bettartisP-
RE. We repeated the analysis for traces collected at otimarstiof
the day and observed that RA-Stale always offered rease et
formance. We also changed the source PoP for the traffic tif see
there were topology-related biases in our observationsweher,
the performance of RA-Stale was consistently good (Seeemlr-t
nical report [5] for full results). While a more thorough dysis of
the impact of staleness is necessary, these observatienstedn-
dicate that redundancy-aware routes computed at a ceirtanaill
continue to offer reasonable performance for few 10s of meis\u

6.2 Benefits in the Inter-domain Setting

We now present a comparison of the benefits of redundancyeawar
routing, simple redundancy elimination, and traditionaliting in
the inter-domain context. We assume link capacities ar@munc
strained. We first consider an ISP’s local approach for idt@nain
traffic originating from a single PoP in the ISP. Our baselioe
comparison is BGP-based choice of the next-hop AS, withyearl
exit routing to the next-hop’s peering location.

In Figure[T1, we present the reduction in network footprimt f
the ATT network (AS7018). The footprint is computed over AT

internal and peering links. We consider inter-domain tcadfiigi-
nating at a single ATT PoP. We use synthetic traces. Thendeistn
ASes for the inter-domain traffic are modeled along thosenies!
in real traces: we identify the top 75 destination ASes byra
in the packet traces for which ATT only has peer-announceites
We assume that the traffic volume to these destinationswslia
Zipf distribution. We use Rocketfuel maps to obtain locasizvhere
ATT peers with its neighbors. We used ATT’s public BGP talites
obtain the preferred next hop ASes for each destination AS.

For the results shown in Figufell1(a) the traffic originatesnf
the Chicago PoP in the ATT network. We first examine the curve
labeled “SP-RE-PrefNeigh” which corresponds to ATT uskagly-
exitrouting internally to reach thBGP-preferrechext hop neighbor
for a destination. Simple redundancy elimination is thempleyed
on all network links. We note that even this simplistic apation
of redundancy elimination offers substantial reductioméiwork
footprint, ranging between 4-50% for a trace wherge,q1 = 0.5.

We also study “RA-PrefNeigh”, which corresponds to ATT rout
ing via theBGP-preferrechext hop neighbor, but using a peering lo-
cation which is selected inredundancy-awarenanner. This is not
shown in FigurdTl1(a) since it offered very similar perfonoa as
SP-RE-PrefNeigh. The similarity arises because ATT is ected
to most of its peers in Chicago, and the exit points chosenAy R
PrefNeigh are the same as that due to early exit routing.

Next we focus on the curve labeled “RA-RANeigh” where, in a
departure from traditional BGP route selection, ATT maksslac-
tion of both the next hopneighborand exit pointin a redundancy-
aware manner using the algorithm outlined in Sedfioh 4.1.s%é&
that by making both choices in a redundancy aware fashiof, AT
improves the load on its internal and peering links by 0-119%<
pared to redundancy-agnostic next hop AS selection (i.e-PiRe-
Neigh, which is identical to SP-RE-PrefNeigh).

In Figure[T1(b) we plot the distribution of the reduction ietn
work footprint as we vary the ingress PoP in the ATT networle W
see that the benefits of redundancy awareness are very higbme
cases, RA-RANeigh reduces the network footprinthy5%.

Note that in contrast to traditional BGP routing, an ISP gsin
RA-RANeigh may select a peer which has the nearest exit point
as the preferred next hop for a destination. For example ttsaty
peerA; is ATT's BGP-preferred next hop for a destination prefix
P and A;’s closest exit point is 10ms away from the source PoP.
Another peerd, which has also announced routeRohas an exit
point which is just 5ms away. RA-RANeigh may prefés over A,
because choosing lower latency internal paths helps RA-&giN
reduce the overall network footprint significantly.

Next, we examine the benefits of an ISP choosing the next-hop
AS using the following latency-driven approach: among &érs
who have announced a route to a destination, pick the one with
the nearest exit point. The key difference between this aAd R
RANeigh is that the selection of the inter-domain route ismade
in an explicit redundancy-aware manner. We analyze theoperf
mance of the above latency-based approach to inter-doroate r
selection and show the results using the curve labeled “ER-&-
Neigh” in Figure[TI1. Two key points emerge from comparing SP-
RE-LatNeigh against RA-RANeigh: For nearly 20% of the irgges,
the performance of SP-RE-LatNeigh is close, if not idertita
RA-RANeigh; In these cases RA-RANeigh selects neighboth wi
nearest exit points as the next hops just like SP-RE-LatNadgs.

For the remaining ingresses, however, selecting neighinmedy
on the basis of the latency to the exit point seems to be quiie s
optimal. Two factors contribute to the superiority of RA-RAigh
here: (1) First, selecting a peer withfarther away exit point as
the preferred next hop for a destination may offer betteroopp
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Figure 13: Inter-domain routing, Cooperative approach be-
tween ATT and SprintLink networks.

nities for aggregating redundant content. For instance aspeer
A has announced a route to some prdfixand has an exit point
located 15ms away from the source PoP. Another paenas also
announced a route t8, and has a closer exit point located just 5ms
away. Aggregating on the peering link 5, all inter-domain traffic
to prefix P, together with traffic to other prefixes for which onlis
has announced routes, can significantly reduce the ovesilank
footprint. In contrast, simply using; to send traffic taP may not
offer similar benefits. (2) Second, RA-RANeigh attemptsdgra-
gate traffic to destinations which share redundant conteta the
same peering links. In contrast, SP-LatNeigh may aggredgds-
nations across which content is seldom replicated.

Trace-Based AnalysisIn Figure[I2, we present the results from
our evaluation of the inter-domain local approach usind peaket
traces. In Figur&d2(a), we present the results for the ¢réaffices
from the high volume /24 prefix, where the overall redundapimy
portion was 50%. We observe very significant reductions twoek
footprint from employing redundancy elimination, irresfiee of
whether redundancy-aware routing is used or not. Also, &xde
we note that the difference between SP-LatNeigh and RA-RgtNe
is quite substantial for more than 50% of the ingress PoP§ign
ure[12(a), we present the results for a full trace of the Unsivg
access link, where the redundancy proportion was observde t
17%. In this case, there was very little duplication of conicross
destinations, and hence the benefits from redundancy-aessere
low relative to simple redundancy elimination.

Cooperative Approach. In Figure[IB(a), we examine the bene-
fits from cooperation between ISPs in computing redundanare
routes between each other. We employ synthetic traces iarmal¢
ysis. We focus our analysis on the Sprintlink and ATT netvgork
both of which are tier-1 ISPs. They peer with each other atimul
ple locations. We consider traffic originating from ChicagdTT

and going both to PoPs in SprintLink and PoPs in ATT. We assume

that 80% of all traffic originating at Chicago in ATT is intedbmain
traffic, while 20% goes to intra-domain destinations. Wesidered
other traffic distributions, but the results were qualitaly similar.

Memory location
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Packet is invalid if
PktID < MaxPktID - T
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Figure 14: Architecture of the fingerprint and packet stores

tency of all network paths (inter and intra-domain). In RAtGhe
cooperative routes minimize the network footprint acrosthinet-
works; RA-Opt is exactly the algorithm we descried in SecHod.

In early-exit or hot potato routing (HP), each network triepti-

mize its own local objective. In SP-HP-RE, each network esely

exit routing into the other network. In RA-HP, each netwoelests
peering locations which minimize i®wvn network footprint. The
baseline for comparison is SP-HP. Our metric of comparisahé
network footprint computed over both ISP networks.

Comparing RA-Opt with SP, we see that the reduction in networ
footprint is very impressive, ranging between 28% and 50960A
we note that SP-Opt-RE is not much better than SP-HP-RE.iJ his
because early-exit paths origination from the Chicago PoRTIT
already have close-to-optimal latencies to the PoPs imgjnik.
More importantly, we observe that SP-Opt-RE is inferior pamed
to RA-HP. This further underscores the importance of redmagi-
aware route computation in reducing the network-wide ztiion.

In Figure[IB(b), we show a distribution of the reduction irt-ne
work footprints when different ATT PoPs are chosen as thecssu
of the inter-domain traffic. As with our prior analyses, we $bhat
redundancy elimination in general is vastly beneficial, mdun-
dancy awareness offers greater overall improvement.

Evaluation Summary. Our extensive study has shown the vast
benefits of network-wide support for redundancy eliminatiand
in particular, of changing network routing to be redundaauyare.
We see that the impact of traffic on ISP network resources ean b
reduced significantly. This is especially useful to contik loads
in situations of sudden overload. Finally, using routes potad on
the basis of stale profiles does not seem to undermine théitsevfe
our approaches. Of course, the initial cost of deploymemedéin-
dancy elimination mechanisms on multiple network routeitstve
quite high. However, our analysis shows that the long-teemeffits
of a wide-spread deployment are high enough to offset thie cos

Note that we assumed throughout that each router carrigs ful
decoded packets internally. But our proposals can be egterd
that routers switch smaller encoded packets (perhaps comgbi
multiple related small packets into a larger packet), widtatl-
ing/reconstruction occurring only where necessary. This kelp
overcome technology bottleneckssiderouters, in addition to sav-
ing bandwidth on links.

7. IMPLEMENTATION

In this section, we examine some of the key challenges thgt ma
hinder the deployment of redundancy elimination mechasism
fast routers. We offer preliminary solutions to the chajjes. We

As before, we compare RA and SP-RE against SP. We considerevaluate the trade-offs introduced by our solutions via fasoe

two variants of each approach, namely Opt (for Optimal) afd H
(for Hot Potato). These two variants model a network’s erinp
selection for routing inter-domain traffic into its neightbdo/Nhen
using Opt, a network computes exit points for the inter-diontraf-

fic destined to its neighbor in a cooperative, globally ojtinvay.

In SP-Opt-RE, the cooperative routes minimize the sum tatal

implementation based on the Click modular routei [18]. Ouyplie-
mentation extends the base algorithm of Spring ef—al [24].

An important bottleneck in performing redundancy elimioatat
high speeds is the number mfemory accessesquired during the
various stages of redundancy elimination, such as on-yHedkup,
insertion, deletion, and encoding the redundant regionpacket.



A second challenge is controlling the amount of memory negli
to store the key data structures at routers, namely the fniger
and the packet stores. Our implementation is focused orlajsng
memory efficient ways to organize and access the data stesctu
These issues have not been considered carefully in pridc.wor

Another key component is the computation of the hash fun¢tio
obtain fingerprints for each packet. Rabin finger-printsitisg24]
are well-suited for high-speed implementation. In patticube-
cause Rabin fingerprint computation relies on use slidinghés,
the fingerprints can be computed in parallel with CRC cheeksn
as the bytes in a packet arrive into a router.

7.1 Packet Store

The layout of the packet store in our implementation is stibwe
in Figure[T3(a). We implement the packet store as a FIFO bhuffe
particular, we use aircular bufferwith a maximum ofT” fixed-size
entries. With FIFO buffering, the oldest packet in the packere is
evicted when there is no room to insert a new packet. We ceresid
using other policies for eviction (such as Least-Receblggd), but
a preliminary study of these policies showed that FIFO sffezarly
the same performance (in terms of the amount of redundanécbn
identified), but is simpler to implement (Sée][14] for detil

We use a global variable called “MaxPktID” (4B) to aid packet
insertions and deletions. This is incremented before fimgea new
packet. The current value of MaxPktID is assigned to a végiab
PktID which becomes anique identifieffor the packet. The packet
itself is stored at the locatioRktI D % T in the store. Thus PktID
also indicates the starting memory address of the pacletatibn.

We take a short digression and describe the fingerprint store
provide context for the rest of the design of the packet stohe fin-
gerprint store holdseta-datefor representative fingerprints, which
includes the fingerprint itself, the unique ID for the pacliet., the
PktID) referred to by the fingerprint, and the byte offsetia packet
where the region represented by the fingerprint starts.

When the packet store is full, we simply overwrite the newikeac
at the tail of the circular store. We must also ensure thafitiger-
prints pointing to the evicted old packet are invalidatedtier than
invalidate the associated fingerprints one-by-one (whéhrequire

NumHashes— 1 2 NumHashes— | 1 2
fl fl
1.2 15.1%| 11.5% 1.2 5.0%| 0.06%
15 12.4%]| 7.8% 15 3.4%| 0.02%
2 9.5% | 4.6% 2 2.0%] 0.003%)
@B=1 (byB =2

Table 1: Fraction of fingerprints that we fail to insert.
tion. If no bucket is empty, the fingerprint is simply not ing& (in
this case, we consider the insertion to have “failed”).

In Table[d, we explore the trade-offs between hash table tize
number of bucketd3, and the number of hash functiohs In par-
ticular, we examine the fraction of representative fingetgrthat
we fail to insert for a real packet trace selected at randone. more
fingerprints we fail to insert, the lesser the extent of rathnty we
can identify and remove. The hash table size is a fa¢ttarger
than the target number of fingerprints we want to store; No&t t
the target number is fixed (approximately) for a given pacitete
size and a given number of representative fingerprints pekegia
We fix the number of representative fingerprints at 16 per gack

From Table§ll(a) and (b), we note that using multiple hask-buc
ets offers better performance irrespective of the numbehasth
functions used. We see from Talkle 1(b) thatfor= 1 and f = 2,
we fail to insert just 2% of the fingerprints. Whén= 2 hash func-
tions are used, the probability of failure is essentiallyozior any
f. Note, however, that we incur twice as many memory accesses
(during lookups) when using two hash functions instead @f on

Our implementation uses a single hash function, two buckets
f = 2, as this offers a reasonable middle-ground in terms of the
redundancy identified and memory accesses per packet. &sigd
also brings the fingerprint store size<01.5GB at OC48 speeds.

7.3 Encoding

The approach we use to encode duplicated chunks is the same as

Spring et. all[2Zl]: For each duplicated byte string found reraove
the matched region from the incoming packet and replaceth wi
a “shim layer” containing the matching packet’'s PktID (4BB
each for the starting byte positions of the current and thichiag
packet, and 2B for the length of the match. When a packet reatch
multiple fingerprints, we store one shim per match, ensutiagthe

a large number of memory accesses), we can leverage the Maxp‘matching byte regions identified by each shim are non-oppitay.

ktID variable and the PktID stored in the fingerprint metaaddo
see why, note that {fPktI D < MaxPktID —T), then the packet
has been evicted and thus the fingerprint is invalid.

In summary, memory accesses are incurred by routers during i
sertion of a packet and its representative fingerprints, gumihg
retrieval of matching packets to perform encoding. Sincas®16

The fingerprints for a new packet are hashed into random loca- representative fingerprints per packet (by default) ancatigiack-

tions in the fingerprint store (discussed next).

7.2 Fingerprint Store

The fingerprint store must support fast insertions and efiici
lookups when checking for redundant content. To supporsehe
properties, we implement the fingerprint store as a hasle tabl

If we use standard hash table implementations, then we agitin
the fingerprint table to be very sparse to avoid collisions|, @nsure
fast inserts and lookups. A quick calculation shows thaQ@48
speeds, if we store 10s worth of packets (i.e., a 3GB packet)st
the fingerprint table must bie 20GB in size. Even at this large size,
there is no real guarantee of collision-freeness and haainicly.

To improve hash table storage efficiency while still ensgifir(1)
lookups and inserts, we usguckooHash[10] to design the fin-
gerprint store. The CuckooHash-based design is illustreté-ig-
ure[T3(b). Each hash entry is divided infbbuckets. Each bucket
stores a key, which is a fingerprint entry in our case. A sét &f 2
independent hash functions are used during insertion gfr@sen-
tative fingerprint into the hash table: If any of thex B locations
are found empty, the fingerprint is inserted at the first entpty-

ets see matches, the former set of accesses are likely todtami
the per packet memory access overhead. Note that the nurhber o
memory accesses grows with the number of finger-prints dtpee
packet, but so does the amount of redundancy identified.

7.4 Benchmarking Results

We have implemented packet-level redundancy eliminatgimgu
the aforementioned data structures in the Click modulaterdid].
Our current implementation runs on a 1.8GHz AMD Opteron pro-
cessor with 8GB of RAM (64-bit Linux version 2.6.9). We con-
figured the packet store to use 400MB of memory. This results i
a 200MB fingerprint store when using 16 fingerprints per packe
Hash computation, packet and fingerprint insertion, andaing
are all done serially in our software implementation.

We evaluated the throughput performance of our implementa-
tion using real packet traces. To estimate the maximum plessi
throughput, we read the packet trace from main memory idstea
of receiving packets over the network (to avoid delays du@to
terrupt processing). Our implementation achieved a thinpug of
1.05Gbps on average across multiple packet traces.



Max FPs| Overall [ No No Click Updated machine | Redundancy
per Pkt | speed | Click | or Hashing | No Click or Hashing | percentage
32 0.67 | 0.71 1.0 1.39 17.3%
16 1.05 | 1.17 1.34 1.93 15.8%

10 1.15 1.3 1.62 2.31 14.67%

Table 2: Throughput of software implementation (in Gbps) far
a random packet trace.

We profiled Click’s processing overhead and, upon accogntin
for it, found that we achieved a throughput of 1.17Gbps (@&0!

Next, we examine how memory access latencies affect the per-

formance of our implementation. To do this, we precomputed t
finger prints for all packets to avoid hash computation. TFieugh-
put due to the rest of the components of our implementation is
shown in TabldR. This includes fingerprint insertions, eadk-
sertions, packet retrievals, match region computationd, encod-
ing the match regions. We ran microprocessor performannetbe
marks to confirm that the software is memory-bound. We seke tha
when using 16 FPs per packet, our implementation runs atthdG
Memory benchmarks for our test machine showed read/write la
tencies to be 120ns per access. In contrast, today’s higibBAMSs
operate at 50ns or faster. To understand the likely impr@rerwith
faster DRAMs, we ran our implementation on an updated machin
with a 2.4GHz processor running a 32-bit Linux (see TébleT2e
memory latency on this desktop was benchmarked at 90ns. ke co
sistently observed a speed-up of 1.4X: with16 fingerprints, we
were able to obtain close to 2Gbps. With fewer fingerprinGgér
packet, which resulted in an 18-22% drop in redundancy ptapo
identified), we obtained 2.3Gbps. Thus with 50ns DRAM latesic
it seems likely that we can easily reach OC-48 speeds in aoftw

8. OTHER RELATED WORK

We discussed past studies most relevant to our work in Sd@tio
Below, we discuss a few other pieces of related work.

Several past studies have examined the benefits of cooerati
caching of Web object§[25.111]. These studies are similgpirit to
our work, but we take the much broader view of making reduhdan
content elimination as a universal router primitive.

Our redundancy-aware routing algorithms are somewhataimi
to multicast routing algorithm$]7]. The algorithms we deypees-
sentially build efficient multicast distribution trees. &khape and
structure of our trees are influenced by destinations whizseo/e
significant overlap in bytes accessed. In contrast, muititae con-
struction simply tracks the location of multicast parteis.

Recent traffic engineering proposals have tried to improeae-
sponsiveness to real time traffic variatiofsl[15]. While waVe a
full comparison of our techniques against these approaftes-
ture work, we do believe that the benefits of the recent aphes
can be further enhanced by making them redundancy-awatre.

9. CONCLUSIONS

In this paper, we explored the implications of deployingkede
level redundant content elimination as a primitive sengoall rou-
ters. Using real packet traces as well as synthetic workloace
showed that applying redundancy elimination on networkdioan
reduce resource utilization by 10-50% in ISP networks. Hewe
the network-wide benefits can be further enhanced by maujfyi
network protocols, in particular, the routing protocols,léverage
link-level redundancy elimination. We presented and azredya
suite of redundancy-aware intra- and inter-domain roufingto-
cols. We showed that they offer ISPs much better control brkr
loads, a great degree of flexibility in meeting traffic engirieg ob-
jectives, and greater ability to offer consistent perfonee under
sudden traffic variations. We have developed a softwaretyoe

of a high-speed packet-level redundancy elimination meisha
Our implementation uses simple techniques to control theuamn
of memory and the number of memory accesses required fonredu
dancy elimination. Our implementation can run at OC48 speed
Hardware implementation speeds are likely to be much higher

Our focus was on studying the benefits in the context of a unive
sal deployment. However, our redundancy-aware technicae®e
applied to limited-scale partial deployments of redungaglomina-
tion across specific network links (e.g. across cross-ggtintra-
domain links, or congested peering links).

Of course, deploying redundancy elimination mechanismsoin
tiple network routers is likely to be expensive to start withow-
ever, we believe that the significant long term benefits of ajur
proaches offer great incentives for networks to adopt them.
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