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Abstract file system metadata and raw disk blocks makes reads
Singularity is a new operating system produced by speeds comparable to ext2 reads on Linux. Limited write
Microsoft Research. The design of Singularity is a support was completed, primarily to aid in testing. Write

marked departure fronturrent commodity operating support has not progressed to a point that makes a
systems such as Windows or Linux. performancenalysis worthwhile.

This paper presents and implementation of the Linux ext2 The goql of this vyork is to evaluate th? design of

file system fo use on Singularity. This project allows the Slng'ulanty. Integration _Of a well known file system

design ofSingularity to be evaluated. provides the opportunity to gge the development
experience when doing system programming in

The development and testing described in this paper show Singularity. Because the resuft a file system that is
that the Singularity design goals of high dependability and  compatible with ext2 running on Linux, a direct
Afgood enougho per for mance peaformancdcampgrieds yeaningéuk . The
protecton provided by the micro kernel design prevented

the Singularity kernel from crashing in the face of errors 1€ development and testing described in this paper show
in the ext2 code. Performance testing showed that while that the Singularity design goals of higependabilityand

not as fast as ext2 on Linux performance is not 19g00d ~enougho pegely onetmdahece a

prohibitively low and the overhead of gageacollection protection provided by the micro kernel design prevented

is minimal. the Singularity kernel from crashing in the face of errors
in the ext2 code. Performance testing showed that while

1 Introduction not as fast as ext2 on Linux performanc® not

Singularity is a new operating system released by prohipitiV(lely low andthe overhead of garbage collection
is minimal.

Microsoft Research.lt is intended as a platform to
investigate new ideas in operating system strucMeay

of the design decision in Singularity represent a dramati
departure from main stream operating systems such as
Windows or Linux1].

The remainder of this paper is organized as follows:
Section two is amverview of the important points of the
Singularity design. Section three covers the details of my
ext2 implementation on Singularity. Section four

Evaluating Singularityoés d&@agpsexig,on singulaiy as well as SQiprity a5 g e
because existing applications and librariesst be re whole. Section fiveeoncludes the paper

written to be portedOne result of this issue is that FAT32 . . .
is the only file systenthat is supportedThis leaves 2 The Singlarity Architecture

Singularity without a file system which can meet the 10 The information in this section is a summary compiled
demands of a benchmark such as SpecWeb99. Singularity Tom references [1] through [9].

provides better response time than Windows in this
benchmark, but cannot match the total simultaneous users
because athe bottleneckof the FAT file systenfil].

Singularity is a new operating system design by

Mi crosoftds Research depart me
practical use, but rather as an environmentvhich to

This paper describes the implementation and testing of the exp!ore new ideag in op_e_rating system reseaﬂ'_d_ie

ext2 file system for use on Singularity. The work so far design of Singularity explicitly targets dependability as

has focused fully supportingaés from ext2. Caching of the primary goal. Performance is a secondary goal only to



the extent that it must be good enough to make the system
practically usable Despite the demphasis of
performance, Microsoft has published mitrenchmarks
showing that the Singularity design results in improved
performance of many basic operating system operations
such as a kernel API call, thread yield or starting a
process

2.1  The programming Environment

Programs for Singularity are written in Sing#, an
extension of Spec#, which is itself an extension of C#.
Almost all of the Singlarity kernel is written in Sing#,
with a small portion (around 5%) written in assembly and
C++.

Despite the basis in C#, programs in Singularity do not
run on a virtual machine such as tiemmon Language
Runtimein Windows.Instead the Microsoft Intermediate
Language(MSIL) code generated by the Sing# compiler
is compiled to native machine code by tiBartok
compiler. This process includes aggressive optimizations
to further improve performance.

This optimization process is improved by taking
advantage of the fact tharocessesn Singularity are
sealed, meaning that code cannot be changed or linked i
dynamically. Because the compiler can count on seeing
al | of a programbs code at
optimization are possible which are rastailablein other
systems.

Finally, all Singularity processes, as well as the kernel,
are garbage collede Each garbage collector runs
independently which allows them to be configured
differently depending on the needs of the application.

2.2  The Process Model

Singularity uses a micro kernel architecture. Outside of
this micro kernel Singularity uses a singl®gess model
called a Software Isolated Process (SIP). As the name
implies, SIPs do not rely on memory management
hardware for address space protection as is in most
modernoperating system. Instead each SIP has a software
protected fob jamlysis, typegpsafetye and
other language features are used to guarantee at compile
time that code within a SIP cannot access memory that
does not belong to it.

Software protection of processes removes much of the
cost associated with context switches inaadware based

system. Historically, micro kernels have suffered from
poor performance, due in large part to the overhead of
doing many hardware based context switches. Software
based protection makes Singularity feasible from a
performance perspective.

The use of static analysis to protect process memory
implies that Singularity must not run code that is not
known to be trusted. Binaries can be signed to show they
come from a trusted source and a compliant compiler. It
would also be possible to distribupgograms as MSIL
code and the local system could do the required analysis
on that before compiling and installing it. As mentioned
in section 2.1, processes are sealed whicbvents
incorrect code from being loaded or generated at run time.

2.3  CommunicationChannels

All inter-process communication in Singularity is done
via communication channels. These channels are a first
class abstraction which is managed by the kernel and
supported explicitly by the Sing# language.

Because dependability is the primaryagjof Singularity,
shared memory between processes is not supported.
Shared memory is notorious for being difficult to program
correctly. Even when done correctly, shared memory
leads to decreased dependability when a process fails. In
thicccaspany thared tmenmmogy ,to which rthe pracése tad |
access is left in an unknown state, essentially forcing the
failure of all processes which also shared that memory.

Communication channels allow (and require) that the
interactions between processes follow anlieitpcontract
that can be understood and verified by the compiler.
Furthermore, when a process fails, all processes in
communication with it can be notified and handle the
situation gracefully.

All channel messages and data are passed via a special
kernelmanaged heap called the Exchange Heap. Objects
in the exchange heap are explicitly allocated and deleted
in a similar way to memory allocation in C+£ach
object in the exchange heap may only be accessed by one

Sprogass at a time, and that process may bald a single

pointer to it. These restrictions allow the compiler to
statically determine that exchange heap memory is not
leaked nor accessed when it is no longer owned. Pointers
to exchange heap object may be passed between processes
in a message, wth also transfar ownership of the



object. Thisallows for zero copy semantics when copying
data buffers or other large objects in a message.

3 Ext2 Implementation

The focus of the ext2 implementation on Singularity was
to fully support reads and to use caching to obtain good
performance. The implementation consists of a command
line control application, a system service, the core file
system process and communicatimontracts. The details

of these will be discussed in thremaindeiof this section.

3.1 Ext2ClientManager

The Ext2ClientManager is a sgsh service which is
launched during the system boot procd@dse purpose of
this process is to handle requests for opematwhich are
specific to ext2 volumes. The current version suptioat
Amount 60 and
implementation would also include East an additional
Aformat o.

Ext2ClientManager is accessible at a known path in the
fi / d eliectory of the Singularity namespace. Clients
wishing to perform ext2 volume operations send requests
to the Ext2ClientManager at this location. The manager
tracks volume and mount point status to prevent volumes
being mounted more than once or a singleunt point
being used more than once. When a volume is mounted
the Ext2ClientManager creates a new instance rof a
Ext2Fs process (described in section 3.3) to service
requests for that mount point.

The Ext2ClientManager consists of about 300 lines of
code

3.2  Ext2Control

Ext2Control provides a command line interface to the
Ext2ClientManager. The only purpose is to make the ext2
volume operations provided by the Ext2ClientManager
accessible from the command line.

Other applications are free to contact the
Ext2ClientManager directly in the same way that
Ext2Control does so Ext2Control isonly used by
interactive users via the shell

The Ext2Control application consists of about 500 lines of
code.

i u B Ay freatred ext®mma

3.3 Ext2Contracts

The Ext2Contracts module is a project that defittes
customcommunications channel contraatsed in ext2.
These contracts are used the Ext2ClientManageto
communicatewith an Ext2Fs instance, and by clients of
the Ext2ClientManager to send mount and unmount
commands. The contracts used by Ext2Fsotmmunicate
with clients accessing files and directories within the file
system are already defined by Singularity so that all file
systems export the same interface.

This module also defines the data object (a struct in the
exchange heap) which holds tbettings to be usedhen
mounting an ext2 volumeThis includes the volume and
mount point paths and maximum cache sizes.

;mg: Ext2Contracts module consists of ab?d® lines of
code.

3.4 Ext2Fs

Ext2Fs is the module responsible for handling client
accesses tohe file system.An instance of the Ext2Fs
process is started by Ext2ClientManager for each mount
point. This Ext2Fs instance then handles all client
requests to the file system at that mount point.

3.4.1 Directory Interfaces

As with all 10 in Singularity, cliets access files and
directories through communication channels. Singularity
provides a DirectoryServiceContract which defines the
operations available fordirectories. These include
creating and deleting entries, listing the entries and
getting attributesSimilarly, there is a FileServiceContract
governing the operations on files, such as reading and
writing.

Opening a file or directory in Singularity is equivalent to
binding a channel at to the desired object. Objects are
identified by use of a path nanstring relative to the
directory channel through which the request comes. For
example a client might issue a bind request for the

directory #fA/al/lbd through a cl
system root. Assuming this succeeds it might issue a bind

requestfofi/ ¢/ d. t xt o through the n
would be a file channel boun

which it could then read and writke file.

The Singularity file system interface is designed to be
idempotent. The only client state the file systerasm
hold is which object (file or directoryg specific channel



is accessing. In Ext2Fs the channel endpoints are held in a operationthe appication would be cleanly notified that
map structure which pairs them with an inode number. the communicatin channel to Ext2Fs was closed.
When a request is received over a channel it is satisfied However the data buffer would be lost, potentially
by operating on thahode. destroying irreplaceable data. Although Singularity allows
for zero copy writes, applications dealing with critical
Directories are not expect efgghddtd Rakea cbdy be Writiny & A& disifito © @ n ¢

i..0 to refer to themsel Vegyerfohésmdnilultsias pddsole Rithdut data Tosse
Singularity shell (nor any other application) hasnmion

of a fAcur r errchangidg dirextoriesEXt2fFD 3.4.3  Supported Operations

complies with this design by uppr esses t he Afithough @eadéhg ©f. file8 and directories is fully
files when responding to a directory list request. Although  supported by the current Ext2Fs implementation, writing
it is clearly possible to display these files and correctly  has not beefully implemented. The current code is able
parse paths containing them, doing so could cause to overwrite data in an existing file and add new data
problems for a Singularity @fication attempting to walk blocks to the file if needed to satisfy a write. The creation
the file system and not expecting these files to exist. A of new files and directories is not supported. When
depth first search could easily result in a path containing  servicing a write the only metadata updaethe file size

just A./ 0 for example. I t wahe lindde éné thepadditisni ob lew datia Blocks @whieh t h ¢
suppression of these files a mount option so thatsifiell updates the inode data block number and the block
were developed that could make use of them they would bitmap) if needed. Other inode data such as file
be accessible. modification time is not updated, nor are the statistics in

the super block and & descriptors
3.4.2 File Interface

File operations are similarly idempotent. Ext2Fs holds no  This limited write support allowslata generated during
client state such as a file pointer for an open file (other performance testing to be easily transferred off the

than the inode number as mentioned abovejedns each running Singularity system. This was done by writing the
read or write request must specify a file offset at which  test results to a file and then rebooting into Linux where
the operation is to take place. the volume cow be mounted and the results file

accessed. Prior to implementing writing the only way to

File reads and writes must supply Ext2Fs with a data  gather test results was to print them to the screen and then
buffer, buffer offset and maximum transaction size along  type them into another computer by hand.

with the file offset mentioned abovelhis interface
implies that the buffer provided may be bigger than Ext2Fs uses a simple single threaded design with no
needed for any particular request. Because the client explicit disk scheduling. The Ext2Fs thread simply blocks

passes exclusive access to the data buffer taHsktZhe waiting for a request to arrive on one of the open
read or write message, it is important that the buffer be  communication channels and services them in the order
returned to the clientn other systems a file write or error they are received. This approach was sufficient for

result might not return the original data because the caller running tests with only one client, but would cleaniyt
could presumably keep a reference to it if needed. In provide optimalresults with multipleclients A better
Singularity the response to file operations always returns  design would be to explicitly queue requests and then

the buffer, whether or not it was succesgsttiearly the attempt to service them in an optimal order. Using a
buffer returned should be the same one that originally thread pool to service requests could also improve
came from the client (or at least an exact copy) sothieat performance.

client does not lose data.
Ext2Fs contains about 28 lines of code.

The passing of data buffer ownership also presents a

unique possibility for data loss if Ext2Fsiléa If an 3.5 Caching
app”cation were to have a |arge data buffer, and wish to Three caches are used in Ext2Fs: the inode CaChe, the
write only a small part of it to disk, it would be most block number cache, and the data block cache.

efficient to pass the whole buffer and specify the portion
to be written.If Ext2Fs where to failduring such an



The inode cache is an obvious and straight forward
optimization. Any operation on a file or directory will
need at least some dfet data in the inode and reading the
information off the disk is extremely costly in cases
where the request would otherwise involve few (or no)
disk accesses.

The block number cache is actually an extension of the
inode cache, in that it holds the listddta block numbers
containing the data for the file. The first 12 entries of this
list come directly from the inode and the rest (if any) are
contained inthe inode indirect blocksThis cache is
implemented separately from the inode cache because the
desgn wascleaney and it also allowghe cacheto be
configured separately from the inode cache.

The block number cache was found to be most important
when reading large files. Reading the block number
entries for a large file with many indirect blocks ihxas
tremendous overhead because each data block read might
require several disk accesses to compute where the data is
located. Caching the information between requests
removes the overhead.

The raw data block cache is perhaps the most obvious and
straight forward cacheThe data block cache makes the
inode cache and block number cache redundant because
inode or block number data will be in two caches when it
is initially read This situation is not too bad because once
inode and block number data is cached, requests for them
will never reach the data block cache and the blocks will

evertually be.Despitethis redundancy thegtill improve
performance byremonng the overhead of parsing the
inode and block number data from raw disk blocks.

All three caches are implemented identicalind are
instances of the same cla$he data is stored in a hash
table The inodeand block number caches used the inode
number as th&ey. The data bloclcache uses the block
number as the keyCache replacement uses a least
recently used policy.

LRU replacementmplemented with a linked list. Every
time an item in the cache is accessed, the entry for it is
moved to the end of the linkdidt. In this way the list is
sorted in order of time of last acce¥¢hen an entry needs

to be removed from the cache the entry at the front of the
list will be the least recently usedlist entries can be
removed from the list and placed at the end dnstant
time. A reference to the list entig heldalong with the
cache data in the Hasable. Figurel illustrates the cache
structure.

4 Results

4.1 Test configuration

Testing was done on an AMD Athlon 64 3200+ machine
with 1 GB of RAM. The hard disk usedrftesting was a
Western Digital 120 GB disk with a 7200 RPM rotational
speed and a 2 MB buffer. The disk was attached via a
parallel ATA interface.

/4

A\

/4

Figure 1: Cache Structure Hash table entries hold the cached data and a pointer to the corresponding entry in the linked li
When an entry is accessed the list node is moved to the back of the list.
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Figure 2: Sequential reading of a 30 MB file.

Performance evaluation of ext2 on Singularity focused on
sequential read spee8equential reads were pernioed
using a variety of read buffer sizes ranging from 4 KB to
96 MB. Figure 2 plots the read speed of reasisng 350

MB file. Each request was timed using the CPU cycle
counter and the resufilotted over the rangef duffer
sizes. Tests were run immediately after mounting the
volume so that the caches would be cold. The volume was
remounted between the runs for each buffer size to clear
the caches.

4.2 Test Results

The baseline for comparison in this test was the read
performance of the same 350 MB file in Linux. The top
line in the graph shows this to be just over 34 MB/s.
Charting the average read speed in Singulatityws that
the maximum performance of about 28 MB/achieved

by using 16 KB buffers

Testing file smaller than 350 MB showed very similar
results.

An interesting feature of this chart is the significant gap in
between clusters of read results for the four smallest
buffer sizes. One saif measurements cluster near the

average and others are distributed more widely at slower
read speeds. Figure 3 shows a time series of 200
sequentialreads from the 350 MB file using 16 KB
buffers. In this graph the majority of the reads can be seen
near 30MB/s as expected from Figure 2. The slower
reads are distributed in a periodiashion No direct
evidence of the source of these periodic slower reads was
collected, but it is consistent with what one would expect
from a disk hardware effect such as tleadh seeking from
one track to the next. The reads using buffers greater than
256 KB dondt show this cl
size rises, the individual read performance begins to
converge to the average

The |l ine | abeled fAcoldodo in
first read requst at each buffer size. Because this is the
first request the inode and block number caches are
empty and all meta data must be read from the disk. The
performance of this read is equivalent to what the overall
performance would be witho caching at alWhen using

4 KB buffers the measured speed was 0.005 MB/s. This
does not rise above 1 MB/s until 1 MB buffers are used.

ear
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Figure 3: 16 KB sequential readsf the 350 MB file.

Figure 3 shows | arge ido

udu¢ ® gabagée kodedtion jsear simallr para of ¢he total

reduction that does not appear to be caused by the same request time.

periodic source as the other spikes. This type of
interruptian is seen on a semi regular lzasihen viewing

the data at a longer time scale and is likely the result of
Ext2Fs being preempted by anatipeocesses.

4.3 Garbage collection

Garbage collection is often the source aafntroversy
when discussing thmeiits programming languages and
runtime systems.One goal of the ext2 performance
evaluation was to quantify the effect of garbage collection
on ext2 performance. Figure 4 plots the response times for
each of 2000 read requests to the 350 MB file using 16
KB buffers. The lege spikes of around 30 ms are reads
which have been interrupted by garbage collector runs.
This can be verified by matching this data with the
garbage collector information given by the Singularity
debugger. Once the reads affected by the garbage
collection were identified, an average read speed was
computed without consideringghose requests. The
differencebetween the average read speed with garbage
collection and without was less that 0.1%

Although garbage collection has very little effect on
average read speeds, it does introduce a large variance in
the latency of read requests. This is a potential problem
applications requing real time performance, such as
video playback or embedded control. One solution to this
is to issue read requests using large buffers so that delay

Garbage collection run time is pragional to heap size,
regardless of themountof data actually collected his is

true becausehe heap must be scanned in order to
determine if any collection is needed. As a result
applications such as Ext2Fs which potentially contain a
large cache in the heap will have a larger garbage
collection overhead.

The exchange heap in Singularity provides an opportunity
to minimize garbage collection activity. No garbage
collection is runon the exchange heap because exchange
heap objects are explicitly allocated and deleted by the
owner. Ext2Fs could allocate its caches in the exchange
heap, and thus minimize the size of the local garbage
collected heap.

Another advantage to holding thetadlock cache in the
exchange heap would be that data blocks which were
speculatively read from the disk (in anticipation of use
due to a sequential file read for example) could be
inserted directly into the cache without the overhead of
copying from theexchange heap into the local process
heapas is done in the current implementation

A best case read latency could be realized by immediately
returning a data block held in an exchange heap dache
response to a client read requektis could be donbdy
simply removing it from the cache apéssingt back to

the user with zero copying. This has the clear drawback of






