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1 Introduction

Todays Internetis designedaroundthe point-to-point

communicationabstraction. This simple abstraction
is one of the main reasonsehindthe scalability and
the efficiency of the Internet. However asthe Inter-
netevolvesinto a globalcommunicatiorinfrastructure,
thereis anincreasingheedto implementothercommu-
nicationprimitivessuchasmulticastandanycastandto
supportend-hosmobility. Unfortunately despiteyears
of intenseresearchtheseserviceshaveyet to be de-
ployedin thelnternet. Themaindifficulty residesn that
the point-to-pointcommunicationabstraction- which
assumene senderand one receiverplacedat well-
knownandfixed networklocations— is not appropriate
for theseservices.For example,mobility requiresone
to removethe assumptiorthatend-hostarefixed, mul-
ticastrequiresoneto removethe assumptiorthatthere
isonly onesendeandonereceiverandanycastequires
onetoremovetheassumptiothatthereceivetslocation
is known.

To getaroundthis problem,existing solutionsusea
simplebut powerful technique:indirection. Theseso-
lutions assumea physicalor a logical indirectionpoint
interposedetweenthe senderand the receiver(s)hat
relaysthe traffic betweenthem. By communicating
throughthe indirectionpoint ratherthandirectly to the
end-hostasendecanabstracawaythelocationandthe

numberof receivers. For instance mobile IP assumes

ahomeagentthathidesthe end-hosimobility, while IP

multicastassumes logical indirection point (address)

thathidesthe numberof receiversaandtheirlocations.
While indirection can enable these services, effi-
ciently implementingthem at the IP layer has proven
difficult. Existing IP multicastsolutions[1, 5, 7, 8, 12]
scalepoorly with the numberof groups,aseveryrouter
hasto maintainstatefor eachgroupwhosedistribution
treepasseshroughtherouter Furthermorebecauséhe
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Figurel: Exampleillustratingcommunicatiorbetween
twonodes.(a) ThereceiverR insertgrigger(id, R). (b)
Thesendessendgacket(id, data).

amountof resourcesonsumedby a multicastsessioris
difficult to predict,ISPshavelittle incentiveto enable
the multicastserviceand carry the multicasttraffic of
otherISPs. Mobile IP [16, 17] suffersfrom inefficient
routing, aseachpacketto the mobile hostis forwarded
throughahomeagentwhichis physicallyattachedo the
mobilehost'shomeaddressin addition,routerghatim-
plemeningresdiltering [9] will notforwardthepackets
sentby amobilehostin aforeignnetwork. To getaround
theseproblemsseveralksolutionshavebeenproposedo
deploytheseservicesattheapplicationevel[4, 14,20].
While theseproposalschievethedesiredunctionality,
theydo soin avery disjointedfashionin thatsolutions
for oneservicearenot solutionsfor otherservicesg.g.,
proposaldor application-layemulticastdon’t address
mobility, andvice-versa.As aresult,manysimilar and
largely redundanimechanismsre requiredto achieve
thesevariousgoals.

To avoidthis replication,andto providegreatergen-
erality, we proposea unified indirection-basedolution
for multicastanycasandmobility. ThenextSectionde-
scribeghebasicsof our solution.

2 Rendezvous Based Communication

The key ideaof our solutionis to replacethe point-to-
point communicatiorabstractionwhich dominatesex-
isting network architectureswith a rendezvous-based
communication abstraction: insteadof explicitly send-
ing apacketoagivenreceivereachpackeis associated



with anidentifier, which is thenusedby the receiverto
getthe packet.

A rendezvous-basetktworkexportstwo primitives:
sendinga packetp, send(p), andinsertinga triggert,
insert(t). Triggersareusedby nodesto receivepack-
ets. A trigger consistsof two fields (id, addr), where
ud representthetriggeridentifier, andaddr representa
nodeaddressA trigger(id, addr) specifieshefactthat
thenodewith address:ddr will receivepacketddenti-
fied by +d. Figurel illustratesthe communicatiorbe-
tweentwo nodes,wherereceiver R wantsto receive
packetddentifiedby ¢d. The receiverinsertsthe trig-
ger (id, R) into the network. Upon receivinga packet
(id, data), the network searchedor the trigger whose
identifiermatchesd andforwardsthepacketo receiver
R.

Thus, id represents rendezvougoint betweenthe
sendefls packetsand the receivets trigger, hencethe
nameof the communicatiorabstraction. This level of
indirectiondecoupleshesendeandthereceiverbehav-
iors. The fact thatthe receivermovesandchangests
addresén theproces®rthattherearemultiplereceivers
listeningto thesamepacketss transparent to thesender
Similarly, thefactthatthe senderchangests addres®r
thattherearemultiple sendersendingpacketswith the
samddentifieris transparenb thereceiver Thisdecou-
pling is thekey thatenablesnostof thedesirableprop-
ertiesexhibitedby rendezvous-baseatketworkssuchas
providingmobility andmulticast.

To understandhe rendezvous-basesbmmunication
modelbetter it is usefulto contrasit with thelP model.
Thepacketdentifieris similarto thelP destinatiorfield.
Howeverwhile thelP destinatiorfield containsjn gen-
eral,topologicalinformationin theform of theend-host
addressthe packetidentifier is semanticdree: from
the network’s viewpoint, an identifier is just an unin-
terpretedstring of bits. Triggersare similar to rout-
ing entries.However while in the Internet,routing en-
triesareupdatecandmaintainecdby specialroutingpro-
tocols, triggersare explicitly maintainedoy end hosts.
This gives end-hostamaximumflexibility and control
in choosingthe identifiersandthe “paths” alongwhich
packetsaarepropagated.

To demonstrat¢he feasibility of our solution,we are
implementingan overlay network on top of IP, called
Internet Indirection Infrastructure(:3), thatimplements
therendezvous-baseabstraction.

3 Internet Indirection Layer (:3)

13 is an overlay network which consistsof a set of

serverghatstoretriggersandforward packetdetween
end-pointgend-processes]headdres®f anend-point
consistof anlP addresandaportnumber Packetand
triggeridentifiersarerepresentedy stringsof m bits.

We assumethat eachend-hostknows a list of i3
serversyhichis obtainedvia abootstrapingnechanism
whenthe end-hosfoins the 3 system. Whenan end-
hostwantsto senda packetjt handshe packetto an:3
server Uponreceivinga packet,an:3 serversearches
for the trigger matchingthe packet.If suchatriggeris
found, the packetis forwardedvia IP to the end-point
whoseaddresds storedby the matchingtrigger. The
packetsarenot storedin :3; theyareonly forwarded.

At its basis,?3 implementsa best-efort servicelike
today'sinternet.:3 implementseithemeliability noror-
dereddelivery on top of IP. End-hostauseperiodicre-
freshingto maintaintheirtriggersinto ;3. Thissoft-state
approachallowsfor a simpleandefficientimplementa-
tion. Whenan end-hosffails, its triggersareautomati-
cally deletedfrom 73. If atriggeris lost— for example,
asaresultof an:3 serverfailure—thetriggerwill berein-
sertedpossiblyat anotherserverthe nexttime theend-
hostrefreshest.

To find thetriggerthatmatchesa givenpacket,:3 re-
liesononeof therecentlyproposedookupserviceg18,
19, 22, 27]. A lookupservicemapsanidentifierspaceo
a setof servers.Givenanidentifierid, the lookup ser
vice findstheserveresponsibldor that:d. This primi-
tive makesdt easyto implementhematchingorocedure.
A trigger (id, addr) is storedat the serverresponsible
for id. In turn, a packet(id, data) is forwardedbased
on id throughthe overlay networkto the sameserver
Thenthepackeis matchedo thetrigger, andforwarded
to addr vialP.

Public and Private Triggers: Without loss of gener
ality, we assumewo typesof triggers: public and pri-
vate. Theidentifiersof publictriggersareknownby all
end-hostdn the system. An exampleis a web server
thatmaintainsapublictriggerto allow anyclientto con-
tactit.! Publictriggersarelong lived, typically daysor
months.In contrastprivatetriggersarechosercoopera-
tively by asmallnumberof end-hostandtheyareshort
lived. Typically, privatetriggersexist only during the

! A publictrigger canbe definedasa the hashof the hosts DNS
name,of a web addresspr of the public key associatedo a web
server



durationof aflow.

To illustrate the differencebetweenpublic and pri-
vatetriggersbetter considerthe possiblescenarioof a
client accessing web server First, the client chooses
a private trigger identifier :d, and sendsit to the web
servervia the servefts public trigger. Oncecontacted,
theserverwill createa privatetriggeridentifier:d, and
sendit backto theclient. Theclientandthe serverwill
theninsertthe privatetriggers(id., addr.), andrespec-
tively (id,, addr,) into 3, andusethemto communi-
cate. Oncethe communicatiorterminatesthe private
triggersaredestroyedSection3.2discussethesecurity
vulnerability associatedvith public triggers,and out-
linesapossiblesolution.

3.1 ServicesSupported by :3

In this sectionwe useseveralexamplego demonstrate
the powerandthe flexibility of 3. We startwith a ba-
sic modelin which the matchingprocedurereducego
exactmatching,and showhow this model cansupport
mobility and multicast. We then extend:3 to support
more complexfunctionalitiessuchas anycastand ser
vice composition.

Mobility: Sinceend-hostsisepacketidentifiersrather
thannodeaddresseto communicate;3 providesnatu-
ral supportfor mobility. A mobilehostthatchangests
addres$rom addr, to addr, asaresultof movingfrom
onesubnetworko anothercanpreservehe end-to-end
connectivityby simplyupdatingeachof its existingtrig-
gers(id, addry) to (id, addrs).

With anyschemehatsupportanobility, efficiencyis
amajorconcern21]. 3 employsseverakechniquego
achieveefficiency First, eachpacketis routedbased
onits identifierto the serverthatstorests trigger. This
meanghatno additionaloperationneedgo be invoked
whenthesendeior thereceivermoves.Secondthead-
dressof the serverstoring the trigger is cachedat the
senderandsubsequergacketsareforwardeddirectlyto
thatservervia IP. Thisway, mostpacketsareforwarded
alonga one-hoproutein the overlay network. Third,
to alleviatethe trianglerouting problem,end-hostxan
useoff-line heuristicsto samplethe :3 identifier space
to placethetriggerscloseto themselves.

Multicast: :3 providesnative supportfor multicast.
Creatinga multicastgroupis equivalentto havingall
membersof the group registertriggerswith the same
identifierid. As aresult,any packetthatmatchesd is
forwardedto all memberf thegroup.

Notethatunlike IP multicast,with 23 thereis no dif-
ferencebetweenunicastor multicastpacketsijn either
sendingandreceiving. Suchan interfacegives maxi-
mum flexibility to the application. An applicationcan
switch on-the-fly from unicastto multicastby simply
havingmorehostsinserttriggerswith the sameidenti-
fier. Forexamplejn atelephonyapplicationthis would
allow multiple partiesto seamlesshjoin a two-party
conversation. In contrast,with IP, an applicationhas
to atleastchangehe IP destinatioraddressn orderto
switchfrom unicastto multicast.

Anycast: Anycastensureghata packetis deliveredto
atmostonereceiverin agroup. Anycastenableserver
selectionabasicbuilding block for manyof today'sap-
plications.

To implementanycastwe assumea more general
matchingrule. Insteadof exact matching, we con-
sider the longestprefix matchingwith the restriction
that the £ most significantbits should matchexactly
More precisely a packet(id, data) matcheghetrigger
(id', addr) if andonly if (1) the £ mostsignificantbits
of 7d andid’ areidentical,and(2) them — k leastsignifi-
cantbits of id’ representhelongestprefixmatchfor the
m — k leastsignificantbits of :d amongall triggeriden-
tifiers storedin the network. We choosek large enough
to eliminate(for all practicalpurposesphepossibilityof
erroneouslyleliveringapacketo thewrongdestination,
or of anadversanguessinghefirst £ bits of the packet
identifierby scanningheidentifierspace.

Thismatchingrule makesdt straightforwardo imple-
mentanycast. All hostsin an anycastgroup maintain
triggerswhichareidenticalin thek mostsignificantits.
Thesek bitsplaytherole of theanycasgroupidentifier.
Tosendapacketo ananycasgroup,asendeassociates
with eachpacketanidentifierwhich shareghe £ most
significantbits with the identifiersof the receivertrig-
gers.Thepackeis deliveredto themembeiof thegroup
whosetriggeridentifier bestmatcheghe packetidenti-
fier.

Thelastm — k bits of the identifier canbe usedto
encodeapplicationpreferences.For instance,assume
thattherearen web serversandthe goalis to balance
the client requestsamongtheseservers. This goal can
be achievedby settingthe m — k leastsignificantbits
of bothtriggerandpacketidentifiersto randomvalues.
Notethatby changingthe semantic®f theinformation
storedin them — k£ leastsignificantbitsit is possibleto
achieventhergoalsthanloadbalancing.Forexamplejf
weencodédhehostlocationin thosebits (e.g.,zip code),
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Figure2: Servicecompositionexample.Sendersends
HTML format;receivercandisplayonly WML format.
ServerT’ performsHTML-WML transcoding.

packetawill be deliveredto a groupmembetthatis ge-
ographicallycloseto thesender

Identifier Stacks (Supporting Service Composition):
Someapplicationamay requirethird partiesto process
the databeforeit reachegshe destination11]. An ex-
ampleis awirelessapplicationprotocol(WAP) gateway
translatingHTML webpagedo WML for wirelessde-
vices[25]. WML is alightweightversionof HTML de-
signedto runonwirelessdeviceswvith smallscreensind
limited capabilities.In this casethe servercanforward
theweb pageto athird-partyserverT thatimplements

thisallowsflexibility for applicationsit also(andunfor-

tunately)createsnew opportunitiefor malicioususers.
We now discussseveralsecurityissuesandhow :3 ad-
dresseshem.

Eavesdropping: A userthatknowsahost'striggercan
eavesdroghetraffic towardghathostby insertingatrig-
gerwith thesameddentifierandits ownaddressWe con-
sidertwo casesia) privateand(b) publictriggers.

Privatetriggersare secretlychosenby the applica-
tion end-pointsand are not supposedo be revealedo
the outsideworld. Thelengthof thetrigger sidentifier
makesit very difficult for a third party to usea brute
forceattack? Furthermoregnd-pointscanperiodically
changehe privatetriggersassociatedavith aflow.

With 3, a publictriggeris knownby all usersin the
systemandthusanyonecaneavesdroghetraffic tosuch
atrigger. To alleviatethis problem,end-hostsanuse
the public triggersto choosea pair of privatetriggers,
andthenusetheseprivatetriggersto exchangehe ac-
tual data. To keepthe private triggerssecret,onecan

the HTML-WML transcodingwhich in turn processes usepublic key cryptography To initiate a connection,

thedataandsendit to thedestinatiorvia WAP.

This sectionpresent@analternativeto implementser
vice compositionin 3. Theideais to extend:3 by re-
placinga packetidentifierwith a stack of identifiers.:3
thentriesto find the triggerthat matcheghe first iden-
tifier in the stack. If suchatriggeris found, theidenti-
fier attheheadof the packets stackis replacedwith the
trigger saddressndtheprocessontinues.Theprocess
terminateswhen the packets stack becomesempty?
Stackgyive thesendethe possibility to controlthe path
of the packetsin 3. Note thatusingstacksto forward
packetss similarto sourceaoutingin IP. :3 goesonestep
furtherby alsoallowingthereceiverto controlthepath.
To achievethis, we replacetheaddres®f atriggerwith
a stackof identifiers. Whena packetmatchesa trigger,
theidentifierattheheadof thepackets stackis replaced
with the stackof thetrigger Figure2 showsanexam-
ple in which the sendercontrolsthe transcodingof the
datapacketdrom HTML to WML by usingtheidenti-
fier StaCk(idHTML_W'ML, Zd)

3.2 Security

Unlike IP, whereanend-hostanonly sendandreceive
packetsjn 3 end-hostsarealsoresponsibldor main-
tainingthe routinginformationthroughtriggers. While

2To avoid loops, eachpacketcarriesalso a hop count that is
decrementedverytime the packetmatches trigger

ahost A chooses privatetrigger id,, encryptsit un-

derthe public key of areceiverB, andthensendst to

B via B’spublictrigger. B decryptsA’s privatetrigger
1d,, thenchoosests own privatetriggerid,, andsends
thistriggerbackto A over A’sprivatetrigger:d,. Since
thesendetstriggeris encryptedamalicioususercannot
impersonate? unlesst knows B’s privatetrigger.

Trigger hijacking: A malicioususercanisolatea host
by removingits public trigger. Similarly, a malicious
userin a multicastgroup can removeother members
from the groupby deletingtheir triggers.While remov-
ing atriggeralsorequirego specifythelP addres®fthe
trigger, thisaddresss, in generalpothardto obtain.

Onepossibility to guardagainstthis attackis to add
anotherlevel of indirection. Considera serverS that
wantsto advertiseapublictriggerwith identifier:d,,. In-
steadof insertingthetrigger(id,, ), the servercanin-
serttwo triggers,(id,, =) and(z, S'), wherez isaniden-
tifier knownonly by 5. Sincea malicioususerhasto
knowz in orderto removeeitherof thetwo triggers this
simple techniqueprovideseffective protectionagainst
thistype of attack.

DoSAttacks: Thefactthat:3 givesend-hostgontrolon

FWhile otherapplicationconstraintssuchasstoringa trigger at
a servemearbycanlimit theidentifierchoice,theidentifieris long
enough(i.e., 256 bits), suchthatthe applicationcanalwaysreserve
areasonabléarge numberof bits (e.g.,64 bits) thatarerandomly
chosen.



routingopensewpossibilitiesfor DoSattacks We con-
sidertwo typesof attacks:(a) attackson end-hostsand
(b) attackson the infrastructure.In the former case,a
malicioususercaninsertahierarchyof triggersin which
all leaf triggerspoint to the victim. Sendinga single
packetto the trigger at the root of the hierarchywill
causethe packetto be replicatedandall replicasto be
sentto the victim. This way an attackercanmounta
large scaleDoS attackby simply leveragingthe i3 in-
frastructureln thelattercase amalicioususercancre-
atetriggerloops,for instancéby connectingheleaveof
atriggerhierarchyto its root. In this case eachpacket
sentto therootwill be exponentiallyreplicated!
To alleviatetheseattacks;3 useshreetechniques:

1. Challenges:3 implicitly assumethatatriggerthat
pointsto anend-host? is insertedby theend-host
itself. An 73 servercaneasilyverify this assump-
tion by sendinga challengeto R thefirst time the
triggeris inserted.The challengeconsistof aran-
dom noncethatis expectedo be returnedby the
receiver If thereceiverfails to answerthe chal-
lengethetriggeris removed . As aresultanattacker
cannotusea hierarchyof triggersto mounta DoS
attack(asdescribedabove) sincethe leaftriggers
will be removedassoonasthe serverdetectshat
thevictim hasnt insertedthem.

. Resource allocation Eachserverused-air Queue-
ing [6] to allocateresourceamongsthe triggers
it stores. This way the damagenflicted by an at-
tackeris only proportionato thenumberof triggers
it maintains. An attackercannotsimply usea hi-
erarchyof triggerswith loopsto exponentiallyin-
creasdts traffic. As soonaseachtriggerreaches
its fair sharethe excesspacketswill be dropped.
While this techniquedoesnt solvethe problem.,it
gives:3 time to detectandto eventuallybreakthe
cycles.

. Loop detection Whena trigger thatdoesnt point
to anlP addresss insertedtheserverrunsaproce-
dureto detectwhetherthe newtriggerdoesnt cre-
atealoop. A simpleprocedurds to senda special
packetwith arandomnonce.If the packetreturns
backto the servey thetriggeris simply removed.
To increasethe robustnessthe servercaninvoke
thisprocedurgeriodicallyaftersuchatriggerisin-
serted.

4 Related Work

Therendezvous-basedmmunicatioris similarin spirit
to the tuple spacework in distributedsystemq2, 13,
26]. However tuple spacesavericher semanticsand
they guaranteepersistenceand atomicity. Providing
thesepropertiesn very large scaledistributedsystems
is, however very difficult. In contrast;:3 tradesthese
propertiedor a scalableandefficientimplementation.

13 sharesmany similarities with naming systems.
This shouldcomeas no surprise,asidentifierscanbe
viewedassemantic-lessames.DNS mapshostnames
to IP addressefl5]. DNS namesrehierarchicalwhile
3 identifiersareflat. DNS resolverdorm a staticover
lay hierarchy while i3 serversform a self-oganizing
overlay 3 integratesdentifier resolutionwith packet
forwarding.Active NameqAN) mapsanameto achain
of mobile coderesponsibldor locatingthe remoteser
vice[23]. While AN namesareusedprimaryto describe
services;3 identifiersareusedprimaryto abstracaway
theend-hostocation.IntentionalNamingSystem(INS)
is aresourcediscoveryandservicelocationsystemfor
mobile hosts[24]. 3 differsfrom INS in thatfrom net-
work’s point of view anidentifierdoesnot carryanyse-
mantics.Anotherdifferenceis that:3 allows end-hosts
to explicitly control (via triggers)the application-level
pathfollowed by the packets.

Therendezvous-basabstractions similarto the IP
multicastabstractionf5]. An IP multicastaddresgdenti-
fiesthereceiverof amulticastgroupin thesamewvayan
13 identifieridentifiesthemulticastreceiversHowever
unlike IP which allocatesa specialrangeof addresses
(i.e., classD) to multicast,:3 doesnot put any restric-
tions on the identifier format. In addition,:3 hasabil-
ity to supportmulticastgroupswith heterogeneouse-
ceivers.

TRIAD [3] and IPNL [10] havebeenrecentlypro-
posedto solvetheIPv4 addresscarcityproblem. Both
schemesseDNSnamesatherthanaddressef®r global
identification. One differencebetween:3 and both
TRIAD andIPNL is thatthe pathof a packetis deter
minedby end-hostsinsteadof beingdeterminediuring
theDNS nameresolutionby networkspecificprotocols.

5 Status

We haveimplementedinearlyprototypeof i3 basedn
the Chordlookup service[22]. We use256 bit identi-
fiers,andthematchingprocedureequiresexactmatch-



ing onthe 128 mostsignificantbits. This choicemakes
it very unlikely that a packetwill erroneouslymatcha

trigger, andatthesametime givestheapplicationsipto

128bitsto encodeapplicationspecificinformationsuch
asthe hostlocation. The untunedprototypeis ableto

forward about35,000packetsper second,andto han-
dle 80,000trigger insertions/refresheser secondon a

700 MHz Pentiumlll processar By choosingthe set
of Chordfingersbasedon the network proximity, we

areableto reducethe routing latencybetweerany two

serversn 3 within a factor of two (on the averagepf

theoptimalroutingin theunderlyingnetwork.
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