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1 Introduction

Today’s Internetis designedaroundthe point-to-point
communicationabstraction. This simple abstraction
is one of the main reasonsbehindthe scalability and
the efficiency of the Internet. However, as the Inter-
netevolvesinto a globalcommunicationinfrastructure,
thereis an increasingneedto implementothercommu-
nicationprimitivessuchasmulticastandanycast,andto
supportend-hostmobility. Unfortunately, despiteyears
of intenseresearch,theseserviceshaveyet to be de-
ployedin theInternet.Themaindifficulty residesin that
the point-to-pointcommunicationabstraction– which
assumesone senderand one receiverplacedat well-
knownandfixed networklocations– is not appropriate
for theseservices.For example,mobility requiresone
to removetheassumptionthatend-hostsarefixed,mul-
ticastrequiresoneto removethe assumptionthat there
isonlyonesenderandonereceiver, andanycastrequires
onetoremovetheassumptionthatthereceiver’slocation
is known.

To get aroundthis problem,existingsolutionsusea
simplebut powerful technique:indirection. Theseso-
lutionsassumea physicalor a logical indirectionpoint
interposedbetweenthe senderand the receiver(s)that
relays the traffic betweenthem. By communicating
throughthe indirectionpoint ratherthandirectly to the
end-host,asendercanabstractawaythelocationandthe
numberof receivers.For instance,mobile IP assumes
a homeagentthathidestheend-hostmobility, while IP
multicastassumesa logical indirectionpoint (address)
thathidesthenumberof receiversandtheir locations.

While indirection can enable these services,effi-
ciently implementingthem at the IP layer hasproven
difficult. ExistingIP multicastsolutions[1, 5, 7, 8, 12]
scalepoorlywith thenumberof groups,aseveryrouter
hasto maintainstatefor eachgroupwhosedistribution
treepassesthroughtherouter. Furthermore,becausethe
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Thesendersendspacket����������������� .
amountof resourcesconsumedby amulticastsessionis
difficult to predict, ISPshavelittle incentiveto enable
the multicastserviceandcarry the multicasttraffic of
otherISPs. Mobile IP [16, 17] suffers from inefficient
routing,aseachpacketto themobilehostis forwarded
throughahomeagentwhichis physicallyattachedto the
mobilehost’shomeaddress.In addition,routersthatim-
plementingressfiltering [9] will notforwardthepackets
sentbyamobilehostin aforeignnetwork.Togetaround
theseproblemsseveralsolutionshavebeenproposedto
deploytheseservicesat theapplicationlevel[4, 14,20].
While theseproposalsachievethedesiredfunctionality,
theydo soin a very disjointedfashionin thatsolutions
for oneservicearenot solutionsfor otherservices;e.g.,
proposalsfor application-layermulticastdon’t address
mobility, andvice-versa.As a result,manysimilar and
largely redundantmechanismsare requiredto achieve
thesevariousgoals.

To avoidthis replication,andto providegreatergen-
erality, we proposea unified indirection-basedsolution
for multicast,anycastandmobility. ThenextSectionde-
scribesthebasicsof oursolution.

2 Rendezvous Based Communication

Thekey ideaof our solutionis to replacethe point-to-
point communicationabstractionwhich dominatesex-
isting network architectures,with a rendezvous-based
communication abstraction: insteadof explicitly send-
ingapackettoagivenreceiver, eachpacketisassociated
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with� anidentifier, which is thenusedby thereceiverto
getthepacket.

A rendezvous-basednetworkexportstwo primitives:
sendinga packet� ,  "!"#$�%�&�$� , andinsertinga trigger � ,�'#( )!"*)�+�'�+� . Triggersareusedby nodesto receivepack-
ets. A trigger consistsof two fields �����������,��*-� , where�'� representsthetriggeridentifier, and �,����* representsa
nodeaddress.A trigger �������������,*.� specifiesthefactthat
thenodewith address���,��* will receivepacketsidenti-
fied by �'� . Figure1 illustratesthe communicationbe-
tweentwo nodes,wherereceiver 
 wants to receive
packetsidentifiedby �'� . The receiverinsertsthe trig-
ger ���'�/�0
�� into the network. Upon receivinga packet���'�/�0�,�-���%� , the networksearchesfor the trigger whose
identifiermatches��� andforwardsthepacketto receiver
 .

Thus, ��� representsa rendezvouspoint betweenthe
sender’s packetsand the receiver’s trigger, hencethe
nameof the communicationabstraction.This level of
indirectiondecouplesthesenderandthereceiverbehav-
iors. The fact that the receivermovesandchangesits
addressin theprocessor thattherearemultiplereceivers
listeningto thesamepacketsis transparent to thesender.
Similarly, thefact thatthesenderchangesits addressor
thattherearemultiple senderssendingpacketswith the
sameidentifieris transparentto thereceiver. Thisdecou-
pling is thekey thatenablesmostof thedesirableprop-
ertiesexhibitedby rendezvous-basednetworkssuchas
providingmobility andmulticast.

To understandtherendezvous-basedcommunication
modelbetter, it is usefulto contrastit with theIP model.
Thepacketidentifierissimilarto theIPdestinationfield.
However, while theIP destinationfieldcontains,in gen-
eral,topologicalinformationin theform of theend-host
address,the packetidentifier is semanticsfree: from
the network’s viewpoint, an identifier is just an unin-
terpretedstring of bits. Triggers are similar to rout-
ing entries.However, while in theInternet,routingen-
triesareupdatedandmaintainedby specialroutingpro-
tocols,triggersareexplicitly maintainedby endhosts.
This gives end-hostsmaximumflexibility and control
in choosingthe identifiersandthe“paths” alongwhich
packetsarepropagated.

To demonstratethefeasibilityof oursolution,weare
implementingan overlaynetworkon top of IP, called
Internet Indirection Infrastructure ( ��1 ), thatimplements
therendezvous-basedabstraction.

3 Internet Indirection Layer ( 2"3 )

��1 is an overlay network which consistsof a set of
serversthatstoretriggersandforwardpacketsbetween
end-points(end-processes).Theaddressof anend-point
consistsof anIP addressandaportnumber. Packetand
triggeridentifiersarerepresentedby stringsof 4 bits.

We assumethat eachend-hostknows a list of ��1
servers,whichisobtainedvia abootstrapingmechanism
whenthe end-hostjoins the ��1 system. Whenan end-
hostwantsto senda packet,it handsthepacketto an ��1
server. Uponreceivinga packet,an �'1 serversearches
for the triggermatchingthepacket.If sucha trigger is
found, the packetis forwardedvia IP to the end-point
whoseaddressis storedby the matchingtrigger. The
packetsarenot storedin �'1 ; theyareonly forwarded.

At its basis, �'1 implementsa best-effort servicelike
today’sInternet. ��1 implementsneitherreliability noror-
dereddeliveryon top of IP. End-hostsuseperiodicre-
freshingto maintaintheirtriggersinto ��1 . Thissoft-state
approachallowsfor a simpleandefficient implementa-
tion. Whenanend-hostfails, its triggersareautomati-
cally deletedfrom ��1 . If a trigger is lost – for example,
asaresultof an ��1 serverfailure– thetriggerwill berein-
serted,possiblyatanotherserver, thenexttime theend-
hostrefreshesit.

To find thetriggerthatmatchesagivenpacket,��1 re-
liesononeof therecentlyproposedlookupservices[18,
19, 22, 27]. A lookupservicemapsanidentifierspaceto
a setof servers.Givenanidentifier ��� , the lookupser-
vicefindstheserverresponsiblefor that �'� . Thisprimi-
tivemakesit easyto implementthematchingprocedure.
A trigger �����������,��*-� is storedat the serverresponsible
for ��� . In turn, a packet ���'�/�0�,�-���%� is forwardedbased
on ��� throughthe overlaynetworkto the sameserver.
Then,thepacketismatchedto thetrigger, andforwarded
to �����,* via IP.

Public and Private Triggers: Without lossof gener-
ality, we assumetwo typesof triggers: public andpri-
vate.Theidentifiersof public triggersareknownby all
end-hostsin the system. An exampleis a web server
thatmaintainsapublictriggerto allowanyclienttocon-
tactit. 5 Publictriggersarelong lived, typically daysor
months.In contrast,privatetriggersarechosencoopera-
tively by asmallnumberof end-hostsandtheyareshort
lived. Typically, privatetriggersexist only during the
6
A public triggercanbedefinedasa thehashof thehost’s DNS

name,of a web address,or of the public key associatedto a web
server.
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duration7 of aflow.
To illustrate the differencebetweenpublic and pri-

vatetriggersbetter, considerthe possiblescenarioof a
client accessinga webserver. First, the client chooses
a private trigger identifier ����8 andsendsit to the web
servervia the server’s public trigger. Oncecontacted,
theserverwill createa privatetriggeridentifier ����9 and
sendit backto theclient. Theclient andtheserverwill
theninserttheprivatetriggers ���'�,80�������,*)8'� , andrespec-
tively ������9:�����,��*"9;� into �'1 , andusethemto communi-
cate. Oncethe communicationterminates,the private
triggersaredestroyed.Section3.2discussesthesecurity
vulnerability associatedwith public triggers,and out-
linesapossiblesolution.

3.1 Services Supported by <�=
In this section,we useseveralexamplesto demonstrate
thepowerandthe flexibility of ��1 . We startwith a ba-
sic modelin which the matchingprocedurereducesto
exactmatching,andshowhow this modelcansupport
mobility andmulticast. We thenextend ��1 to support
morecomplexfunctionalitiessuchasanycastandser-
vicecomposition.

Mobility: Sinceend-hostsusepacketidentifiersrather
thannodeaddressesto communicate,��1 providesnatu-
ral supportfor mobility. A mobilehostthatchangesits
addressfrom ���,��* 5 to ���,��*"> asaresultof movingfrom
onesubnetworkto anothercanpreservetheend-to-end
connectivitybysimplyupdatingeachof its existingtrig-
gers ���'�/�0�,���,* 5 � to �����������,��* > � .

With anyschemethatsupportsmobility, efficiencyis
a majorconcern[21]. ��1 employsseveraltechniquesto
achieveefficiency. First, eachpacketis routedbased
on its identifierto theserverthatstoresits trigger. This
meansthatnoadditionaloperationneedsto be invoked
whenthesenderor thereceivermoves.Second,thead-
dressof the serverstoring the trigger is cachedat the
sender, andsubsequentpacketsareforwardeddirectlyto
thatservervia IP. Thisway, mostpacketsareforwarded
alonga one-hoproute in the overlaynetwork. Third,
to alleviatethe triangleroutingproblem,end-hostscan
useoff-line heuristicsto samplethe ��1 identifier space
to placethetriggerscloseto themselves.

Multicast: �'1 providesnative support for multicast.
Creatinga multicastgroup is equivalentto having all
membersof the group registertriggerswith the same
identifier ��� . As a result,anypacketthatmatches��� is
forwardedto all membersof thegroup.

Notethatunlike IP multicast,with ��1 thereis no dif-
ferencebetweenunicastor multicastpackets,in either
sendingandreceiving. Suchan interfacegivesmaxi-
mum flexibility to the application. An applicationcan
switch on-the-fly from unicastto multicastby simply
havingmorehostsinserttriggerswith the sameidenti-
fier. Forexample,in a telephonyapplicationthiswould
allow multiple partiesto seamlesslyjoin a two-party
conversation. In contrast,with IP, an applicationhas
to at leastchangethe IP destinationaddressin orderto
switchfrom unicastto multicast.

Anycast: Anycastensuresthata packetis deliveredto
atmostonereceiverin a group.Anycastenablesserver
selection,abasicbuildingblockfor manyof today’sap-
plications.

To implementanycastwe assumea more general
matchingrule. Insteadof exact matching, we con-
sider the longestprefix matchingwith the restriction
that the ? most significantbits shouldmatchexactly.
More precisely, a packet �����������-���%� matchesthe trigger���'��@A�0�,���,*-� if andonly if (1) the ? mostsignificantbits
of �'� and��� @ areidentical,and(2) the 4CBD? leastsignifi-
cantbitsof ���-@ representthelongestprefixmatchfor the4EBF? leastsignificantbitsof ��� amongall triggeriden-
tifiersstoredin thenetwork.We choose? largeenough
toeliminate(for all practicalpurposes)thepossibilityof
erroneouslydeliveringapackettothewrongdestination,
or of anadversaryguessingthefirst ? bitsof thepacket
identifierby scanningtheidentifierspace.

Thismatchingrulemakesit straightforwardto imple-
mentanycast. All hostsin an anycastgroupmaintain
triggerswhichareidenticalin the ? mostsignificantbits.
These? bitsplaytheroleof theanycastgroupidentifier.
Tosendapackettoananycastgroup,asenderassociates
with eachpacketan identifierwhich sharesthe ? most
significantbits with the identifiersof the receivertrig-
gers.Thepacketis deliveredto thememberof thegroup
whosetrigger identifierbestmatchesthepacketidenti-
fier.

The last 4GBH? bits of the identifier canbe usedto
encodeapplicationpreferences.For instance,assume
that thereare # webserversandthe goal is to balance
the client requestsamongtheseservers.This goal can
beachievedby settingthe 4IBJ? leastsignificantbits
of both triggerandpacketidentifiersto randomvalues.
Notethatby changingthesemanticsof theinformation
storedin the 4KBL? leastsignificantbits it is possibleto
achieveothergoalsthanloadbalancing.Forexample,if
weencodethehostlocationin thosebits(e.g.,zip code),
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Figure2: Servicecompositionexample.Sendersends
HTML format;receivercandisplayonly WML format.
ServerP performsHTML-WML transcoding.

packetswill bedeliveredto a groupmemberthatis ge-
ographicallycloseto thesender.

Identifier Stacks (Supporting Service Composition):
Someapplicationsmay requirethird partiesto process
the databeforeit reachesthe destination[11]. An ex-
ampleis awirelessapplicationprotocol(WAP) gateway
translatingHTML webpagesto WML for wirelessde-
vices[25]. WML is a lightweightversionof HTML de-
signedto runonwirelessdeviceswith smallscreensand
limited capabilities.In this case,theservercanforward
thewebpageto a third-partyserverP that implements
theHTML-WML transcoding,which in turn processes
thedataandsendit to thedestinationvia WAP.

Thissectionpresentsanalternativeto implementser-
vice compositionin ��1 . The ideais to extend��1 by re-
placinga packetidentifierwith a stack of identifiers. ��1
thentries to find the triggerthatmatchesthefirst iden-
tifier in thestack. If sucha trigger is found,theidenti-
fier at theheadof thepacket’sstackis replacedwith the
trigger’saddressandtheprocesscontinues.Theprocess
terminateswhen the packet’s stack becomesempty.>
Stacksgivethesenderthepossibility to controlthepath
of the packetsin ��1 . Note thatusingstacksto forward
packetsissimilartosourceroutingin IP. �'1 goesonestep
furtherby alsoallowingthereceiverto controlthepath.
To achievethis,wereplacetheaddressof a triggerwith
a stackof identifiers.Whena packetmatchesa trigger,
theidentifierat theheadof thepacket’sstackis replaced
with thestackof the trigger. Figure2 showsanexam-
ple in which thesendercontrolsthe transcodingof the
datapacketsfrom HTML to WML by usingtheidenti-
fier stack �����-QSR/TVU�W/XDTVU$�����%� .
3.2 Security

Unlike IP, whereanend-hostcanonly sendandreceive
packets,in �'1 end-hostsarealsoresponsiblefor main-
tainingtheroutinginformationthroughtriggers.WhileY

To avoid loops, eachpacketcarriesalso a hop count that is
decrementedeverytime thepacketmatchesa trigger.

thisallowsflexibility for applications,it also(andunfor-
tunately)createsnewopportunitiesfor malicioususers.
We now discussseveralsecurityissuesandhow ��1 ad-
dressesthem.

Eavesdropping: A userthatknowsahost’s triggercan
eavesdropthetraffic towardsthathostbyinsertingatrig-
gerwith thesameidentifieranditsownaddress.Wecon-
sidertwo cases:(a)privateand(b) public triggers.

Privatetriggersare secretlychosenby the applica-
tion end-pointsandarenot supposedto be revealedto
theoutsideworld. The lengthof the trigger’s identifier
makesit very difficult for a third party to usea brute
forceattack.Z Furthermore,end-pointscanperiodically
changetheprivatetriggersassociatedwith aflow.

With ��1 , a public trigger is knownby all usersin the
system,andthusanyonecaneavesdropthetraffic tosuch
a trigger. To alleviatethis problem,end-hostscanuse
the public triggersto choosea pair of privatetriggers,
andthenusetheseprivatetriggersto exchangethe ac-
tual data. To keepthe privatetriggerssecret,onecan
usepublic key cryptography. To initiate a connection,
a host [ choosesa privatetrigger �'�,\ , encryptsit un-
der thepublic key of a receiver] , andthensendsit to] via ] ’s public trigger. ] decrypts[ ’sprivatetrigger����\ , thenchoosesits own privatetrigger ����^ , andsends
thistriggerbackto [ over [ ’sprivatetrigger �'�,\ . Since
thesender’striggerisencrypted,amalicioususercannot
impersonate] unlessit knows ] ’sprivatetrigger.

Trigger hijacking: A malicioususercanisolatea host
by removingits public trigger. Similarly, a malicious
user in a multicastgroup can removeother members
from thegroupby deletingtheir triggers.While remov-
ingatriggeralsorequirestospecifytheIPaddressof the
trigger, thisaddressis, in general,nothardto obtain.

Onepossibility to guardagainstthis attackis to add
anotherlevel of indirection. Considera server _ that
wantstoadvertiseapublictriggerwith identifier ���a` . In-
steadof insertingthetrigger �����a`a�._b� , theservercanin-
serttwo triggers,�����a`c�0d$� and ��de�:_f� ,whered isaniden-
tifier knownonly by _ . Sincea malicioususerhasto
know d in orderto removeeitherof thetwo triggers,this
simple techniqueprovideseffective protectionagainst
this typeof attack.

DoS Attacks: Thefactthat �'1 givesend-hostscontrolong
While otherapplicationconstraintssuchasstoringa triggerat

a servernearbycanlimit theidentifierchoice,theidentifier is long
enough(i.e.,256bits), suchthattheapplicationcanalwaysreserve
a reasonablelarge numberof bits (e.g., hji bits) that arerandomly
chosen.
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routing7 opensnewpossibilitiesfor DoSattacks.Wecon-
sidertwo typesof attacks:(a)attacksonend-hosts,and
(b) attackson the infrastructure.In the formercase,a
malicioususercaninsertahierarchyof triggersin which
all leaf triggerspoint to the victim. Sendinga single
packetto the trigger at the root of the hierarchywill
causethe packetto be replicatedandall replicasto be
sentto the victim. This way an attackercanmounta
large scaleDoS attackby simply leveragingthe ��1 in-
frastructure.In thelattercase,amalicioususercancre-
atetriggerloops,for instancebyconnectingtheleavesof
a triggerhierarchyto its root. In this case,eachpacket
sentto therootwill beexponentiallyreplicated!

To alleviatetheseattacks,�'1 usesthreetechniques:

1. Challenges ��1 implicitly assumesthatatriggerthat
pointsto anend-host
 is insertedby theend-host
itself. An ��1 servercaneasilyverify this assump-
tion by sendinga challengeto 
 thefirst time the
triggeris inserted.Thechallengeconsistsof a ran-
dom noncethat is expectedto be returnedby the
receiver. If the receiverfails to answerthe chal-
lengethetriggeris removed.Asaresultanattacker
cannotusea hierarchyof triggersto mounta DoS
attack(asdescribedabove),sincethe leaf triggers
will be removedassoonastheserverdetectsthat
thevictim hasn’t insertedthem.

2. Resource allocation EachserverusesFairQueue-
ing [6] to allocateresourcesamongstthe triggers
it stores.This way the damageinflicted by anat-
tackerisonlyproportionalto thenumberof triggers
it maintains.An attackercannotsimply usea hi-
erarchyof triggerswith loopsto exponentiallyin-
creaseits traffic. As soonaseachtrigger reaches
its fair sharethe excesspacketswill be dropped.
While this techniquedoesn’t solvetheproblem,it
gives ��1 time to detectandto eventuallybreakthe
cycles.

3. Loop detection Whena trigger thatdoesn’t point
to anIP addressis inserted,theserverrunsaproce-
dureto detectwhetherthenewtriggerdoesn’t cre-
atea loop. A simpleprocedureis to senda special
packetwith a randomnonce.If thepacketreturns
backto the server, the trigger is simply removed.
To increasethe robustness,the servercan invoke
thisprocedureperiodicallyaftersuchatriggeris in-
serted.

4 Related Work

Therendezvous-basedcommunicationissimilarin spirit
to the tuple spacework in distributedsystems[2, 13,
26]. However, tuplespaceshaverichersemantics,and
they guaranteepersistenceand atomicity. Providing
thesepropertiesin very largescaledistributedsystems
is, however, very difficult. In contrast,��1 tradesthese
propertiesfor a scalableandefficient implementation.��1 sharesmany similarities with naming systems.
This shouldcomeasno surprise,as identifierscanbe
viewedassemantic-lessnames.DNS mapshostnames
to IP addresses[15]. DNS namesarehierarchicalwhile��1 identifiersareflat. DNSresolversform a staticover-
lay hierarchy, while ��1 serversform a self-organizing
overlay. ��1 integratesidentifier resolutionwith packet
forwarding.ActiveNames(AN) mapsanametoachain
of mobilecoderesponsiblefor locatingtheremoteser-
vice[23]. WhileAN namesareusedprimaryto describe
services,��1 identifiersareusedprimaryto abstractaway
theend-hostlocation.IntentionalNamingSystem(INS)
is a resourcediscoveryandservicelocationsystemfor
mobilehosts[24]. ��1 differsfrom INS in thatfrom net-
work’spointof view anidentifierdoesnotcarryanyse-
mantics.Anotherdifferenceis that �'1 allowsend-hosts
to explicitly control (via triggers)the application-level
pathfollowedby thepackets.

Therendezvous-basedabstractionis similar to theIP
multicastabstraction[5]. An IPmulticastaddressidenti-
fiesthereceiversof amulticastgroupin thesamewayan��1 identifieridentifiesthemulticastreceivers.However,
unlike IP which allocatesa specialrangeof addresses
(i.e., classD) to multicast, ��1 doesnot put any restric-
tions on the identifier format. In addition, �'1 hasabil-
ity to supportmulticastgroupswith heterogeneousre-
ceivers.

TRIAD [3] and IPNL [10] havebeenrecentlypro-
posedto solvetheIPv4 addressscarcityproblem.Both
schemesuseDNSnamesratherthanaddressesfor global
identification. One differencebetween ��1 and both
TRIAD andIPNL is that the pathof a packetis deter-
minedby end-hosts,insteadof beingdeterminedduring
theDNSnameresolutionby networkspecificprotocols.

5 Status

Wehaveimplementedanearlyprototypeof ��1 basedon
the Chordlookup service[22]. We use256 bit identi-
fiers,andthematchingprocedurerequiresexactmatch-

5



ingk on the128mostsignificantbits. This choicemakes
it very unlikely that a packetwill erroneouslymatcha
trigger, andat thesametimegivestheapplicationsupto
128bits to encodeapplicationspecificinformationsuch
asthe host location. The untunedprototypeis able to
forward about35,000packetsper second,andto han-
dle 80,000trigger insertions/refreshesper secondon a
700 MHz PentiumIII processor. By choosingthe set
of Chord fingersbasedon the networkproximity, we
areableto reducetherouting latencybetweenanytwo
serversin ��1 within a factorof two (on theaverage)of
theoptimalroutingin theunderlyingnetwork.
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