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Abstract

Thepaperconsidersa networkwith manyapparently-independentperiodicprocessesand
discussesonemethodby which theseprocessescaninadvertentlybecomesynchronized.In
particular, we studythe synchronizationof periodic routing messages,andoffer guidelines
on how to avoid inadvertentsynchronization.Usingsimulationsandanalysis,we studythe
processof synchronizationandshowthatthetransitionfrom unsynchronizedto synchronized
traffic is not oneof gradualdegradationbut is insteada very abrupt‘phasetransition’: in
general,theadditionof asinglerouterwill convertacompletelyunsynchronizedtraffic stream
into a completelysynchronizedone. We showthat synchronizationcanbe avoidedby the
addition of randomizationto the traffic sourcesand quantify how much randomizationis
necessary. In addition,we arguethattheinadvertentsynchronizationof periodicprocessesis
likely to becomeanincreasingproblemin computernetworks.1

1 Intr oduction

A substantial,and increasing,fraction of the traffic in today’s computernetworkscomesfrom
periodic traffic sources;examplesinclude the periodic exchangeof routing messagesbetween
gatewaysor thedistributionof real-timeaudioor video. Networkarchitectsusuallyassumethat
sincethesourcesof this periodictraffic areindependent,theresultingtraffic will be independent
anduncorrelated.E.g., eventhougheachrouting processmight generatea packetat fixed, 30
secondintervals,the total routing traffic observedat any point in thenetworkshouldbesmooth
anduniform sincetheprocessesareon separatenodesandstartedwith a randomrelativephase.
However, manynetworktraffic studies[Pa93a, SaAgGuJa92, Ja92, BrChClPo93] showthat the
total traffic is notuniform but insteadis highly synchronized.

Thispaperarguesthatthearchitect’sintuition thatindependentsourcesgiverisetouncorrelated
aggregatetraffic issimplywrongandshouldbereplacedbyexpectationsmorein linewith observed

�
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1Thispaperis anexpandedversionof [FJ93].
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reality. Thereis a hugebodyof researchon the tendencyof dynamicsystemsto synchronizein
the presenceof weak coupling [Bl88]. As far back as the mid-seventeenthcentury, Huygens
noticedthat two unsynchronizedpendulumclockswould keepin time if hungon thesamewall,
synchronizedby thebarely-perceptiblevibrationseachinducedin thewall. As reportedin [Bl88],
synchronizationhasbeenstudiedin electroniccircuits,a wide rangeof mechanicalobjects,and
biologicalsystemssuchascell populationsandcommunitiesof fireflies. Most of thesesystems
exhibita tendencytowardssynchronizationthatis independentof thephysicalconstantsandinitial
conditionsof the system[En92]. This researchsuggeststhat a complexcoupledsystemlike a
moderncomputernetworkevolvesto a stateof orderandsynchronizationif left to itself. Where
synchronizationdoesharm,asin the caseof highly correlated,burstyrouting traffic, it is up to
networkandprotocoldesignersto engineerout theorderthatnaturetriesto put in.

This paperinvestigatesonemeansby which independentsourcesof periodic traffic canbe-
comesynchronized.An analyticmodelis developedthatsharesmanyof thefeaturesobservedin
simulationsandin realtraffic measurements.Therearetwo mainresultsfrom this model:

� Thetransitionfromunsynchronizedtosynchronizedbehaviorisveryabrupt.Thetraffic does
not gradually‘clump up’ andbecomemoresynchronizedasnetworkparameterschange.
Instead,for eachsetof protocolparametersandimplementationinteractionstrengthsthere
existsaclearlydefinedtransitionthreshold.If thenumberof sourcesis belowthetransition
threshold,thetraffic will almostcertainlybeunsynchronizedand,evenif synchronizedby
someexternalforce2 it will unsynchronizeovertime. Conversely, if thenumberof sources
is abovethethreshold,thetraffic will almostcertainlybesynchronizedand,evenif placed
in anunsynchronizedstateby someexternalforce,will evolveto synchronizationovertime.

� Theamountof randomnessthatmustbeinjectedto preventsynchronizationis surprisingly
large. Forexample,in theXerox PARC internalnetwork,measurements[De93] showtheir
ciscoroutersrequireroughly 300ms.to processa routingmessage(1 ms.per routetimes
300routesperupdate).Fromtheresultsin Section5, therouterswould haveto addat least
asecondof randomnessto their updateintervalsto preventsynchronization.

Therearemanyexamplesof unanticipatedsynchronizedbehaviorin networks:
� TCP window increase/decreasecycles.A well-knownexampleof unintendedsynchroniza-

tion is thesynchronizationof thewindow increase/decreasecyclesof separateTCP connections
sharinga commonbottleneckgateway[ZhCl90]. This exampleillustratesthatunlesswe actively
engineerto avoidsynchronization,suchasby injectingrandomnessinto thenetwork,synchroniza-
tion is likely to betheequilibriumstate.As anexampleof injectingrandomness,thesynchroniza-
tion of windowincrease/decreasecyclescanbeavoidedby addingrandomizationto thegateway’s
algorithmfor choosingpacketsto dropduringperiodsof congestion[FJ92]. (This randomization
hastheadvantageof avoidingotherunintendedphaseeffectsaswell.)

� Synchronization to an external clock. Two processescanbecomesynchronizedwith each
othersimplybybothbeingsynchronizedtoanexternalclock. Forexample,[Pa93a] showsDECnet
traffic peaksonthehourandhalf-hourintervals;[Pa93b] showspeaksin ftp traffic asseveralusers
fetchthemostrecentweathermapfrom Coloradoeveryhouron thehour.

� Client-server models. Multiple clientscanbecomesynchronizedasthey wait for service
from a busy or recoveringserver. For example,in the Sprite operatingsystemclients check

2E.g.,by restartingall theroutersat thesametimebecauseof apowerfailure.
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with the file serverevery 30 seconds;in an early versionof the system,when the file server
recoveredafterafailure,or afterabusyperiod,anumberof clientswouldbecomesynchronizedin
their recoveryprocedures.Becausetherecoveryproceduresinvolvedsynchronizedtimeouts,this
synchronizationresultedin asubstantialdelayin therecoveryprocedure[Ba92].

� Periodic routing messages.Unlike theclient/servermodelor theexternalclockmodel,the
synchronizationof periodicroutingmessagesinvolvesseemingly-independentperiodicprocesses.
Therearemanyroutingprotocolswhereeachroutertransmitsa routingmessageat periodicinter-
vals. Assumingthattherouterson a networkareinitially unsynchronized,at first glanceit might
seemthat the periodicmessagesfrom the differentrouterswould remainunsynchronized.This
paperexploreshow initially-unsynchronizedroutingmessagescanbecomesynchronized.

We examinethe detailsof routersynchronizationto give a concreteexampleof inadvertent
synchronization,to underlinethe necessityof actively designingto avoid synchronization,and
to emphasizethe utility of injecting randomizationasa methodof breakingup synchronization.
Whena particularinstanceof synchronizationis observed,it is usuallyeasyto suggestprotocol
changesthatcouldpreventit. Thismissesthepoint. Synchronizationis notasmallproblemcaused
by minor oversightsin protocoldesign.Thetendencyof weakly-coupledsystemsto synchronize
is quitestrongandchangingadeterministicprotocolto correctoneinstanceof synchronizationis
likely to makeanotherappear.

Variousformsof periodictraffic arebecominganincreasingly-largecomponentof Internettraf-
fic. Thisperiodictraffic includesnotonly routingupdatesandtraffic resultingfrom theincreasing
useof periodicbackgroundscriptsby individual users[Pa93a], but realtimetraffic (suchasvideo
traffic) thathasa periodicstructure.Although theperiodicstructureof videotraffic is generally
not affectedby feedbackfrom the network,therearestill possibilitiesfor synchronization.For
example,individual variable-bit-ratevideo connectionssharinga bottleneckgatewayandtrans-
mitting thesamenumberof framespersecondcouldcontributeto a largerperiodictraffic pattern
in thenetwork. As periodictraffic increasesin theInternet,it becomesincreasinglyimportantfor
networkresearchersto considerquestionsof networksynchronization.

We usebothsimulationandanalysisto explorethesynchronizationof periodicroutingmes-
sages. The first goal of the analysisis to examinethe role that randomfluctuationsin timing
play in thesynchronizationof routingmessages.Theserandomfluctuationscontributeto boththe
formationof synchronizationandto thebreakingup of synchronizationafterit occurs.

Oneway to breakup synchronizationis for eachrouterto adda (sufficiently large) random
componentto theperiodbetweenroutingmessages.A secondgoalof ouranalysisis to investigate
thisexplicit additionof a randomcomponentto theroutingtimer, andto specifythemagnitudeof
therandomcomponentnecessaryto preventsynchronization.

Section2 givesexamplesof periodictraffic patternsin the Internet;Section3 describesour
modelof periodicroutingmessageson a network. Section4 explainsthe resultsof our simula-
tions. Section5 describesa Markovchainusedto analyzesomeaspectsof thePeriodicMessages
model. Section7 presentsconclusionsanddiscussesalternativesfor preventingroutingmessage
synchronization.
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2 Periodic traffic patterns in the Internet

Thissectiongivesanexampleof synchronizedroutingmessages,andseveralexamplesof periodic
traffic patternsin the Internet(someof which arecausedby periodicrouting messages).While
we do not havedirect evidenceof operationalproblemsin the Internetrelatedto synchronized
routingmessages,we showindirectevidencethatsuchproblemscouldexist. In general,thereare
significantpatternsof periodicpacketdropsanddelaysin theInternet.

Webeganthisinvestigationin 1988afterobservingsynchronizedroutingmessagesfrom DEC-
net’s DNA PhaseIV (theDIGITAL NetworkArchitecture)[VMS88] on a local Ethernetat LBL
(LawrenceBerkeleyLaboratory). EachDECnet router transmitteda routing messageat 120-
secondintervals. Within hoursafter bringing up the routerson the networkafter a failure, the
routingmessagesfrom thevariousrouterswerecompletelysynchronized.

In May 1992, in the courseof investigatingpacketlossratesin the Internet,we conducted
experimentssendingrunsof athousandpingseach,atroughlyone-secondintervals,fromBerkeley
andothersitesto destinationsacrosstheInternet.For all of therunsto destinationsat Harvardor
MIT, atleastthreepercentof thepingpacketsweredropped,regardlessof thetimeof day. Figure1
showsaparticularrunof athousandpingsfromBerkeleytoMIT; thex-axisshowsthepingnumber
andthey-axisshowstheroundtriptime. Droppedpacketsarerepresentedby a negativeroundtrip
time. Figure2 showstheautocorrelationfunction for the roundtriptimesin Figure1, wherethe
droppedpacketsareassigneda roundtriptime of two seconds(higherthanthe largestroundtrip
time in theexperiment).Thepatternof periodicpacketdropsat 90-secondintervalsis illustrated
in both figures. Furtherexperimentsdeterminedthat thesepacketdropswereoccurringat the
NEARnet(New EnglandAcademicandResearchNetwork)corerouters.Earlier investigationof
Internetbehaviorhadalsoreportedadegradationin servicewith a 90-secondperiodicityon paths
to MIT [SaAgGuJa92].

ThesepacketdropsweredeterminedtobecausedbyIGRP(theInter-GatewayRoutingProtocol
[He91]) routingupdatesat theNEARnetrouters[Sc92]. Therouterswereunableto forwardother
packetswhile large routing updateswerebeingprocessed.The particularproblemof periodic
packetlosseson NEARnethassincebeenresolved;theroutersoftwarehasbeenchangedsothat
normalpacketroutingcanbecarriedoutwhile theroutersaredealingwith routingupdatemessages.
Althoughit hasbeenspeculatedthatthesepacketdropswerealsoconnectedwith synchronization,
it is unclear, andthereis nodirectevidence[Sc92, Lo93].

Periodicpacketdropshavebeendemonstratedassociatedwith RIP (theRoutingInformation
Protocol[He88]) aswell aswith IGRP. Figure3 showsaudiopacketlossesduringanaudiocast3

of theDecember1992PacketVideoworkshop[Ja92]. Thex-axisshowsthetime in seconds;the
y-axisshowsthedurationof eachaudiooutagein seconds.Thelittle blipsmore-or-lessrandomly
spreadalong the time axis representsingle packetlosses. The larger loss spikesare strongly
periodic;theyoccurevery30 secondsandlastfor severalsecondsat a time. During theseevents
thepacketlossraterangesfrom 50 to 85%andtherearefrequentsingleoutagesof 100-500ms.
Theseperiodiclossesarealmostcertainlydueto the source-routed(tunneled)multicastpackets
competingwith routing updatesandlosing. Because30 secondsis the default updatetime for
RIP, theselong intervalsof packetlossesareconjecturedto resultfrom RIP routingupdates;it is
not knownif this probleminvolvessynchronization.In otherinstancesperiodic30-secondaudio

3Fora reporton thefirst suchaudiocast,see[Ca92].
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Figure1: Periodicpacketlossesfrom IGRProutingmessages.
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Figure3: Periodicpacketlossesat30-secondintervals.

packetlosseshavebeenconclusivelytracedto RIP routing updates[De93], and thereis some
indirectevidenceof synchronization.

In our “ping” experimentsof the Internetin May 1992we foundmanyexamplesof periodic
packetdropsfor which we haveno explanation.For example,we foundpathswith packetdrops
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every318seconds,pathswith packetdropsevery15 seconds,andpathswith largedelaysevery
45seconds.Wefounddifferentperiodicpatternson thelocal pathfrom LBL to theUC Berkeley
campusatdifferenttimesof theday. Fromour“ping” experiments,weconjecturethatasignificant
numberof packetdropsin theInternetareassociatedwith periodicprocessesof onetypeoranother.

3 The Periodic Messagesmodel

Thissectiondescribesageneralmodelof periodicroutingmessagesonanetwork;wecall this the
PeriodicMessagesmodel. This modelwasinitially patternedafterDECnet’sDNA PhaseIV, but
otherroutingprotocolsthatcanconformto this modelincludeEGP(ExteriorGatewayProtocol)
[M84], Hello [Mi83], IGRP, andRIP. In theseroutingprotocols,eachrouteronanetworktransmits
aroutingmessageatperiodicintervals.Thisensuresthatroutingtablesarekeptup-to-dateevenif
routingupdatemessagesareoccasionallylost.

ThePeriodicMessagesmodelbehavesasfollows:
1. The router preparesand sendsa routing message.In the absenceof incoming routing

messages,therouterresetsits timer
���

secondsafterstep1 begins.Otherroutersreceivethefirst
packetof this router’sroutingmessage

���
secondsafterstep1 begins.

2. If therouterreceivesanincomingroutingmessage(or thefirst packetof anincomingrouting
message)while preparingitsownoutgoingroutingmessage,therouteralsoprocessestheincoming
routingmessage.Theroutertakes

���
2 secondsto processanincomingroutingmessage.

3. After completingsteps1 and 2, the routersetsits timer. The time until the timer next
expiresis uniformly drawnfrom theinterval[

�����	��

,
�������


] seconds,where
���

is theaverage
periodand

��

representsa randomcomponent;this could be a (small) randomfluctuationdue

to unavoidablevariationsin operatingsystemoverheador a (larger)fluctuationdueto a random
componentintentionallyaddedto thesystem.Whenthetimer expires,theroutergoesto step1.

4. If therouterreceivesanincomingroutingmessageafterthetimerhasbeenset,theincoming
routingmessageisprocessedimmediately. If theincomingroutingmessageis a“triggeredupdate”
causedby a majorchangein thenetworksuchasthefailure of a link, thentheroutergoesto step
1, withoutwaiting for thetimer to expire.

Becausetherouterresetsits timer only afterprocessingits ownoutgoingroutingmessageand
anyincomingroutingmessages,thetiming of onerouter’sroutingmessagescanbeaffectedby the
routingmessagesfrom othernodes.This givestheweakcouplingbetweenrouters,allowing the
synchronizationof routingmessagesfrom severalrouters.

ThePeriodicMessagesmodelignorespropertiesof physicalnetworkssuchasthepossibility
of collisionsandretransmissionson anEthernet.ThePeriodicMessagesmodelis not intendedto
replicatetheexactbehaviorof periodicroutingmessages,but to capturesomesignificantcharac-
teristicsof thatbehavior.

RIP andIGRPareintradomainroutingprotocolsthat useperiodicroutingmessages.In RIP
eachroutertransmitsperiodicroutingmessagesevery30 seconds.In IGRP, routerssendrouting
messagesat90-secondintervals.

EGP(ExteriorGatewayProtocol)is usedin someplacesbetweentheNSFNETbackboneand
its attachedregionalnetworks;EGProuterssendupdatemessageseverythreeminutes.4 In the

4With BGP (BorderGatewayProtocol),which runson top of TCP, incrementalupdatemessagesaresentasthe
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1988LBL network,DECnetroutersimplementingDNA PhaseIV sentrouting messagesevery
two minutes. IGRP, RIP, andDECnet’s DNA PhaseIV all incorporatetriggeredupdates,where
routingmessagesaresentimmediatelyin responseto a networkchangesuchastheremovalof a
route.Thefirst triggeredupdateresultsin awaveof triggeredupdatesfrom neighboringrouters.

Not all implementationsof theseroutingprotocolscorrespondto thePeriodicMessagesmodel
in this paper. TheRFCfor RIP [He88] mentionsthatwhentherearemanygatewayson a single
network,thereis a tendencyfor theperiodicroutingmessagesto synchronize.TheRFCspecifies
thatin orderto avoidthissynchronization,eithertheroutingmessagesmustbetriggeredby aclock
thatis not affectedby thetime requiredto servicethepreviousmessage,or a small randomtime
mustbeaddedto the30-secondroutingtimereachtime,thoughthemagnitudeof therandomtime
is not specified.As anexampleof implementationsthatdon’t conformto thePeriodicMessages
model, in someimplementationsof IGRP andRIP routersresettheir routing timersbeforethe
outgoingroutingmessageis prepared,androutersdon’t resettheir routing timersafter triggered
updates[Li93].

ThusthePeriodicMessagesmodelillustratesonly onepossiblemechanismby which routing
messagescanbecomesynchronized.Whereverthereareinteractionsbetweenrouters,or between
arouterandthenetwork,therecouldexistmechanismsthatleadto synchronization.

4 Simulations

This sectiondescribessimulationsof thePeriodicMessagesmodel. Thesesimulationsshowthe
behaviorof a networkwith N routing nodeson a singlebroadcastnetwork,for

� �
20. In the

first setof simulationstheperiodicroutingmessagesfor theN nodesareinitially unsynchronized;
in the secondset the periodic messagesare initially clustered. The simulationsshow that the
behaviorof the PeriodicMessagessystemis determinedby the randomoverheadaddedto each
node’s periodictimer. As the level of randomizationincreases,the system’s ability to breakup
clustersof synchronizedroutingmessagesalsoincreases.

Definitions: Tp, Tr, Tc, Tc2, and Td. Thetime
� �

is theconstantcomponentof theperiodic
timerand

��

is themagnitudeof therandomcomponent.Eachrouter’sroutingtimerisdrawnateach

roundfrom theuniformdistributionon[
� �

-
� 


,
� �

+
� 


] seconds.Eachrouterrequires
� �

seconds
of computationtimeto processanoutgoingroutingmessage,and

� �
2 secondsof computationtime

to processanincomingroutingmessage;eachroutingmessagecouldconsistof multiple packets.
In this paperwe assumethat

���
2 and

���
arethe same.

� �
secondsafter a router’s routing timer

expires,otherroutersreceivethefirst packetof theroutingmessage.�
For thesimulationsin this section,

���
is 121seconds,

���
is 0.11 seconds,and

� �
is setto zero;

for the initial simulationsin this section
� 


is setto 0.1 seconds.Theaveragetimer-valueof 121
secondswaschosento give a minimumtimer-valuecomparableto the120-secondtimer usedby
theDECnetroutersonour localnetwork.Thevalueof 0.11 secondsfor

� �
waschosensomewhat

arbitrarily to modelanestimatedcomputationtime of 0.1 secondsandtransmissiontime of 0.01
secondsfor a router to computeand transmitpacketsfor an outgoingrouting messageafter a
timerexpiration;thesevaluesarenot basedon anymeasurementsof actualnetworks.Section5.3
discusseshowtheresultsscalewith differentvaluesfor thevariousparameters.

routingtablechanges.
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Figure4: A simulationshowingsynchronizedroutingmessages
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Figure5: An enlargementof thesimulationabove.

Whena node’s routing timer expires,the nodetakes
� �

secondsto prepareandtransmitits
routingmessage.We call this time thebusyperiod. For eachroutingmessagereceivedwhile a
nodeis in its busyperiod,thatnode’sbusyperiodis extendedby the

���
2

� � �
secondsrequiredto

processanincomingroutingmessage.
For simplicity, in thesimulationsin this section

� �
is setto zero;that is, whennodeA’s timer

expirestheothernodesimmediatelyreceivethe first packetof nodeA’s routing message.Thus
in thesimulations,whennodeA’s timerexpiresnodeA immediatelyspends

� �
secondspreparing

andtransmittingits routing message,andat the sametime the other routing nodeseachspend���
2

� ���
secondsreceivingandprocessingthe routing messagefrom nodeA. This assumption

mostplausiblyreflectsa networkwith low propagationdelay, wherea router’s routing message
consistsof severalpacketstransmittedovera

� �
-secondperiod. Section5.4 showstheresultsof

simulationswith
� � � 0.

Thefirst setof simulationsinvestigatestheprocessby which initially-unsynchronizedrouting

8
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Figure6: Theclustergraph,showingthelargestclusterfor eachround.

messagesbecomesynchronized.The routingmessagesfor the
�

nodesareinitially unsynchro-
nized;for eachnodethetimeatwhich thefirst routingmessageis sentis chosenfrom theuniform
distributionon[0,

� �
] seconds.Forthesimulationin Figure4,

� 

is setto 0.1seconds.Eachjittery

line in Figure4 is composedof hundredsof points,andeachpoint representsoneroutingmessage
sentby a routingnode. Thex-axisshowsthe time in secondsat which the routingmessagewas
sent,andthey-axisshowsthetime-offset, i.e., thetimemodulo

�
, for

� � � � � � �
seconds.This

time-offsetgivesthetime thateachroutingmessagewassentrelativeto thestartof eachround.
Thesimulationin Figure4 beginswith unsynchronizedrouting messagesandendswith the

N=20routerstransmittingtheir routingmessagesat essentiallythesametime eachround. At the
left-handsideof thefigurethetwenty jittery linesrepresentthetime-offsetsof thetransmittimes
for thetwentynodes.In theabsenceof synchronizationeachrouter’stimerexpires,ontheaverage,� ��	� �

secondsafter that router’s previoustimer expiration. Thesesuccessivetimer expirations
give a jittery but generallyhorizontalline for the timer expirationsfor a singlerouter. However,
aswe explainbelow, whenroutersbecomesynchronizedthis increasesthetime intervalbetween
successiveroutingmessagesfromasinglerouter. At theendof thesimulationtheroutingmessages
arefully synchronized,andall of thenodessettheir timersat thesametime eachround. In this
caseeachrouterhasabusyperiodof 20 � � � secondsratherthanof

� �
seconds,increasingthetime

intervalbetweensuccessiveroutingmessages.
Figure5 is anenlargementof a smallsectionof Figure4. This figure illustratesthesynchro-

nizationof routingmessagesfrom two routers;each“x” marksa timer expiration,andeach“ � ”
marksthetimerbeingreset.In thefirst five roundsof Figure5 thetwo nodesareindependent,and
eachnodesetsits timer exactly

� �
secondsafterits previoustimer expires.However, in thesixth

round,nodeA’s timer expires,say, at time
�
, andnodeA beginspreparingits routing message.

BeforenodeA finishespreparingandsendingits routingmessage,nodeB’stimerexpires;nodeA
hasto finish sendingits own routingmessageand to processnodeB’s routingmessagebeforeit
canresetits owntimer. Thesetwo taskstake

� � � � �
2

�
2
� �

seconds,sonodeA resetsits timerat
time

� �
2
� �

.
In our modelnodeB beginsprocessingnodeA’s routing messageat time

� � � �
, andin the

simulationin Figure5
� �

is setto zero.While nodeB is receivingandprocessingnodeA’srouting
message,nodeB’s own timer expires;nodeB hasto prepareandsendits own outgoingrouting
messageandfinishprocessingnodeA’sroutingmessagebeforeresettingits timer. Thesetaskstake��� � � �

2
�

2
���

seconds,sofor
� � �

0 nodeB alsoresetsits timerat time
� � � � �

2
��� � � �

2
� �

.
At thispointnodeA andnodeB aresynchronizedandwesaythattheyform acluster; nodeA and

9



nodeB settheir timersat thesametime. Thetwo nodesremainsynchronized,settingtheir timers
at roughly thesametime, aslong asthetimersexpirewithin

� � � � �
secondsof eachothereach

round.Theclusterbreaksupagainwhen,becauseof therandomcomponent,nodeA andnodeB’s
timersexpiremorethan

� � ��� �
secondsapart.

More generally, a cluster of size
�

refers to a set of
�

routing messagesthat havebecome
synchronized.Eachof the

�
nodesin a clusteris busyprocessingincoming routing messages

andpreparingits own outgoingroutingmessagefor
� � �

secondsafterthefirst timer in thecluster
expires.For

� � �
0, the

�
nodesin aclusterresettheir timersat exactlythesametime.

Oneway to think of thesimulationin Figure4 is asa systemof N particles,eachwith some
randommovementin a one-dimensionalspace.For a particlein a lonecluster(a clusterof size
one),eachtimer-offsetdiffers from the previousround’s timer-offsetby an amountdrawnfrom
the uniform distributionon [-

��

, +
� 


] seconds.In Figure4 the successivetimer-offsetsfor an
unsynchronizedroutingnode(themovementof a singleparticle)arerepresentedby a jittery but
generallyhorizontalline.

For particles(or routingnodes)in a clusterof size
�
,
� � ���

1
����� ���

2
��� � �

secondsarespent
processingroutingmessagesafterthefirst timerof theclusterexpires;thenthenodesin thecluster
all resettheirtimers.A clusterof

�
particlesmovesaheada“distance”of roughly

��� �
1
� � �

seconds
in eachround. In Figure 4 the movementof a cluster is representedby an irregular line with
positiveslope;the largerthecluster, thesteepertheslope. Whentwo clustersmeet,thenodesin
thetwo clustersall resettheir timersat thesametime; thetwo clustersmerge,for themoment,into
a largercluster.

As Figure4 shows,a clusterof
�

particlescansometimesbreakup into two smallerclusters.
Eventhoughthe

�
nodesset their routing timersat the sametime, it is possiblefor onenode’s

routing timer to expiremorethan
� � � ���

secondsbeforeany of the othernodesin the cluster,
becauseof therandomcomponentin thetimer intervalfor eachnode.Whenthishappens,thefirst
nodebreaksout of thecluster, asdiscussedfurther in Section5.1. Thebreak-upof a clustercan
beseenin Figure5 whereaclusterof sizetwo formsandthenbreaksup again.

The first part of the simulationin Figure 4 showssmall clustersoccasionallyforming and
breakingup. Towardsthe endof the simulationa sufficiently-large clusteris formed,moving
rapidlyacrossthespaceandincorporatingall of theunclusterednodesthatit encountersalongits
path. As theclustersizeincreases,theaverageperiodof theclusteralsoincreases;the largerthe
cluster, themorequickly it “bumpsinto” andincorporatesthesmallerclusters.

A simulationatanypoint in timecanbepartiallycharacterizedby thesizeof thelargestcluster
of routing messages.Figure6 showsa cluster-graphof the simulationin Figure4. The x-axis
showstime andthey-axisshowsthesizeof the largestclusterin thecurrentroundof N routing
messages.

Figure7 showsasimulationidenticalto thatin Figure4, exceptthatthesimulationwasstarted
with a differentrandomseed.Unlike thesimulationin Figure4, thesimulationin Figure7 ends
with unsynchronizedroutingmessages.For thesimulationin Figure7, a clusteraslargeasfive
occasionallyformsbut eachtime theclusterbreaksupagain.

Figure 9 showsthe clustergraphsfrom severalsimulationsthat start with unsynchronized
routingmessages.Theparametersarethesameastheprevioussimulations,exceptthattherandom
component

� 

rangesfrom 0 � 6

� �
to 1 � 4

� �
. Note that the time scaleis differentfrom thecluster

graphsonpreviouspages;in Figure9 thesimulationsrunfor 107 seconds(115days)insteadof 105

10
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Figure7: A simulationshowingunsynchronizedroutingmessages.
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Figure8: Theclustergraph,showingthelargestclusterfor eachround.

seconds(just over 1 day). As the randomcomponentincreases,the simulationstakelongerand
longerto synchronize.

Thesesimulationsdo not specificallyincludetriggeredupdates,triggeredby a changein the
network. We caninsteadbeginour simulationswith synchronizedrouting messages,which can
resultfromtriggeredupdates.Thesesimulationsareshownin Figure10;therandomcomponent

��


rangesfrom 2 � 3
���

to 2 � 8
���

. As the randomcomponentincreases,the simulationsreturnmore
quickly to theunsynchronizedstate.

Oursimulationresultsareconsistentwith simulationsof thesamemodelin [Tr92]. In addition
to simulations,preliminaryresultsfrom experimentsby Treesehaveshownsynchronizationof
systemsonanEthernet[Tr94]. Theexperimentsuseanalgorithmsimilarto thePeriodicMessages
model.TheresultssuggestthatthePeriodicMessagesmodelcapturesarealisticpossiblebehavior
of realcomputersystems.
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synchronization after 498 rounds
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(11 days)
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Figure9: Simulationsstartingwith unsynchronizedupdates,for differentvaluesfor
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Figure10: Simulationsstartingwith synchronizedupdates,for differentvaluesfor
� 


.

5 The Markov chain model

Thissectionusesa Markov chainmodelto furtherexplorethebehaviorof thePeriodicMessages
system.TheMarkovchainexploresthebehaviorof asystemof N routersthateachimplementthe
PeriodicMessagesmodeldescribedin theprevioussection.TheMarkovchainmodelassumesthat
eachrouterreceivesa periodicroutingmessagefrom everyotherrouter; this would be thecase,
for example,for N routerson a broadcastnetwork. Section5.6 discussesthe issuesin extending
theseresultsto N routersconnectedin an arbitrary topology, Section5.4 discussesthe effects
of a nonzerotransmissionandpropagationdelaybetweenrouters,andSection6 discussesother
analyticalapproachesto synchronization.

TheMarkov chainmodelis usedto computetheexpectedtime for thesystemto movefrom
anunsynchronizedstateto a synchronizedstate,andvice versa. This Markov chainmodeluses
severalsimplifying assumptions,and thereforeonly approximatesthe behaviorof the Periodic
Messagesmodel.Nevertheless,theMarkovchainmodelillustratessomesignificantpropertiesof
thesimulationsof thePeriodicMessagesmodel.

TheMarkov chainhasN states;whenthe largestclusterfrom a roundof N routingmessages
is of size

�
, theMarkov chainis definedto bein state

�
. Figure11 showstheMarkov chain,along

with the transitionprobabilities. The transitionprobability ����� � is the probability that a Markov
chainin state

�
movesto state� in thenextround.

TheMarkovchainmodelis basedon severalsimplifying assumptions:
� The first simplifying assumptionof the Markov chainmodel is that the futurebehaviorof

12
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Figure11: TheMarkov chain.

thesystemdependsonly on thecurrentstateandis independentof paststates.This assumptionis
clearlynot truefor thePeriodicMessagesmodel,wherethefuturebehaviorof thesystemdepends
notonly on thesizeof thelargestclusterbuton thetransmittimesof theotherroutingmessages.

� Thesecondsimplifying assumptionis that thesizeof thelargestclusterchangesby at most
onefrom oneroundto the next. Again, this assumptionis not strictly accurate,particularlyfor
largevaluesof

�
or
� 


. Forexample,in thePeriodicMessagesmodelit is possiblefor two clusters
of sizes

�
and2 respectivelyto mergeandform a clusterof size

� �
2 in thenextround.

� Theanalysisof theMarkovchainmodelassumesthatexceptfor thelargestclusterof size
�
,

all otherclustersareloneclustersof sizeone;again,this conservativeassumptionis not strictly
accurate.Givena clusterof size

�
, the following clusteris definedastheclusterthat follows the

clusterof size
�

in time. At eachround,we assumethatthe“distance”betweenthelargestcluster
of size

�
andthefollowing loneclusteris givenby anexponentialrandomvariablewith expectation� � � � � � � �

1
�
. Thisdistanceis definedasthewait betweenthetimewhenthenodesin thecluster

of size
�

set their timer and the time whenthe timer expires for the nodein the following lone
cluster. This expectedvalueis basedon theaveragedistancebetween

� � � �
1 clusters.

As in the PeriodicMessagesmodel,we assumethat eachnode’s timer expiresafter a time
drawnfrom the uniform distributionon [

� �
-
� 


,
� �

+
� 


] seconds.For a nodein a clusterof
size

�
, thenodetakes

� � � ��� �
1
� � �

2
� � � �

secondsto processtheincomingandoutgoingrouting
messagesin thecluster, andothernodesreceivethefirst packetof theroutingmessage

� �
seconds

afterthetimer expires.In this sectionwe assumethat
�����

2
��
 �	� �

; if not, thena clusternever
breaksup into smallerclusters.

The next two sectionsdefinethe transitionprobabilitiesfor the Markov chain. Given these
transitionprobabilities,we computetheaveragetime for theMarkov chainto movefrom state1
to stateN, andtheaveragetime for theMarkov chainto movefrom stateN backdownto state1.
This analysisshowsthat when

��

is sufficiently large, the Markov chainmovesquickly from a

synchronizedstateto anunsynchronizedstate.

5.1 Cluster breakup and growth

Thissectionestimates� ��� ��� 1, theprobabilitythattheMarkovchainmovesfrom state
�
to state

� �
1

in oneround. Thesecondhalf of this sectionestimates� ��� ��� 1. In theMarkov chain,a clusterof
size

�
canbreakup to form a clusterof size

� �
1 eitherby breakingup into a clusterof sizeone

followedby aclusterof size
� �

1, or viceversa.Becausethefirst of thetwo casesis morelikely,5

for simplicity weonly considerthiscase.Wesaythatthefirst nodebreaksawayfrom theheadof
thecluster.

5The secondof the two casesoccursonly if the last nodetransmitsits routing messageafter it hashadtime to
processroutingmessagesfrom all previousnodesin thecluster.
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Thus � ��� ��� 1 is the probability that thenodewhosetimer expiresfirst, nodeA, resetsits timer
beforeit receivesanyroutingmessagesfrom anyof theother

� �
1 nodesin thecluster. For

�
nodes

in a cluster, the
�

timersareall setwithin
� �

secondsof eachother; in this analysiswe estimate
thatthe

�
timersareall setat thesametime andthetimersexpireat

�
timesuniformly distributed

in a time intervalof length2
� 


. Let L be thetime from theexpirationof thefirst timer until the
expirationof thesecondof the

�
timers. In theabsenceof incomingmessages,nodeA resetsits

timer
� �

secondsafterits timerexpires,andreceivesnotificationof aroutingmessagefrom another
nodein thecluster

� � � �
secondsafterits timerexpires.Becauseweassumethat

� � �
2
��
 � � �

,
thereis alwaysanonzeroprobabilitythata clusterof size

�
breaksup into smallerclusters.

From[Fe66, p.22],

� ��� ���
1

���������
�
� ��� �	� ��� � � ��


1
�
� � �����

2
��
 � � (1)

for
� � 1.
Now we estimate� ��� ��� 1, the probability that the systemmovesfrom state

�
to state

� �
1 in

oneround. We leave �
1
�
2 asa variable; � 1

�
2 dependslargely on

� 

, the randomchangein the

timer-offsetsfrom oneroundto thenext. Forsimplicity, thisanalysisassumesthat
� � � � �

2.
Theprobabilitythataclusterof sizetwoormoreincorporatesadditionalroutingnodes,forming

a largercluster, dependslargely on the fact that largerclustershavelargeraverageperiodsthan
smallerclusters.After sometime the largercluster“collides” with a smallercluster, andthetwo
clustersmerge.

Foraclusterof size
�
, eachnodein theclustersetsits timer

� ��� �����
1
� ���

2
��� � �

secondsafter
thefirst timer in the clusterexpires(or after it receivesthefirst packetfrom that node’s routing
message).For

��� �
0, eachof the

�
timer expirationsis uniformly distributedin the interval

[
������ 


,
��� � ��


]. Given
�
eventsuniformly distributedon theinterval[0, 1], theexpectedvalue

of thesmallesteventis 1
� ��� �

1
�

[Fe66, p.24]. Thusthefirst of the
�

timersexpires,on average,� � � � 
 �
2
� 
 � � ���

1
� � � � � � 
 �����

1
� � �����

1
�
secondsafterthetimersareset.Theaveragetotal

periodfor a nodein aclusterof size
�

is therefore
� � � � 
 � � �

1
� � ��� �

1
� � � � �

seconds.
In oneroundthetimer-offsetfor a clusterof size

�
movesanaveragedistanceof

� � �
1
� ��� �

��
 � � �
1
� � ��� �

1
�

secondsrelativeto the timer-offset for a clusterof sizeone. For simplicity, in
estimating� � � ��� 1 weassumethatthetimer-offsetfor aclusterof size

�
movesin eachroundexactly

��� �
1
� � � �	� 
 � � �

1
� � � � �

1
�

secondsrelativeto thetimer-offsetfor a clusterof sizeone. (This
assumptionignoresthesomewhatremotepossibility that a clusterof size

�
could “jump over” a

smallercluster.) Whatis theprobabilitythat,afteroneround,thetimer-offsetfor aclusterof size
�

movesto within
� �

secondsof thetimer-offsetfor aclusterof sizeone?
TheMarkovchainmodelassumesthatthedistancebetweenaclusterof size

�
andthefollowing

smallclusterisanexponentialrandomvariablewith expectation
� � � � � � � �

1
�
. Thusfor aMarkov

chain in state
�
, � ��� ���

1 is the probability that an exponentialrandomvariablewith expectation� � � � � � � �
1
�

is lessthan
��� �

1
� � � � � 
 � � �

1
� � ��� �

1
�
. For2  �  � �

1, thisgives

� ��� ���
1

�
1
��� � ( ��� � ���

1 ������� )( � � � 1 ����� � ��� � � � 1 ��� � � � 1 � ) � (2)

Forall
�
, � � � � �

1
� � ��� � �

1
� � ��� ���

1 �
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5.2 Average time to cluster, and to break up a cluster

This sectioninvestigatestheaveragetime for theMarkov chainto movefrom state1 to stateN,
andviceversa.

Definitions: t i
�
j and f

�
i
�
. Let

� ��� � be the expectednumberof roundsuntil theMarkov chain
movesfrom state

�
to state� , given that it movesfrom state

�
directly to state� . Let

� � ���
bethe

expectednumberof roundsuntil theMarkovchainfirst entersstate
�
, giventhattheMarkovchain

startsin state1. We leave
� �

2
�

asavariable. �
Wegivearecursivedefinitionfor

� �����
for
� � 2. Theexpectednumberof roundsto first reach

state
�
equalstheexpectednumberof roundsto first reachstate

� �
1, plustheadditionalexpected

numberof rounds,afterfirst enteringstate
� �

1, to enterstate
�
. After state

� �
1 is first reached,the

nextstatechangeis eitherto state
� �

2, with probability
� � � �

1
� � �

2
� � � � � �

1
� � �

2
� � � �

1
� � � , or to state

�
,

with probability
� � � �

1
� � � � � � � �

1
� � �

2
� � ���

1
� � � . Theexpectednumberof roundsto reachstate

�
, after

first enteringstate
���

2, is
� ������� � �����

2
�
. This leadsto thefollowing recursiveequationfor

� � ���
:� ����� � � ��� �

1
� � � � �

1
� � �

2� � �
1
� � �

2
� � ���

1
� � � � � �

1
� ���

2
� � � ��� � � ��� �

2
� �

� � � �
1
� �

� � �
1
� ���

2
� � � �

1
� � � � �

1
� � �

Thusfor � ����� � � � �
1
� � � � � � �

1
� ���

2
� �����

1
� � � � � �

1
� � �

2,� � ��� � � ���
1
� � �

2
� � � �

1
� �

� � �
1
� � � � � �

1
� � � � �

1
� � �

2� ���
1
� � � ��� �

2
� � � ����� � (3)

FromAppendixA, equation3 hasthesolution6:

� ����� � � �
2
����

1
�

����� 3

�� � �
1	

� � 2

� � � � �
1� � � � �
1


��
�
�

����� 3

��� � 3

�� � �� � � �
1	

� � � � � � � �
1� � � � �
1


�
� (4)

Consider
� � � � �

1, theexpectednumberof roundsto movefrom state� to state� � 1, giventhat
theMarkov chainin fact movesfrom state� to state� � 1. Let

� � � � be the probability that the
Markovchainin state� first movesto state� � 1 onround � , giventhattheMarkov chainmoves
from state� to state� � 1. Theequationfor

� � � � �
1 is asfollows [Ro85, p.37]:

� � � � �
1

� ��� � 1

� � � � �
� ��� � 1

� � � � � � � � � 1 � � � � �
1

� � � � � �
1

� � � � � �
1
� � � � � �

1
� 2 �

Similarly, theequationfor
� � � � �

1 is asfollows:

� � � � �
1

� � � � � �
1� � � � � �

1
� � � � � �

1
�
2
�

6Thissolutioncouldalsobeverifiedby thereaderby substitutingtheright-handsideof Equation(4) into Equation
(3) .
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Nextwe investigatetheaveragetime for theMarkov chainto movefrom stateN to state1.
Definitions: g

�
i
�
. Let � � ��� be the expectednumberof roundsfor the Markov chain to first

enterstate
�
, giventhattheMarkovchainstartsin stateN.

Thus � � � � �
0 and

� ����� � � ��� � 1
� � � ���

1
� ���

2� ���
1
� ���

2
� � ���

1
� � � � ���

1
� ���

2
� � ����� � � ��� � 2

� �

� � ���
1
� �

� ���
1
� � �

2
� � ���

1
� � � ���

1
� � �

For � � ��� � � ���
1
� � � � � � �

1
� ���

2
� �����

1
� � � � ���

1
� ���

2, thisgivestherecursiveequation

� ����� � � ���
1
� ���

2
� � ���

1
� �

� � �
1
� � � ��� � 1

� � � ���
1
� ���

2� ���
1
� � � ��� � 2

� � � ����� � (5)

Equation5 hasthesolutionbelow:

� ����� � � � 1���� � �
�

1�� � � �� � �  � �	
� � � � 1

� � � � �
1� � � � �
1


�
(6)

Thederivationof thisequationissimilarto thatof
� �����

. Notethatthisequationdoesnotdepend
on thevaluesof � 1

�
2 or of

� �
2
�
.
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Figure12: The expectedtime to reachclustersize
�
, startingfrom clustersize1, for

� 
 �
0 � 1

seconds.

Thesolid line in Figure12 shows
� �����

, computedfrom Equation4, for
� �

20,
� � �

121
seconds,

� � �
0 � 11seconds,

� 
 �
0 � 1seconds,

� � �
0seconds,and

� �
2
� �

19rounds.(Thisvalue
for

� �
2
�

is basedbothonsimulationsandonanapproximateanalysisthatis notgivenhere.7) The
x-axisshowsthetimein seconds,computedas

� ��� � ��� � � � ���
. They-axisshowstheclustersize

�
; a

7Thedynamicsfor moving from a clusterof sizetwo or moreto a largerclusteris basedlargely on the fact that
largerclustershavelargeraverageperiods.In contrast,thedynamicsfor movingfrom aclusterof sizeoneto acluster
of sizetwo dependsonhow frequentlytwo clustersof sizeone‘collide’, whereall clustersof sizeonehavethesame
averageperiod;this requiresadifferentanalysis.
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Figure13: The expectedtime to reachclustersize
�
, startingfrom clustersizeN, for

� 
 �
0 � 3

seconds.

markis placedatclustersize
�
whenthesystemfirst reachesthatclustersize.Theresultsof twenty

simulationsareshownby light dashedlines. Eachsimulationwasstartedwith unsynchronized
routingmessages,with the valuesfor

�
,
� �

,
� �

,
� �

, and
� 


describedabove;thesesimulations
differ only in the randomseed. The heavydashedline showsthe resultsaveragedfrom twenty
simulations.

Thesolid line in Figure13shows� � ��� , computedfrom Equation6, for thesameparametersfor�
,
� �

,
� �

, and
� �

asin Figure12,andfor
� 
 �

0 � 30 seconds;for thevalueof
� 


in Figure12, the
systemtakesa long time to unsynchronize,makingsimulationsunrealistic.Theheavydottedline
averagestheresultsfrom twentysimulations.

Figures12 and13showthattheaveragetimespredictedby theMarkovchainaretwo or three
timesthe averagetimes from the simulations. This discrepancyis not surprising,becausethe
Markov chain is only a roughapproximationof the behaviorof the PeriodicMessagessystem.
Asidefrom thedifferencein magnitude,however, thefunctionspredictedfrom theMarkov chain
andcomputedfrom thesimulationsarereasonablysimilar. ThustheMarkov chainmodeldoesin
factcapturesomeessentialpropertiesof thePeriodicMessagessystem.

5.3 Results from the Markov chain model

Thissectionexploresthegeneralbehaviorof theMarkov chainmodel. Wecomputetheexpected
time for theMarkov chainto synchronizeandto unsynchronize,for a rangeof valuesfor

�
,
� �

,
and

� 

, andcomparetheseanalyticalresultsto theresultsof simulations.Thiscomparisonshows

that theMarkov chainmodelis explanatoryratherthanpredictive; theMarkov chainmodeland
thesimulationsexhibit the samequalitativebehavior, andthe Markov chainmodelcanbe used
to explain the behaviorof the simulations,but the Markov model is not sufficiently accurateto
predicttheexactresultsof thesimulations.

Theanalysisin thissection,alongwith thesimulations,showsthatfor awiderangeof parame-
ters,choosing

� 

asasmallmultipleof

� �
ensuresthatthesystemis almostalwaysunsynchronized.

Theanalysisfurthershowsthatfor fixedvaluesfor
� �

and
� 


, thetransitiontosynchronizationis an
abruptfunctionof thenumberof nodes

�
. Finally, in thissectionweconsiderasystemof routers
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in an arbitrarytopology, whereeachrouteronly receivesperiodicmessagesfrom its immediate
neighbors.We suggestthatthemodelof synchronizedroutingmessagesin this paperis likely to
hold in arbitrarytopologiesonly for connectedsubsetsof nodeswith similar degree.

Figure14considerstheexpectedtimefor theMarkovchaintosynchronizeor tounsynchronize,
as a function of the parameter

� 

. Figure 14 gives

� � � �
, from Equation4, and � � 1� , from

Equation6, for
� 


rangingfrom zeroto 4 � 5
� �

, given
� �

20,
� �

= 121seconds,
� �

= 0.11seconds,
and

� � �
0 seconds.Thesolid line on the right showsthe expectedtime for theMarkov chain

to movefrom stateN to state1; thesolid line on theleft showstheexpectedtime for theMarkov
chainto movefrom state1 to stateN. Thedottedline on the left wascomputedusingvaluesfor� �

2
�

basedon anapproximateanalysisthat is not givenhere;thesolid line on the left uses
� �

2
�

setto zero. For
� 
 �

0 � 5
� � � �	� � �

, clustersneverbreakup oncetheyhaveformed,andthetime
to synchronizedependslargely on thetime to first form a clusterof sizetwo; this time increases
as
� 


approaches0.8 Notethatthey-axisis on a log scale,andrangesfrom lessthan103 seconds
(roughly16minutes)up to 1012 seconds(over32 thousandyears).
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Figure14: Expectedtime to go from clustersize1 to clustersizeN, andvice versa,asa function
of
� 


.

Figure14canbeusedasageneralguidein choosingasufficiently largevalueof
��


, giventhe
valuesfor theotherparametersin asystem,sothatthesystemmoveseasilyfrom stateN to state1
andrarelymovesfrom state1 backto stateN. Thefigureshowstheregionsof low, moderate,and
high randomization.In theregionof low randomizationthesystemmoveseasilyfrom state1 to
stateN; in the regionof high randomizationthesystemmoveseasilyfrom stateN to state1. In
theregionof moderaterandomizationthesystemtakesasignificantperiodof time to moveeither
from state1 to stateN, or from stateN backto state1. In thelow andmoderateregions

� � � �
, the

expectedtime for theMarkovchainto movefrom state1 to stateN, growsexponentiallywith
� 


.
The “X” markson Figure14 showsimulationsthat startwith unsynchronizedrouting messages
andthe“+” marksshowsimulationsthatstartwith synchronizedroutingmessages.

Figure15showsthesameanalyticalresultsasin Figure14 for thenumberof nodesN ranging
from 10 to 30, andfor a rangeof valuesfor

� �
. Thesesimulationswereperformedto checkhow

8As Figure14 shows,for extremelysmall valuesof
���

thereis little randomnessin the system,andit cantake
sometime for two nodesto first form a cluster.
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Figure15: Expectedtime to go from clustersize1 to clustersizeN, andvice versa,asa function
of N andof

� 

.

accuratelythe analyticalresultspredict the simulationresultsfor a rangeof parameters.Note
that for larger valuesof

� �
and of

�
, the analyticalresultssignificantlyoverestimatethe time

requiredby thesimulationsto go from stateN to state1. Theanalyticalresultsusethesimplifying
assumptionthat thesizeof the largestclusterchangesby at mostonefrom oneroundto thenext.
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As theparameters
� �

and
�

increase,thisassumptionbecomeslessapplicable.
Thefiguresshowthatfor awiderangeof parameters,choosing

� 

atleasttentimesgreaterthan���

ensuresthatclustersof routingmessageswill bequicklybrokenup. Foranyrangeof parameters,
choosing

� 

as
��� �

2 shouldeliminateany synchronizationof routing messages.This would be
equivalentto settingtheroutingtimereachtimeto anamountfrom theuniformdistributionon the
interval [0 � 5

� �
� 1 � 5

� �
] seconds.This introducesa high degreeof randomizationinto thesystem,

yetensuresthattheintervalbetweenroutingmessagesis nevertoosmallor too large.

5.4 Incorporating delays between routers

Theanalysisandsimulationsin thepaperso far haveassumedthat
��� �

0; that is, thatwhena
node’s timer expires,otherroutersareimmediatelynotifiedof the timer expiration. While small
valuesfor

� �
accuratelyreflectamodelof routingnodeswherepropagationdelayis low andeach

routingmessageconsistsof a numberof packets,it is physicallyimpossiblefor
� �

to bezero. In
thissectionwe exploresimulationswith smallnonzerovaluesfor

� �
.

Recallthat,in theabsenceof incomingroutingmessages,routerA resetsits timer
� �

seconds
afterits timer expires,androuterB is notifiedof routerA’s incomingroutingmessage

� �
seconds

after routerA’s timer expires. If
� � � ���

(for example,becauserouterA resetsits timer before
it transmitsthe first packetof the routing timer), then thereis little couplingbetweenadjacent
routers.In thiscase,if two routers’timersexpireat theroughlysametime,theneachrouterresets
its timer beforereceivinga routingmessagefrom theotherrouter, andclustersbreakup quickly.
In thissectionweexploresimulationswith 0

�	� � � ���
. This reflectsamodelwhereeachrouting

messageconsistsof multiplepackets,andneighboringroutersreceivethefirst packetof a routing
messagebeforethesourcerouterresetsits timer.
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Figure16: Time to go from a clusterof size1 to a clusterof sizeN, andvice versa,for
� � �

0 � 02
seconds.

Figure16 showstheresultsof simulationswith
��� �

0 � 02 seconds.Thelinesshowthesame
analyticalresultsgivenin Figure14, but computedfor

� � �
0 � 02 seconds.Fromtheanalysisin

Section5, � � � � � 1, the probability that a clusterof size
�

breaksinto a clusterof size
� �

1 in one
round,canbeestimatedby

� ��� � �
1

� 

1
�
� � � � �

2
��
 � � (7)
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Figure17: Time to go from a clusterof size1 to a clusterof sizeN, andvice versa,for
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0 � 04
seconds.

for
� � 1 and

� � � � � �
2
� 


. As this equationdescribes,the maineffect of increasing
���

is to
increase� ��� � � 1.

In general,five simulationswererun for eachvalueof
� 


, andeachsimulationwasterminated
after108 seconds.The“X” marksshowsimulationsthatstartwith unsynchronizedroutingmes-
sagesandthe “+” marksshowsimulationsthat startwith synchronizedroutingmessages.Note
that with

� �
set to 0.02 secondsratherthanto zero, the simulationstake longer to synchronize

andlesslong to unsynchronize.Nevertheless,thebasicbehaviorof synchronizationis preserved.
As Figure17 shows,increasing

���
from 0.02secondsto 0.04secondsfurther increasesthe time

requiredfor synchronization.
Thesimulationsandanalysisshowthatthetimeto synchronizeincreasesas

��� � � �
increases.

After a node’s timer expires,this is the time betweenwhenothernodesarenotifiedof the timer
expiration,andwhenthenoderesetsits owntimer(in theabsenceof incomingroutingmessages).
This intervalcanbeaffectedby a numberof factors,suchasthepropagationdelay, thenumberof
packetsin theroutingmessageandthetiming betweenthetransmissionof thesepackets,andthe
promptnesswith which nodesresettheir routingtimers.

5.5 Steady state behavior

Onequantityof interestis the fraction of time that the Markov chain spendswith low cluster
sizes.Wewereonly ableto estimatetheequilibriumdistributionfor theMarkov chainby further
approximatingthe transitionprobabilities. However, onesimpleway to estimatethe fractionof
timethattheMarkovchainspendsin synchronizedstatesis to compute� � 1 �

� � � � � � � � � 1 � � . Recall
that

� � � �
is the expectednumberof roundsfor thesystemto movefrom state1 to stateN; for

mostof this time thesystemis largelyunsynchronized.Similarly, � � 1 � is theexpectednumberof
roundsfor thesystemto movefrom stateN to state1; for mostof this time thesystemis largely
synchronized.

In Figure18 thex-axisshows
��


; theotherparametersare
� �

20,
���

= 121seconds,
� �

= 0,
and

���
= 0.11 seconds.They-axisis � � 1�

� � � � � ��� � � 1 � � , theestimatedfractionof timefor which
the systemis synchronized.As Figure18 shows,as

� 

is increased,the systemmakesa sharp

transitionfrom predominately-synchronizedto predominately-unsynchronized.The simulations
andanalysisin Figure15 showthat for a wide rangeof valuesfor

�
and

���
, the transitionfrom
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Figure20: Thefractionof time synchronizedvs. thenumberof nodes,for
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= 0.30seconds.

predominately-synchronizedto predominately-unsynchronizedoccursfor
� 


a smallmultiple of� �
.
Figures19 and20 showtheestimatedfractionof time thattheMarkov chainspendssynchro-

nizedasa functionof thenumber
�

of nodesin thenetwork.Theparametersfor thesefiguresare� �
= 121seconds,

���
= 0,and

� �
= 0.11 seconds;

� 

is 0.11 secondsin Figure19and0.3secondsin

Figure20. Foreachfigure,asthenumberof nodesis increasedthesystemmakesasharptransition
frompredominately-unsynchronizedto predominately-synchronized.Thiscorrespondsin practice
to anetworkthatmovesfrom anunsynchronizedto afully synchronizedstatewhenoneadditional
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routeris addedto thesystem.
Figures19and20showthatthenumberof nodeswherethetransitionto synchronizationtakes

placeis a function of the otherparametersof the system;in Figure19 the transitionoccursfor� �
9, andfor Figure20 thetransitionoccursfor

� �
22. Recallthatbecauseof thesimplifying

assumptions,the analysisis explanatoryrather than predictive; the analysisexplainswhy the
transitionto synchronizationis anabruptfunctionof thenumberof nodes,but theanalysisdoes
notnecessarilyaccuratelypredicttheexactnumberof nodesat which this transitiontakesplace.

5.6 Topologies with point-to-point links

Theanalysisin this paperappliesto a networkof N routerswhereeachrouterreceivesa periodic
routing messagefrom eachother router. ConsiderinsteadN routersin an arbitrary topology,
wherethe routersare connectedby point-to-point links and eachrouter only receivesperiodic
messagesfrom its immediateneighbors.It is still possiblefor all N routersin anarbitrarytopology
to becomesynchronized,usingthe mechanismsdescribedin this paper, but the synchronization
dynamicsdependstronglyon theparticularnetworktopology.

A

B

C

D

Figure21: A ring topologyof routers.

AB

C

D

E

Figure22: A startopologyof routers.

For example,for the topologyof routersin Figure21 eachrouterreceivesa routingmessage
from two neighboringrouters.Thuseachrouterhasto prepareits own outgoingroutingmessage
andto processtwo incomingroutingmessages.If all four routersbecomesynchronized,theneach
router’s timer expireson the average

��� � ��� �
2
���

2
� � � �

3
���

secondsafter its busyperiod
begins,andeachrouter’s busyperiodbeginswheneitherits timer or oneof its neighbors’timers
expires.Theprocessof synchronizationin anetworkwhereeachroutingnodehasconstantdegree
issimilarto theprocessdescribedin Section5.2,andfor smallvaluesof

��

suchanetworkis likely

to remainsynchronizedoncesynchronizationoccurs.
For the star topologyof routersin Figure22, however, given the PeriodicMessagesmodel

discussedin thispaper, thesynchronizationof routingmessagesis lesslikely to occur. In Figure22
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RouterA hasto processfour incomingroutingmessages,while eachof theotherroutersprocesses
only oneincomingrouting message.Assumethat all five routerstransmita routing messageat
thesametime. ThenrouterA’s timer expireson theaverage

� � �
5
� �

secondslater, while eachof
theotherrouters’timersexpireson theaverage

� ���
2
���

secondslater. This differencein period
shouldbreakup synchronizationfairly rapidly.

Thusfor routersin an arbitrary topology the tendencytowardssynchronizationcandepend
heavily on the detailsof the topology. Currentinternettopologieswheremost routershavea
similarandlow degreeshouldlendthemselvesto synchronization.

6 Other approachesto synchronization

TheMarkovchainmodelin Section5 wasdesignedto capturesomekey propertiesof therouting
messagesmodelsuchastherole of randomizationin producingan initial clusterof sizetwo, the
roleof changesin periodin enablingtheformationof largerclusters,andtheroleof randomization
in breakingup clustersoncethey haveformed. In addition, this Markov model seems(to us)
fairly simpleandstraightforward.However, therearemanypossibleapproachesto the analysis
of synchronization;in this sectionwe discussbriefly couplednonlinearoscillatorsandcoupling
methodsfor Markov processes.

Theapproachto synchronizationin [Bl88] concernscouplednonlinearoscillatorsandusesthe
tools from nonlineardynamicsystems.Thebookshowsthat the tendencyof synchronizationis
characteristicof a broadclassof dynamicsystems.Because[Bl88] doesnot treatthequestionof
synchronizationin thepresenceof randomization,theresultsarenot immediatelyapplicableto the
synchronizationof routingmessages.

Mathematicalmodelshaverecentlybeendevelopedto analyze“pulse-coupled”oscillatorsys-
tems[SS93] suchas communitiesof Thai fireflies, wherethe periodic patternof one firefly’s
flashingis affectedby theothersnearby. At duskmalefirefliesgatherin treesby theedgeof the
river andflashon andoff in anunsynchronizedfashionbut, asthenight progresses,wholetrees
of fireflies will flashin synchronizationfor hours. These“pulse-coupled”oscillatorsystemsare
similar to our modelof routingmessageswherethetiming of onerouter’s routingmessagescan
beaffectedby thearrival of routingmessagesfrom aneighboringrouter.

A differentapproachto synchronizationcomesfrom the literatureon couplingmethodsfor
Markov processes[G78]. In the classicalcoupling [G78, p.13], two independentcopiesof a
Markov processevolveuntil they reacha commonstatethen,from that point, the two Markov
processesusethe sametransitionmechanismandfollow the samepath. It might be possibleto
expressourmodelfor thesynchronizationof routingmessagesasanexampleof coupledstochastic
processes,with eachroutingnodeaseparateMarkovprocess,but theanalysisthatweusedoesnot
comefrom theliteratureof coupledMarkovprocesses.

7 Conclusionsand openquestions

In this sectionwe give somespecificconclusionsaboutthesynchronizationof routingmessages,
thendiscussconclusionsand openquestionsaboutthe more generalproblemof unanticipated
structurein theInternet.
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As thesimulationsandanalysisin this paperdemonstrate,periodicroutingmessagesfrom a
systemof routersin a networkcaneasilybecomesynchronized.The simulationsandanalysis
bothshowthat this synchronizationis an emergentpropertyat a particularscalewith an abrupt
transitionfrom unsynchronizedto synchronizedbehavior. Thusthebehaviorof thesystemwith a
smallnumberof routerscannot necessarilybeextrapolatedto explainthebehaviorof thesystem
with a largenumber.

Synchronizationcanbeavoidedwith appropriateimplementationof theroutingprotocols.One
possiblemethodis theadditionof arandomcomponentto theroutingtimer intervals.Ouranalysis
providesgeneralguidelineson determiningthe magnitudeof the randomcomponentnecessary
to avoidsynchronization.In particular, settingthe timer eachroundto a time from the uniform
distributionon the interval [0 � 5

���
� 1 � 5

� �
] secondsis a simpleway to avoidsynchronizedrouting

messages.9 Adding a randomcomponentto the routing timerschangesthe strict periodicity of
the routing messagesbut doesnot affect the convergencepropertiesof the underlyingrouting
protocols.

A secondmethodfor avoidingsynchronizationis to implementa routingtimerthatis indepen-
dentof externalevents(asmentionedin thespecificationsfor RIP) [He88, p.23]. If eachrouter
resetsits timer immediatelyafter the timer expires(regardlessof its activities when the timer
expires)andif routersdon’t resettheir timersafter triggeredupdates,thenthe processof timer
synchronizationdescribedin this papermight beavoided.Thereare,however, drawbacksto this
approach:if routersareinitially synchronized(eitherby chance,or becausetheywererestarted
at the sametime) thenthey will remainsynchronizedsincethereis no mechanismto breakup
synchronizationif it doesoccur.

It is alsopossibleto reducethenegativeimpactof synchronizedroutingupdatesby modifying
routersto give acceptableperformancein thepresenceof largeor synchronizedroutingupdates.
While it is oftenmoreefficientto exploittraffic structureratherthanto engineerit out,thisdoesnot
seemto bethecasefor synchronizedroutingmessages.Evenwith tunedrouterimplementations,
synchronizedrouting messagesplacean unnecessaryburdenon the network, and a preferable
solutionis to avoidsynchronizationin thefirst place.

Periodicroutingmessagesarenottheonly exampleof unintendedstructurein theInternet.Our
“ping” experimentssuggestthatmanyperiodicprocessesareatwork. Fromtheseexperimentswe
conjecturethata significantnumberof thepacketdropsin the Internetareassociatedwith some
form of periodicprocess,but thecausesof structurein currentInternettraffic areonly beginning
to beexplored.

Onemodelof large-scalestructurecomesfrom thekinetic theoryof automobiletraffic [PH71].
Individualdrivers,eachseekingto optimizetheirowngoals,canproducecollectivetraffic patterns
akinto thecoordinatedmotionof flocksof birdsorschoolsof fish. Individualstrategiesof reducing
speedduringcongestionresultin a collectivedecreasein traffic flow asthevehicleconcentration
increasespasta certaindensity. [KK93] showsthatgivenan initially homogeneoustraffic flow,
regionsof high densityand low averagevelocity (clustersof cars)can spontaneouslyappear.
Thesehigh-densityregionscanmoveeitherwith or againstthe flow of traffic, andtwo clusters
with differentvelocities,widths,andamplitudesmergewhentheymeet,resultingin asinglecluster.
Webelievethereareanalogousinteractionsbetweenpacketstreamsandweintendto explorethese
mechanismsfor theemergenceof large-scalestructurein packet-switchednetworks.

9Pseudo-randomnumberscanbeefficiently generatedby a randomnumbergenerator[Ca90].
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As the Internetexpandsto new typesof traffic (e.g.,voice andvideo), new routing patterns
(multicastdistribution),andnewgatewayschedulingdisciplines(Quality-of-Servicefor realtime
traffic), it is importantto anticipatethe large-scalestructurethat might be introducedby these
changes.But, asouranalysisof routingshows,largescalestructureis oftenanemergentproperty
that cannotbe observedor inferred from small scalesimulationsor measurements.Although
theydo not currentlyexist,we feel that largescalesimulatorsarea necessarytool for exploring
questionsof largescalestructure. Largescalesimulationscanhelp us build intuition aboutthe
behaviorof large-scalenetworks,betterunderstandbehaviorof currentInternettraffic, andpredict
howthisbehaviormightchangeasInternettraffic types,routingpatterns,andgatewayscheduling
disciplinesevolve.
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A Solution to RecursiveFormula

Thissectiongivesthesolutionfor thefollowing recursiveequationfor
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Foranexplanationof operatornotationin solvingrecursiveequations,see[Gr82, p.19]or [Mi87,
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Thisgivesthefirst orderdifferenceequation
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