The attackers’ original SMS tries to entice the user to click on an embedded link which
leads the victim to http://www[.Jmmsforyou[.Jnet/mms[.]Japk. The APK starts by
installing Tor—grabbed from legitimate sources—on the device and then tries to
connect to a .onion server. It then sends an automated SMS to a number in Iran with a
benign message and the device's location data, Heimdal said.

In addition to rooting the phone, Mazar also installs the Polipo HTTP proxy, which
MAZAR BOT ACTIVELY T A\RGETING I\ exposes the device to man-in-the-middle attacks, putting the attacker between the
phone and a web-based service, Heimdal said. It can also infect a version of the
Chrome browser installed on the device, allowing the attackers to control the phone's
by Michael Mimoso Fo!low @mike.mimoso keys, turn on sleep mode or save actions in the phone’s settings.

Nearly three months after it was spotted for sale in a Russian hacker forum, the Mazar
bot has been put to use in active attacks targeting Android devices.

Researchers at Heimdal Security said on Friday the bot is being sent to Android users
via SMS and MMS messages and if the victim executes the APK, the bot roots the phone
and gives the attacker extensive capabilities on the compromised device.

The malware allows the attackers to spy on almost
every activity capable on an Android device, Related Posts

including establishing a backdoor connection,

sending premium SMS messages, reading texts X;}‘Lﬁ:‘;{,““‘"” Borrowing from
sent to the device, including bank authentication February 8, 2016, 7:20 am

PINs. Heimdal researchers said the attackers' root

access can also allow them to erase the phone. WordPress Infections Leading to
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today

* Authentication cookies + session hijacking
* Browser security model, frame policies

* (Cross-site request forgery

* Announcement: No class on Wednesday, Feb 17
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+ajax / websockets

http://linkedin.com html +css  +javascript
: ————— htto
[tls?]
. tcp/ip .
inkedin.com
Browser web server -- nginx, apache, ...

app server -- ruby, php, django, asp, node.js, ...
datastore -- sqgl, nosdl, ...

web ecosystem



Document object model (DOM)

Qo]

Properties: document.alinkColor, document.URL,

ect-oriented way to organize objects in a web page

document.forms| |, document.links| |, document.anchorg| |

Methods: document.write(document.referrer)

Document

Root element:

<html=
I I I

Element: Element:

<head> <body>

Element: Attribute: Elen’luent: Elenluent:

<title= *“href” <3z <hl>

Text: Text: Text:
My title” “My link” *My header”
-rom http://w3schools.com/htmldom/default.asp

adom



3 http://a.com ] =) @) ]

Should be safe to visit a
malicious website A.com

€ http://a.com ] =) )X  http://b.com ] =)@ x]

Should be safe to visit
multiple websites
simultaneously

A.com

3 http://a.com l =) @) (X]

A.com

Should be safe to delegate content -

orowser security model




3 http://a.com =)@ X 3 http://b.com =) @) X €M http://a.com =) @) X

A.com

A.com B.com B.com

Browser handles multiple sites, must maintain separate
security contexts for each

Operating System Browser
* Primitives * Primitives
/ System calls / Document obj model
/ Processes /Frames
/ Files / Cookies, pws
* Principals: Users, groups * Principals: Origins
* Vulnerabillities * Vulnerabllities
/ Buffer overflows / Cross-site scripting (XSS)
/ Privilege escalation / Cross-site req forgery (XSRF)
/...

browser vs 0S






- Cookies permit browsers to store
state associated with a website

GET ..

<€

HTTP Header: |
Browser Set-cookie: NAME=value; wepsite.com
domain = (when to send);

path = (when to send);

secure = (only send over SSL);

expires = (when expires);
COOKIes



90 < > @M A | C ) & GitHub, Inc. ¢ O | &
aceO/vulnerability-demo: Univ of Wisconsin CS6842: Computer Security - in-class demonstrations.

O This repository  Search Pull requests Issues Gist A +~ -
' ace0 / vulnerability-demo @©Unwatch~ 1 %Star 1 YFork 1
<> Code (1) Issues 0 1" Pull requests 1 =[E Wiki 4~ Pulse Ll1 Graphs £ Settings

Univ of Wisconsin CS642: Computer Security - in-class demonstrations. — Edit

x o [0 ¢ O 31 N13eme O13as Eo o Ao @ Q~ Search
- B Netwc g (OF; } Debu & storage
Application Cache 2 ]/ < > @& cookies 1
& Cookies — github.com Name Value Domain | Path Expires Size | HTTP | Secure
EH Local Storage — github.com user_session MIK2WKfxDmNi8DZGSZjdQOyZEnnxC2Mtiw-_q...  github... | | Febru... 928 v v
EH Session Storage — github.com tz America¥%2FChicago github... | | Session 198 v
logged_in yes githu... [ Januar... 2B v v
dotcom_user ace0 githu... |/ Januar... 158 v v
_octo GH1.1.316477490.1403902139 githu.. | | June 2... 318
_gh_sess eyJzZXNzaWBuX2IkljoiODV]YZAOZmFjOTcIMDIw... | github... | | Session = 256 B v v
-gat 1 Jgithu... |/ Febru... 5B
_ga GA1.2.831362079.1391728084 githu... | Febru... 298
_utma 1.831362079.1391728084.1395880240.1396465...  github... | | April 1,... 538

[ (®) Filter Storage List ] ’




website.com

POST /login.html HTTP/1.1
username=user&passwd=pass

db.users.insert({
Browser username:"user",
auth—-cook1e:981mnd89...,
login:true,

F)

HTTP/1.1 200 OK
Set-Cookie:auth=981mndg897asdfd

GET /index.html HTTP/1.1
Cookie: auth=981mndg897asdfd

auth cookles

>




COOKIe sSecurity Issues

o

ok

ok

o

What could possibly go wrong”?

Integrity problems
/HTTPS cookies can be overwritten by H
/ Malicious clients can modify cookies

Scoping rues can be abused

P cookies

/ blog.example.com can read/set cookies for example.com

Privacy: Cookies can be used to track individuals around the

INternet

HT TP auth cookies sent without encryption -- session

hijacking



Facebook (1)

Facebook (1)

Firesheep

( Stop Capturing

) facebook

eric+google@codebutler.com
-.’ Coogle
™ lan Gallagher
& f Facebook
neg9
Twitter

cdine
4y Flickr

' lan Gallagher
Edit My Profile

[ ] News Feed
57 Messages

@ Events
&0 Friends

& | Create Group...

Search

=] News Feed

What's on your mind?

Ashley Winter:
realized i really
for some fake r

indeed.
22 hours ago - Co

Firesheep steals session authentication cookies

==> sess/on hijacking

o #c  FOXYPIOXY. UISabIEd ) 77

flresheep






[slide credit: V. Shmatikov, CS380]

eno ESPN. The Worldwide Leader In Sports

:{) . C X # ,-a hitp: //espn.gocom/ % v BUCE Google Q ABP *

( Most Visited * Cmad  Coogle Calendar B88C News  The New York Times ESPN  Wikipedia  AC Transit NextBus  Joel L W. Weinberger  Bullseye
_ Disable * ™ Cockies * €38+ forms * - Images * | Wfcemation = Miscellaseous *  Outfine *  Remze * Yool *  ViewSowece *  Options *
| The New York Times - Breakin._ €3l & ESPN: The Worldwide Leader In ..
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r/10
f '- JI*LAD 5§ \ 2 SOG ) STL
[ COL ) ’ Hll. 5 ™ 3| ﬂlN 6 » 3\ (ﬂ( 11 | #T
JavaScript =
™ RADZO MAGAXING INSIDER 0P (2% s[5 O En Capatol  Regleter Now ~wISPN (

E=2r11 =
COnteXt -‘| ALLSPORTS COLUMMISTS PAGE2 FANTASY&GAMES VIDEO  SPORTSNATION  TME LIFE I o

NFL MLB NBA Soccer College Football NHL NASCAR TOPICS:  NBA Playoffs  NHL Mayoffs

TOP STORIES TOP VIDEOS: Peaturing P« ¢ - HEADLINES NY HEADUNES

On ESPNESPN360.com: Game 6: Lakers at Rockets, 9:30 ET ’ -

« MLD reduces Bradiey's suspension 1o one game
« Mayfleld dllowed S0 drive after positive resylt

« Dils RD Lynch appeals three-game suspenson

* Reports: Leyritz hosptalized after sucide threat

« Star BC Incbacker Herzlich says he has cancer
« Coaches get halp in deciphering NCAA rulebook
« Phalps arrives for frst moet since Bojjng B

* Rumors: Doldin = Big fan of *fish® and "birds”

YOU COULD STAND AT HOME PLATE AND

Riddle In The Middle === CALL YOUR SHOT

Ancrow Bynum was supposed 10 prow! the paint and gve LA. a needod scowt. S0 far, fho big man's AT THE STATE FARM HOME RUN DERBY

Wm"msh.lM‘ril Jpoints 8@ Game 6: 9:30
R o 3 ' ' /\ ENTER NOW -

cALL

§)‘ StateFarm

)

This g mament presented by

BILL SIMMONS RICK REILLY £ STREAK FOR THE CASH

Romatch With Malcolm Gladwall She's Got Leg)) M (¥t

JavaScript Jachript context 3

javascript contexts



[slide credit: V. Shmatikov, CS380]

Object ref
JavaScript Context e JavaScript Context
A
Access? ; Cf)bJeCt
j ; Siiefenits . s this context
v ; : allowed to access

object?

DOM Reference Monitor

Object v, ...................... -

dom access control



") Untitled @
< C 12 http//example.com » O~ F-
’ B Sibling
Child

Descendant

frame relationships



frame policies

«+ canScript (A, B)
/ Can frame A execute a script that manipulates
arbitrary DOM elements in frame B?

+ canNavigate(A,B)
/ Can frame A change the origin of content for frame

B
/frameB.src = "http://newurl.com/page5.html"



same-origin policy

* Each frame within a page has an origin
/example: https://fb.com:99/1ogin.js
/ Origin is: (protocol, host, port)

* Same-origin policy:
canScript (A, B)only when
origin(A) == origin(B)

* JavaScript origin: based on containing frame,
Nnot <script src>

* \What about canNavigate(A,B) ?



frame policies

canNavigate(A,B)

* Permissive
/any frame can navigate any other frame

* Child
/ can only navigate another frame if you are a parent

* Descendant
/ can only navigate another frame if you are an ancestor

Which policy should be used?
think-pair-share



Browser Policy

6 IE 6 (default) Permissive

s  E6(pton) Chid
@  E7(efay Descendant
@  E7withFlash) Permissive
@ Frefox2 Window
""""""""""""""""" Safarida permissive
o Opera® Window
g ™MLe Chid

legacy browsers



/~ Welcome to AdSense - Windows Internet Explorer Q@@

P =
@ ¥ |(_,| https: | fvwww. google, comfadsense/loginfen_LIS/

W 4 |G welcome to AdSense

GOL)gle English (US)

AdSense

/~ Windows Internet Explorer 2

— | Earn money from relevant ads on your website

@ | v €] https:/fwww.attacker.com/§ 0001e AdSense matches ads to your site's content, and you earn money
whenever your visitors click on them

N\

40’\{. &

Roses, Daisies. and more
Local florists. Same day delivery
Freshest flowers from $10.99

wwyw seegsanasap COMm

:—9:4 g

2 b Place ads on your site

e

window.open("https://attacker.com/stealpass",
awglogin);

permissive problems



Browser Policy

e IE7 (default) Descendant

E HTML 6 Descendant

descendant policy






GET /blog HTTP/1.1 M login:user/pw S |
/ \\ %‘)}/Mj
cookie:sessionId=b98fjhw7;

bank.com: secure bank.com

blog.com

<form action=https://bank.com/transfer
method=P0OST target=invisibleFrame>

<input name=recipient value=attacker/>
<input name=amount value=100USD/> POST /transfer HTTP/1.1

</form> ~ieterrt=attacker&amo unt-l@OUSD

<script>document.forms[0].submit()</§§fipt_ﬁi{/’Cookle sessionTd=b98fjhw7

< HTTP/1.1 200 OK
<html>Transfer completed</html>

User Credenials

Attack called: Cross-site request forgery

XSRF or CSRFE



*  Authentication cookies and session hijacking
* JavaScript contexts, frame-policies

* Problems with permissive policies

* (Cross-site request forgery

No class on Wednesday: see you next Monday;
good luck on assignment onel!

recap



