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Abstract

A highly personalized version of the vast, ever-growing World
Wide Web and related services that contains only information
that is interesting and useful to a common Internet user will ben-
efit him/her a lot. The exponential growth trends in the number
of web sites over the past decade is clear proof of this informa-
tion overload problem. Such a personalized web will try to bring
interesting content to the user rather than the user searching for
content on the web. However, privacy concerns have made it im-
possible to collect complete web usage habits of every Internet
user. This has resulted in ineffective personalization solutions
so far which have one or more shortcomings : they target only
a very small fraction of the Internet user-base ( e.g. users of
slashdot.com, reddit.com etc ) , require non-trivial effort from
the user in order to send feedback votes of ’like’ / ’dislike’ for
every web page visited back to the personalization service, are
imprecise due to lack of complete web usage information of all
Internet users , they are not holistic and only personalize specific
web services ( e.g. Google Search ). This paper describesMaya
a solution that attempts to address all the above shortcomings
and provide a highly personalized web experience for everyone.
Web usage traces of the entire Internet user-base is collected
anonymously and aggregated in a peer to peer fashion. The col-
lected trace is processed using machine learning algorithms and
the processed information is send to a browser plugin that per-
sonalizes the web for the user.Maya can greatly enhance the
quality of several Internet services like Online Advertising, Web
Search and Internet Content Discovery.

1 Introduction

“The Internet is really about highly specialized
information, highly specialized targeting.”Eric
Schmidt, CEO, Google.

Since its inception in the 1960s, the Internet has grown
enormously in several respects. As of 2010, the total num-
ber of hostnames on the Internet is about 256 million out
of which 77 million are active and the total number of In-
ternet users are 2 billion [3]. The common Internet user in
the United States spends about 2 hours online a day and
visits about 80 non-unique web pages a day [3]. These

facts hint at the huge amount of information available on
the Internet and the slow rate at which a user consumes
information from the Internet. A highly personalized ver-
sion of the Internet that tries to help a user find interesting
resources on the web will result in a productive web us-
age.

If complete information about how every user browses
the web is available, then effective personalization is pos-
sible. Since Internet users are concerned about their
online privacy, they are unwilling to completely trust
a third party service with their complete browsing his-
tory. Several approaches have been suggested to resolve
this privacy-personalization conflictbut all of them have
shortcomings.§2 presents a survey of existing approaches
along with observations that try to convince the reader that
web personalization is not completely solved. In partic-
ular, the advertisements on the Web today can be made
more relevant and also interesting web pages can be rec-
ommended to users providing a rich web usage experi-
ence.

One approach that is widely used in practice is to al-
low the users to create user accounts with a service that
attempts to provide a personalized web experience ( e.g.
StumbleUpon.com ) and then voluntarily vote ’like’ or
’dislike’ on websites visited. However, this method of vol-
untary sharing of browsing information along with user
identity has not been effective in practice because of two
significant issues. The first issue is that only a very small
fractional subset of Internet users are members of such
services. The second issue is that users with such accounts
do not provide their votes for all the websites they visited
either due to privacy concerns or due to the effort involved
in doing this all the time.

Huge scales of browsing traces collected from everyone
on the Internet will tremendously help in effective person-
alization. A good solution is to collect browsing traces of
the entire Internet Serb’s anonymously and automatically
with zero effort from users respecting their privacy con-
cerns. Every user’s browsing trace is broken down into
sets of related web sites and then sent to a aggregation
service anonymously. Such sets of related web pages from
every user in the Internet is aggregated and analyzed for
patterns. The scale of the collected information will re-
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Figure 1:Illustrative example with 3 Clients. Clients A and B send their related website sets which is aggregated by the peer
to peer aggregation infrastructure. Client C’s web experience is personalized using the aggregate information and the websites
visited in the past. It should be noted that the real scale of aggregation will consist of approximately 2 billion users.

veal useful browsing patterns. A mechanism for person-
alizing any service related to the Internet ( e.g. advertis-
ing, recommendations ) without constraining to specific
services from specific brands can be built using the traces
collected. The anonymous nature of the aggregated infor-
mation preserves the privacy of the users. Automatic col-
lection of information requires absolutely zero effort from
the user towards enhancing personalization. Collection of
browsing traces at this scale ( from all Internet users ) will
help in finding browsing patterns and help effective per-
sonalization.

This paper describesMaya, a solution that uses the
above ideas. At a high level, it anonymously aggregates
the browsing information of the entire Internet user base
using anonymous overlay networks and peer to peer so-
lutions. The anonymized aggregate information is pro-
cessed using machine learning techniques to infer use-
ful browsing patterns and also to classify related websites
into groups ( e.g. web pages on Philosophy ). This pro-
cessed information is combined with the complete brows-
ing history of an individual user in order to personalize
Internet related services for that particular user. Machine
learning techniques are heavily used for both personaliza-
tion and to handle maliciousness. A simple illustrative
example of howMaya works is shown in Figure 1. The
design ofMayawith high level directions, challenges and
scope for further Research is presented in§3.

Mayahas the potential to improve the quality of several
Internet related services. For example, the multi billion
dollar Online Advertising industry is directly affected by
the ”privacy-personalization conflict” [12]. Maya can
enable targeted advertising without infringing on the pri-
vacy of the Internet users.Maya can also improve the
quality of existing personalized web search, web content

discovery tools, e-recommendations.

2 Existing Services, Techniques and
their Limitations

With the aim of convincing the reader that web person-
alization is an unsolved problem, this section lists down
all existing web personalization services and techniques
suggested by previous research for achieving web person-
alization along with the shortcomings.

2.1 Personalization Services in Reality

StumbleUpon [5] is a popular web personalization service
that combines collaborative human opinions with machine
learning of personal preference to create virtual commu-
nities of like-minded web surfers. It generates web site
recommendations based on the ones that a user has visited
and/or liked. Users create accounts and then provide in-
formation on whether they likes/dislike websites and op-
tionally tag the website to a category. A recommendation
engine uses classification and clustering techniques on the
collected human opinions to come up with recommenda-
tion of new websites to users. SimilarWeb [5] is a service
that provides a web surfer with a list of websites that are
similar to the one he is currently browsing. SimilarWeb (
part of SimilarGroup ) runs web crawlers called Similar-
ity Engines that analyze the properties of web pages like
keywords, hyperlink structure and automatically classify
and tag them into fine grained categories. Recently, social
networking based approaches for collecting collaborative
opinions of like minded users have become popular too (
e.g. recommendations plugin from Facebook.com [5] ).
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Social news and website aggregators ( like Reddit.com,
Digg.com, Del.icio.us ) allow its users to post links to
popular content on the web under major topics. Web
surfers can visit the topic pages of their interest and get
access to a list of relevant popular websites. These ser-
vices are purely driven by their user base. There are a
host of similar services on the Internet.

All of the above techniques have the following short-
comings : a) Users need to put in non-trivial effort to
constantly vote ’like’ or ’dislike’ on all the websites they
visit in order to get good personalization, b) Users need
to trust a third party service with their personal browsing
traces, c) These services do not have a holistic model of
the general tastes of the user because they operate on par-
tial traces, d) These services are used by fractions of the
entire Internet user base ( for example, as of December
2010, StumbleUpon has a total of 13 million members
which is barely 0.007% of the total number of Internet
users). e) Some of these techniques apply only to spe-
cific parts of the web ( for eg. Facebook recommendations
plugin is applicable only to websites that use this plugin,
Google Search personalization is application only to users
who search the web through it. )

2.2 Other Techniques

Secure Multi-Party Computation ( SMC ) [7] schemes al-
low multiple parties holding secrets to know the aggre-
gate of all their private secrets without revealing one in-
dividual party’s secret to any other party involved in the
aggregate computation task. SMC has been applied to the
general field of collaborative filtering for recommendation
and implementation techniques have also been proposed.
Since Internet users need privacy of their browsing habits
and not secrecy SMC based approaches are an overkill.

Client Programs transmitting sets of related websites in
Mayacan do so under an assumed pseudonym in order to
maintain privacy. [9, 10]. However, there is a high risk of
losing the privacy once an adversary is able to relate the
pseudonym with the real identity of the client.

3 Design of Maya

Maya consists of two significant components : 1) The
Anonymous Aggregation Infrastructure (A2I ) §3.1 used
to aggregate the complete browsing history of the entire
Internet user base. 2) The Decoupled Privacy Preserving
Personalizer (DP3 ) §3.2 specific to each individual user
that personalizes the Internet and Web services using the
complete non-anonymous knowledge of her/his browsing
habits.

3.1 A2I: Anonymous Aggregation Infras-
tructure

The aggregation is done using a peer to peer system con-
sisting of a software component calledA2I nodeon every
computer. EachA2I nodeplays several roles: 1)Trans-
mitter 2) Router3) Aggregator4) Filter 5) Manager6)
HoneyPot. Detailed discussion of the various functions of
anA2I nodefollow.

3.1.1 Transmittersand Routers

During an Aggregation task, everyTransmitteranony-
mously sends the browsing history information in the
form of sets of related websitescalledRSetto an assigned
aggregator. TheTransmitteris trusted not to cause inten-
tional risk to the privacy of the user because it is part of the
common software package downloaded and installed by
every user who wants to useMaya. The browsing trace is
broken down intoRSetsof size two or more before trans-
mission in order to reduce the risk to the users privacy
from adversaries who might try to resolve the trace back
to the client. For example, suppose anRSetcontains 1000
related web sites. If theTransmitterwere to send these
1000 web sites as oneRSet, a maliciousA2I nodecoop-
erating with an adversary that has access logs from mali-
cious websites hosting a subset of 50 web sites can try to
resolve the identity of the user who sent theRSet. Then
the adversary will get to know the other 950 websites that
the same user visited. Adversaries can also get access logs
from malicious ISPs.

One way to tackle this is forTransmittersto create
RSetssmartly using the knowledge from past Aggregated
information. If a particular set of websites was already
sent in the form ofRSetsseveral times in the past, then
the Transmittercan safely send a newRSetwith those
web sites because the adversary can only figure out that
an RSetcan belong to one of several real identities who
all have also visited the same set of websites. The adver-
sary cannot say with confidence that it is one particular
user who sent theRSetin question. This is also called
K-Anonymity [11] and therefore cannot zero in on one
particular real identity.

Malicious Transmitters can transmit a fakeRSetto con-
fuse Maya and benefit thereby. For example, an adver-
sary can use maliciousA2I nodesto sendRSetsthat try
to make a commercial website related to several other
web sites. This way there will be more traffic and more
sales for the commercial website.Mayahandles such fake
RSetsby usingFilters. Filter nodes present alongside the
Routersdetect lies by maliciousTransmittersand discard
them away to prevent them from being sent to anAggre-
gator. Simple keyword based techniques can be used to
detect if two given websites are related or not. ( e.g. two
related websites might contain keywords from same top-
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ics like Philosophy or Religion while unrelated website
wont.) More sophisticated machine learning algorithms
can also be used. Once a lie is detected, it is also possible
to feed this information to theRoutersto block or throttle
further transmission from the maliciousTransmitters.

TheRoutersform the building blocks of the anonymous
overlay network similar to the popular TOR onion routing
that serves as the communication channel betweenTrans-
mittersandAggregators. MaliciousRouterscan drop or
incorrectly routeRSetsand thereby hindering progress of
an aggregation task. One possible approach to handle ma-
licious Routersis to set up fresh Routing tables in the
Anonymous Overlay Network for each aggregation task
and using peer to peer monitoring to detect, control and
punish maliciousness during Routing.

3.1.2 Aggregatorsand Filters

In every Aggregation task, theAggregatorsform a logical
tree hierarchy amongst themselves withTransmittersas
leaf nodes. EveryAggregatorcollects information from
its children. TheAggregatorsinvoke theFilters on the
RSetsthat they received before sending it to their par-
ent Aggregators. This approach detects and controls the
effects of the maliciousTransmittersand maliciousAg-
gregators. Once detected the trust scores associated with
the secure pseudonyms of the correspondingA2I nodecan
be suitably adjusted to give them lesser preference in fu-
ture aggregation rounds.Aggregatorswith higher trust
scores are placed higher up in this logical hierarchy by the
Managersduring the creation of an Aggregation task.Ag-
gregatorsalso run statistical analysis on the results of an
aggregation task and compare it with aggregate informa-
tion from previous aggregation tasks to further filter out
the possible effects of maliciousA2I nodesthat escaped
through theFilters.

Extensive previous research on Web Personalization [1]
can be leveraged to aid in using the raw aggregated in-
formation collected to provide useful personalization ser-
vices. In fact, annual workshops have been conducted on
Intelligent techniques for web personalization for the past
10 years [2]. The aggregate information can be processed
into the following useful information : a)”sets of related
websites”calledGolden Setsb) information on intersec-
tion , overlap, partial and full containment amongst sev-
eral Golden Setsc) tags and keywords that classify the
Golden Setsgenerated using machine learning techniques
d) information on which websites are related to commer-
cial websites for targeted advertisement. Additional in-
formation can also be generated when needed for newer
Applications ofMaya.

The Filters use a variety of sophisticated machine
learning techniques to thwart the effects of maliciousAg-
gregatorandTransmitter A2I nodes. Filters can leverage
the enormous amounts of research and implementation

on using Artificial Intelligence and Machine Learning for
Web Personalization [2, 1, 5] to detect and ignoreRSets
that contain unrelated websites. Once malicious nodes
are identified, information can be sent to the Anonymous
Routing infrastructure and otherA2I nodesto block or
control the further damage that such nodes can cause.

3.1.3 Manager

Managersperform tasks like : creating and conducting
aggregation tasks, theA2I nodesthat should be part of a
given aggregation task, the roles that differentA2I nodes
should take during an aggregation task, how many repeti-
tions of an aggregation task should be done to tackle the
effects maliciousA2I nodesusing statistical techniques,
maintain and update trust scores for each pseudonymous
A2I nodeto aid in role assignment, etc. The policy used by
Managers while assigning roles toA2I nodescan be based
on the several properties of anA2I nodes. EachA2I node
has a trust score assigned to it and maintained over time
that correlates to factors like non-maliciousness while per-
forming function other than Transmitting. These trust
scores can be used by Managers while assigning roles to
A2I nodes. Other factors like availability of anA2I node
for participation in aggregation tasks over time, contribu-
tion of resources by anA2I nodein the past aggregation
jobs, geographical proximity to otherA2I nodes, etc can
also be used. MaliciousManagerscan be handle by using
a quorum ofManagersfor making decisions and thereby
making it possible to find and punish maliciousness.

3.1.4 HoneyPot

The aggregate of all aggregation tasks so far is called
Golden Aggregate. HoneyPotsstore and server : a) The
Golden Aggregateb) Snapshots ofGolden Aggregateover
time c) the aggregate from individual aggregation tasks
HoneyPotsserve processed aggregate information to the
DP3component and to other web services to achieve pre-
cise personalization.HoneyPotsalso serve information
to Aggregatorsto help with statistical analysis and prun-
ing of malicious information from individual aggregation
tasks.HoneyPotscan also serve the information they hold
to web services like Search Engines tools to enhance their
quality of service rather than personalizing them ( for ex-
ample, Search Engines can use the aggregate information
from HoneyPots to rank search results).

Malicious HoneyPotscan serve incorrect information
to a requestingDP3. To handle this, checksums of pro-
cessed aggregated information can be generated and in-
dependently served by otherHoneyPotsto aid detection
of maliciousness.DP3 can also send multiple requests to
severalHoneyPotsand thereby detect maliciousHoney-
Pots. Once detected maliciousHoneyPotscan be reported
to theManagers.
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3.2 DP3: Decoupled Privacy Preserving
Personalizer

TheDP3component can be implemented as another func-
tion within anA2I nodeor as a heavy weight web browser
plugin or a combination of both.DP3 maintains detailed
information on which web sites were visited by the user
at what times in a secure fashion.

It can use sophisticated machine learning techniques to
build behavioral models and taste models of the user over
time. Enormous amounts of previous research and im-
plementation on Artificial Intelligence for Web Personal-
ization can be leveraged [2, 1, 5].DP3 obtains aggre-
gate information collected about the websites related to
the user’s browsing model from theHoneyPots.

DP3 can use smart techniques to make sure it does not
reveal aspects of the user’s browsing model and preserves
the privacy of the user when it requests for information
from HoneyPots. Two preliminary directions to achieve
this would be : a) to ask for ”more information than
needed” and to ask for ”information that is not needed” b)
to spread requests across severalHoneyPotsthat are less
likely to collude together.

The preciseTaste Modelsof a user can be translated
into compact strings calledTaste Stringsand then set as
cookies while accessing web sites. This enables the Web
Services to understand the tastes of the user and target
the service to the user. It should be noted that the taste
information has been voluntarily shared by the user with
the web service and the web service did not get this by
tracking the user using third party cookies or in any other
way invading his privacy.

Compaction ofthe highly informativeTaste Modelof
a user into a compactTaste String which can be stored
in a couple of Bytes is a exciting research problem. One
possible approach is to hash the identifiers ofGolden Sets
that are related to the user from theHoneyPotsand then set
bits in a string corresponding to the hash values similar to
Bloom Filters [4]. This string hasGolden Setcontainment
information and can be used as aTaste String. The web
service can use the identifiers of theGolden Setsobtained
from HoneyPotsto decipher the taste of the user from the
Taste String. Many of the Internet related services like
Web Search, Online Advertising, Content Discovery can
be effectively personalized usingTaste ModelsandTaste
Strings.

4 Conclusion

Web Personalization is a pressing but unsolved problem.
A survey of existing solutions and techniques proposed by
previous research are presented and convincing arguments
are made to show that all of them have significant short-
comings. A novel solution to this problem is outlined with

high level design directions along with challenges and re-
search problems.

Challenges in buildingMaya and scope for research
arise in : controlling the effects of Maliciousness using
machine learning and statistics, providing accountabil-
ity for the actions of various functions and building trust
models that ensure correct operation ofMaya when run-
ning on untrusted computers on the Internet ( Techniques
like PeerReview [8] can be used to achieve accountability
) , efficient conduction of aggregation tasks by minimiz-
ing the network and computing resources, scalingMaya
to the size of the Internet, storing and distribution of the
aggregated information optimally, etc.

The initial plan is to build a research prototype ofMaya
to demonstrate its usefulness using a simulated user base (
with browsing habits influenced by manually categorized
pages from Internet directory [6] ) and simulated mali-
cious nodes.
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