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1. INTRODUCTION

Primality Testingis a fundamentalproblemof NumberTheory, for which despitecenturiesof study no provably
efficient algorithmshave beendevised.Furtherit hasseveralapplicationsespeciallyin Cryptography. In this treatise
we shallsurvey thisbeautifulandinterestingarea.

2. PRIME NUMBERS

In this sectionweshallenumeratetheimportantpropertiesof primenumbers.

Definition 2.1. Let Rbea commutativering with identity. Then

(1) p � R� p �� 0 is saidto be irreducibleif � p � ab����� a is a unit�
	�� b is a unit��
(2) p

�
R is saidto beprime if p� ab ��� p � a��	�� p � b��

The definition of a prime elementas above, doesnot immediatelysuggestan algorithm for detectingwhetheran
elementis a primeelementin thering. In factfor arbitraryrings,thequestionwhetheranelementis primeis difficult
to decide.However thefollowing theoremgivesussomehopein thecaseof thering of integers.

Theorem2.2. If R is a Euclideandomainthenp
�

Ris primeiff it is irreducible.

We shall for the mostpart be interestedin the prime elementsin the ring ������������� , which is a euclideandomain
with respectto the function ϕ � n� ��� n � . Furtherthe orderingof the numbersby the samefunction suggestswe can
exhaustively divide p by all numbersbelow it andcheckthat theonly divisor is 1 (which is a unit). This will prove
that p is irreduciblewhich by the above theoremalsoprovesthat it is a prime element.In factFibonacciobserved
thatif n is compositethenoneof its divisorsis lessthan ��� n . Theproblemwith this näivealgorithmis thefactthat
thoughtheinput requiresonly � lgn !� 1 bits to representtheabovealgorithmrequiresO � 2lgn � divisionsandis hence
anexponentialtimealgorithm.Beforewesearchfor criteriafor primality whichcanbeefficiently verified,wedigress
first into thepropertiesof primenumbers.

2.1. Distrib ution of Primes. Euclid provedthatthesetof primesis infinite. A naturalquestionto askthenis “How
densearetheprimes?”Or moreprecisely, if π � n� �"�$# p � p % n � p prime & � , how doesπ � n� vary with n? Estimatesto
this functionweregivenindependentlyby GaussandLegendre. Both theestimateswereasymptoticallythesameand
they were:

π � n��')( n

2

1
lnx

dx ' n
lnn

�
Theintegral in theaboveexpressionoccursvery oftenandis calledtheLog-integral functionLi � n� �+* n

2
1

lnxdx. The
first proof that the function behaved asymptoticallyas above was by Hadamard andde la valée Poussinnearly a
centuryafter the original conjecture.It is interestingto give a heuristicjustificationfor this bound. The argument
is from [Sch97]. Let W � n� denotethe probability that the numbern is prime1. Now assumingthat divisibility of a
numberby two othernumbersis independent,we have:

W � n��' ∏
2 , p - n . p prime / 1 0 1

p 1
Since1 out of every p numbersis divisibleby aprime p.

1Note that a numberis eitherprime or not so this heuristicargumentmakesno senseif interpretedformally, it is given so that we have an
intuitive understandingof thedistribution of primes.
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Takinglogarithmson bothsideswehave

lnW � n�!' ∑
2 , p - n

ln � 1 0 1
p
�

But ln � 1 � x�32 x for smallvaluesof x. Sowe have

lnW � n�!' ∑
2 , p - n

0 1
p
� 0 ∑

2 , p - n

1
p
�

We canextendthis sumoverall integersasfollows :

lnW � n�!'40 ∑
2 , i - n

1
i
W � i �

Now sumscanbeapproximatedverywell usingintegralssowe have:

lnW � n��'40�( n

2

1
i
W � i �

Let A � x� � 1
W 5 x6 Thisyieldsa differentialequation:

1
A � x� A7�� x� � 1

xA� x�
or

A7 � x� � dx
x

A � x� � lnx �
SoW � n��' 1

lnn. Thuswehave

π � n��' ∑
2 , i - n

1 � W � i �!' ∑
2 , i - n

1
ln i

' n
lnn

�
Thesharpestresultfor thebehaviour of π � n� is thefollowing.

Theorem2.3. There is a c 8 0 such that

π � n� � Li � n�9� O � ne: cλ 5 n6 ��
where

λ � n� � � lnn� 3
5 � ln lnn� : 1

5 �
It is instructive to look at theproof of the infinitudeof primesby Euler, sinceit resultedin the developmentof new
machineryin numbertheory.
Eulerconsideredthefollowing function:

ζ � s� � ∑
n ; 1

1
ns �

This is thefamousZetafunction.We canrewrite theabovefunctionin thefollowing interestingform,

ζ � s� � ∏
p prime

1

/ 1 0 1
ps 1 �

TheexpressionsarecorrectusingtheFundamentalTheoremof Arithmeticandfrom the fact that∑i ; 0 r i � 15 1 : r 6 for� r �=< 1. Theabovecanbeinterpretedasthequantitativeequivalentof thefundamentaltheorem.
Now takinglogarithmson bothsideson obtains:
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lnζ � s� � ∑
p a prime

0 ln / 1 0 1
ps 1 2 ∑

p aprime

1
ps �

Fromtheotherexpressionlims> 1 lnζ � s� divergessowe have∑p
1
p diverges.Thusthesumover thereciprocalsof the

primesdivergessotheremustbean infinite numberof them. In factwe canusetheprimenumbertheoremto prove
thatthen-th primenumberis 2 nlogn. Thisallowsusto obtainanestimateof thegrowth rateof thissumasfollows:
For themomentwe shall treatthelogn asthoughit is lgn, this will simplify our argumentandallow usto ignorethe
constant 1

lge.

Let Sk
� ∑pi . i , k

1
pi

, wherepi is the i-th prime

S2k
� Sk � ∑

pi . k - i , 2k

1
pi2 Sk � ∑

k - i , 2k

1
i logi?

Sk � ∑
k - i , 2k

1
i log2k� Sk � 1

log2k / ∑
k - i , 2k

1
i 1� Sk � 1

log2k
� H2k 0 Hk �2 Sk � 1

log2k
� log2k � γ 0 logk 0 γ �� Sk � 1

log2k� Sk � 1
logk � 1

�
Thusby inductionwe have S2k

?
Hk 2 logk or Sn

?
loglogn. In fact it hasbeenshown thatSn is asymptoticallythis

quantity.

LejeuneDirichletusedessentiallythesameideaasEuler, with a new “selecting”functionto dropoff termswhich are
p � @ a modn � a A n to provethefollowing theorem2.

Theorem2.4 (Dirichlet,1826). If a A n thereare infinitely manyprimesp @ a modn.

Herearesomeinterestingfactsaboutthemostimportantnumbertheoreticfunction, the RiemannZetaFunction(so
calledbecauseof a deeppaperby Bernhard Riemannconcerningthis function).
The seriesζ � s� � ∑1 , n

1
ns is absolutelyanduniformly convergentin the domainℜ � s� ? 1 � δ, for every δ 8 0. It

representsananalyticfunctionin thehalf-planeℜ � s�B8 0.
RecallthattheΓ functionis definedby :

Γ � s� � ( ∞

0

e: yys

y
dy�

TheCompletedZetafunctionis definedas

Z � s� � π : s
2 Γ / s

2 1 ζ � s�C�
2Clearlythis is anunderstatementof theproof of this theorem,which is anexceedinglynon-trivial argument.
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Thenicepropertyof thecompletedzetafunctionis thatZ � s� � Z � 1 0 s� . Sowe have

π : s
2 Γ � s

2
� ζ � s� � π D sE 1F

2 Γ / 1 0 s
2 1 ζ � 1 0 s�

soζ � s� � π D sE 1F
2

Γ � 1 : s
2 �

Γ � s
2 � ζ � 1 0 s�C�

It is clearfrom thedefinitionof thezetafunctionthatit doesnotvanishfor ℜ � s�G8 1. Now ats � 0 2 �H0 4 �I�J�J� , Γ � s
2 � has

a simplepole,since1 0 s is positiveζ � 1 0 s� is not zeroandfinite. Soζ � s� vanishesateverynegativeeveninteger.
Thesezerosof ζ � s� arecalledthe trivial zerosof the zetafunction � s � 0 2 �I0 4 �I0 6 �H�K�J�$� . All otherzeroslie on the
critical strip

0 % ℜ � s�L% 1 �
Thisbringsusto themostfamousunsolvedproblemof mathematics.

Riemann Hypothesis: Thenontrivial zerosof ζ � s� lie on theline ℜ � s� � 1
2.

Theimportanceof theRiemannhypothesisto primenumberscomesfrom thefollowing connection.

π � x� � R� x�M0 ∑
ρ

R� xρ �
whereρ variesoverall zerosof ζ � s� and

R� x� � 1 � ∑
1 , n

1
nζ � n � 1� � lnx� n

n!
�

Thesurprisingconsequencesarethefollowing :

Theorem2.5. If theRiemannHypothesisis true then

π � x� � Li � x�
� O � � xlnx�C�
ψ � x� � ∑

pi , x

ln p � x � O � � x � lnx� 2 �
pn
� Li : 1 � n�9� O � � n � lnn� 5

2 �C�
∏
p , x / 1 0 1

p 1 � e: γ

lnx
� O � x: 1

2 ��
(pn is then primenumber).
Thefollowing is known without theassumptionof theRiemannHypothesis.

Theorem2.6.

π � x� � Li � x�9� O � xe: cλ 5 x6 ��' x
lnx

�
ψ � x� � x � O � xecλ 5 x6 �!' x �

pn
� Li : 1 � n�9� O � ne: cλ 5 n6 �!' nlnn �

∏
p , x / 1 0 1

p 1 � e: γ

lnx
� O � e: cλ 5 x6 �!' e: γ

lnx
�

Whereγ 2 0 � 577215664901532860606512 NININ is theEuler-Mascheroni constant.

3. IMPORTANT DEVELOPMENTS IN PRIMALITY TESTING

Hereis anapproximatetimelineof someof theimportantdevelopmentsin thefield of primality testing3.

1935 Lucas-LehmerMersennePrimes� P.
1975 Pratt V. R.PRIMES � NP O coNP.

3No attemptat completenesshasbeenmade.
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1976 Gary L. Miller UnderERH PRIMES � P.
1977 Solovay-StrassenPRIMES � coRP.
1980 RabinM. O. ImprovedcoRPalgorithmfor Primes.
1983 Adleman,Pomerance, RumelyPRIMES � DTIME P nO 5 lg lgn6RQ .
1986 Goldwasser, Kilian Thereis an infinite setS S PRIMES suchthatS � ZPP.Also thesetS is a densesubset

of theprimes.
1992 Fellows-Koblitz If the factorizationof n 0 1 is availablethenprimality of n canbe checked in deterministic

polynomialtime.
1992 Adleman,HuangPRIMES � ZPP�

The problemof whetherthereis an infinite subsetof primeswhich can be checked in polynomial time was open
for a long time, until Pintz, SteigerandSzemeredisettledthe problemin 1989[PSS89]. However the subsetthey
constructedis notverydense.It is curiousthattheexistingalgorithmsfor primality sacrificeexactlyoneof efficiency,
generality, or certainity. We shall look at onealgorithmfrom eachcategory in whatfollows.

4. FERMAT’ S THEOREM

Many of theprimality algorithmsarebasedon partialconversesto thefollowing theorem.

Theorem4.1. If a A p where p is primethenap : 1 @ 1 modp.

Proof : Considerthe set Φ � p� �T# 1 �ININHN=� p 0 1 & , eachelements � Φ � p� is relatively prime to p. Now if a A p� gcd� a � p� � 1� , thenwe have U
b � c � Φ � p� : ba @ ca � b @ c � b � c �

Soa �Φ � p� �V# a � 1 � a � 2 �ININHNW� a �J� p 0 1�& � Φ � p� . Sowe have

a � 1 � a � 2 NHNIN a �J� p 0 1�X@ 1 � 2 �HNININY� p 0 1� modp

ap : 1 � p 0 1� ! @Z� p 0 1� ! modp

ap : 1 @ 1 modp sincek A p for 1 % k < p �[
This yieldsa naturalalgorithmfor testingwhethern is a prime,pick m

� # 1 �INHNIN=�Y� n 0 1�\& , checkwhethermn : 1 @ 1
modn, andif sodeclaren primeandotherwisedeclaren to becomposite.Theproblemis that thedirectconverseof
theabovetheoremis false.

Example4.2. 4 A 15,414 @ 1, but 15 is notprime.

Therearenumbersn which arecompositefor which

U
a � �^]n] ��_ : an : 1 @ 1 modn. Suchpathologicalnumbersare

calledCarmichaelNumbers. Thefirst exampleof which is 561 � 3 � 11 � 17andthenext being1729 � 7 � 13 � 19.
Suchcasesoccurinfinitely oftenon whichour pooralgorithmhasnochanceof succeeding,moreprecisely.
Let C � x� �Z�`# n : n % x � n is aCarmichaelnumber& � .
Theorem4.3 (Alford, Pomerance,Granville). For all largeenoughx,C � x�a8 x

2
7 .

We will requirethefollowing propertiesof Carmichaelnumberslater.

Theorem4.4. If n is a Carmichaelnumber, thenn is odd,squarefreeandhasat least3 distinctprimefactors.

5. LUCAS-LEHMER TEST

Numbersof specialforms canbe proved to be prime or compositein deterministicpolynomial time. We give two
examplesof this phenomenon,howeverwe do not know thatthereareinfinitely many primesof this form.

Definition 5.1. If q is aprimeof theform 2p 0 1, wherep is prime,thenq is calleda MersennePrime.

An easyobservationis thatif n � 2k 0 1 is primethenk is prime.Sinceif n � 2ab 0 1 thenn � � 2a 0 1�C� 1 � 2a �bNININc�
2a 5 b : 16 � . Sothis immediatelyreducesoursearchspacefor MersennePrimes.HoweverMersenneprimesareveryrare
andonly 38 suchprimesareknown (asof now - 1999). InterestinglyeachMersenneprime yields an even perfect
numberandevery evenperfectnumberhasto bea Mersenneprimetimesa powerof two. Thebelief is that thereare
infinitely many suchprimes.
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Theorem5.2. Let p 8 2 bea prime, let n � 2p 0 1 and

S1
� 4 �

Skd 1
� S2

k 0 2 modn � k ? 1 �
Thenn is primeiff Sp : 1 @ 0 modn �
Proof : Considerthepolynomial

f � x� � x2 0 2 D p e 1F
2 x 0 1 �

Let q beany primedividing n, andlet α � β ��f q2 betherootsof f � x� � 0 over f q. Notethatif f hadno rootsover f q,

then f is irreduciblein this smallerfield, sothatwe have f q2 '� f
qg

f h , andif f hada root over f q, thensince f q2 is an
extensionfield of theotherand f hasa root in thebiggerfield.� x 0 α �C� x 0 β � � x2 0i� α � β � x � αβ �
Sowe haveα � β � 2

pe 1
2 � αβ � 0 1.

Let V � k� � αk � βk, andlet Sk
� Sk modq.

Claim : Sk
� V � 2k � . Proofof this is by inductionon k.

[Basis] For k � 1.

V � 2� � α2 � β2 � � α � β � 2 0 2αβ� � 2 D pe 1F
2 � 2 0 2 �I0 1�� 2pd 1 � 2 � 2 � 2p 0 1�9� 4 modq � 4 �

andS1
� 4, by definition.

[InductiveHypothesis] Sk
� V � 2k � � α2k � β2k

.
[InductiveStep]

Skd 1
� � α2k � β2k � 2 0 2 � α2k e 1 � β2k e 1 � 2 � αβ � 2k 0 2� α2k e 1 � β2k e 1 � V � 2kd 1 �C�

Thisprovestheclaim.
Let n � 2p 0 1 bea prime.
We have to show thatSp : 1 @ 0 modn.

Claim : f � x� is irreducibleover f n.
We know that f � x� � ax2 � bx � c is irreducibleif f ∆ � b2 0 4ac is not aquadraticresidue.We have

∆ �kj 2 D pe 1 F
2 l 2 0 4 �c0 1� � 2pd 1 � 4 � 2 � 2p 0 1�9� 6 @ 6 modn �

Now j ∆
n
l �Tj 2

n
l j 3

n
l .

Since � 2 pe 1
2 � 2 @ 2pd 1� 2n � 2@ 2 modn �

So j 2n l � � 1, as2 is a quadraticresidue.Now j 3
n
l � 0 j n3 l , Since2p 0 1 @V0 1 mod4 � 3 @40 1 mod4.

Further2 @Z0 1 mod3, so2k @"�I0 1� k. Sincep is oddwe have 2p @Z0 1 mod3 So2p 0 1 @ 1 mod3. And finally
we have j n3 l � j 1

3
l � 1. Thus j ∆

n
l � 0 1. So f � x� is irreducible.

Thuswe have thatα � β arealgebraicover f n andthat f � x� is their minimal polynomial.Now thenormof anelement
in f qm is N � x� � x1d qd q2 d3m m m d qmE 1

. Sinceα ��f
n2, we have m � 2 so we have N � α � � αnd 1 andN � β � � βnd 1. But

N � α � is theproductof theconjugatesof α sowehaveN � α � � N � β � � αβ � 0 1.
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Henceαnd 1 � βnd 1 � 0 1, or αnd 1 � βnd 1 � Sp
� 0 2. And Sp

� S2
p : 1 0 2 or S2

p : 1 @ 0 modn, asn is primewehave
Sp : 1 @ 0 modn �
Now let usassumethatSp : 1 @ 0 modn andn is not prime.Sincen is composite,we have n q : � q � n�
o�� q2 % n� .
Now Sp : 1 @ 0 modn � Sp : 1 @ 0 modq.
Let α � β beasbefore.
α2p E 1 � β2p E 1 � 0 asSp : 1

� V � 2p : 1 � .
Now

α2p �p� αβ � 2p E 1 � 0

(by multiplying by α2p E 1
). Sowehaveα2p � 0 1, andα2p e 1 � 1.

Sincethepower is evenwehavethatord� α � � 2pd 1 in f q2. Also α �qf q2. Sowehaveord� α �G� q2 0 1 or 2pd 1 � q2 0 1.
But 2pd 1 8 n andq2 % n. This is acontradictionson is prime.

[
Thoughtheproofwasrathernon-trivial, thetestthatit yieldscanbeefficiently implemented,andis essentiallythetest
usedby theGIMPS(GreatInternetMersennePrimesSearch).Thesearchhasbeenvery successfulin isolatingnew
“titanic” primes.Thelargestknown primehasbeenisolatedby this projectandis 269725930 1.

6. PRIMES OF THE FORM 4p2 � 1

Therearemany algorithmswhich cantestprimality of specifictypesof primes.Hereis anexampleof a test,which
makesuseof thefact thatn 0 1 is a simplenumberwhosefactorizationis known. Thereis a moregeneralalgorithm
by FellowsandKoblitzwhich giventhefactorizationof n 0 1 will provein polynomialtime theprimality statusof n.

Theorem6.1. If n � 4p2 � 1 with p a prime, thenn is primeiff p � Ord� p� in / ]n] 1 _ .

Proof : It is clearthe p A n (relatively prime)so p
� / ]n] 1 _ .

[n is prime] Then the multiplicative group hasordern 0 1 � 4p2 andsince p belongsto this groupwe have that
Ord� p�r� 4p2, so if we show that Ord� p� is not oneof 1,2, or 4 thenfrom the above we have p � Ord� p� . Clearly
p �� 1 andp2 < n soits orderis not 1 or 2. Now if p4 @ 1 modn thenn �s� p4 0 1� son divides4p4 0 4 alson divides
4p4 � p2 by thedefinitionof n, son shoulddivide p2 � 4 whichis impossiblesincethisissmallerthann. Sop � Ord� p� .
[p � Ord� p � ] Supposen is not a primethenwe havethefollowing facts:

p � ϕ � n� by Euler-Fermatandthefactthat p � Ord� p�
alsop �t� n 0 1��

Theideais thattheorderof p is now big enoughto make this impossibleif n werecomposite.

Let n � pe1
1 pe2

2 NHNIN pej
j be the prime factorizationof n thenwe have ϕ � n� � pe1 : 1

1 NININ pej : 1
j � p1 0 1�
NINHNI� p j 0 1� . Now

sincep � ϕ � n� andp A n sop mustdivideoneof the pi 0 1 factors.Let usassumethatit actuallydividesp j 0 1 sothat
p j
� kp � 1 wherek is apositiveconstant.

Now n 0 1 � mp j 0 1 � m� kp � 1�u0 1 � mkp �)� m 0 1� but p dividesn 0 1 (by definition) so p dividesm 0 1, so
m � l p � 1 for somepositive integer l sincen is composite. Thus 4p2 � 1 � n � mp j

� � l p � 1��� kp � 1�M� 1 �
kl p2 �b� k � l � p � 1, thisgivesusthatp � 5 kd l 65 4 : kl 6 . Sincethedenominatorneedsto bepositive theonly acceptablevalue
of k is 2 sincep j is a prime biggerthan p andso it shouldbe odd. But thenthereareno valuesof l for which the
equalityholds.Thusn is prime.

[
7. SOLOVAY-STRASSEN ALGORITHM

The Solovay-StrassenAlgorithm is a simpleanddirect algorithmfor checkingwhethera numberis prime. It uses
O � lgn� randombits at exactly onestep.TheJacobisymbolcanbeevalutatedin a stylesimilar to theEuclideanGCD
algorithm,andcanbeimplementedto run in O �H� lgn� 3 � steps.
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Algorithm 7.1Solovay-StrassenAlgorithm for Primality

Input : n anoddinteger.
Steps:
Picka � R

# 1 �ININHN=� n 0 1 & .
if � a A n�#
ε v a D n E 1F

2 modn with 0 1 % ε % n 0 2.
δ v j a

n
l

if � ε �� δ �
DeclareNot Prime
else
DeclarePrime&

else
DeclareNot Prime

Theorem 7.1. If n is prime, the algorithmoutputs“Prime”. If n is composite, thenthealgorithm outputs“Prime”
with probability % 1

2, where theprobability is takenover therandombits of thealgorithm.

Proof : [n is Prime]In thiscase j an l @ a
n E 1

2 modn. Sothedecisionis correct.

[n is Composite]ConsiderthesetG �w# a �yx nz � a � ��� a A n � a D n E 1F
2 @ j a

n
l modn & .

If b � a: 1 modn then j an l j bn l @ j ab
n
l @ j 1

n
l @ 1 modn. Thus j bn l @ j a

n
l : 1

modn. And� a: 1 � n E 1
2 � � an E 1

2 � : 1 � j a
n
l : 1 � j a E 1

n
l �

It is alsoclearthatthepropertyis closedundermodularmultiplication.SoG is a subgroupof j ]n] l _ . If we show that
this is apropersubgroupin casen is compositethenwearedone,sincethenby Lagrange’s theorem�G � %|{{ j ]n] l _ {{2
.
Let a

n E 1
2 @ j a

n
l modn for all a A n. Thenclearlyn is a Carmichaelnumberandsois squarefreeandhasmorethan

two factors.
Solet n � rs with r A s. U

a : a A n � a D n E 1F
2 @+} 1 modn �

Claim : In thiscasewe actuallyhave U
a : a A n � a D n E 1F

2 @ 1 modn �
If n a : � a A n�~o�� a D n E 1F

2 @V0 1 modn��
thenusingtheCRT wecanfind b suchthat

b @ 1 modr � andb @ a mods�
Sowe haveb

n E 1
2 @ 1 modr andb

n E 1
2 @ a

n E 1
2 @V0 1 mods. Now b

n E 1
2 �@)} 1 modn.Whichis a contradiction.

Now let n � p � r wherep is aprimeandp A r (n is squarefree).Let g beaquadraticnon-residue modp. UsingCRT
find ana suchthata @ g modp � a @ 1 modr.
So j a

n
l �kj a

pr
l ��j a

p
l j a

r
l � 0 1 j 1r l @40 1 modn �
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This is a contradiction.SoG is a propersubgroup.And so�G � % {{ j ]n] l _ {{2
� ϕ � n�

2
% n 0 1

2
�

Sothenumberof badchoicesfor a in thealgorithmis boundedaboveby 1
2.
[

8. THE APR ALGORITHM

In 1983,Adleman,Pomeranceand Rumely[APR83] developeda powerful test for primality usingsomepretty ad-
vancedmathematics,in specificfrom the theoryof Cylotomic Fields. This testis currentlythe fastestdeterministic
testfor primality which doesnot rely on any unprovenhypothesis.In this sectionwe shalldescribea simplifiedver-
sion of the algorithm,which coversthe main ideasusedin the actualalgorithm,andbriefly touchuponthe actual
algorithm.LenstraandCohenlatersimplifiedtheprocedureby usingavariationof thetechniquesusedhere,resulting
in analgorithmwhich canbeimplementedrelatively easily.
Hereis thebasicideabehindtheapproach.

Definition 8.1. Let I beafinite setof primes.Definethesetof EuclideanPrimeswith respectto I, as

Euclid� I � �w# q � q 0 1 is squarefreeandp��� q 0 1�X� p
�

I &��
Let n bethenumberto betestedfor primality.

(1) Finda setof primesIn, suchthat

∏
q � Euclid5 In 6 q 8 � n �

We will find thattherunningtimeof thealgorithmwill beproportionalto thetotal lengthof primesin theset
In for thenumbern.

(2) If n is compositethenit hasa divisor r suchthat0 < r %p� n.
We try to find r asfollows.
Find r modq for eachq

�
In. Sincer %p� n, CRT canthenbeusedto find r.

Clearlyif we have In we canverify thatq �� r, sowe canassumer �@ 0 modq.
(3) Now how do we find r modq. Sincer belongsto themultiplicative groupof eachof theprimesin In, if we

canfind the orderof this elementin eachof the groupsthenwe canfind r modq. So how do we find the
orderof this r in �s� q� ?
Fix a primitiveroot for q saytq.

For x A q, let Indq � x� betheleastintegersuchthatx @ t
Indq � x�
q modq (just thediscrete-logmoduloq for the

generatortq).
If Indq � r � is known, thensois r modq.

(4) Sinceq 0 1 is squarefree(which is theorderof themultiplicative subgroup)if we know Indq � r � modp for
eachprime p �9� q 0 1� , thenonceagainusingCRT we candetermineIndq � r � .

(5) Clearlythedifficult partis to determineIndq � r � modp for eachp �9� q 0 1� .
Thewinning ideais therealizationthattheLegendresymbol j x

q
l is a specialcaseof this problemandis that

of findingIndq � x� mod2 andsoourapproachshouldgeneralizethereciprocitylawsobservedin theordinary
quotientfieldsof integers.A nicegeneralizationto higherpowerreciprocitylawscanbefoundin Cyclotomic
fields. Which is what we shall studyfirst, following which we shall give a moredetaileddescriptionof the
algorithm.

8.1. Resultsfr om Cyclotomic Field Theory. Sincevery little canbedonein theimprovementof thepresentationof
thefollowing, we includethis sectionalmostat verbatimfrom thepaper.

Definition 8.2. Let ζp
� e

2πi
p , be the pth root of unity, whoseirreduciblepolynomialover � is the pth cyclotomic

polynomial

Φp � x� � xp : 1 � xp : 2 �bNHNINI� 1 �



10 CHARLESDENIS XAVIER

We shallbeworking in theextensionfield ��� ζp � .
By definition theextensionis a finite dimensionalextensionover the rationalsso is a numberfield. It canbeshown
thatthering of thealgebraicintegersin this field is �qP ζp

Q .
A rationalprimeq factorizesinto prime idealsin �qP ζp

Q , andthe factorizationis determinedby its congruenceclass
modp. In particular x qz is ramifiediff q � p in fact x pz � x λ z p : 1

whereλ � 1 0 ζp, otherwisex qz is theproductof g � p : 1
f distinctprimeideals x qz ��� 1 NINHN � g, where f is Ord� q� in���s� p�B� _ .

TheGaloisgroupof ��� ζp � is alsoknown, we haveGal� ����� ζp �I� '� ���s� p�B� _ .
Thenormof idealsis definedasN � � � � k, wherek is thenumberof equivalenceclassesin �tP ζp

Q � � , this is finite for
ideals � in numberfields. In thecaseof theprimesoccuringin theprimefactorizationabovewe have:

N � i
� qf @ 1 modp �

ThepolynomialΦp � x� factors modq into g factors

Φp � x�!@ ∏
q , i , g

hi � x� modq �
Thehi aremonic of degree f andareirreducible. A theoremof Kummer(who incidentallycoinedthe ideaof ideal
numberswhich waslaterre-introducedin theform of idealsby Dedekind), allowsusto find the � i .
Let hi beasabove.

Proposition8.3 (Kummer). Theprimeidealsin �tP ζp
Q lying over x qz are�

i
� x q � hi � ζp �Iz� for 1 % i % g �

We needa modificationof theabove resultin casethenumberwe areconsideringhappensto becomposite,but not
“wildly” so.

Proposition8.4. Let n
?

2 bean integer, n hasorder f in ���~� p��� _ andg � p : 1
f ,

Φp � x��@ hi � x� modn

where hi � x� aremonicpolynomialsin �tP xQ each of degree f , andlet�
i
� x n � hi � ζp �Hz in ��P ζp

Q �
If r is a primefactorof n, thenin �tP ζp

Q wehave x r z � ∏
1 , i , g

x r � � i z
andeach x r � � i z is divisibleby thesamenumberof primeidealsof �tP ζp

Q associatedwith r.

Definition 8.5. Let � be a non-zeroprime ideal of ��� ζp � not dividing p, and let v ���IN � denotethe corresponding
exponentialvaluation.For any α � ��� ζp � with v ��� α � � 0 (a generalizationof thenotion thatα A � ), we definethe
pth powerresiduesymbol j α� l p to betheuniquepth rootof unity satisfyingthecongruence,j α� l p

� ζ j
p @ α

N�YE 1
p mod � �

Similar to thegeneralizationof theLegendresymbolto theJacobisymbolwedefinej α
γ
l

p
� ∏���� p . α j α� l v � � γ � �

Theorem8.6(pth PowerReciprocityLaw). Let p 8 2 andlet α � γ beelementsof ��� ζp � relativelyprimeto λ � 1 0 ζp

and to each other. Thenthere is an independentlydefinedpth root of unity � α � γ � λ called theNorm ResidueSymbol
such that j α

γ
l

p
� j γ

α
l

p � α � γ � λ �
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Thesymbol � α � γ � λ is multiplicativein bothargumentsandis notchangedwhenα or γ is multipliedby a pth power. In
thecaseswe will behandlingthenormresiduesymbolbecomestrivial, for whichwe requirethefollowing theorem.

Proposition8.7. If α @ 1 modλi � γ @ 1 modλ j andi � j
?

p � 1 then � α � γ � λ � 1.

Observethatif σ � Gal� ����� ζp �I� thenfrom thedefiningcongruencethatj σα
σ � l p

� σ j α� l p �
We considerpower residuesymbolsin the specialcasewhereq is a rationalprime and p �9� q 0 1� . Let t � tq be a
primitiveroot for q.

TheΦp � x� � ∏1 , i ,35 p : 16 j x 0 t
q E 1

p i l modq. By theProposition,thereis a“canonical”prime � associatedto q in �qP ζp
Q

givenby �r� x q � ζp 0 t
q E 1

p z�
If x is a rationalinteger, thensimilar to thecasep � 2 we havej x� l p

� ζIndq � x�
p �

Wheretheindicesarecomputedwith theprimitiveroot t. Sincej x� l p @ x
q E 1

p@ tIndq � x� q E 1
p@ ζIndq � x�

p mod �
as

tIndq � x� q E 1
p 0 ζ

Indq � x�
p

� � �
Thusknowing j x� l p for thecanonicalprime � is equivalentto knowing Indq � x� modp.
Thealgorithmto bedesigneddependsonourability to produce“good” elementsin thering with known primefactor-
ization.

Definition 8.8. If � is a primeof ��� ζp � notdividing p andif a � b � � , wedefinetheJacobisum

Ja . b � � � � ∑ j x� l : a
p
j 1 : x� l : b

p

wherethesumis overasetof cosetrepresentativesx of �qP ζp
Q � � otherthan0 � 1 mod � .

Theprimefactorizationof Ja . b � � � is givenby thefollowing result.

Proposition8.9. (Stickelberger) Supposea � b � � with ab� a � b�L�@ 0 modp. For u
� � , let

θa . b � u� ��� � a � b�
p

u�t0 � a
p

u��0 � b
p

u�a�
Then x Ja . b � � �Hz � ∏

1 , u , p : 1
σ : 1

u � � � θa � b 5 u6 �
Whereσu is theautomorphismsendingζp �� ζu

p.

Note: Since � x � y
z
� �|� � x

z
 !�Z� y

z
 ^�y� x

z � ��� y
z � �

thequantityθa . b � u� is either0 or 1.
Let � beasbefore.

Proposition8.10(Iwasawa). For all a � b � � 0 Ja . b � � ��@ 1 modλ2 �
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Proposition8.11. If p 8 2, thereexist a � b � � such thatab� a � b�a�� 0 modp and

θ̂a . b @ def ∑
1 , u , p : 1

θa . b � u� u : 1 �@ 0 modp �
TheaboveresultsuggeststhatJacobisumsareusefulsubstitutesfor primes,in thatsomeusefulinformationcanstill
begleanedfrom them.

8.2. Probabilistic Version of the Algorithm. Herewe give aneasyto digestversionof thealgorithmwhich resem-
blestheactualalgorithmexceptthatwesimplify certainstepsusingrandomstrings.
Let n

��� bethenumberto betested.

Preparation Step (a) Computef � n� , theleastsquare-freenumbersuchthat

∏5 q : 16 � f 5 n6R. q prime

q 8 � n

Initial-Primes� n� �w# p � p � f � n�\&
Euclidean-Primes� n� �w# q � � q 0 1�!� f � n�\&

How do weknow thatthiscanalwaysbedone?We havethefollowing theorem.
Theorem8.12(Mirsky). Thereare infinitelymanyprimesq such thatq 0 1 is square-free.
So f � n� alwaysexists.We will beableto show that f � n�a%w� lnn� cln ln lnn for all largeenoughn.

(b) Computeandfix a primitive root tq for eachEuclideanprimeq. Also checkthatn A p � n A q. If any of
thetestsfail declaren composite.

(c) For eachinitial prime p 8 2, find a � b � � suchthat0 < a � b < p � a � b @ 0 modp, and

θ̂a . b � ∑
1 , u , p : 1

θa . b � u� u : 1 �@ 0 modp �
Thepropositionaboveguaranteesthis. For p � 2, let a � b � θ̂a . b � 1.

(d) Computea“JacobiSum”Jp � q� for eachinitial primep andeuclideanprimeq with p �~� q 0 1� asfollows.

If p � 2, setJp � q� � 0 q.
If p 8 2, let

Jp � q� � 0 Ja . b � � �� 0 ∑
2 , x , q : 1

j x� l : a
p
j 1 : x� l : b

p
� ��� ζp ��

wherea � b aretheintegersdefinedin thepreviousstep,and � is definedby x q � ζp 0 t
q E 1

p
q z is thecanonical

primeassociatedto q, with respectto tq. Since�qP ζp
Q � � '� �~� q, rationalintegerscanbeusedasthecoset

representativesin thesum.

To compute j x� l � ζ j
p wecanmakea tableof t

j D q E 1F
p for 0 % j % p 0 1 andlook upx

q E 1
p to determinethe

j.
If p 8 2 andif r is any numberr A p, thenthe normresiduesymbol � Jp � q�C� r � λ is trivial. This canbe
seenasfollows : � Jp � q�� r � λ � � Jp � q�� r1 : p � λ � � Jp � q��H� r : 1 � p : 1 � λ
sincethenormresiduesymbolis unaffectedby pth powersin botharguments.We alsohave� r : 1 � p : 1 @ 1 modλp : 1

by Fermat,and x pz � x λp : 1 z . Also Jp � q�L@ 1 modλ2, by the proposition8.10. Thus x Jp � q�C� r z λ � 1
followsfrom proposition8.7.We haveusedthemultiplicativenatureof thenormresiduesymbolin both
argumentshere.
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(e) [Probabilistic Step] For eachp, factorn into idealsin �tP ζp
Q (p is an initial prime). We attemptthis as

follows.
Let f � Ord� n� in ���~� p��� _ . Let g � p : 1

f .

Attempt to factorΦp � x� � xp : 1 � xp : 2 �pNHNINH� x � 1 @ ∏1 , i , ghi � x� modn, whereeachhi � x� � ��P xQ is
monicandhasdegree f .
If n is in factprime,thenwith highprobabilityΦp � x� canbefactoredover ��� n� ,by usingtheBerlekamp
or Rabinalgorithmin timepolynomialin p andlgn.
If factorizationcanbecarriedout, thenwe set�

i
� x n � hi � ζp �Hz� for 1 % i % g �

Extraction Step Suppose
�

is anidealof �tP ζp
Q notdividing x λ z andα � �qP ζp

Q . We have from theprevioussection,thatif
�

is
not a properprimeidealandif α � � , then

α
N �=E 1

p @ ζ j
p mod

� �
However if

� � ��x λ z , thiscanhold for at mostonesuchrootof unity, if ζi
p @ ζ j

p mod
�

, then

ζi
p � ζ j : i

p 0 1� � � �
asζi

p �� � � and
�

is prime

ζ j : i
p 0 1 � �

ζ j : i
p @ 1 mod

�
or j 0 i @ p 0 � i � j �

We definethemock residuesymbol� α�B�
p
��  ζ j

p @ α
Nα E 1

p mod
� � if it holds.

0 � otherwise.

(a) For eachinitial primep, andeacheuclideanprimeq with p �~� q 0 1� , computethemockresiduesymbols� Jp 5 q6�
i

�
p

for 1 % i % g �
for eachof the idealsfound in the last stepof the previousstage. If any of the mock residuesymbols
are0, declaren ascomposite.It canbeshown that thecomputationof themockresiduesymbolcanbe
accomplisedin time polynomialin p andlgn. It is clearthatthenumberof euclideanprimes < f � n� , so
this steprequirestime polynomialin f � n� .

(b) [Probabilistic Step]For eachinitial primep do thefollowing. If themockresiduesymbolsfor p arenot
all equalto 1, selectsomenon-trivial one,

� γ�B�
p andcall it thedistinguishedsymbolcorrespondingto p.

If they areall 1, computemockresiduesymbols
� γ�

i

�
p

for otherγ selectedat random.If n is primethe

probabilityof anarbitrarility chosenγ working is roughly p : 1
p .

(c) For eachpair p � q with p��� q 0 1� computetheexponentsmi . q suchthat� γ��� mi � q
p

� � Jp 5 q6�
i

�
p
� 0 % mi . q < p �

Theserelationsarepreservedfor thepower residuesymbolsat primeidealsdividing the
�

i .
Finally we have an“extraction” lemmawhich allows relationsamongthemockresiduesymbolsto translate
into usefulrelationsamongtheactualresiduesymbols.

Theorem 8.13(ExtractionLemma). Let
�

and
�

1 beidealsof �tP ζp
Q such that p � � N � � N

�
1 andlet ¡y��¡ 1

beassociatedprimesdividing
�

and
�

1 respectively.
Supposethere is someγ � �tP ζp

Q such that
� γ���

p is not 0 or 1. Thenfor anyα � ��P ζp
Q , therelation� γ� � m

p
� � α�

1

�
p
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impliesthefollowing relation j γ¢ l m
p
� j γ¢

1
l

p
�

Let k bethelargestpowerof p which dividesN
� 0 1.

/ γ
N �=E 1

pk 1 pk E 1 @ ζ j
p mod

�
Therelationsamongmockresiduesymbolsrelatingit to themockresiduesymbolof thejacobisum,allow us
to evaluatethepower residuesymbolsin termsof oneunknown,by thefollowing typeof calculation.
Supposer is aprimedivisorof n. Let p 8 2 beaninitial prime.
Let

� γ���
p bethedistinguishedsymbolcorrespondingto p. Knowing this mockresiduedoesnot allows usto

compute j γg
r . � h l p

, but thereareonly p possibilitiesfor it.

Thevalueof j γg
r . � h l p

completelydetermineseachIndq � r � modp, for everyeuclideanprimeq with p � q 0 1.

Sohow dowe find it? Thetrick is to evaluate j Jp 5 q6
r
l

p in two ways.Firstj Jp 5 q6
r
l

p
�Tj r

Jp 5 q6 l p
� Jp � q�C� r � λ �kj r

Jp 5 q6 l p

by thepower reciprocitylaw. By thestep � d � we havej r
Jp 5 q6 l p

� ∏
1 , u , p : 1

j r
σ E 1

u � l θa � b 5 u6
p� ∏

1 , u , p : 1
σ : 1

u
j r� l θa � b 5 u6

p� ∏
1 , u , p : 1

j r� l uE 1θa � b 5 u6
p�Tj r� l θ̂a � b

p �
where � is thecanonicalprimeassociatedto q. Wehaveusedthefactorizationof Jacobisumsandfunctoriality
of theresiduesymbol.On theotherhand,j Jp 5 q6

r
l

p
� ∏

1 , i , g

j Jp 5 q6g
r . � i h l p� ∏

1 , i , g

j γg
r . � h l mi � q

p
where

�
is thechosenideal��kj γg

r . � h l ∑1 £ i £ g mi � q
p

�
By Proposition8.4thereis a bijectionbetweenprimesdividing x r � � i z and x r � � z .
Now a � b wereselectedsuchthat θ̂a . b is invertible modp.
So j r� l θ̂a � b

p
� j γg

r . � h l ∑mi � q
pj r� l p

�Tj γg
r . ¤¥h l ˆtheta

E 1
a � b ∑mi � q

Soif j γg
r . � h l p

� ζk
p then

Indq � r �^@ r ˆθa . b : 1 j ∑
1 , i , g

mi . q l modp �
ConsolidationStep If p1 �ININHN�� pd arethe initial primesand

� γi�
i

�
pi

arethe correspondingdistinguishedsymbolsfound in the ex-

tractionstep,thenfor eachprimefactorr or n thereareintegersk1 �HNININ�� kd suchthatj γig
r . � i h l pi

� ζki
pi
� 1 % i % d �
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By theCRT wehaveasinglek mod ∏ pi suchthatj γig
r . � i h l pi

� ζk
pi
� 1 % i % d �

For eachk � 1 % k % f � n� � ∏ pi , we assembleandtesta possibledivisor r � r � k � of n.
(a) UseCRT to computefor eachq 8 2 integersI � k � q� suchthat

I � k � q�!@ kθ̂ : 1
a . b ∑

1 , i , g

mi . q modp

for eachp with p� q 0 1. Let I � k � 2� � 1. If k is anactualprimefactorr of n, thenI � k � q� aretheIndq � r �
modp �

(b) For eachq computetheleastpositive integersuchthat

r � k � q�!@ t I 5 k . q6
q modq �

If k is a factorthenr � k � q� arether modq.
(c) UseCRT to computetheleastpositive integersuchthatfor eachq, r � k�G@ r � k � q� modq .

If k correspondsto an actualfactor r or n, then r � k�¦@ r modQ � ∏q. Sincer % � n < Q we have
r � k� � r.

(d) Checkif r � k�H� n, if it doesandr � k�§�� 1, declaren compositeandhalt. Otherwisecheckthenext valueof
k.

(e) Declaren prime.

Theorem 8.14. Theabovealgorithmcorrectlydetermineswhethern is primeor composite, if it terminates.There is
an absolute, calculableconstantc 8 0 such that for everyk

?
1, if n is prime, thealgorithmterminateswithin Tk � n�

stepswith probabilitygreaterthan1 0 2 : k, where f � n�a% Tk � n�a% kf � n� c, and f � n� � � lgn� d lg lg lgn.

The two probabilisticstepscan be replacedusing a strongerextraction lemmaanda gcd like computationwhich
eliminatestheneedfor factoring,yieldinganalgorithmwhich runsin time f � n� .

9. GOLDWASSER-K IL IAN TEST

In §6 we saw how helpful an elementof largeordercanbe in proving thata numberis prime. The problemis that
thereis no way of telling that a numberhassuchandsuchorderwithout knowing the prime factorizationof n 0 1,
wheren is thenumberthatwearetestingfor primality. Howeverit turnsout thatif wecanpick elementsof highorder
in othergroupsthenwe canstill do thetrick. Specificallywe will look at thegroupof pointson elliptic curves, over
thering ��� n� ,whichbecomesafield if n is prime.Elliptic curveshavetheadvantagethata largenumberof themcan
begeneratedat randomeasily, andalsothatthereis adeterministicpolytimealgorithmfor computingtheorderof the
elliptic groupoverfinite fields. In this sectionwe shallsketchtheGoldwasser-Kilian test,which worksfor aninfinite
subsetof primes.

9.1. Elliptic Curves. Hereweshallgiveasketchyaccountof thepropertiesof Elliptic Curvesthatwewill usein the
algorithm.
Let f beanarbitraryfield, we defineanelliptic curve (in WeierstrassNormalform), to beset # � x � y� ��f 2 � y2 � x3 �
Ax � B & , whereA � B ��f . We shallrequirethattheelliptic curvebenon-singularandthis happensiff thediscriminant
of the curve is not zero. The discriminantfor an elliptic curve asgiven above is ∆ � 4A3 � 27B2, andwe assume
char f �� 2 or 3 (this is requiredto derive theWeierstrassform).
Let us considerthe setE � A � B� ��# � x � y� ��f 2 � y2 � x3 � Ax � B &G¨ I , which is the point at infinity (this is where
a projective versionof the definition will seemto make moresense).Now we definean additionoperationon the
pointsof E � A � B� asfollows (this is thewell known tangentandchordconstructionfor generatingothersolutionsto
theequationgiventwo solutions).
Let L andM betwo pointsnot equalto I . If L � M, thenconsiderthetangentof thecurveat L, otherwiselook at the
line joining L andM. If this line is verticaldefineL � M � I , otherwisedefineL � M to bethereflectionon thex-axis
of theintersectionof theline with thecurve. Thisyieldsanalgorithmfor addingtwo pointswhich is givenbelow.
Onecanapply this additionalgorithmto elliptic curvesover arbitraryrings providedthe requiredinversesexist. In
the situationin which we usethe above, n is ostensiblya prime numberso if someinversesdo not exist we can
immediatelyconcludethatthenumberis not prime.



16 CHARLESDENIS XAVIER

Algorithm 9.1Procedurefor addingtwo pointson anElliptic Curve

Add � P1 � P2 �
Let P1

� � x1 � y1 �� P2
� � x2 � y2 �

if � x1
� x2 �
o�� y1

� 0 y2 � (Line is vertical)
return� I �

if � P1
� P2 � Let λ � 3x2

1 d A
2y1

(Thederivativeof thecurveat this point)
else

λ � y2 : y1
x2 : x1

.
Let β � y1 0 λx1 (Thex-interceptof theline joining thetwo points).
xs
� λ2 0 x1 0 x2 (Theintersectionwith thecurve).

ys
� 0t� λxs � β � (Reflectthepoint).

returnPs
� � xs � ys �

It turns out that with the above operation,the set E � A � B� becomesan abeliangroup with respectto the addition
operationwith I asthe identity element.We canalsodefinemultiplicationof thepointsby integers(i.e., raisingto a
power in theadditivegroup)asfollows:

0M � I �
qM � � q 0 1� M � M � q odd�
qM � q

2
M � q

2
M � q even

Sowe canevaluateqM usingO � lgq� additions.
Let En � A � B� bethesetof pointson theelliptic curveover ��� n� . Weknow thatEp � A � B� is agroupandin thiscaselet
Np � A � B� betheorderof this group.Thereis a nicealgorithmby Schoof,which computesNp � A � B� in timeO � lg9 p� .
By the Weil’s famoustheorem(actuallyHasseproved this, but Weil generalizedhis theoremto curvesof arbitrary
genus),wehaveNp � A � B� � p � 1 0 t, where � t � % 2 � p.

Definition 9.1. Let M
�

En � A � B� , define � M � p � Ep � A � B� as � x modp � y modp� wherep 8 3 is a primedivisor of
n.

Now 4A3 � 27B2 �� 0 modp, sincen A4� 4A3 � 27B2 � . Sothis projectionis well defined.
Theprojectionis usefulin thefollowing sense:

Lemma 9.2. Let L � M � En, and p 8 3 bea primesuch that p� n, if L � M is well defined(theadditionalgorithmwas
ableto complete),then � L � M � p � � L � p �p� M � p.

Theabovelemmacanbeprovedfrom thedefinitionof theadditionoperation.It playstheroleof theextractionlemma
which weshowedfor theAPR test.

Corollary 9.3. If M
�

En andqM � I andif p 8 3 is a primesuch that p � n, then � qM � p � I .

9.2. The Algorithm. A simpleversionof thealgorithmworksasfollows:

Step1 Let p bethenumberwewishto show is prime.Selectarandomelliptic group modp, this is doneby picking
at randomA � B � ��� p� , makingsurethat the discriminantis non-zero. Let Ep � A � B� be the group. Now
computetheorderof this orderusingSchoof’salgorithmO � lg9 p� .
Using a standardprobabilistictest,verify that Np 5 A . B6

2
� q is a prime. If the order is not of this form, then

repeatthetest.
Step2 Oncewe have sucha group, randomlyselectpointson the group. This canbe doneby randomlypicking

x
� �~� p� andthencheckingwhetherx3 � Ax � B is a quadraticresidue,andif socomputethesquareroot of

this modp, all this canbedonein expectedpolynomialtime. Checkwhetherthepoint is of orderq, if not
repeattill oneis found.

Step3 Now recursively prove that q is prime, andif q is sufficiently small thena deterministicalgorithmlike the
APR algorithmcanthenbeusedto proveq prime.

Sincewe aregeneratinga certificatefor primality which canbe verified, the useof a coRPalgorithminsidetheRP
typealgorithmis harmless.Thefollowing theoremprovesthecorrectnessof thereduction.



PRIMALITY TESTING 17

Theorem 9.4. For all n not divisibleby 2 or 3, if n M � q � A � B such thatq 8 n
1
2 � 1 � 2n

1
4 , q prime, n A4� 4A3 � 27B2 � ,

M �� I � M � En � A � B� , andqM � I , thenn is prime.

Proof : Supposen wascomposite.Then n p : p < � n, p primesuchthatp� n. If qM � I , thenqMp
� I by thecorollary

above. ThusOrd� Mp �H� q. However Ord� Mp �L% Np % p � 1 � 2� p (By Weil), which is lessthanq. Sinceq is prime,
we haveOrd� Mp � � 1. This impliesMp

� I which is acontradictionsinceM �� I .
[

10. CONCLUSION

Primality testingis an importantprimitive in Cryptography. Thoughthe complexity of this problemhasnot been
completelyascertained,we know for examplethat thereare“efficient” probabilisticalgorithmsfor it. The related
celebratedproblemof finding theprimefactorizationof numbersseemsto befar moredifficult, with no polynomial
algorithmsrandomizedor otherwiseknown.

The primality testswhich arebeingusedin cryptographicsystems,have a small probability of declaringa number
primewhenaseriesof testsdid not find awitnessto its compositeness,to eliminatethis uncertainityweneedto usea
ZPPtypealgorithmbut theAdleman-Huangalgorithmseemsto beimpracticalfor implementation.It wouldbeavery
usefulpursuitto try andfind a simplifiedversionof thetestwhichcanbeimplementedeasily.
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