PRIMALITY TESTING

CHARLESDENIS XAVIER

1. INTRODUCTION

Primality Testingis a fundamentalproblemof Number Theory for which despitecenturiesof study no provably
efficient algorithmshave beendevised. Furtherit hasseveralapplicationsespeciallyin Cryptography In this treatise
we shallsurwey this beautifulandinterestingarea.

2. PRIME NUMBERS

In this sectionwe shallenumerateéheimportantpropertiesof primenumbers.
Definition 2.1. Let R beacommutatve ring with identity. Then
(1) pe R p #0issaidto beirreducibleif (p = ab) = (aisaunit) v (b is aunit).
(2) p€ Rissaidto beprimeif p\ab= (p\a) Vv (p\b).
The definition of a prime elementas above, doesnot immediatelysuggestan algorithm for detectingwhetheran

elements a primeelementin thering. In factfor arbitraryrings,the questionwvhetheranelements primeis difficult
to decide.Howeverthefollowing theoremgivesus somehopein the caseof thering of integers.

Theorem2.2. If Ris a Euclideandomainthenp € Ris primeiff it is irreducible

We shall for the most part be interestedn the prime elementsin the ring (Z,+, x), which is a euclideandomain
with respecto the function ¢(n) = |n|. Furtherthe orderingof the numbersby the samefunction suggestsve can
exhaustvely divide p by all numbersbelow it andcheckthatthe only divisoris 1 (which is a unit). This will prove
that p is irreduciblewhich by the above theoremalso provesthatit is a prime element. In fact Fibonacciobsened
thatif n is compositethenoneof its divisorsis lessthan | /n|. The problemwith this nave algorithmis thefactthat
thoughtheinputrequiresonly |Ign| + 1 bits to representhe above algorithmrequiresO(2'9™) divisionsandis hence
anexponentiatime algorithm.Beforewe searcltfor criteriafor primality which canbe efficiently verified,we digress
firstinto the propertiesof primenumbers.

2.1. Distrib ution of Primes. Euclid provedthatthe setof primesis infinite. A naturalquestionto askthenis “How
densearethe primes?”Or morepreciselyif 1(n) = |{p| p < n, p prime }|, how doesm(n) vary with n? Estimatego
this functionweregivenindependentlypy GaussandLegende. Both the estimatesvereasymptoticallythe sameand
they were:

ni1 n
mi(n) ~ —dX~ —.
") /2 Inx Inn
Theintegral in the above expressioroccursvery oftenandis calledthe Log-integral functionLi (n) = /5 %dx. The
first proof that the function behared asymptoticallyas above was by Hadamad and de la valée Poussinnearly a
centuryafter the original conjecture. It is interestingto give a heuristicjustificationfor this bound. The argument

is from [Sch97. Let W(n) denotethe probability that the numbern is prime!. Now assuminghat divisibility of a
numberby two othernumberds independentye have :

W~ ] (1—1)
2<p<n,pprime p

Sincel out of every p numberss divisible by aprime p.

INote thata numberis eitherprime or not so this heuristicagumentmakes no senseif interpretedformally, it is given so thatwe have an
intuitive understandingf thedistribution of primes.

1
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Takinglogarithmson bothsideswe have

ButIn(1+ Xx) = x for smallvaluesof x. Sowe have

1
InW(n)NZZ ——=— Z —.
<p<n 2<p<n

We canextendthis sumoverall integersasfollows :

InW(n) ~ —
2<i<n

Now sumscanbeapproximatedrery well usingintegralssowe have:

%wm

|wwm~—£$wm

LetA(x) = = Thisyieldsa differentialequation:

W(x)
L =L
A" = )
or
A(X) = d?x
A(X) =Inx.

SoW(n) ~ . Thuswe have

i(n) ~ 1x W(i) ~
2<i<n 2<i<n

Thesharpestesultfor thebehaiour of Ti(n) is thefollowing.
Theorem2.3. Theris ac > 0 suc that
m(n) = Li (n) + O(ne" M),
whele
A(n) =(In n)%(lnln n)_%.

It is instructive to look at the proof of the infinitude of primesby Euler, sinceit resultedin the developmentof new
machineryin numbertheory
Eulerconsideredhefollowing function:

2P

9=y

ns1

Thisis thefamousZetafunction. We canrewrite the above functionin the following interestingform,

1
=[] 7=
p prime (1 _ F)
The expressiongare correctusingthe FundamentallTheoemof Arithmeticandfrom thefactthat;izori = ﬁ for

[r| < 1. Theabove canbeinterpretedasthe quantitatve equivalentof the fundamentatheorem.
Now takinglogarithmson bothsideson obtains:



PRIMALITY TESTING 3

1 1
InZ(s) = Z —In (1——s>m Z —.
paprime p p aprime p

Fromtheotherexpressiorlims,1In{(s) divergessowe have y % diverges.Thusthe sumoverthereciprocalof the
primesdivergessotheremustbe aninfinite numberof them. In factwe canusethe prime numbertheoremto prove
thatthe n-th primenumberis ~ nlogn. This allows usto obtainanestimateof the growth rateof this sumasfollows:
For the momentwe shalltreatthelogn asthoughit is Ign, this will simplify our algumentandallow usto ignorethe
constant-.

Let Sc= 3 pi<k 5 Wherep; is thei-th prime

1

p K<<k Pi
1

k<i<2k ! lOgl

S =S+

~ S+

~St g 2, 1)

k<i1<2k
=S+ k)(:}%((HZk_ Hk)
1
log2k
1
log2k
1

=S+ logk+1"

~ S+ (log2k+y—logk—Yv)

=S+

Thusby inductionwe have Sx > Hy =~ logk or S, > loglogn. In factit hasbeenshowvn that$, is asymptoticallythis
guantity

LejeuneDirichletusedessentiallthe sameideaasEuler, with a new “selecting”functionto drop off termswhich are
p Za modn,a L nto prove thefollowing theorens.

Theorem 2.4 (Dirichlet,1826) If a L nthere are infinitely manyprimesp=a modn.

Hereare someinterestingfactsaboutthe mostimportantnumbertheoreticfunction, the RiemannZetaFunction(so
calledbecausef adeeppaperby Bernhad Riemannconcerninghis function).

The series{(s) = ¥ 1<n= is absolutelyand uniformly corvergentin the domainC(s) > 1+ 8, for every & > 0. It
representsnanalyticfunctionin the half-planel(s) > 0.

Recallthatthel” functionis definedby :

ro= [ ?de.

The CompletedZetafunctionis definedas

2Clearlythis is anunderstatemerdf the proof of thistheoremwhich is anexceedinglynon-trivial agument.
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Thenice propertyof the completedzetafunctionis thatZ(s

eirG) g =n7 T (1;3)«1_3)

—~
=~

=Z(1-5). Sowe have

It is clearfrom the definitionof the zetafunctionthatit doesnotvanishfor C(s) > 1. Now ats= —2,—4,..., () has
asimplepole,sincel — sis positive {(1 — ) is notzeroandfinite. So{(s) vanishest every negative eveninteger.
Thesezerosof {(s) arecalledthetrivial zerosof the zetafunction (s= —2,—4,—6,...). All otherzeroslie on the
critical strip

0<0O(s <1

This bringsusto the mostfamousunsohed problemof mathematics.
Riemann Hypothesis: Thenontrivial zerosof {(s) lie ontheline O(s) = 3.

Theimportanceof the Riemannrhypothesigo prime numberscomesfrom the following connection.

Ti(X) = R(X) — %R(xp)

wherep variesoverall zerosof {(s) and

_ 1 (Inx)"
ROg =1+ zn n{(n+1) n!

Thesurprisingconsequencearethefollowing :
Theorem 2.5. If theRiemanrHypothesigs true then

Ti(x) = Li (x) + O(v/XInx).
W)= ¥ Inp=x+0(vX(Inx)?)

p'<x

pn = Li ~1(n) + O(vA(Inn)?).

QX<1— —;) = rouch),

(pn is then primenumber).
Thefollowing is known without the assumptiorof the RiemannHypothesis.

Theorem2.6.
T(x) = Li (X) +O(xe" ™) ~ =,
W(X) = X+ O(xe? ™M) ~ x.
pn = Li ~1(n) + O(ne"®M) ~ ninn.

-y -y
[l (1_ E) =2 4 O(e W)~ T
Pk p Inx Inx
Wherey =~ 0.57721566490332860606512- - - is the Euler-Masderoni constant.

3. IMPORTANT DEVELOPMENTS IN PRIMALITY TESTING

Hereis anapproximatedimeline of someof theimportantdevelopmentsn thefield of primality testing'.

1935 Lucas-LehmeMersennePrimese P.
1975 Pratt V. R.PRIMES € NPNcoNP.

3No attemptat completeneskasbeenmade.
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1976 GaryL. Miller UnderERHPRIMES € P.

1977 Solovay-StasserPRIMES € coRP.

1980 RabinM. O. ImprovedcoRPalgorithmfor Primes.

1983 Adleman Pomeance RumelyPRIMES € DTIME [n®(lglan)],

1986 GoldwasserKilian Thereis aninfinite setS C PRIMES suchthatS e ZPP. Also thesetSis a densesubset
of the primes.

1992 Fellows-kKoblitz If the factorizationof n — 1 is availablethenprimality of n canbe checledin deterministic
polynomialtime.

1992 AdlemanHuangPRIMES € ZPP.

The problemof whetherthereis an infinite subsetof primeswhich canbe checledin polynomialtime was open
for along time, until Pintz, Steigerand Szemeredsettledthe problemin 1989[PSS89. However the subsetthey
constructeds notvery denselt is curiousthatthe existing algorithmsfor primality sacrificeexactly oneof efficiengy,
generality or certainity We shalllook at onealgorithmfrom eachcategory in whatfollows.

4. FERMAT’'S THEOREM

Many of the primality algorithmsarebasedn partialcorversego thefollowing theorem.
Theorem4.1. If a_ L pwhee pis primethenaP~1 =1 modp.
Proof : Considerthe set®(p) = {1,---,p— 1}, eachelements € ®(p) is relatively primeto p. Now if a L p
(gcd(a, p) = 1), thenwe have
Vb,ce ®(p) : ba=ca=b=c=b=c

Soa.®(p)={a.l,a2,---,a(p—1)} = d(p). Sowehave

ala2---a(p—1)=12.---(p—1) modp
a’(p—1)!'=(p—1)! modp
aP'=1 modpsincek L pfor1<k< p.
O

This yields a naturalalgorithmfor testingwhethern is a prime, pick me {1,---,(n— 1)}, checkwhetherm"* = 1
modn, andif sodeclaren prime andotherwisedeclaren to be composite.The problemis thatthe directcorverseof
theabove theoremis false.

Example4.2. 4 1| 15,44 =1, but 15is notprime.

Therearenumbersn which are compositefor whichVa € (n—ZZ)X :a"1=1 modn. Suchpathologicalnumbersare
calledCarmichaelNumbes. Thefirst exampleof whichis 561= 3 x 11 x 17andthenext being1729=7 x 13x 19.
Suchcaseccurinfinitely oftenon which our pooralgorithmhasno chanceof succeedingmoreprecisely

LetC(x) = |{n : n< x,nisaCarmichaechumbet|.

Theorem 4.3 (Alford, PomeranceGrarville). For all large enoughx, C(x) > X7
We will requirethefollowing propertiesof Carmichaehumberdater
Theorem4.4. If nis a Carmichaelnumberthenn is odd,squaefreeandhasat least3 distinct prime factors.

5. LUCAS-LEHMER TEST

Numbersof specialforms canbe provedto be prime or compositein deterministicpolynomialtime. We give two

examplesof this phenomenorhoweverwe do notknow thatthereareinfinitely mary primesof this form.

Definition 5.1. If qis aprimeof theform 2P — 1, wherep is prime,thenq is calleda MersennePrime.

An easyobsenationis thatif n = 2K— 1 is primethenk is prime. Sinceif n= 22— 1thenn= (22— 1)(1+22+--- +

2a(b-1)) ' sothisimmediatelyreduceur searchspacefor MersenndPrimes.However Mersennerimesarevery rare
andonly 38 suchprimesareknown (asof now - 1999). InterestinglyeachMersenneprime yields an even perfect
numberandevery even perfectnumberhasto be a Mersennegprimetimesa power of two. Thebeliefis thatthereare
infinitely mary suchprimes.
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Theorem5.2. Letp > 2 beaprime letn=2P—-1and
S1=4,
Se1=S-2 modnk>1.
Thennis primeiff S,_1 =0 modn.
Proof : Considetthe polynomial
F(x) =3 =2 x—1.
Letq beary primedividing n, andleta, B € . betherootsof f(x) = 0 overFy. Notethatif f hadnorootsoverFy,

thenf is irreduciblein this smallerfield, sothatwe have F, = ]<FT‘; andif f hadarootoverFq, thensinceF . is an

extensionfield of theotherand f hasarootin thebiggerfield.

(x—a)(x—B) =x° — (a4 B)x+ap.

Sowehavea +B = 2%1,01[3= -1

LetV (k) = aX+ p¥, andlet Sc= S moda.

Claim: S =V(2¥). Proofof thisis by inductiononk.
[Basid Fork=1.

V(2) = o+ p? = (a+B)*—20B
=" )2 -2(-1)
=214 2=2(2P-1)+4 modq=4.

and$S; = 4, by definition.

[InductiveHypothesit S = V(2) = a2 + p2".
[InductiveStep
Sei= (@ +B%)?—2=a?" 4 B 4 2(0B) -2
= o2 4 g2 = v (2,
This provestheclaim.
Letn= 2P —1beaprime.
We have to shav thatSy,—1 =0 modn.

Claim: f(x) isirreducibleoverF.
We know that f (x) = ax? + bx+ cis irreducibleiff A = b? — 4acis nota quadraticresidue We have

(p+1)

A= (27 ) —4(-1)=2""1 4 4=2(2P~1)+6=6 modn.

Now (§) = (3) (3)-
(2°)2 = 2Pt
=2n+2
=2 modn.

So(2) = +1,as2is aquadraticesidue Now (3) = —(3), Since2P —1= -1 mod4,3=—1 mod4.

Further2= —1 mod3, so2X= (—1)*. Sincep is oddwe have 2° = —1 mod3 So2P —1=1 mod3. And finally
we have (§) = (3) = 1. Thus(4) = —1. So f(x) isirreducible.

Thuswe havethata, 3 arealgebraicover F, andthat f (x) is their minimal polynomial. Now the norm of anelement
in Fgn is N(X) = xLHa+a*++d"" sincea € F,, we have m = 2 sowe have N(a) = a™! andN(B) = p"™L. But
N(a) is the productof the conjugate®f a sowe have N(a) = N(B) = af = —1.
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Hencea™?! = ™! = —1,ora™! 4+ =5, =-2. And S, =S ; —20rS; ; =0 modn, asnis primewe have
Sp—-1=0 modn.

Now let usassumeéhatS,_; =0 modn andn is notprime. Sincen is compositeyve have 3q : (q\n) A (g% < n).
Now Sy_1 =0 modn=S,_1 =0 modaq.

Leta, beasbefore.

a2 4B =0asS, 1 =V(2P-D).

Now

a? +(@B)? " =0

(by multiplying by a?* ). Sowe have 0 = —1, anda®”™" = 1.
Sincethepoweris evenwe have thatord(a) = 2P+ in F .. Also o € Fe. Sowe haveord(a) \g? — 1 or 2P+1 \g? — 1.
But 2P*1 > nandg? < n. Thisis acontradictionson is prime. ]

Thoughtheproofwasrathernon-trivial, thetestthatit yieldscanbeefficiently implementedandis essentialljthetest
usedby the GIMPS (GreatInternetMersennePrimesSearch).The searchhasbeenvery successfuln isolatingnen
“titanic” primes.Thelargestknown prime hasbeenisolatedby this projectandis 26972593_ 1,

6. PRIMES OF THE FORM 4p® + 1

Therearemary algorithmswhich cantestprimality of specifictypesof primes. Hereis an exampleof a test,which
malesuseof thefactthatn— 1 is a simplenumberwhosefactorizationis known. Thereis a moregeneralalgorithm
by FellowsandKoblitz which giventhefactorizationof n— 1 will provein polynomialtime the primality statusof n.

Theorem6.1. If n=4p? 4+ 1 with p a prime, thenn is primeiff p \ Ord(p) in (nlz) .

Proof: It is clearthe p L n (relatively prime)sop € (%) .

[n is prime] Thenthe multiplicative group hasordern— 1 = 4p? and since p belongsto this groupwe have that
Ord(p) \ 4p?, soif we shav that Ord(p) is not oneof 1,2, or 4 thenfrom the above we have p\Ord(p). Clearly
p # Landp? < nsoits orderis not1 or 2. Now if p* =1 modnthenn\ (p*— 1) son divides4p* — 4 alson divides
4p*+ p? by thedefinitionof n, son shoulddivide p? + 4 whichis impossiblesincethisis smallerthann. Sop\ Ord(p).

[p \ Ord(p)] Suppose is nota primethenwe have thefollowing facts:

p \ ¢(n) by EulerFermatandthefactthatp \ Ord(p)
alsop\ (n—1).

Theideais thatthe orderof p is now big enoughto make thisimpossibleif n werecomposite.

Letn= pip52--- pTJ be the prime factorizationof n thenwe have ¢(n) = p .. DTJ_l(IOl —1)---(pj—1). Now
sincep \¢(n) andp L n so p mustdivide oneof the p; — 1 factors.Let usassumehatit actuallydividesp; — 1 sothat
pj = kp+ 1 wherek is apositive constant.

Now n—1=mp; —1=m(kp+1)—1=mkp+ (m—1) but p dividesn— 1 (by definition) so p dividesm— 1, so
m = Ip+ 1 for somepositive integer | sincen is composite. Thus4p?+1=n=mp; = (Ip+1)(kp+1) +1=
klp? + (k+1)p+ 1, thisgivesusthatp = ((f_ﬁil)) . Sincethe denominatoneeddo be positive the only acceptablealue

of k is 2 sincepj is a prime biggerthan p andsoit shouldbe odd. But thenthereare no valuesof | for which the
equalityholds. Thusniis prime.d

7. SOLOVAY-STRASSEN ALGORITHM

The Solovay-Strasserlgorithm is a simple anddirect algorithmfor checkingwhethera numberis prime. It uses
O(lgn) randombits at exactly onestep.The Jacobisymbolcanbe evalutatedn a style similar to the EuclideanGCD
algorithm,andcanbeimplementedo runin O((Ign)3) steps.
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Algorithm 7.1 Solovay-Strasseilgorithm for Primality

Input : nanoddinteger.
Steps:
Pickaer {1,---,n—1}.
if (aLn)
{ 1
s<—aﬂ§‘Z modn with —1<e<n-2.
3¢+ ()
if (¢ #90)
DeclareNot Prime
else
DeclarePrime
}
else
DeclareNot Prime

Theorem 7.1. If nis prime the algorithm outputs“Prime”. If nis compositethenthe algorithm outputs“Prime”
with probability < % wheie the probability is taken over therandombits of the algorithm.

Proof: [nis Prime]in thiscase(2) = a2’ modn. Sothedecisionis correct.

[nis CompositelConsiderthesetG = {a+ (n) |a€ Z,a L n, a7 = (2) modn}.
If b=a-! modnthen(2)(?) = (2) = (%) =1 modn. Thus(®) = (2)™* modn. And

n-1 n-1

(@h? =@7)" = (37" = (%),

It is alsoclearthatthe propertyis closedundermodularmultiplication. SoG is a subgroupof (%) *. If we shaw that
thisis apropersubgrougn casen is compositehenwe aredone,sincethenby Lagrangestheorem

(Z)"]
|G|§T

Letaz = (2) modn for all a_L n. Thenclearlyn is a Carmichaehumberandsois squarefre@ndhasmorethan
two factors.

Soletn=rswithr Ls.

—1)
Va : aJ_n:>a 2" =41 modn.
Claim: In thiscasewe actuallyhave

Va : aLn=>a(£5i)El modn.
Ja: (@ln) A (@z°=-1 modn),
thenusingthe CRT we canfind b suchthat

b=1 modr, andb=a mods.

Sowehaeb™z =1 modr andb™z =a"z = —1 mods. Now b"z' # +1 modn.Whichis acontradiction.
Now letn = p.r wherepisaprimeandp L r (nis squarefree)Let g beaquadraticnon-residue mod p. Using CRT
find ana suchthata=g modp,a=1 modr.

So
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Thisis acontradiction.SoG is a propersubgroup And so

|G|S |(nLZ2)X| _ ¢(n) < n_ll

2 2 — 2
Sothe numberof badchoicedor a in thealgorithmis boundedabove by % O

8. THE APR ALGORITHM

In 1983, Adleman,Pomeanceand Rumely[APR83 developeda powerful testfor primality using somepretty ad-
vancedmathematicsin specificfrom the theoryof Cylotomic Fields. This testis currentlythe fastestdeterministic
testfor primality which doesnotrely on arny unprosenhypothesis.n this sectionwe shall describea simplified ver-

sion of the algorithm, which coversthe mainideasusedin the actualalgorithm, and briefly touch uponthe actual
algorithm.LenstraandCohenlatersimplifiedthe procedureby usingavariationof thetechniquesisedhere resulting
in analgorithmwhich canbeimplementedelatively easily

Hereis thebasicideabehindtheapproach.

Definition 8.1. Let | beafinite setof primes.Definethe setof EuclideanPrimeswith respecto |, as
Euclid(l) = {q| g— 1is squarefreandp\(g— 1) = p€ | }.
Let n bethenumberto betestedfor primality.
(1) Findasetof primesl,, suchthat

g>v/n
qeEuclid(ln)
We will find thattherunningtime of the algorithmwill be proportionalto thetotal lengthof primesin the set
I, for thenumbem.
(2) If nis compositethenit hasadivisorr suchthatO < r < +/n.
We try to find r asfollows.
Findr modq for eachq € I,. Sincer < 4/n, CRT canthenbeusedto find r.
Clearlyif we have |, we canverify thatq # r, sowe canassume Z 0 modq.

(3) Now how dowefindr modq. Sincer belongsto the multiplicative groupof eachof the primesin I, if we
canfind the orderof this elementin eachof the groupsthenwe canfind r modqg. Sohow do we find the
orderof thisr in Z /qZ?

Fix a primitive rootfor q saytg.

dg(x)

For x L g, letIndy(x) betheleastintegersuchthatx = t(:n a
generatoty).
If Indg(r) is known, thensoisr moda.

(4) Sinceq— 1 is squarefregwhich is the orderof the multiplicative subgroup)f we know Indy(r) modp for
eachprime p \(q—1) , thenonceagainusingCRT we candetermindndq(r).

(5) Clearlythedifficult partis to determindndy(r) modp for eachp \(q—1).
Thewinning ideais therealizationthatthe Legendresymbol (’—(;) is aspecialcaseof this problemandis that
of finding Indq(X) mod2 andsoourapproactshouldgeneralizeéhereciprocitylaws obseredin theordinary
quotientfieldsof integers.A nicegeneralizatiorio higherpower reciprocitylaws canbefoundin Cyclotomic
fields. Which is what we shall studyfirst, following which we shall give a more detaileddescriptionof the
algorithm.

modq (justthediscrete-lognodulog for the

8.1. Resultsfrom Cyclotomic Field Theory. Sinceverylittle canbedonein theimprovementof the presentatiomf
thefollowing, we includethis sectionalmostat verbatimfrom the paper

Definition 8.2. Let {p = ez_gj, be the pth root of unity, whoseirreducible polynomialover Q is the pth cyclotomic
polynomial

Pp(x) =xP L4 xP 24 41
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We shallbeworking in the extensionfield Q({p).

By definitionthe extensionis a finite dimensionakxtensionover the rationalssois a numberfield. It canbe shavn
thatthering of thealgebraidntegersin thisfield is Z[).

A rationalprime g factorizesinto primeidealsin Z[{,], andthe factorizationis determinedby its congruencelass
mod p. In particular(q) is ramifiediff q= pin fact

(p) = NP
whereA = 1 — {,, otherwise(q) is the productof g = p%l distinctprimeideals{q) = I1--- Iy, wheref is Ord(q) in
(Z/pz)*.
The Galoisgroupof Q({;) is alsoknown, we have Ga@(@(zp)) = (Z/pZ)*.
Thenormof idealsis definedasN(I) = k, wherek is the numberof equivalenceclassesn Z[{p]/ I, thisis finite for
idealsI in numberfields. In the caseof the primesoccuringin the primefactorizationabore we have :

NZi=q'=1 modp.
Thepolynomial®y(x) factors modqinto g factors
Dp(x) = |'| hi(x) modgq.
a<i<g

The h; aremonic of degree f andareirreducible. A theoremof Kummer(who incidentally coinedthe ideaof ideal
numbes which waslaterre-introducedn theform of idealsby Dedeking, allows usto find the 7;.
Let hj beasabove.

Proposition 8.3 (Kummer) Theprimeidealsin Z[{] lying over (q) are

Ii=(g,hi((p)), for1<i<g.
We needa modificationof the above resultin casethe numberwe areconsideringhappengo be composite but not
“wildly” so.
Proposition8.4. Letn > 2 beaninteger, n hasorder f in (Z/pZ)* andg = p%l

®p(x) = hi(x) modn
whete h;(x) are monicpolynomialsn Z[x] each of degree f, andlet
O = (M, hi({p)) in Z[Cy).
If r is a primefactor of n, thenin Z[{,] wehave
n= ] ©
1<i<g

andead (r,0;) is divisible by the samenumberof primeidealsof Z[{ ] associatedvithr.

Definition 8.5. Let I be a non-zeroprime ideal of Q(Zp) not dividing p, andlet v;(-) denotethe corresponding
exponentialvaluation. For ary o € Q({p) with v,(a) = 0 (a generalizatiorof the notionthata L I), we definethe
pth powerresidueﬁymbol(%) b to bethe uniquepth root of unity satisfyingthe congruence,

($)p= {JzaNl—r;l mod 1.

Similarto the generalizatiorof the Legendresymbolto the Jacobisymbolwe define

ay ay\Vi(y)
9, 10"

Theorem 8.6 (pth Paver ReciprocityLaw). Letp > 2 andleta,ybeelement®f Q({,) relativelyprimetoA =1—,
andto eac other Thenthere is an independentlylefinedpth root of unity (a,y), calledthe Norm ResidueSymbol
sud that

(4),=(

Q<

JRCRYN

<l
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Thesymbol(a,y), is multiplicativein bothargumentsandis notchangedvhena or yis multiplied by a pth power. In
thecasesve will be handlingthe normresiduesymbolbecomedrivial, for which we requirethefollowing theorem.

Proposition8.7. If a =1 modAl,y=1 mod\l andi+ j > p+ 1then(a,y), = 1.
Obsenrethatif o € Ga@(@(lp)) thenfrom the definingcongruencehat

(&1 p=0(9),
We considerpower residuesymbolsin the specialcasewhereq is a rationalprime and p\(q— 1). Lett =tq bea
primitive rootfor q.
—1 .
The®p(X) = [M1<i<(p-1) (x—th') modgq. By thePropositionthereis a“canonical”prime I associatetb qin Z [
givenby
a1

I= <Q;Zp—t P )

If x is arationalinteger, thensimilar to the casep = 2 we have

(3=t .

Wheretheindicesarecomputedwith the primitive roott. Since

(1)p=x

tlndQ(X)q;pl

a-1
p

Ipndq(x) mod 7

4

as
{INdg(X) &+ _ZLndq(X) cr

Thusknowing (l;)pforthecanonicabrimel is equivalentto knowing Indq(x) mod p.

Thealgorithmto be designediepend®n our ability to produce‘good” elementsn thering with known primefactor
ization.

Definition 8.8. If I isaprimeof Q({,) notdividing p andif a,b € Z, we definethe Jacobisum

—a/1-x\—b
‘]a7b(1)22(%)p (Tx)p
wherethe sumis over a setof cosetrepresentatiesx of Z[( ]/ I otherthan0,1 modI.

The primefactorizationof J, p(I) is givenby thefollowing result.
Proposition 8.9. (Stidelbeger) Suppos&, b € Z with ab(a+b) Z0 modp. Foru € Z, let

-4 [3- |3}

Gap(D) =[] o=,

Then

Whee oy, is theautomorphisnsendinglp — {j.

Note: Since
2] = |+ i+ G+ D]

the quantity®, »(u) is either0 or 1.
Let I beasbhefore.

Proposition8.10(lwasava). For all a,b € Z
—Jap(I) =1 mod)2.
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Proposition8.11. If p > 2, thereexista,b € Z suct thatab(a+ b) # 0 modp and
Bab =def Y Bap(u)ut£0 modp.

1<u<p-1
The above resultsuggestshat Jacobisumsareusefulsubstitutedor primes,in thatsomeusefulinformationcanstill
begleanedrom them.

8.2. Probabilistic Version of the Algorithm. Herewe give aneasyto digestversionof the algorithmwhich resem-
blestheactualalgorithmexceptthatwe simplify certainstepsusingrandomstrings.
Letn € N bethenumberto betested.

Preparation Step (a) Computef (n), theleastsquare-fre@umbersuchthat

q>+/n

(9—1) \f(n),q prime

Initial-Primegn) = {p| p\ f(n)}
Euclidean-Primg#) = {q| (g—1) \ f(n)}

How do we know thatthis canalwaysbe done?We have thefollowing theorem.
Theorem 8.12(Mirsky). Thee are infinitely manyprimesq sud thatq— 1 is squae-free
So f(n) alwaysexists. We will beableto shaw that f (n) < (Inn)¢""In" for all large enoughn.
(b) Computeandfix a primitive rootty for eachEuclideanprimeq. Also checkthatn L p,n L g. If ary of
thetestsfail declaren composite.
(c) Foreachinitial primep > 2,find a,b € Z suchthatO < a,b < p,a+b=0 modp, and

Bap= 5 Bap(uZ0 modp.

1<u<p-1

The propositionabove guaranteethis. Forp=2,leta=b = éab =1
(d) Computea*“JacobiSum”Jy(q) for eachinitial prime p andeuclidearprimeqwith p\ (q— 1) asfollows.

If p=2,setdp(q) =—q.
If p>2,let

a1
wherea, b aretheintegersdefinedin the previousstep,and is definedby (q,{p —tq" ) is thecanonical
primeassociatedo g, with respecto tq. SinceZ[{p|/I = Z /q, rationalintegerscanbe usedasthe coset
representatiesin thesum.

i i(a-1) . a-1 .

To compute(%) = Z{) we canmalke atableoftJ b for0< j < p—1andlookup qu to determinghe
j.
If p> 2 andif r is ary numberr L p, thenthe normresiduesymbol(J,(q),r), is trivial. This canbe
seerasfollows:

(Ip(@)sM)a = (Fp(@), P = (Ip(@), (rH)P )
sincethe normresiduesymbolis unafectedby pth powersin botharguments We alsohave
rHP1=1 modAP?!
by Fermat,and(p) = (A\P~1). Also Jp(q) =1 modA?, by the proposition8.10. Thus (Jp(q),r)) = 1

follows from proposition8.7. We have usedthe multiplicative natureof the normresiduesymbolin both
argumentshere.
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(e) [Probabilistic Step] For eachp, factorn into idealsin Z[{] (p is aninitial prime). We attemptthis as
follows.
Let f =Ord(n) in (Z/pZ)*. Letg= p%l.
Attemptto factor®p(x) = xP~1 +xP~2+ .-+ X+ 1= [1<icghi(X) modn, whereeachhi(x) € Z[X is
monicandhasdegreef.
If nisin factprime,thenwith high probability ®,(x) canbefactoredoverZ /nZ, by usingthe Berlekamp
or Rabinalgorithmin time polynomialin p andign.
If factorizationcanbe carriedout, thenwe set

ai = <n>hi(Zp))a for 1§ [ <g.

Extraction Step Suppose is anidealof Z[(,] notdividing (A) anda € Z[{p]. We have from the previoussection thatif o is
notaproperprimeidealandif a € O, then
No-1 :
a P ={, modo.

Howeverif © X(\), this canhold for at mostonesuchroot of unity, if {\, = Z{) modo, then

LT -1 €0,
asl}, ¢ O, andd is prime
U-1e0d
Z'=1 modd
orj—i=p0=i=j.
We definethe mod residuesymbol
j No—1 -
<g> _ (p=a P modo, Iifitholds.
2P o, otherwise.

(a) Foreachinitial prime p, andeacheuclidearprimeq with p \ (q— 1), computethemockresiduesymbols
(Jpa—(iq)>pfor 1<i<g,

for eachof theidealsfoundin the last stepof the previous stage. If arny of the mock residuesymbols
are0, declaren ascomposite.lt canbe shavn thatthe computationof the mock residuesymbolcanbe
accomplisedn time polynomialin p andign. It is clearthatthe numberof euclidearprimes< f(n), so
this steprequirestime polynomialin f(n).

(b) [Probabilistic Step] For eachinitial prime p dothefollowing. If themockresiduesymbolsfor p arenot
all equalto 1, selectsomenon-trivial one, ( % > o andcall it the distinguishedsymbolcorrespondingdo p.

If they areall 1, computemock residuesymbols(ali } - for othery selectecat random.If n is prime the
probability of anarbitrarility choseny working is roughly p%l.
(c) Foreachpair p,qwith p\(q— 1) computethe exponentsm g suchthat

(Hpr=(BL) 0<mq<p.

Theserelationsarepreseredfor the power residuesymbolsat primeidealsdividing theo;.
Finally we have an*“extraction” lemmawhich allows relationsamongthe mock residuesymbolsto translate
into usefulrelationsamongthe actualresiduesymbols.

Theorem 8.13(ExtractionLemma) Leto ando; beidealsof Z[{] sud that p XNo = No; andlet R , Ry
beassociategrimesdividingo ando; respectively
Supposehereis somey € Z[{p] sud that (%)p isnotO or 1. Thenfor anya € Z[{,), therelation

(7= (%),
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impliesthefollowing relation
y\m_ (y
(3= (),
Let k bethelargestpower of p which dividesNo — 1.
k—1

@l:_lp
(yF) =t

Therelationsamongmockresiduesymbolsrelatingit to the mockresiduesymbolof thejacobisum,allow us
to evaluatethe power residuesymbolsin termsof oneunknawn, by thefollowing typeof calculation.
Suppose is aprimedivisor of n. Let p > 2 beaninitial prime.

Let (%) b bethe distinguishedsymbolcorrespondindgo p. Knowing this mockresiduedoesnot allows usto

compute(ﬁ) o but thereareonly p possibilitiesfor it.

modo

o—

Thevalueof (ﬁ) . completelydeterminegachindq(r) mod p, for every euclidearprimeq with p\q— 1.

Sohow dowefind it? Thetrick is to evaluate(JpT(q)) , in two ways. First

(%) 5= () , 6@ = (55)

by the power reciprocitylaw. By the step(d) we have

8
i), =, [0, Gl

1<u<p-1 p

— O.—l r ea,b(u)
1§u|;|p—1 u ( I) p

— r U_lea,b(u)
1§u|;|p—1 ( I) p

= (1)

whereT isthecanonicaprimeassociatetb g. We have usedthefactorizatiorof Jacobisumsandfunctoriality
of theresiduesymbol.On theotherhand,

@y _— JIp(q)
( r )p 1£|Sg(<r,ai))p

=] ((r,\/a))?_q whered is the choserideal
1<i<g

— 21<i<g M,
(woy)y ==

By Propositior8.4thereis a bijectionbetweerprimesdividing (r,0i) and(r, o).

Now a,b wereselectedsuchthat8,, is invertible modp.

So

8a .
(%)p'bz (<r,¥>))§mi'q

(5), = () iz
p

Soif (<r’VD)) .= Z¥ then

~ -1
Indg(r) =rbap (Y mg) modp.
1<1<g
Consolidation Step If p1,---, pg aretheinitial primesand(%)p‘ arethe correspondinglistinguishedsymbolsfound in the ex-
tractionstep,thenfor eachprimefactorr or n thereareintegersky, - - - , kg suchthat

(<r7véi))pi =Zﬁi,1§ i<d.
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By the CRT we have asinglek mod [] p; suchthat

(w57), =Gpo1<i<d.

Foreachk,1 <k < f(n) =[] pi , we assemblandtesta possibledivisorr = r(k) of n.
(a) UseCRT to computefor eachq > 2 integersl (k,q) suchthat
I(ka) =k6;p 5 mg modp
1<i<g
for eachp with p\q— 1. Let1(k,2) = 1. If kis anactualprimefactorr of n, thenl(k,q) arethelndg(r)
mod p.
(b) Foreachqg computetheleastpositive integersuchthat

r(k,q) =t*?  modq.

If kis afactorthenr(k,q) arether modg.
(c) UseCRT to computetheleastpositive integersuchthatfor eachg, r(k) = r(k,q) modq.
If k correspondgo an actualfactorr or n, thenr(k) =r modQ = []q. Sincer < /n< Q we have

r(k)=r.
(d) Checkif r(k)\n, if it doesandr (k) # 1, declaren compositeandhalt. Otherwisecheckthe next valueof
k

(e) Declaren prime.

Theorem 8.14. Theabovealgorithm correctly determinesvhethem is prime or compositeif it terminates.There is
an absolute calculableconstantc > 0 sudc that for everyk > 1, if nis prime, the algorithm terminateswithin Ti(n)
stepswith probability greaterthan1 — 2%, whee f(n) < Ty(n) < kf(n)¢, and f (n) = (Ign)4'9'glon,

The two probabilistic stepscan be replacedusing a strongerextraction lemmaanda gcd like computationwhich
eliminatesthe needfor factoring,yielding analgorithmwhich runsin time f (n).

9. GOLDWASSER-KILIAN TEST

In 86 we sav how helpful an elementof large ordercanbein proving thata numberis prime. The problemis that
thereis no way of telling that a numberhassuchandsuchorderwithout knowing the prime factorizationof n— 1,
wheren is thenumberthatwe aretestingfor primality. Howeverit turnsoutthatif we canpick elementf high order
in othergroupsthenwe canstill dothetrick. Specificallywe will look atthe groupof pointson elliptic curves over
thering Z /nZ, which becomesfield if nis prime. Elliptic curveshave theadwantagehatalargenumberof themcan
be generatedtrandomeasily andalsothatthereis a deterministigpolytime algorithmfor computingthe orderof the
elliptic groupover finite fields. In this sectionwe shall sketchthe GoldwasseiKilian test,which worksfor aninfinite
subseDf primes.

9.1. Elliptic Curves. Herewe shallgive a sketchyaccounif the propertiesof Elliptic Curvesthatwe will usein the
algorithm.

Let F beanarbitraryfield, we defineanelliptic curve (in Weierstras®Normalform), to beset{(x,y) € F? |y =x3+
Ax+ B}, whereA, B € F. We shallrequirethatthe elliptic curve be non-singulaandthis happensff thediscriminant
of the curve is not zero. The discriminantfor an elliptic curve asgiven above is A = 4A3 + 27B?, andwe assume
charFF # 2 or 3 (thisis requiredto derive the Weierstras$orm).

Let us considerthe setE(A,B) = {(x,y) € F? | y> = x3 + Ax+ B} U1, which is the point at infinity (this is where
a projective versionof the definition will seemto malke more sense).Now we definean addition operationon the
pointsof E(A, B) asfollows (this is the well knawn tangentand chordconstructiorfor generatingothersolutionsto
the equationgiventwo solutions).

Let L andM betwo pointsnotequalto . If L = M, thenconsiderthetangentof the curve at L, otherwiselook at the
line joining L andM. If thisline is verticaldefineL + M = I, otherwisedefineL + M to bethereflectionon the x-axis
of theintersectiorof theline with thecurve. Thisyieldsanalgorithmfor addingtwo pointswhichis givenbelow.
Onecanapply this additionalgorithmto elliptic curvesover arbitraryrings provided the requiredinversesexist. In
the situationin which we usethe above, n is ostensiblya prime numberso if someinversesdo not exist we can
immediatelyconcludethatthe numberis not prime.
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Algorithm 9.1 Procedurdor addingtwo pointson anElliptic Curve

Add(Py,P,)
LetPy = (X1,Y1),P2 = (X2,¥2)
if (x1 =x%2) A (y1=—Y2) (Lineis vertical)

return(l)
2
if (PL=Py) LetA= 3)(21;:A (Thederivative of the curve at this point)
else
A= ’X’g_ii

Let B = y1 — Ax1 (Thex-interceptof theline joining thetwo points).
Xs = A2 — X1 — X2 (Theintersectiorwith the curve).

ys = —(Axs+ B) (Reflectthe point).

returrPs = (Xs, Ys)

It turns out that with the above operation,the set E(A,B) becomesan abeliangroup with respectto the addition
operationwith | astheidentity element.We canalsodefinemultiplication of the pointsby integers(i.e., raisingto a
powerin theadditive group)asfollows:

oM =1,

qM = (g— 1)M + M, g odd,
LTV

gM = 2M+2M,q even

Sowe canevaluategM usingO(lg q) additions.

Let Eq(A, B) bethesetof pointsontheelliptic curve overZ/nZ. We know thatE,(A, B) is agroupandin this caseet
Np(A, B) betheorderof this group. Thereis a nice algorithmby Schoof,which computesN, (A, B) in time O(Ig® p).
By the Weil's famoustheorem(actually Hasseprovedthis, but Weil generalizechis theoremto curvesof arbitrary
genus)we have Np(A,B) = p+ 1—t, where|t| < 2,/p.

Definition 9.1. Let M € En(A,B), define(M), € Ep(A,B) as(x modp,y modp) wherep > 3 is aprimedivisor of
n

Now 4A3+27B? £ 0 modp, sincen L (4A3 4 27B). Sothis projectionis well defined.
The projectionis usefulin thefollowing sense:

Lemma9.2. LetL,M € E,, and p > 3 bea primesud that p\n, if L + M is well definedthe additionalgorithmwas
ableto complete)then(L+ M), = (L)p+ (M)p.

Theabove lemmacanbe provedfrom the definitionof theadditionoperation It playstherole of theextractionlemma
which we shavedfor the APR test.

Corollary 9.3. If M € E, andgM = | andif p > 3is a primesud that p\n, then(qM), = I.

9.2. The Algorithm. A simpleversionof thealgorithmworksasfollows:

Stepl Let p bethenumbemewishto shaw is prime. Selectarandomelliptic group mod p, thisis doneby picking
at randomA, B € Z/pZ, making surethat the discriminantis non-zero. Let Ep(A,B) be the group. Now
computethe orderof this orderusingSchoofs algorithmO(lg® p).

Using a standardprobabilistictest, verify that w = g is a prime. If the orderis not of this form, then
repeathetest.

Step2 Oncewe have sucha group, randomlyselectpoints on the group. This canbe doneby randomlypicking
X € Z / pZ andthencheckingwhethen + Ax+ B is a quadraticesidue andif socomputethe squareroot of
this modp, all this canbe donein expectedpolynomialtime. Checkwhetherthe pointis of orderq, if not
repeatill oneis found.

Step3 Now recursvely prove thatq is prime, andif q is sufficiently smallthena deterministicalgorithmlike the
APR algorithmcanthenbe usedto prove g prime.

Sincewe are generatinga certificatefor primality which canbe verified, the useof a coRPalgorithminsidethe RP
typealgorithmis harmlessThefollowing theoremprovesthe correctnessf thereduction.
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Theorem 9.4. For all n notdivisibleby 2 or 3, if 3M, g,A,B sud thatq > n? +1+ Zn%, gprime n L (4A3 +278?),
M # 1,M € En(A,B), andgM = |, thenn is prime
Proof: Supposer wascompositeThen3p: p < /n, p primesuchthatp\n. If gM =1, thengM, = | by thecorollary

above. ThusOrd(Mp)\g. However OrdMp) < Np < p+ 1+ 2,/p (By Weil), whichis lessthang. Sinceq is prime,
we have Ord(My) = 1. ThisimpliesM, = | whichis acontradictionsinceM # |. O

10. CONCLUSION

Primality testingis an importantprimitive in Cryptography Thoughthe complexity of this problemhasnot been
completelyascertainedwe know for examplethat thereare “efficient” probabilisticalgorithmsfor it. The related
celebrategroblemof finding the prime factorizationof numbersseemgo be far moredifficult, with no polynomial
algorithmsrandomizecbr otherwiseknown.

The primality testswhich are beingusedin cryptographicsystemshave a small probability of declaringa number
primewhena seriesof testsdid not find awitnessto its compositenesso eliminatethis uncertainitywe needto usea
ZPPtypealgorithmbut the Adleman-Huanglgorithmseemdo beimpracticalfor implementationlt would beavery
usefulpursuitto try andfind a simplifiedversionof thetestwhich canbeimplementedeasily
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