The Power of Slicing in Internet Flow Measurement

Ramana Rao Kompella Cristian Estan
University of California, San Diego University of Wisconsin-Madison
ramana@cs.ucsd.edu estan@cs.wisc.edu
Abstract the traffic. Flow level measurement at routers [2, 3] of-

Flow measurement evolved into the primary method forfers a good compromise between scalability and the com-
measuring the composition of Internet traffic. Large ISPsPlexity of the traffic analyses supported since it can offer
and small networks use it to track dominant applicationsdetails about the composition of the traffic mix.
dominant users, and traffic matrices. Cisco’s NetFlow is In this paper, we propose a new flow measurement so-
a widely deployed flow measurement solution that uses &tion: Flow Slices The contributions of this paper are
configurable static sampling rate to control processor ano0th practical and theoretical and we summarize the most
memory usage on the router and the amount of reportimportant ones here.
ing traffic generated. Proposed enhancements to the ba-
sic Sampled NetFlow solve some of its problems. Smart
Sampling reduces the overhead of reporting and storing
the flow records generated by NetFlow by sampling them
with probability proportional to their byte counts. Adap-
tive NetFlow limits memory and CPU consumption at the
router by dynamically adapting the sampling rate used by o The flow slicing algorithm at the core of this solu-
NetFlow. . tion provides more accurate results than packet sam-
In this paper we propose “Flow Slices”, a flow mea- pling using the same amount of memory and it en-

surement solution that can be deployed through a soft-  gpjes new measures of traffic such as estimates for
ware update at routers and traffic analysis workstations.  ine number of active flows.

Flow Slices, inspired from Smart Sampling and Adap-

tive NetFlow, introduces novel ideas such as — separating e Flow Slices separates sampling rate adaptation from
sampling rate adaptation from measurement bins; con-  binning and thus provide a solution with the robust-
trolling the three resource bottlenecks at the router (CPU,  ness of Adaptive NetFlow without paying the extra
memory, reporting bandwidth) using separate “tuning cost in memory and measurement bandwidth due to
knobs”; basing smart sampling decisions on multiple fac- binned measurement. See Table 1 for a comparison
tors; a flow measurement algorithm related to sampleand  of various flow measurement solutions.

hold; new estimators for the number of bytes and flows.

The resulting solution has smaller resource requirements ® We propose multifactor smart sampling that takes
than current proposals and it enables more accurate traf-  into account multiple factors such as byte counts,
fic analysis results. We provide theoretical analyses of ~ Packet counts, and the existence of SYN flags in the
the unbiasedness and variances of the estimators based flow record to determine the sampling probability
on Flow Slices and experimental comparisons with other  for individual flow records. For comparable config-

e Flow Slices has separate parameters controlling the
three possible bottlenecks at the router: process-
ing load, memory, and reporting bandwidth. This
makes it easier to fit this solution into various im-
plementation scenarios.

flow measurement solutions such as Adaptive NetFlow. urations this decreases significantly the variance in
estimates of the number of flow arrivals while in-
1 Introduction creasing only slightly the variance for byte counts

The role of traffic measurement in operating large scale ~ When compared to Smart Sampling.

IP networks requires little or no introduction. Traf-
fic measurement allows network operators to make in-
formed decisions about provisioning and extending their
networks, and it helps solve many operational problems.
Specialized devices operating on relatively low traffic
links can perform complex security analyses that reveal o \\e propose novel estimatoﬁs f gu), and A
malicious activities [18, 20], monitor complex perfor- for various measures of traffic. See Section 4 for a

mance metrics [6], or simply capture packet (header) discussion of these and other estimators.
traces with accurate timestamps [7] to be analyzed of-

fline. Much simpler solutions such as SNMP coun- Before we explain Flow Slices, we briefly review some
ters [16] are deployed on even the highest speed linkf the previous work in this area of Internet flow mea-
but they only give measurements of the total volume ofsurement.

e Optional binned measurement allows us to elimi-
nate binning error in the analysis phase, while still
maintaining the memory and reporting bandwidth
overheads below those of Adaptive NetFlow.



| Issue | Sampled NetFlow | Adaptive NetFlow| Flow Slices |

Memory usage Variable Fixed Fixed
Volume of flow data reported Variable Fixed Fixed
Behavior under DDoS with spoofed sources Panicky flow Reduction in Small reduction
and other traffic mixes with many flows expiration accuracy in accuracy
Estimates of traffic in small time bins Less accurate Accurate Less accurate
Reporting overhead when using small bins Unaffected Large increase Unaffected
Lifetime of flow record in router memory | Min(active timeout, Bin length Min(slice length,
flow length + flow length +
inactive timeout) inactive timeout)
Resource usage at end of time bin N/A Reporting spike or N/A
extra memory
Processing intensive tasks Counting Counting and Counting
renormalization
Counting TCP flow arrivals (using SYNSs) Yes Yes Yes
Counting all active flows No Separate flow Yes
counting extensior
Counting all active flows at high speeds No Hardware flow No
counting extensior

Table 1: Sampled NetFlow, Adaptive NetFlow and Flow Slicéfedin the types of measurements they support, in
how they adapt to different traffic mixes, and in their resguronsumption (memory usage and reporting traffic).

2 Related work One problem with NetFlow is that the memory re-

NetFlow [17], first implemented in Cisco routers, is quired by the flow records and the bandwidth con-
the most widely used flow measurement solution todaysumed to report them depends strongly on the traffic
Routers maintain flow records collecting various bits of Mix. In particular, large floods of small packets with
information. Flows are identified by fields present in therandomly spoofed source addresses can increase mem-
header of every pacKet source and destination IP ad- ory and bandwidth requirements by orders of magnitude.
dress, protocol, source and destination port, and type ohdaptive NetFlow [10] solves this problem by dynami-
service bits. The flow record keeps information such agally adapting the sampling rate. Adaptive NetFlow di-
the number of packets in the flow, the (total) number ofvides the operation of the flow measurement algorithm
bytes in those packets, the timestamp of the first and ladfto equally spaced time birfsWithin each bin, the al-
packet, and protocol flag information such as whethegorithm starts by sampling aggressively (high sampling
any of those packets had the SYN flag set. NetFlow useBrobability). If memory is consumed too quickly, it
four rules to decide when to remove a flow record fromswitches to less aggressive sampling. It then “renormal-
router memory and report it to the collection station: 1)izes” existing entries so that they reflect the counts they
when TCP flags (FIN or RST) indicate flow termination, would have had with the new sampling rate in effect from
2) 15 seconds (configurable “inactive timeout”) after see-the beginning of the bin. At the end of the bin, all entries
ing the last packet with a matching flow ID, 3) 30 minutes are reported.
(configurable “active timeout”)’ after the record was cre-  Using fixed size bins in Adaptive NetFlow increases
ated to avoid staleness and 4) when the memory is full. the memory utilization and can cause bursty spikes in
On every new packet, NetFlow looks up the corre-bandwidth consumption as compared to Sampled Net-
sponding entry (creating a new entry if necessary) andFlow. Memory utilization is higher because, to oper-
updates that entry’s counters and timestamps. Since faite seamlessly between bin-boundaries, Adaptive Net-
high speed interfaces, the processor and the memorylow requires two sets of records (double-buffering),
holding the flow records cannot keep up with the packewone for current bin and one for records in the previous
rate, Cisco introduced Sampled NetFlow [22] which up-bin while they are being transmitted. Without double-
dates the flow cache only for sampled packets. For &®uffering, flow records that expire at the bin-boundary

configurable value of a paramet¥r, a packetis sampled need to be transmitted immediately at very high band-
with one inV probability. width in order to create space for the next set of entries.

1Technically the incoming router interface is also part af fow 2Typically, traffic statistics are analysed in time bins, &edice, bin
identifier. sizes are chosen based on the granularity of traffic statisti



Large flows spanning multiple bins will be reported sep-the rate at which packets arrive for a particular flow.

arately for every bin increasing the bandwidth consump-Just as in the case of NetFlow, the entry associated with
tion. Table 1 gives a summary comparison of Sampleda flow has a byte and packet counter updated at every
NetFlow, Adaptive NetFlow and Flow Slices. packet, timestamps for the first and last packet, and it

These flow records are then used to estimate the nun$tores protocol information such as whether any of the
ber of bytes or packets in various traffic aggregates oPackets counted against the entry had the SYN flag set.
interest. This can give network operators informationTo ensure unbiasedness of estimators, on creation of an
about dominant applications, the network usage of varientry we do not initialize the byte counter to the number
ous clients, traffic matrices, and many other useful statisof bytesby;,: in the packet that caused the creation of
tics [12, 19, 1, 14]. Smart Sampling [8] is a way of the entry, but tdhy;,:/p (see Section 4.2 for more de-
reducing the data used by such analyses without signiftails).
icantly affecting their results. Smart Sampling retains The slice lengtit is related to the “active timeout” of
flow records with probability proportional to the size of NetFlow which controls for how long an active entry is
their byte counter. The flow records can also be used t&ept before expiring and being reported (default 30 min-
estimate the number of active flows which is importantutes). Both of these parameters limit the staleness of the
when looking for denial of service attacks, scans, andlata (i.e. if we have a long-lived flow, we know that its
worms in the traffic mix. Unfortunately, if we use Sam- traffic will be reported with at most this much delay).
pled NetFlow it is impossible to recover the number of By dynamically adapting the flow slicing probability,
flows in the original traffic from the collected data [5] we can control the rate at which entries are created and
unless we use protocol information. By looking at the freed, thus ensuring that the algorithm stays within its al-
SYN flag information in flow records it is possible to ac- located memory budgét’. By keeping the rate at which

curately estimate the number of TCP flows in the trafficentries are created, on average slightly belayt, we
mix [9]. can also keep the rate at which flows records are reported

smooth. In contrast Adaptive NetFlow proposes expiring
L . all active entries at the end of the measurement bin, so
3 Description of flow slices it either has a large peak in reports, or it requires buffers
The core flow slicing algorithm is based on the sam-thatincrease the memory usage by almost a factor of two
ple and hold algorithm [11]. After presenting the core if the reporting of the records is smoothed out over the
algorithm, we discuss four extensions: adding packef€xt measurement bin. We do not however, discuss dy-
sampling to scale to high speed links, using an inactiv’amic adaptation in much detail in this paper, as adap-
ity timeout to reduce memory usage at router, addingation techniques similar to that in [10] can be applied
binned measurement to reduce binning error during analh this context using feedback from the current memory
ysis, and adding a variant of smart sampling to controliSage. Note however, that in our adaptation, we do not
the volume of flow data reported. The version of Flow fequire the costly operation of renormalization that is re-
Slices described used for Table 1 has the first two extenduired in Adaptive NetFlow. Next we discuss some of
sions. We also discuss the configuration parameters dhe tuning knobs we provide to control the three resource
the complete flow slicing solution and how they can bebottlenecks (CPU, Memory, Bandwidth).
set adaptively based on the current traffic mix.

3.2 Scaling to high speeds

) The flow slicing probabilityp controls the memory
3.1 Core algorithm usage, but since we do a lookup in the flow memory for

The core flow slicing algorithm addresses the problenfVery packet, flow slicing does not control the process-
of reducing the memory usage of the flow measure!N9 load. In the presence of I|m_|ted processing power,
ment module. Sampled NetFlow and Adaptive NetFlow'Ve add a random packet sampling stage in front of the
use random packet sampling: they only handle samplef{ow slicing stage (see Figure 1). A simple solution is
packets. Just as sample and hold [11], flow slicing usef° Set the packet sampling probabilgystatically to a
sampling only to control the creation of flow entries, value that ensures that the processor performing the floyv
once a sampled packet creates an entry for a flow, afiféasurement can keep up even with worst case traffic
its subsequent packets are counted (not just the sampldfixes. Based on Cisco recommendations [17] for turn-
ones). This increases the accuracy of the estimates ¢f9 on NetFlow sampling for speeds higher than OC-3,

packet counts, without Ch?‘ngmg the_memory require- SWe call our proposal “flow slices” because each entry tracks a
ment. We use the “flow slicing probability to control  “slice” of length¢ from the flow. We could extend the flow slice termi-

; ; ; ation condition to protocol specific hints such as FIN or R&gs, but
the creation of flow entries. \We expire and report eaC[Eince these are not reliable in the presence of packet sagnpliich we

entry exactlyt seconds after its creation, irrespective of use as a first stage, we ignore them in this paper.




Packet Arrival

and packet counters, one set for each bin the slice passes
through. By keeping separate counters for each bin, the
packet sampling binning error is eliminated entirely, at the cost of in-
reduces processing overheads . .
creasing the size of the flow records. Note that the re-
LOOKUP FLOW ENTRY porting bandwidth costs of this solution are significantly
ENTRY NOT FOUND smaller than those of the solution used by Adaptive Net-
Flow where an entire record is reported for each bin. The

N\
C flow slicing byte and packet counters are 8 bytes whereas a complete

reduces memory usage record iS 48 bytes_

SLICING PROBABILITY | CREATE FLOW ENTRY. The number of counters per record has to be one larger
BASED ON ey USAGE e oot than the number of bins required to fit a slice because the
AFTER SLICE DURATION — flow slice can overlap only partially with the first and last

, ; bin. The choice of the size of the measurement bin sup-
multifactor smart sampling
reduces volume of reports ported is a compromise between resource consumption
at the router and accuracy of results. Reasonable choices
Flow Record sent to can range anywhere from the slice lengtto 20 times
Honitoring Station smaller. For brevity, we do not explore this further in the
paper, but note that depending on the final goal, flow slic-
ing algorithm can be extended with additional resources
to obtain desired accuracy.

Figure 1: Architecture

we setq to 1/4 for OC-12 links,1/16 for OC-48, etc. . . .

With these packet sampling rates, and with worst case-2 Controlling the reporting bandwidth

traffic consisting of the link entirely full with 40 byte Smart sampling has been proposed as a way of reduc-
packets, the flow measurement module has more thaimg the number of flow records without causing much
0.51 per packet and it has time to perform between error. Smart sampling focuses on measuring the number

and9 (wide) DRAM accesses on average. of bytes in arbitrary aggregates of traffic and thus smart
_ _ o sampling favors flow records with large byte counters
3.3 Adding an inactivity timer over those with small flow counters. Common packet

Most flows in the Internet are short-lived. If our only sizes vary betweed( and 1500, so while the packet
mechanism for removing an entry is its expiration aftercounts are not proportional to the byte counts, they are

the slice lengtht and we use a large value forat any  closely correlated. Thus smart sampling will ensure that
moment in time, most of the entries in the flow mem- the errors introduced in packet counts are also small. The

ory will belong to flows that are no longer active and Situation is different with flow arrival counts. These de-
just use up memory waiting to expire. On the other handend heavily on flow records with the SYN flag set, and
having a very short slice length can lead to an increas@ost such records come from small flows which are dis-
in reporting traffic and loss of accuracy. Adding an inac-criminated against by smart sampling. Thus the errors
tive timeout parametes,, ,.+;v. to flow slices reduces the introduced by smart sampling in the flow arrival counts
memory spent on obsolete entries. Experimental resultgre significant.

in Section 6.1 show that we could significantly reduce We propose a new variant of smart samplimgul-

the memory requirement if we deploy inactivity timers. tifactor smart samplingvhich takes into consideration
An adaptive algorithm for setting the flow slicing rate can not just byte counts, but also packet counts and SYN
turn this reduction in memory usage into an increase irflags. While multifactor smart sampling still favors flow

accuracy. records with large byte and packet counts, it also favors
. . records with the SYN flag, thus ensuring that the errors
3.4 Adding binned measurement introduced into the flow arrival counts are not large ei-

With flow slices we have the same problem as with Net-ther. Because the exact rule used to determine the mul-
Flow if we want to perform traffic analysis using time tifactor smart sampling probabilitydepends on estima-
bins: for flow slices that span time bins, we can only tors of byte and packet counts, we postpone its discussion
guess how many of the flow’s packets were in each binfo Section 4.5.

and this introduces errors in the results. This problem ] o

is even more pronounced when analysis is required ir3-6  Setting the parameters of flow slicing

very small time bins to capture more precise traffic dy-Routers or other network devices performing flow mea-
namics. We can extend flow slices to support binnedsurement have three types of resources that can become
measurement of traffic by keeping multiple sets of bytebottlenecks: processing power, flow memory, and re-



Parameter | What it controls | How itis set |

Flow slicing probability Memory usage at router | Adaptively based on memory usage

Flow slice length Staleness of reported datg Statically based on user preferences

Inactivity timeout Reduces memory usage | Statically based on typical inter packet arrival time
Packet sampling probability Processing load at router | Statically based on worst case traffic

Bin size (optional) Binning error Statically based on user preferences

Smart sampling thresholds| Volume of flow data reported Statically or adaptively based on target volume

Table 2: Configuration parameters for Flow Slices.

porting bandwidth. Flow slices use three different “tun- Slices would work just as well with a dynamic packet
ing knobs” to control these three resources: the packetampling probability that could go above the conserva-
sampling probability; controls the processing load, the tive static value, but since it is hard to guarantee the sta-
flow slicing probability p controls the memory usage bility of such approach without pushing the packet sam-
and the thresholds determining the smart sampling propling rate adaptation logic into hardware (which raises
bability » control the volume of data reported. This deployment problems), we chose not to explore such a
can result in more accurate traffic analysis results tharsolution in this paper.

using a single parameter, the packet sampling probabi- The observant reader might have noticed that without
lity, to control all three resources, as Adaptive NetFlowthe optional binned measurement feature Flow Slices re-
does. This distinction would be irrelevant in practice if semble Sampled NetFlow. If the dynamic adaptation al-
the only scarce resource would be the processing powejorithms set the flow slicing probabilifyand the smart

at the router, so it is useful to perform a quick sanity sampling probability- to 1 the two solutions perform ex-
check before proceeding any further: can an unfavoractly the same processing. We consider this to be an im-
able traffic mix push the memory requirements or re-portant feature. The difference between Sampled Net-
porting bandwidth so high that they become a problem®¥low and Flow Slices is in how they react to unfriendly
Let's first assume a traffic mix consisting of back to backtraffic mixes and environments with strong constraints
minimum sized packets, each belonging to a differenton resources. While both Adaptive NetFlow and Flow
flow (a massive flooding attack with randomly spoofedSlices provide robustness to unfavorable traffic mixes,
source addresses). With the packet sampling rates fromidaptive NetFlow forces the user to adopt the binned
Section 3.2, the traffic measurement module would remeasurement model (which can increase memory usage
ceive a packet everfy.5u. Even with an aggressive in- and the volume of reports) even when the traffic mix is
active timeout oft;,,..1;ve = 5 Seconds, we need a flow favorable.

memory that can fit 0, 000, 000 flow records, which at

64 bytes/record[17] require&l0 megabytes. When re- 4 Estimators based on flow slices
ported flow records také® bytes (ignoring overheads), . . . L )
In this section we discuss formulas for estimating traffic

S0 a2, 000, 000 flow records/second, which requiresy based on the flow records provided by Flow Slices. In

megabits/second. These numbers are orders of magni- . . :
practice, the user would be interested in the number of
tude above what one can comfortably afford. The exper; : ) o
. . - L bytes, packets or flows in the entire traffic mix or a por-
iments from Section 6 use realistic traffic mixes to eval- . . ; ) .
. . tion of it (e.g. the HTTP traffic, the traffic coming from
uate the benefits of Flow Slices as compared to Sample . :
a certain customer, etc.). All our estimators focus on a

NetFIow and Ada_pnve NetFlow as opposed to IO‘rjlth()k)g_single flow. To compute the total traffic the user has to
ical traffic scenarios.

sum the contributions of all individual flow records. If

For each of the parameters of Flow Slices listed inthe estimators for individual flows have the property of
Table 2 we need to decide whether to set them staticallynbiasedness, the errors in the estimates for individual
as part of the router configuration, or dynamically adaptflows will not accumulate, but cancel out (to some ex-
them to the current traffic mix. Of the three main tuning tent). This is the reason why, in this section, we not only
knobs, the flow slicing probability should definitely be  discuss the various estimators, but also show that they are
set dynamically to allow the router to protect from mem- unbiased.
ory overflow when faced with unfavorable traffic mixes. For the purposes of our analysis, a bin is an arbitrary
The thresholds controlling the smart sampling probabi-interval of time. This is not to be confused with the traf-
lity can also be set adaptively. In this paper we considefic analysis bins or Adaptive NetFlow’s definition of bin.
that the packet sampling probabiligyis static based on We will start by focusing on the simple case of a sin-
recommended values for different link capacities. Flowgle bin, with slice lengtht and inactive timeout;,,,c¢ive



| Name | Meaning

P flow slicing probability

q packet sampling probability

r smart sampling probability

s size of flow (in packets) before flow slicing

Cq packet counter in flow record

s estimate of the size of flow before flow slicing (0 if flow notcgld)

S original size of flow (in packets) before packet sampling

S estimate of the original size of flow (O if flow not sampled ot sliced)

b size of a flow in bytes before flow slicing

cp byte counter in flow record

b estimate of the number of bytes in flow based on flow slices f{0uf not sliced)

B original size of flow in bytes before packet sampling

B estimate of the original size of flow in bytes (0 if flow not sdetpor not sliced)

f contribution to the estimate of the number of active flowd fiv not sliced)

a contribution to the estimate of the number of flow arrivaléf f@w not sliced)
A | contribution to first estimator of number of flow arrivals {@low not sampled or not sliced)
A®) | contribution to second estimator of number of flow arrivalsf flow not sampled or not sliced

Zs smart sampling threshold controlling the influencesadn r

Zp smart sampling threshold controlling the influenceBobn

Za smart sampling threshold controlling the influenced6) onr

Table 3: Notation used in this paper.

larger than the size of the bin and flow memory empty atonce the flow gets an entry, all its packets within the bin

the beginning of the bin. will get counted bye,. There are two possible cases: the
Next we will look at how the estimators generalize first packet of the flow gets sampled, and we get s,

when we remove these constraints. Table 3 summarizesr it doesn’t and than the value of ands will be the

notation used throughout the paper. same as those for a flow witi = s — 1 packets for
. . which the sampling decisions are the same as for the rest
4.1 Estimating packet counts of the packets of our flow.
The packet counteft; in an entry is initialized td when
the first packet of the flow gets sampled, and it is incre- E[s] = p-(1/p—1+4s)+(1—p)E[: ]

mented for all subsequent packgts belonging to _the flow. _ 1 —ptps+(1-p)(s—1) =
Let s be the number of packets in the flow at the input of
the flow slicing algorithm. Equation 1 gives the formula g
for our estimatog for the number of packets in the flow. | we sample packets randomly with probabilitpe-
fore applying the flow slicing algorithm, we will want
s=1/p—1+c¢ (1) to estimate the number of packefsat the input of the
packet sampling stage. Sinégs] = ¢S, it is easy to

Lemma 1 5 as defined in Equation 1 is an unbiased es- = ) g
show thatS = 1/¢5s is an unbiased estimator f6r.

timator of s.

Proof: By induction on the number of packets 4.2 Estimating byte counts

Base case:lf s = 1, the only packet of the flow is Before discussing, the solution adopted by flow slices to
sampled with probability and in that case it is counted estimate the number of bytes in a flow, we show why
asl/p—1+1 = 1/ppackets. With probability —pitis  a simpler solution does not work. We could have the
not sampled (and it counts 8% ThusE[s] =p-1/p+ byte counter in the flow entry just count the total num-

0=1=s. ber of bytes in the packets seen once the flow record is
Inductive step: By induction hypothesis, we know created. Just like with the packet counter, we need an
that for a flow withs’ = s — 1, E[s'] = s’ = s — 1.  additive correction to account for the packets missed be-

Also since the flow slice lengthand the inactive time- fore the creation of the entry. We can get an unbiased
out t;nqctive @re larger than the bin size, we know that estimate for the number of packets missed, but not for



their total size, because we do not know their sizes. Weions*. Active flows with none of their packets sampled
could assume that the packet sizes are uniform withirby the flow slicing process will have no records so at
the flow, but this would lead to systematic biases becauskeast some of the flow records we get we should count as
they are not. As the proof of Lemma 2 shows, storing themore than one active flow so that the total estimate will
size of the packet that was sampled and caused the crbe unbiased. Our rule is to count records with a packet
ation of the entry would solve the problem because usingounterc, of 1 as1/p flows and other records dsflow
it to estimate the total number of bytes in the packetsand this gives us unbiased estimates for the number of
not counted does lead to an unbiased estimator. But thiactive flows.
would require another entry in the flow record. We de-
cided instead to store this information in the byte counter Feo { 1/p ifeg=1 3)
itself byinitializing c; to by;,.:/p When the entry is cre- 1 if ¢ >1
ated 6y, is the size in bytes of the sampled packet).
Let b be the number of bytes of the flow at the input of Lemma 3 fas defined in Equation 4 has expectation
the flow slicing algorithm.
Proof: There are three possible cases: if a packet be-
b=y (2) fore the last gets sampled, > 1, if the last packet
~ gets sampled, = 1, and if none of the packets gets
Lemma 2 b as defined in Equation 2 is an unbiased es-sampled there will be no flow record, so the contribu-
timator ofb. tion of the flow to the estimate of the number of active
flows will be f = 0. The probability of the first case is
Proof: By induction on the number of packets in the p, ; = 1 — (1 — p)* !, the probability of the second is
flow s. Letb; for i from 1 to s be the sizes of the indi- p(1 — ps_1) and that of the third i$1 — p)(1 — ps_1).
vidual packets. By definition the number of bytes in the
flowisb = 37 , b;. For convenience of notation we Elfl = ps1-14+p(1—ps1)-1/p+
index the packet sizes in reverse orderpsavill be the 1-p)(1—ps 1) 0=1
size of the last packet arig the size of the first one.
Base casdf s=1, the only packet is sampled with pro- m

bability p and in that case itis countegl = b, /p = b/p  The estimators for the number of bytes and packets in
bytes. With probabilityl — p it is not sampled (and it g flow were trivial to generalize to the case where we ap-
counts as)). ThusElc;] = p-b/p+0=b. ply random packet sampling before flow slicing because

Inductive step By induction hypothesis we know that the expected number of packets and bytes after packet
if the first packet is not sampled we are left with the |aStsamp|ing was exactly times the number before. For the
s' = s — 1 packets and[cy] = b = b — bs. Ifthefirst  number of active flows there is no such simple relation-
packet gets sampled, we count itiagp and we count  ship and actually it has been shown that it is impossible
the rest exactly because the flow slice leng#nd the  tg estimate without significant bias the number of active

inactive timeout;,,+iv. are larger than the binsize.  flows once random sampling has been applied [5]. But
, , by changing slightly the definition of flow counts we can
Ela)] = p-(bs/p+0b)+(1—p)b take advantage of the SYN flags used by TCP flows.

= by+pb+(1—pb =b,+b =b
4.4 Estimating flow arrivals
u Flow arrivals are defined only for TCP flows which
If we sample packets randomly with probabilifyoe-  should start with one SYN packet. A flow is considered
fore applying the flow slicing algorithm, we will want to to have arrived in a bin if its SYN packet is in that time
estimate the number of bytésat the input of the packet hin. Flows active during a certain bin, but with their SYN
sampling stage. SincE([b] = ¢B, itis easy to show that packet before the bin do not count as flow arrivals for that
B = 1/gbis an unbiased estimator fét. bin (but they count as active flows). If we look a the core
flow slicing algorithm we can use the following estimator
43 EStImatIng the number Of aCtive ﬂOWS to Compute the number of flow arrivals.
We use two definitions for counting flows: active flows
and flow arrivals. A flow is active during a time bin if
it sends at least one packet during that time bin. Multi-
ple TCP connections that happen to share the same port—— — _ _
numbers are considered a single flow and they will be re- This way of defining flow counts is equivalent to an SQL query

. doing “COUNT DISTINCT"” on flow identifiers seen during the #m
ported in the same flow record under our current assumbin.

=)

[ 1/p if SYNflag set @)
10 if SYN flag not set




Given that the SYN flag is set in the flow record if it
was set inany of the packets counted against the record, .
it is trivial to prove thatf leads to unbiased estimates of <) 1/(pg) ifSYN flag setand:, = 1
the number of flow arrivals if we make an assumption. AT =9 1/p !f SYN flag not set and, = 1
Assumption 1 Only the first packet for the flow can 1 if SYN flag not set and, > 1

have the SYN flag set. hat if i is violated and we h .
The flow arrival information is preserved by random Note that if assumption 11s violated and we have more

packet sampling. Duffield et al. propose two estima-than one SYN pa(_:ke_t at thg bﬁginn_ing ofthe f:IO\t')V ss_ydu:
tors of the number of flow arrivals that work based on SYN retransmissions, both estimators will be biase

flow records collected after random sampling of the traf_towards overcountlng.h Bu}_f'f repeate;_d SlYNS_ are abrared
fic [9]. The formulas for the individual contributions of enough occurrence, the eflect on a final estimate base

flow records to the total estimate of the number of flow ©" many flow records will be small.

arrivals are as follows. 4.5 Multifactor smart sampling

To reduce the number of flow records, while maintain-

M — { 1/q if SYNflag set ing accurate byte counts, smart sampling [8] proposes
0 if SYN flag not set sampling the flow records with a size dependent proba-

7@ { 1/q ifSYNflag setand =1 bility » = min(1,b/z) wherez is a threshold parameter
a 1 if SYN flag not set o > 1 controlling the tradeoff between the loss in accuracy and

Hield | sh 91 that both esti bi the reduction in the volume of reports. We can adapt
Duffield et al. show [9] that both estimators are unbi- goart sampling to flow slices using = min(1, B/z)

A7) 2)1 _ - . . .
asedE[M ()] = E[M®)] = 1 for flows that have ex- ,n4\e could still estimate byte, packet and flow arrival
actly one SYN packet (which is implied by assumption .., s hased on the smart sampled flow records using
1). Both estimators overestimate the number of flow ar-g _ 1/rS,B = 1/rB, andA = 1/r A1 But using this

rivals if flows have more than 1 SYN packet. For flows
without any SYN packets which according to our defi-
nition of flow arrivalishould not be counted, we have
E[MM] = 0andE[M®)] > 0, so to make the second
estimator unbiased we need another assumption.

Assumption 2The first packet within the bin for every We propose a new variant of smart sampling, mul-

flow has the SYN flag set. tifactor smart sampling which takes into consideration
Since the flows retaining SYN packets after the ran-. ac! piing whi ’ : !
. : : A not just byte counts, but also packet counts and SYN
dom packet sampling stage will retain a single SYN L . .
flags. By picking a smart sampling probability of=

N esti i
packet, and\/ %) estimates the number of flow arrivals min(1,5/z, + B/z + A/z,) we can balance the re-

based on the number of such flows, we can easily Com(quirements of the three estimators. The three individ-

b|n-e Itl W'fth atLO obtalr:)gn gstlﬁatf:rr]forttr:wet n dumb er fI(()jws ual thresholds control the tradeoff between accuracy and
arnvais for the combined algorithm that does randomg qyction in report volume separately for the three esti-

packet sampling and flow slicing. mators of bytes, packets and flow arrivals.

40 _ [ 1/(pg) ifSYN flag set -
0 if SYN flag not set

formulaforr results in a variance fod much larger than
that of A() because it discriminates against flows with
few bytes, and since most flows have few bytes, they will
also produce most flow records with the SYN flag set —
and these are exactly the recortid) relies on.

4.6 Dynamically adjusting the flow slicing
= probability
M7 treats separately flows that only have a SYN gy, gjices dynamically adjusts the flow slicing probabi-

pgck_et after packet samplmg and_ the others that SUTity p to the currenttraffic. This adjustment can happenin
vive it. Fortunately we can differentiate between the tWOihe middle of a time bin. Which one of the many values

types of flows even after flow slicing is applied: ifaflow ¢ ) s1441d we use in our estimators? Are the estimators

with a single SYN packet is sampled by flow slicing its gy npiased? Actually none of the proofs depends on

reﬁoro][l will havec, I:d é afrlld th?. SYN ﬂzg shet, ifany having a single value fop, and they would all work if

,Ot erflow 1s sampled by Tlow slicing an It has = 1 _we replaced it with a separate for every packet. All

it means that only its last packet was sampled thus_'t,w'”the estimators would need to use the value of the packet

not have the SYN flag set because that would put it intg)icing probability in effect at the time the sampling of

the category of flows with a single SYN packetsurviving 5 4 ket caused the creation of the entry. This doesn't

the packet sampling. Thus we can combiié”) with @ ecessarily mean that one needs to extend the flow entry

to obtain another estimator. with one more field, because it already holds the times-
50ur definition of flow arrivals differs from that used in [9]. tamp of the first packet and that can be used to determine




the flow slicing rate if the router keeps a small log of be processed independently anymore: the contribution of
recent adjustments to it. the second record to the flow count of the bin depends on
When the flow record expires and it is reported, thewhether there was a first record with the same flow iden-
report should include the value of the flow slicing proba-tifier. When the router reports the records, they might
bility p in effect at the time the entry was created. Sim-not be near each other, so the analysis has to do “flow re-
ilarly if the smart sampling thresholds, z;, andz, are  construction”: keep a hash table with flow identifiers and
adjusted dynamically, the report should include their cur-find flow records with the same flow identifier covering
rent value so that one can compuiguring analysis. But parts of the same bin. The consequence of not doing
reporting all these parameters doesn’t require an increag®w reconstruction is running the risk of double count-
in the flow record size. For example they can be reportedng such flows with more than one record (which might
just once in every report packet if their value is the samebe acceptable in many settings).
for all the records reported together. By our definition of flow arrivals from Section 4.4, as
long as assumption 1 holds, if a flow has a record that
4.7 Bins, timeouts, and flow reconstruction starts before the start of the bin, we should dse 0, ir-
To simplify our discussion of the estimators we startedrespective of whether we have a second flow record (pos-
with some strong assumptions: all records last longesibly with a SYN flag) or not. If we have a second flow
than the bin length, counters count only packets withinrecord with the SYN flag set we can clearly say that as-
the bin of interest, and the flow memory is empty at thesumption 1 does not hold, but if we do not do flow recon-
beginning of the bin. In this section we relax these as-Struction we might count it separately against the flow

sumptions and discuss the effects of these relaxations o#rival count. In many setting this type of overcounting
the estimators. is not a big concern.

The most elementary relaxation of the assumption is t¢/Vhen the inactive timeout., ;.. is short or when the
consider continuous operation of the algorithm: recordstnalysis is over long time bins (say hours), flow slices
still last longer than the bin length, and we still have c@n be shorter than the bin size. It can happen that we

separate counters for each bin, but there can be actiVd2ve more than two records for the same flow within the
records at the start of our bin, records created earlier. S@Me bin. For byte and packet counts we can just add
The simplest case is that of records spanning the entir€ individual estimates for the different records and we
bin. The byte and packet counters will reflect the actua@®t an unbiased estimator for the entire bin. For active
traffic, so we usé = 1/qc, andB = 1/qc;. If we do flows we cannot get an unbiased estimate, not even with
’ g “b- . . .~
not have a packet sampling stage we can also compuflPW reconstruction. For flow arrivals, by using") for
F=1if ¢, > 0andf = 0 otherwise.A = 0 because the individual recordsand summing the contributions
the flow sf;rted in an earlier bin ' without any flow reconstruction gives unbiased estimates

If a flow record expires within the bin we run the anal- as long as assumption 1 is not violated.
ysis on, it can be the only record for the flow, but it is 4.7.3 Binning errors

also possible that another record for the same flow woulds;, tar we assumed that Flow Slices uses binned mea-
get created after the first record’s expiration. For byteg,rement. This guarantees that as long as the analysis is
and packet counts which are additive we can just add thg, {ime intervals that are exact multiples of the measure-
counters from the first record to the estimates from theyent pins used, it will be easy to determine exactly how
seconds = 5 + 5 andb = by + by, The analysis a0y of the packets and the bytes counted by the record
of unbiasedness carries through because we can considgg e within the bin. But by default Flow Slices doesn't
that the bin is actually two sub-bins, one ending when,se hins and for records that span bin boundaries, the
the flrst. record ends ano! the other starting at the_samﬁser will have to guess how the packets and bytes were
time. Since we have unbiased byte and packet estimateg.a|ly divided between the bins. We can prove that
for both sub-bins, our estimates for the sum of the bing, reconstruction of how the traffic divides between the

will still be unbiased. _bins is unbiased only if we make an assumption about
If cs1 > 0, we know that the flow sent packets during ¢ spacing of the packets.

the bin, so we sef to 1, otherwise we use Equation3  Assumption 3For every flow at the input of the flow
was active in the second sub-bin will tell use whether it
. . 6 . . . P
was active ovi . _ °For a record started before the beginning of the bin, even if i
. era." This approac_h preserves Oyera” unhas the SYN flag set we consider that the SYN packet was oneof th
biasedness, but it makes analysis more complicated b@ow's packets that arrived before the beginning of the bith s have

cause the two flow records representing the flow cannofi®™ = o.




pairs of its consecutive packets is the same. 5.1 Packet count variance

We use the following algorithm for distributing the For the core flow slicing algorithm we can compute the
packets of reported by a flow record that spans bins bevariance of the packet count estimator.
tween the bins covered by the record. We consider
packet arrival events, the first one is the timestamp pf the VAR[3] = 1/p(1/p—1)(1 — (1 —p)*) (7)
first packet counted by the entry, the last one the times- _ _ . _ _
tamp of the last packet counted by the entry and the re- Note how this variance is strictly lower than _the vari-
mainingc, — 2 evenly spaced between them. We con-ance of results based on random packet samplifig —

sider thatl packet arrived at every packet arrival event, 1)s except for thg case of = 1 when th? two variances
except for the first event which hagp packets, and dis- '€ €qual since in this case both algorithms have proba-
tribute the packets between bins accordingly. This caility » of estimating the packet count &gp and proba-

be shown to be an unbiased way of distributing packPility 1 —p of estimating it as). The highe, the larger
ets between bins under assumption 3. We recommen e difference between the variance of results based on

distributing thec; bytes of the flow between bins pro- flow slicing when compared with packet sampling. Since

portionally with the number of packets counted againstSiNg the same sampling probability will give the same

each bin. Assumption 3 is not enough to prove this dis-MeMory usage for flow slicing and ordinary sampling,
his comparison of variances shows us that flow slicing

tribution of bytes between the bins to be unbiased, wé - . .
would need an additional assumption about uniformity of'S @ SUperior solution. The advantage is most apparent
packet sizes. For flow arrivals, we do not have a binning/€n estimating the traffic of aggregates with much traf-
problem because we assume that the first packet countetf c°M'N9 from large flows.

by the flow record is the one with the SYN, so we count '€ same conclusion holds if we compare the combi-
the flow arrival against the bin the first packet is in. nation of packet sampling and flow slicing used by Flow

We cannot achieve provably unbiased binning forSlices to the pure packet sampling used by Adaptiye N?t'
bytes and packets under realistic assumptions about inté:rj.OW and Sampled NetFlow. Here the fair comparison is

packet arrival times and packet size distributions withinWlth Sampled NetFlow using a packet sampling proba-

flows. We turn to measurements instead to see how mucRiIity of pg. We can conceptually divide this into a first

the binning error is on typical traffic. We recommend us->tage of packet sampling that samples packets with pro-

ing such experimental results to decide whether increa%ag!:!zy 4 a?ﬁ a}_setcotnd 0?]9 thgt s?mTletstt_hte.m l\N'th pro-
ing the size of the flow record by adding multiple coun-t.a Ifl ytph' ¢ € |rs| St age t:S Itr?n(;(':f? stalis l-cathproper—
ters to do binned measurement is worth it. I€s for the two solutions, thus the difference in the accu-

racy is given by the second stage, but comparing the sec-

. . ond stages reduces to comparing flow slicing and packet
5 Variances of estimators sampling using the same probability

The estimators discussed in the previous section were all

defined on an individual flow and to compute a measuré.2 Byte count variance

(say the number of packets) for a larger aggregate, thgve can also compute the variance of the estimates for the
analyst would sum the values of the estimators for thenumber of byte%

flow records matching the aggregate. The sampling de-

cisions for different flows are fortunately independent ~ u . ‘

and thus the variance of the estimates for aggregates are VAR[] = 1/pZ(l —p)'; (8)

the sum of the respective variances for the estimators for =t

individual flows. In this section we focus on studying the ~ Note how this variance is strictly lower than the vari-
variances of the various estimators for individual flows. ance of results based on random packet samlifig —

We also show that the variances of the estimators baset) >_;—, b7 (except for the case of a single packet flow).
on the core flow slicing algorithm are lower than those of This shows that for byte counts too, flow slices are a bet-
estimators based on random sampling used by Adaptivéer solution than ordinary sampling.

NetFlow to control memory usage. As in Section 4, we .
start with a simplified setting of a single bin in isolation 5.3 Flow count variance

and then proceed to more realistic settings. The proofé’ve can also compute the variance of the estimates for the

for the variance results from this section can be found?umber of active flows, but we cannot compare against
aprefvarianceproofs. packet sampling because there are no unbiased estimates

for the number of active flows based on packet sampled

“Strictly speaking once we add algorithms that adapt varimus- data.
pling parameters dynamically based on resource consumpi@in-
troduce small correlations between decisions, but theselations are 8Remember that we number the packet sizéa reverse order with
so small we can safely ignore them. b1 being the size of the last packet amgdthat of the first one.




VAR[fl=(1-p)* '(1/p—1) 9)

5.4 Continuous operation

If we consider continuous operation for the algorithm,
we can have at the beginning of the bin a record for our
flow. If the slice spans the entire bin, it counts every-
thing exactly and thus the variance of all estimataob.is

If the slice ends in the current bin, we can divide the flow
into two parts: one covered by this older record and the
rest. For the first part we havevariance for the byte 07
and packet counts and for the second part we can apply
formulas 7 and 8, but instead efbeing the number of

packets of the flow in the bin, it should be only the num-  Figure 2: Scatter plot for accuracy of flow slices.
ber of packets in this second part and thée the sizes

of those packets. For the flow count estimate, if the num- 012 ——— e
ber of packets in the first record @s(whether it isO or Thearetial Eror —
not is not something that depends on the random flow ;

slicing decisions in the current bin), the variance of the
estimate i), otherwise formula 9 applies. Thus hav-
ing flow records active at the beginning of the bin does
not increase the variance of the packet, byte and flow
count estimates, on the contrary, it can reduce them sig-
nificantly.
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6 Experimental evaluation N N (N
We divide the experimental evaluation section into two 0.001 0.002 0.003 0.004 0.005 0.006 0.007 0.008 0.009
parts. In the first group of experiments, we evaluate the Sampling Probapilty
efficacy of the core flow slicing algorithm. Later, we Figure 3: Trade-off between Mean Relative Error and
compare flow slicing with Adaptive NetFlow to show the Memory Usage as we increase sampling probability
efficacy of Flow Slices both in terms of memory usage
and accuracy of estimates. For our evaluations, we ob-
tained real OC-48 traces from Cooperative Associatiorrapidly sampled and once sampled counted fully. Note
of Internet Data Analysis (CAIDA[4]). also the presence of two-sided errors clearly depicting
o the “unbiased-ness” of our estimates using Flow Slices.
6.1 Accuracy of the core flow slicing algo-  \yhatis the affect of flow slicing probability on the ac-
rithm curacy of these estimates According to the theory in
In this section, we evaluate the core flow slicing algo-Section 5.1, increasing slicing probability increases the
rithm against the “full-state” approach. These experi-accuracy of estimated flow sizes. In other words, the
ments provide more insight into the efficacy of the flow mean relative error as defined as ratio of the mean of the
slicing algorithm and the reaction to changing variouserror to the actual value should decrease. Also, clearly
variables such as flow slicing probability, slice length onas the slicing probability increases, the memory usage
the memory usage and the mean relative error. should increase almost linearly. In Figure 3, the mean
First, we fixed the slicing probability to 0.008 (equal to relative error for flows larger than 5000, and the corre-
1in 125 flows) and the slice duration to 60 seconds. Figsponding memory usage have been plotted with varying
ure 2 shows the scatter plot of ratio of the estimated flowslicing probability on the x-axis. Apart from the empiri-
size (in number of packets) and the actual true flow slicecal value of the mean relative error, we also plot the the-
on the y-axis and the true flow size on the y-axis. Noteoretical value for this based on the formula obtained in
that the plot only shows flows that have more than 50005ection 5.1. From this figure, we can see that the results
packets throughout the duration of the trace (1 hour)are as calculated theoretically. Increasing slicing proba
From this scatter plot, we can see that most of the flowdlility decreases the mean relative error although amount
have been accurately estimated within 10% error marof memory usage increases almost linearly.
gin. Also, as the flow sizes became bigger, the estimate Extrapolating Bins from Flow Slicesthe goal of this
converges to the true estimate as these flows are moexperiment is to study the affect of binning from flow




Flow Size ANF Flow Slices(60s), Flow Slices (180s) Flow Slices (300s

Pkts. | Bytes | Pkts. | Bytes | Pkts. Bytes Pkts. Bytes
> 1% 0.025 | 0.048 | 0.023 | 0.021 | 0.02 0.020 | 0.0140| 0.038
0.1-1% 0.113 | 0.158 | 0.06 | 0.079 | 0.055| 0.064 | 0.045| 0.059

0.01-0.1% | 0.31 | 0.406 | 0.21 | 0.303 | 0.183 | 0.265 | 0.179 | 0.244

Web (80) | 0.0121| 0.0464| 0.0074| 0.0177| 0.0215| 0.0101 | 0.0071| 0.0567
Mail (25) | 0.0003| 0.0326| 0.0670| 0.0376| 0.0141| 0.0307 | 0.0176| 0.0252
SSH (22) | 0.1894| 0.1916| 0.1033| 0.5267| 0.0020| 0.0381 | 0.0088| 0.5670
News (119)| 0.0381| 0.0167| 0.0214| 0.0139| 0.0032| 0.0149 | 0.0001| 0.0028
FTP (20) | 0.0294| 0.0233| 0.0475| 0.0005| 0.0238| 0.0123 | 0.0485| 0.1061

Table 4: Results comparing Adaptive Netflow and Flow Slicéh different Slice durations. The total number of
packets are about 35 Million.

4 ‘ ‘ ‘ ‘ ‘ ‘ ‘ for Adaptive NetFlow. To be fair in our comparisons
35" | with Flow Slices, we split thd /1024 probability into
g Ll . | two parts consisting of packet sampling/(6 for our
g L 0C-48) and flow slicing probabilityl(/64). We picked a
R 1 random 5 minute OC-48 trace obtained from CAIDA for
EREY A | our comparisons. Also, instead of monitoring individual
% s flows, we aggregated based on the destination IP address
g N in the flow as they tend to be much larger and hence sig-
5 ! IR e e nificantly farther from statistical noise. This also allows
05 SO for a fairer comparison between the two schemes as the
final aggregates instead of individual flows are usually

0 . . . . . .
1000 2000 3000 4000 5000 6000 7000 8000 9000 mOStimpOI’tant for trafﬁc analysis'

# of packets in a flow
Table 4 illustrates the comparison of error obtained
Figure 4: Scatter Plot that depicts the errors introduceghy Adaptive NetFlow and Flow Slices both for packet
in extrapolating bin measures from slices. counts and byte counts. Clearly, in the first group of
flows that are larger than 1% of the total traffic volume,

) o ) ) Flow Slices performs slightly better than Adaptive Net-
slices. We plot in Figure 4, the ratio of estimated to theg|,\w When we used the slice length of 300s, we found
actual size of the flow in a given bin to the flow size on 1,4 Flow Slices has about 11% less mean relative error
x-axis. For this experiment, we used a slice length of 90,5 that of Adaptive NetFlow. We believe this is due
seconds and divided it up equally into 10 bins of size(q e fact that once a flow is sampled by Flow Slices,
9 seconds each. Figure 4 shows that larger the flow§; remains in the memory until the slice expires hence
binning error is |nS|gn|f|(_:ant. However,_ for relatlvely leading to more accurate results. In the second group
smaller flows extrapolating from flow slices results in ot fjo\ys that contained traffic volume between 0.1% and
much higher error. Since we divide up the entire volume; o, of total traffic, once again Flow Slices provide better
of traffic for a particular flow equally among all the bins 5c.c\yracy than Adaptive NetFlow by about 4-7%. Finally,
(except the first bin which gets a slightly higher amount), o expected for really small flows, sample and hold based
error can be dependent on the burstiness of the trafficyyorithms perform better than ordinary sampling and we

Of course, to capture the fine grained traffic slices, thean see that Flow Slices performs better than Adaptive
extension proposed in Section 3.4 could be applied buieiriow by almost 7-13%.

that would result in higher memory requirement. An-

; . . ; In the second part of the Table 4, we show how Adap-

other important thing to note here is the unbiased-ness of . . o
. : ive NetFlow and Flow Slices estimated the individ-

the estimate as we can see two-sided errors.

ual traffic breakdown for common traffic types such as

. . . WWW, Email etc. Both Flow Slices and Adaptive Net-
6.2 Comparison with Adaptive NetFlow Flow estimated close to the actual packet counts for Mail,
In this subsection, we compare Flow Slices with Adap-News, Web traffic, SSH and FTP. For SSH, the case when
tive NetFlow, a previously proposed solution that is slice duration was 60 seconds and 300 seconds had sig-
based on packet sampling. For the purposes of evaluaiificant error but, slice length of 180 seconds produced
tion, we fix the packet sampling probability to 1 in 1024 more accurate byte counts. Too few connections (only



Slice | Memory | Volume | ANF saving memory usage. As expected, with this inactivity
60 7122 21056 | 21526 timeout, we see that Flow Slices gain an order of magni-
180 | 15917 | 22979 | 21526 tude memory savings in comparison with Adaptive Net-
300 | 21587 | 21587 | 21526 Flow. Note also the slight increase in run-time memory

as we increase the slice length relative to the case when
Table 5: Comparing memory used and volume of record$nactivity timeouts are not used (Compare column 2 of
generated by Flow Slices and Adaptive NetFlow (ANF). Table 5 and Table 6). The reason is that only really long
Here, we used 300 seconds for bin size of Adaptive Netflows tend to occupy space when we increase the slice
Flow. We did not use any inactivity time-out for flow length. Short flows are not affected by the slice dura-

slices here. tion. Since the number of long flows tends to be small,
i memory is re-used more efficiently than when inactivity

Slice/| Memory _Volume timeouts are not applied. For Adaptive NetFlow, reduc-

Bin | Slices| ANF | Slices| ANF ing the bin size has a similar affect that increases the vol-

60 | 3233 | 5484 | 27589 27491 ume of flow records but reduces the operational mem-
180 | 4022 | 13983 | 24602 | 23859 ory footprint. Clearly, for comparable volumes of flow

300 | 4617 | 21526 | 23398 | 21526 records, Flow Slices operate with a much smaller mem-

ory footprint when inactivity timers are enabled. This
Table 6: Memory used and Volume of Records generategs much more pronounced when we use larger values of
by Flow Slices and Adaptive NetFlow (ANF) for similar slice lengths. For example, when a slice length of 300 is
Adaptive NetFlow binning and Flow Slice durations. We ysed, we see that Flow Slices generate only 10% more
used an inactivity timeout of 15 seconds for these experflow records, but operates with a memory footprint 5
iments times smaller than the Adaptive NetFlow counterpart.
From these results, we have empirically verified the

74) found in the trace, coupled with very little volume €fficacy of the Flow Slices in comparison with Packet
(0.03% traffic) could be attributed to this error in accu- S@mpling based algorithms such as Adaptive NetFlow.
racy. In general, however, we can see that byte count$/nen we apply inactivity timeouts to the Flow Slices,
and packet count errors are fairly low to show that flow it résults in much better spatial re-use of memory while
slices helps obtain accurate estimates to flows. UnbiasedHffering little loss in accuracy and little increase in the
errors statistically equate out as the constituent numbdPtal volume of flow records.
of flows increases as well as size of the aggregate. )

Memory Requirements: The total volume of flow 7 Conclusions and future work
records generated by Adaptive NetFlow and Flow Slicedrocessing, memory, and bandwidth constraints make it
was found to be roughly comparable. Adaptive NetFlowimpossible for high speed routers to provide full flow
generated about 21526 records, while Flow Slices demeasurements thus forcing us to consider some type of
pending on the slice length, generated about 21000 tdata reduction. Different flow measurement solutions
24000 records. However, the key gain that Flow Slicesperform this data reduction differently, and one can com-
have in comparison to Adaptive NetFlow is in the areapare them by comparing their resource consumption and
of run time memory. We saw that if we used 60 secondghe amount of error the data reduction causes in various
as the slice length, Flow Slices operate within a third ofanalyses one wants to perform on the flow data. We mo-
the number of records that Adaptive NetFlow requirestivated our design of Flow Slices with the desire to sup-
thus making it more memory efficient than Adaptive Net- port accurate estimates for the number bytes, packets and
Flow. The second key observation from Table 5 is theflows in arbitrary large aggregates within the traffic.
fact that the total volume of records output by Adaptive Flow Slices offer a unique mix of qualities among flow
NetFlow and Flow Slices is roughly comparable. This ismeasurement solutions: dynamic adaptation of sampling
expected since both Adaptive NetFlow and Flow Slicesparameters to keep resource usage within limits, separate
are run with similar final probabilitied (in 1024). parameters for controlling the three potential resource

Effect of Inactivity Timeoutsin Table 6, we show the bottlenecks, efficient use of available resources, and al-
effect of introducing “Inactivity Timeouts” on the mem- gorithmic solutions for minimizing the errors introduced
ory usage for the Flow Slices algorithm. A flow record by the data reduction. These qualities are possible due to
that sees no activity for a pre-defined inactivity period isnovel algorithms such as the core flow slicing algorithm
immediately flushed out of the memory. The inactivity and multifactor smart sampling and various new estima-
timeout we used for this experiment is 15 seconds. Sators. Our experiments also confirm that compared to the
short flows that last for less than 15 seconds typically geturrently used Sampled NetFlow and to another solution
flushed out much faster than the rest of the flows thughat can be deployed by a simple software upgrade at rou-
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A Proofs of variance results

~

A.1 Proof of Equation 7 V ARJ[b]
VAR[s] =1/p(1/p—1)(1 = (1 - p)*)

We first prove thatz[s%] = 1/p(1/p — 1)(1 — (1 —
p)*) + s? by induction on s.

Base caséf s=1, E[s?] = p(1/p)* + 0 = 1/p. Also
p(l/p—1)(1—-(1-p))+12=1/p—-1+1=1/p.

Inductive step By induction hypothesis we know that
fors'=s— 1, E[§]=1/p(1/p—- 1)1 - (1—p)*) +
s =1/p(1/p=1)(1 =1 =p)*~ ")+ (s - 1)

B[] - E[B)’

p(bs/p+ )2+ (1= p)EDB?] — (bs + b')?
pb2/p® 4 2bsb + pb"? — b2 — 2b,b — b
+(1 - p)E[b"]

(1/p = b; + (1 - p)
(1-p)/pbs + (1 - p)(ED*] — ED])

(1—p)/pb? +1/p Z(l —p) et}

1 p)(B[D?] —b?)
1 o i

1/p) (1 p)*t';
i=1

A.3 Proof of Equation 9
‘ ‘ Letp, 1 = 1— (1 —p)*! be the probability that flow
E[5’] = p(1/p—1+s)?+ (1 - p)E[s"?] slicing selects one of the packets of the flow before the

~2

= 1/p+2(s —1)+p(s —12) + (1 p)(s — 1)? lastone.

+(1-p1/p(L/p—1)(1 - (1-p)* ")

= Up—1+1+2s—1)+ (s —1%) E[?]
+(1=p)1/p(1/p=1) = 1/p(1/p = 1)(1 = p)*
= 1p(/p-D(p+1-p)+s V AR[f]

—1/p(1/p—-1)(1 —p)*
= 1/p(1/p—1)(1—(1-p)°) + s

VAR[3] = E[s°] - E[s] = 1/p(1/p— 1)1 — (1 - p)*)

A.2 Proof of Equation 8
VARD =1/py (1 -p) **'}
i=1

We prove this by induction on the number of packets
S.

Base casdor s = 1, the packet is sampled with
probability p, in which case the estimate of the num-
ber of bytes i$ = by /D, otherwiseh = 0. VAR[B] =
E[Y’] — E[b]* = pb? /p* — b7 = (1 — p)/pbi.

Inductive step From the induction hypothesis we
know that if the first packet is not sampled, the vari-
ance in the estimaté of thAe numbeAr of byteAs in the

nexts — 1 packets isVAR[Y] = E[b?] — E[V']? =
1/p3isy (L—p) 2.

ps1-14+ (1 —pe1)(p(1/p)*+ (1—p)-0)
ps—1+ (1 =ps—1)1/p

E[f?) — E[f]* = psor + (1= py_1)1/p— 1
(1-ps)(1/p=1)=(1=p)* '(1/p-1)



