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Abstract

Modern disks no longer operate in a simple ”fail-
stop” manner, yet commodity operating systems as-
sume they do. We design and implement a parity
based approach to improve the robustness of jour-
naling file systems. We modify the existing ext3 file
system for data and ordered journaling modes to in-
corporate parity and call it the ”Parity File System”.
Using PFS, we are able to recover from a single latent
sector error or silent block corruption within a given
file. We show that the performance overhead for PFS
compared to ext3 is minimal while the robustness is
significantly improved.

1 Introduction

”Very little is needed to make a happy life” -Marcus
Aurelius Antoninus

Disks fail. Unfortunately, they don’t just fail like
they used to traditionally, in a simple fail-stop man-
ner (working or not). The fault model presented by
modern disk drives is much more complex [2], ow-
ing to increasing complexity of today’s disks and the
pressures of time-to-market and cost increase[1]. For
example, disks can exhibit latent sector faults, where
a block or a set of blocks are inaccessible. Also, there
may be silent data corruption in one or more disk
blocks. These failures could be either transient or
permanent.

However, commodity file systems are not able to
handle these kinds of failures gracefully. Empirical
study shows that both ext3 and IBM JFS are not de-
signed to handle sector failures [1]. Under such fail-
ures, both of these file systems are shown to commit
failed transactions to disk; this can lead to serious
problems, including an unmountable file system.

In this paper, we investigate the use of parity as a
technique to improve file system robustness. We en-
hance the design layout of ext3 file system to include
parity over the data blocks of a single file. Our aim is
to show that using such a design, a single failed data
block of a file can be easily recovered. We focus only
on recovery as detection techiques have been looked
into previously [2,3]. We therefore assume that the
initial fault is detected by a failure to read/write a
block (in case of latent sector error) or by some other
mechanism like checksumming (in case of block cor-
ruption).

We have modified the ext3 file system to incorpo-
rate a parity based design, which has been named as
the Parity File System (PFS). We have analyzed the
effects of these modifications on the performance of
PFS under various benchmarks and under different
journaling modes(data and ordered). We have also
developed a tool that can be used to recover a given
block’s content offline (by specifying the block to be
recovered). Our design allocates the parity block in
the beginning of data blocks of the file; this ensures
that access to the parity block is cheap. We show that
PFS incurs minimal overhead in terms of both space
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and time while significantly increasing the robustness
of ext3 file system to localized disk faults.

However, there is definitely scope for further im-
provement in the design. Including parity over both
data and metadata blocks would further improve the
robustness of the system. Making the number of par-
ity blocks per file a configurable parameter would give
more control to the user. Also the current implemen-
tation is limited to support writes to a single file at
a time. We are working towards improving our first
prototype implementation of PFS to provide greater
robustness.

The rest of the paper is organized as follows. In
Section 2, we discuss the related work and in Section
3, we present a description of the design and struc-
ture of Parity File System. We evaluate the proto-
type implementation of PFS and present the results
in Section 4 and conclude in Section 5.

2 Related Work

The parity based file system concept and the PFS
borrow ideas from many different storage manage-
ment systems and their analysis.

The extent of dependability of journaling file sys-
tem was measured using fault-injection methodology
[1]. This study uses a model-based approach to an-
alyzing file system behavior in different journaling
modes under various disk failures. This brings forth
a number of design flaws and weaknesses of many
popular journaling file systems including ext3, IBM
JFS and Reiserfs under latent sector failures. Many
of these file systems simply assume that sector fail-
ures do not occur and so are not designed to handle
them, resulting in catastrophic effect on the on-disk
data. The file system reaction may range from com-
miting failed transactions to disk leading to an un-
mountable file system to a more drastic measure like
a system crash. This work provides a basis for the
fact that there is a need for building more robust file
systems that are not just aware of the possibility of
sector failures but are also capable of handling and
gracefully recovering from them. Our work extends
in this direction to bring in robustness and recovery
to an existing journaling file system namely ext3.

The Rusty File system [2] further motivates the
problem using a fractured failure model for disks and
classifying the file system failure policies using the
Rusty taxonomy for failure detection and recovery
techniques. Analysis of various commodity file sys-
tems illustrates lack of consistent failure handling and
recovery policies. The authors evaluate the use of
in-disk checksumming and replication as a means of
improving robustness. However, checksumming can
be used only for error detection and not error correc-
tion. Also, replication definitely adds a considerable
space overhead. In our design of the PFS, we take a
different approach to failure recovery based on parity.
We find that this approach incurs minimal time and
space overheads.

Various earlier work have addressed the issue of
improving file system robustness against silent data
corruption using data integrity checks. The Solaris
Dynamic File system [3] developed by Sun Microsys-
tems, Inc. uses copy-on-write transactional model
with checksums stored with indirect blocks to detect
phantom writes, misdirections and common adminis-
trative errors. Other systems like NetApp Filers and
Tandem NonStop OS rely on end-to-end checksums.
In all these approaches, the checksums can only be
used to detect a block corruption. However, failure
recovery is not enabled using this approach. On the
other hand, PFS gives a major thrust on recovery
from failures that includes single sector error where
one block becomes inaccessible in a given file.

The parity based file system definitely draws on
ideas from the classic RAID [4] approach to improv-
ing the performance, availability and reliability of
multiple disk systems. Fourth and fifth level RAID
use parity computed over the data blocks across muli-
ple disks to enable recovery of failed blocks. The
success of this approach to improving multi-disk re-
liability has motivated the extension of this concept
to single disk systems. PFS is a prototype implemen-
tation of this concept where the parity is computed
over multiple data blocks of the file system and used
for reconstruction of failed blocks.
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3 PFS Design

Linux ext3 is a journaling file system, built as an ex-
tension to the ext2 file system. In this organization,
the disk is split into a number of block groups; within
each block group are inode blocks, data blocks and
bitmaps. The ext3 journal is commonly stored as a
file within the file system. Linux ext3 includes three
different journaling modes namely writeback mode,
ordered mode and data journaling mode. The three
modes are distinguished based on their consistency
semantics for the metadata and data. The inode
structure of ext3 includes 12 direct pointers, 1 in-
direct, 1 double indirect and 1 triple indirect pointer.

Parity File system uses the same code base as the
Linux ext3 file system with minimal modifications
to include the parity block. It maintains file based
parity wherein each file has one parity block. The
parity is calculated over all the data blocks of the file.
To this end, the ext3 inode structure was modified
to have 11 direct pointers instead of 12. Hence the
last pointer available in the inode structure is used
to track the parity block of the file.

The first implementation of PFS supported only
data journaling mode of ext3 as this logs both meta-
data and data to journal. It thereby ensures an
atomic update to file’s data as well as the parity
blocks. The second implementation of PFS extends
its operation to also support the ordered journaling
mode. In this mode, the parity block is treated as a
metadata and hence is journaled along with the other
metadata blocks. The inherent ordering constraint of
this mode for the data writes to their fixed locations
on disk and the journal writes of the metadata guar-
antees that both the data and metadata (including
parity blocks) will be consistent after recovery.

3.1 Logical control flow

When the first block of a file is written, a parity block
is associated with it and zeroed out. After the write
completes, the contents of the parity block are the
same as the contents of the first data block (equiv-
alent to replication). On subsequent writes to dif-
ferent blocks of the file, the previous contents of the
parity block are XORed with the contents of the new

Figure 1: Parity Computation: B1 - first data block,
B2 - second data block, P - parity block, B1’ - Modi-
fied B1

data blocks to reflect the updated parity as shown in
Figure 1. If one of these blocks is later overwritten,
then the new parity is calculated using the general
formula:

new parity = new data XOR old data XOR old parity

(1)

3.2 Implementation details

The prototype implementation of PFS involved mod-
ifications to only two files in ext3, namely ext3 fs.h
and inode.c. Overall the changes have been minimal.

The header file ext3 fs.h was modified to change
the inode structure as follows:

/* Constants relative to the data blocks */

/* 11 instead of 12 direct pointers */

#define EXT3_NDIR_BLOCKS 11

#define EXT3_IND_BLOCK EXT3_NDIR_BLOCKS

#define EXT3_DIND_BLOCK (EXT3_IND_BLOCK + 1)

#define EXT3_TIND_BLOCK (EXT3_DIND_BLOCK + 1)

#define EXT3_N_BLOCKS (EXT3_TIND_BLOCK + 2)

/* in order to maintain 15 pointers in inode */

/* instead of EXT3_TIND_BLOCK + 1 */

The following modifications were made to inode.c
to include parity:

Data Journaling mode

3



• ext3 prepare write():

– makes parity block using an existing
function- 31 lines added

– calls block prepare write: this tracks
whether a new block is allocated for the
write- 16 lines added

– calls walk page buffers prepare: this com-
putes parity over old data blocks if the
block was not newly allocated- 88 lines
added

• ext3 journalled commit write(): calls
walk page buffers commit which computes
parity over new data blocks and journals the
parity block- 75 lines added

• ext3 block to path(): associates 15th pointer of
the inode with the parity block- 2 lines changed

Ordered Journaling mode

The changes are essentially the same as the previ-
ous case. The differences are as mentioned below:

• ext3 prepare write(): this calls
walk page buffers ordered which is a new
function that computes parity over old data
blocks, if the block was not newly allocated- 88
lines added

• ext3 ordered commit write(): This calls
walk page buffers commit which computes
parity over the new data blocks and journals
the parity block- 75 lines added

3.3 Recovery using PFS

The prototype implementation of PFS supports re-
covery of single failed block per file. A simple par-
ity calculation over all the other data blocks and the
corresponding parity block of the file is used to re-
construct the failed data block as shown in Figure
2.

We have also developed an offline recovery tool that
can be used to reconstruct a failed data block of a
given file. The user has to specify the file name and
the logical block number that has to be reconstructed.

Figure 2: Parity based Recovery: B1, B2 and B3 are
the data blocks of a file, P - parity block of the file in
PFS, Block B1 has failed and is reconstructed using
B2, B3 and P blocks.

The tool reads the inode of the file from the disk in
order to obtain the disk block numbers of the data
blocks and the parity block of the file. It then reads
these blocks from the disk and computes parity over
their contents in order to reconstruct the failed data
block. This tool was used as a means for verifica-
tion of the correctness of our PFS implementation
and also to demonstrate the effectiveness of PFS in
recovery from a single latent sector error per file.

4 Evaluating PFS

We now present the correctness and performance
evaluation of PFS. We wish to answer the following
questions:

• Does PFS work correctly?

• What time overheads are introduced?

• How many extra disk accesses occur in PFS?

4.1 Platform

PFS is implemented as a loadable kernel module
(LKM) on Linux 2.6.11. All experiments were con-
ducted on the Crash and Burn lab machine at the
Computer Sciences Department at University of Wis-
consin, Madison. The machine configuration is 1 GHz
Pentium III processor with 512 MB RAM and one 20
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GB IDE disk. DMA was enabled during all exper-
iments and write-caching was turned off in order to
ensure that the performance results measure the ac-
tual disk writes.

Does PFS work correctly? The prototype im-
plementation of Parity File system was tested for cor-
rectness under various workloads. The first set of
tests was done using the brute force method. This in-
volved writing controlled data to a file’s data blocks,
keeping track of the disk block number of the par-
ity block and then reading the contents of the parity
block from disk to verify that the contents match the
parity computation over the file’s data blocks. The
parity computations of PFS were verified over a range
of workloads such as file create, append, overwrite,
partial write etc. and was found to be correct in all
cases.

Another approach used for verification was based
on the recovery tool. Data block of a file was recon-
structed using its other data blocks and the parity
block and was then checked to ensure that the re-
constructed block exactly matches the original data
block. This also shows that in case of single-block
failure per file, our prototype implementation of PFS
can recover the failed block using the parity block.

What time overheads are introduced? A set
of three different microbencmarks were conducted to
test the PFS performance. The experiments were
conducted for both data journaling mode and ordered
mode. The results obtained were compared against
the performance observed in ext3 file system. The
time stamp counter available on the x86 architecture
was used to measure the time required for each op-
eration in the two file systems. The details of the
experiments and the results obtained are discussed
in the following section.

How many extra disk accesses occur in PFS?

In order to be able to track the number of reads and
writes that are sent to the disk for each operation,
a pseudo device driver was used. This pseudo device
driver is based on semantic block-level analysis (SBA)
[5] which combines knowledge of on-disk data struc-
tures with the disk traffic generated by the bench-
marks to record the quantity of disk traffic and how
it is divided between reads and writes.
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Figure 3: File Create: The above graph plots the time
taken (in msec) to create files of different sizes in data
journaling mode for PFS and ext3. The performance
of PFS is slightly worse than ext3 due to the extra
disk write for the parity block.

4.2 Benchmarks

This section gives a detailed description of the work-
loads used to compare the performance of PFS with
that of ext3.

4.2.1 File Create

The microbenchmark for measuring performance for
file creation consists of the following. Each run of
the experiment first removed all the files and cleared
the cache by unmounting and then mounting the file
system. For a given file size, 21 files were created
and time for file creation was measured using rdtsc().
The first few values were found to be skewed due to
the overhead of reading the metadata blocks. Hence
a few files of the given file size were first created, but
not measured in order to warm up the cache with
the metadata. The runs were conducted for file sizes
ranging from 20 KB to 1 MB for both PFS and ext3.
Also the number of disk reads and writes were simul-
taneously tracked using the SBA device driver. The
measured values were averaged for each file size.

Data Journaling mode The performance results
for file creation in data journaling mode are presented
in Figure 3. The time taken for file creation in PFS
is found to be slightly higher than that in ext3 as the
extra overhead involved in PFS is the one extra disk
write for the parity block. Figure 4 shows the number
of disk writes incurred for the two file systems. The
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Figure 4: File Create: The number of disk writes for
PFS and ext3 for file create workload is plotted for
different file sizes, which are observed to be almost
the same.
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Figure 5: File Create: This is an enlarged graph of
Figure 4. PFS has exactly one extra disk write for
the parity block compared to ext3
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Figure 6: File Create: The above graph plots the time
taken (in msec) to create files of different sizes in or-
dered journaling mode for PFS and ext3. The perfor-
mance of PFS is slightly worse than ext3 due to the
extra disk write for the parity block.
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Figure 7: File Create: The number of disk writes for
PFS and ext3 for file create workload is plotted for
different file sizes. PFS has exactly one extra disk
write for the parity block compared to ext3

number of writes observed include data and meta-
data blocks. For every data point, the number of
disk writes for PFS is one more than that in ext3 as
observed in Figure 5 which correponds to the write
of the parity block.

Ordered Journaling mode Figure 6 shows the
performance for the file create microbenchmark for
PFS and ext3 in ordered journaling mode. The time
taken in PFS is higher than that in ext3. The num-
ber of disk writes is shown in Figure 7. Similar to the
results obtained for data journaling mode, the num-
ber of disk writes in PFS are found to be exactly one
more than that in ext3 due to the parity block write.

4.2.2 File Overwrite

The file overwrite benchmark first cleared the file
cache by unmounting the file system and then mount-
ing it. Each run consisted of completely overwriting
20 different files of a given size with new data. The
file sizes used in this experiment range from 20 KB
to 1 MB. The file cache was cleared between each run
of the workload. The time taken for each overwrite
was measured separately and the average over the 20
iterations of each file size were computed.

Data Journaling mode The results obtained for
the file overwrite microbenchmark in data journaling
mode is presented in Figure 8. A 30% - 50% decrease
in bandwidth (MB/s) is observed in PFS compared
to that in ext3. This can be explained using the num-
ber of disk reads and writes for the two file systems.
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Figure 8: File Overwrite: This figure shows the
performance of PFS vs ext3 for file overwrite mi-
crobenchmark in data journaling mode. There is
30%-50% decrease in bandwidth in PFS compared to
that in ext3 as PFS has to read the old data block for
parity computation.

As observed in Figure 10, the number of disk writes
in PFS is just one more than that in ext3 which ac-
counts for the parity block write. The considerable
overhead is observed because PFS has to read an old
data block from disk per block overwrite in order to
compute the parity. This is clearly observed in Fig-
ure 9 which shows the number of disk reads in PFS
versus those in ext3. However, this is not a huge
overhead as far as realistic workloads are concerned,
as the percentage of bytes that sequentially overwrite
existing files is extremely small as compared to the
percentage of bytes that are appended to files [6].

Ordered Journaling mode The results obtained
for the file overwrite microbenchmark in ordered jour-
naling mode are the same as that in data journal-
ing mode. The considerably higher overhead in case
of PFS as observed in Figure 11 can be accounted
from the fact that the number of disk reads in PFS
are much higher than in ext3 as shown in Figure 12.
There is only one extra disk write (Figure 13) in PFS
compared to that in ext3 for each file size.

4.2.3 File Partial write

This microbenchmark was used to compare the per-
formance of PFS and ext3 for partial writes. The file
cache is cleared before each run of the experiment.
Each run consists of 2 KB writes (half of the block
size) to the data blocks of 20 different existing files
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Figure 9: File Overwrite: The number of disk reads
for file overwrite microbenchmark is plotted for dif-
ferent file sizes in data journaling mode. PFS has to
read the old data blocks from the disk for parity com-
putation and hence has a very large number of disk
reads compared to ext3.
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Figure 10: File Overwrite: The number of disk writes
for file overwrite microbenchmark is shown for differ-
ent file sizes in data journaling mode. PFS has only
one extra disk write for the parity block compared to
ext3.
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Figure 11: File Overwrite: This figure shows the
performance of PFS vs ext3 for file overwrite mi-
crobenchmark in ordered journaling mode. There is
30%-50% decrease in bandwidth in PFS compared to
that in ext3 as PFS has to read the old data block for
parity computation.
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Figure 12: File Overwrite: The number of disk reads
for file overwrite microbenchmark is plotted for dif-
ferent file sizes in ordered journaling mode. PFS has
to read the old data blocks from the disk for parity
computation and hence has a very large number of
disk reads compared to ext3.
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Figure 13: File Overwrite: The number of disk writes
for file overwrite microbenchmark is shown for dif-
ferent file sizes in ordered journaling mode. PFS has
only one extra disk write for the parity block compared
to ext3.
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Figure 14: File Partial write: The above graph plots
the time taken (in msec) for partial writes to files of
different sizes in data journaling mode for PFS and
ext3. The performance of PFS is almost the same
as that in ext3 as partial write does not incur extra
overhead in PFS.

of given size. This benchmark gives insight into the
performance of PFS when the file is partially over-
written.

Data Journaling mode The time taken for par-
tial writes for different file sizes as plotted in Figure
14 demonstrates that PFS and ext3 have very similar
performance as there is no extra overhead involved in
PFS. This is further validated using the observation
from Figures 15 and 16 that the number of disk ac-
cesses for the two file systems are almost the same.

Ordered Journaling mode The performance re-
sults (Figure 17) obtained for partial write workload
in ordered journaling mode for the two file systems
and the number of disk accesses observed as shown
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Figure 15: File Partial write: The number of disk
reads for partial file write for different file sizes is
shown for PFS and ext3. Both file systems have ex-
actly the same number of disk reads.
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Figure 16: File Partial write: The number of disk
writes for partial file write for different file sizes is
shown for PFS and ext3. PFS has exactly one extra
disk write compared to that in ext3.
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Figure 17: File Partial write: The above graph plots
the time taken (in msec) for partial writes to files
of different sizes in ordered journaling mode for PFS
and ext3. The performance of PFS is almost the same
as that in ext3 as partial write does not incur extra
overhead in PFS.
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Figure 18: File Partial write: The number of disk
reads for partial file write for different file sizes is
shown for PFS and ext3. Both file systems have ex-
actly the same number of disk reads.

in Figures 18 and 19 are simlar to those observed in
the data journaling mode. PFS performs almost the
same as ext3 in this case.

5 Conclusion

Commodity operating systems have not been de-
signed to handle localized disk faults such as latent
sector errors and block corruption. Thus they are
not robust against the kinds of failures prevalent in
modern disk drives.

In this paper, we design a parity-based approach to
enable journaling file systems to recover from a fault
localized to a given file. Using the design, we build
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Figure 19: File Partial write: The number of disk
writes for partial file write for different file sizes is
shown for PFS and ext3. PFS has exactly one extra
disk write compared to that in ext3.

a new file system that is robust to such failures. We
evaluate the performance and number of disk accesses
of the new file system as compared to ext3 for file
create, overwrite and partial write cases. From our
anaylsis, we find that PFS perform similar to ext3 in
file create and partial write cases and shows a 30%-
50% degradation in bandwidth in case of overwrite.
We prove that parity is a simple and efficient way to
improve the robustness of modern file systems.

Many challenges remain: The design needs to be
reworked to handle multiple faults in a given file.
This can be done, for example, by having one parity
block over every 200 blocks of the file instead of over
the entire file. The design also needs to be revamped
to handle failures of consecutive blocks, which are
common. This can be done by having row and col-
umn parity instead of having just a row-based parity.
By working further in this area, it may be possible
to begin an entirely new generation of ”fault-aware”
robust file systems.
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