
Theorem 1: Majority voting needs only logarithmic redundancy to 
reduce the effective number Byzantine workers to a constant.
• Only exponentially few Byzantine gradients survive majority filtering
• High probability bound!

Introduction DETOX Guarantees Experiments: Byzantine-resilience
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Challenge: Byzantine-resilience of distributed SGD
• Distributed Training vulnerable to Byzantine system failures
• Vanilla SGD fails to converge under a single Byzantine-error
• Two major approaches for defense:

o Robust aggregation (computationally slow)
o “Large group” majority voting (scales badly)

Key Idea: 
• Filter Byzantine machines via minimal algorithmic redundancy 
• Improve robustness and speed using median of means

Majority Filtering & 
Median of Means

Step I: Majority filtering
• Form small groups, each group computes the same gradients.
• Most of the Byzantine gradients lose majority – filtered out.

Reference
[1] Moran Baruch et al. “A Little Is Enough: Circumventing Defenses For 
Distributed Learning”. https://arxiv.org/abs/1902.06156
[2] Jeremy Bernstein et al. “signSGD with Majority Vote is Communication 
Efficient and Fault Tolerant”. https://arxiv.org/abs/1810.05291

DETOX

Experiments: Scalability
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Experimental Setup:
• 46 m5.2xlarge instances on AWS EC2
• VGG-13-BN on CIFAR-100; ResNet18 on CIFAR-10
• 5 out of 45 compute nodes deploying reverse gradient attack
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Main observation:
Applying DETOX leads to significant speedups. Up to an order of 
magnitude end-to-end speedup is observed.

Step II: Median of means approach to robustness
• Gives good robustness guarantees and low compute complexity.
• The “median” can be replaced by any other robust aggregator.

200 400 600 800 1000
1um oI IterDtions

30
40
50
60
70
80

7e
st

 A
cc

ur
Dc

y 
(%

)

D-%ulyDn
D-0ulti-.rum
D-0o0

%ulyDn
0ulti-.rum
0ed.

2505007501000
1250

1500
1750

2000
1um oI IterDtions

10
20
30
40
50
60

7e
st

 A
cc

ur
Dc

y 
(%

)

D-%ulyDn
D-0ulti-.rum
D-0o0

%ulyDn
0ulti-.rum
0ed.

Experimental study I: Defending the ALIE Byzantine attack [1]

Experimental study II: Pairing DETOX with signSGD [2]

Main observation:
Applying DETOX leads to significant gains in Byzantine resilience of
the robust aggregation methods.

0 5001000
1500

2000
2500

3000
3500

4000
1um oI IterDtions

20
30
40
50
60
70
80

7e
st

 A
cc

ur
Dc

y 
(%

)

D-sign6GD sign6GD

0 1000
2000

3000
4000

5000
1um oI IterDtions

0
5

10
15
20
25
30
35
40

Te
st

 A
cc

ur
Dc

y 
(%

)

D-signSGD signSGD

Per-iteration runtime analysis End-to-end speedup gains of DETOX

Pairing w. Multi-Krum Pairing w. BULYAN Pairing w. Coord.-Median

ResNet-18 trained on CIFAR-10 VGG-13BN trained on CIFAR-100

Summery of the defensing performances

ALIE attack:

ResNet-18 trained on CIFAR-10 VGG-13BN trained on CIFAR-100

Calculate mean: µi and

Standard deviation: �j , 8j 2 [d]

across all local calculated gradients

Byzantine nodes send: µj + z · �j

z is treated as a hyper-parameter

In our experiment, we simulate the ALIE
attack on the parameter server side

Byzantine nodes conduct:

Theorem 2: ‘Median’ of means after majority voting achieves same 
error as that with uncorrupted gradients. OPTIMAL!
• ‘Median’ = Geometric Median, Coordinate-wise median or 

Trimmed mean
• Virtually no dependence on fraction or number of Byzantine 

machines

Computational complexity:
• Only logarithmic increase in computation for compute nodes.
• Aggregation speed at parameter server is now linear!

https://arxiv.org/abs/1902.06156
https://arxiv.org/abs/1810.05291

