
QUICK TIPS 

(--THIS SECTION DOES NOT PRINT--) 
 

This PowerPoint template requires basic PowerPoint 

(version 2007 or newer) skills. Below is a list of commonly 

asked questions specific to this template.  

If you are using an older version of PowerPoint some 

template features may not work properly. 

 

Using the template 
 

Verifying the quality of your graphics 

Go to the VIEW menu and click on ZOOM to set your 

preferred magnification. This template is at 100% the size 

of the final poster. All text and graphics will be printed at 

100% their size. To see what your poster will look like 

when printed, set the zoom to 100% and evaluate the 

quality of all your graphics before you submit your poster 

for printing. 

 

Using the placeholders 

To add text to this template click inside a placeholder 

and type in or paste your text. To move a placeholder, 

click on it once (to select it), place your cursor on its 

frame and your cursor will change to this symbol:         

Then, click once and drag it to its new location where 

you can resize it as needed. Additional placeholders can 

be found on the left side of this template. 

 

Modifying the layout 

This template has four 

different column layouts.  

Right-click your mouse 

on the background and  

click on “Layout” to see  

the layout options. 

The columns in the provided layouts are fixed and cannot 

be moved but advanced users can modify any layout by 

going to VIEW and then SLIDE MASTER. 

 

Importing text and graphics from external sources 

TEXT: Paste or type your text into a pre-existing 

placeholder or drag in a new placeholder from the left 

side of the template. Move it anywhere as needed. 

PHOTOS: Drag in a picture placeholder, size it first, click 

in it and insert a photo from the menu. 

TABLES: You can copy and paste a table from an external 

document onto this poster template. To adjust  the way 

the text fits within the cells of a table that has been 

pasted, right-click on the table, click FORMAT SHAPE  

then click on TEXT BOX and change the INTERNAL MARGIN 

values to 0.25 

 

Modifying the color scheme 

To change the color scheme of this template go to the 

“Design” menu and click on “Colors”. You can choose 

from the provide color combinations or you can create 

your own. 

 

 
 

 

 

 

 

QUICK DESIGN GUIDE 
(--THIS SECTION DOES NOT PRINT--) 

 

This PowerPoint 2007 template produces a 36”x48” 

professional  poster. It will save you valuable time placing 

titles, subtitles, text, and graphics.  

 

Use it to create your presentation. Then send it to 

PosterPresentations.com for premium quality, same day 

affordable printing. 

 

We provide a series of online tutorials that will guide you 

through the poster design process and answer your poster 

production questions.  

 

View our online tutorials at: 

 http://bit.ly/Poster_creation_help  

(copy and paste the link into your web browser). 

 

For assistance and to order your printed poster call 

PosterPresentations.com at 1.866.649.3004 

 

 

Object Placeholders 

 
Use the placeholders provided below to add new 

elements to your poster: Drag a placeholder onto the 

poster area, size it, and click it to edit. 

 

Section Header placeholder 

Move this preformatted section header placeholder to the 

poster area to add another section header. Use section 

headers to separate topics or concepts within your 

presentation.  

 

 

 

Text placeholder 

Move this preformatted text placeholder to the poster to 

add a new body of text. 

 

 

 

 

Picture placeholder 

Move this graphic placeholder onto your poster, size it 

first, and then click it to add a picture to the poster. 
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Take-Home Message Bilevel Training-Set Attack Framework by Machine Teaching 

Using Machine Teaching to Identify 

Optimal Training-Set Attacks on Machine Learners 
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Shike Mei and Xiaojin Zhu 

Training Data  

The hypothesis space 

Empirical risk function 

Regularizer 

Constraint functions, can be 
nonlinear 

The learned model 

WISCONSIN 
UNIVERSITY OF WISCONSIN – MADISON 

• We play "white hat hackers”. 
• We optimally poison the training 

set to mislead machine learners to 
specific wrong models. 

• This is done via a bilevel 
optimization framework and KKT 
conditions. 

Learner 

Identifying Attacks by the  

KKT Conditions 
For convex and regular objective  𝑂𝐿  and 
continuous search space 𝔻 (e.g. continuous 
features space) , we reduce the framework to a 
single-level constrained optimization problem via 
the Karush–Kuhn–Tucker (KKT) conditions of the 
lower-level problem 

We optimize training data 𝐷 by projected gradient 
descent. In the t-th iteration, we update the data 

from 𝐷(𝑡) to 𝐷(𝑡+1) by 

We assume that 𝛻𝜃𝑂𝐴(𝐷, 𝜃) can be easily 

calculated. To calculate 
𝜕𝜃

𝜕𝐷
, we denote 𝑖 =

𝜃, 𝜆, 𝜇  and calculate 
𝜕𝑖

𝜕𝐷
 by the implicit function 

theorem 

Where 𝑓 = 𝟎 represents the equality constraints 
in KKT conditions and 

SVM 
Learner 

The attacker wants to make the learned weight  
close to the target weight 𝑤∗ by risk 
and to  minimally modify features  by attacker’s 
effort                                Combining them we get the 
KKT single-level framework 

The attacker has the same risk and effort 
function as in SVM. Combining the risk, effort and 
the KKT conditions we get  

Ordinary Least Square (OLS) the KKT conditions 
is the objective it self 
 

Experiment  
Learning task: given features  of wine the learner 
should classify good/bad wine. 
Target weight: only correlated with feature 
“alcohol” (the 11-th feature).  

Experiment 
Learning task: given word frequencies in emails, 
the learner should classify them as spam/not 
spam. 
Target weight: The attacker wants to make the 
weight on feature “credit frequency” close to zero 
with minimal change of other weights. So we set 
feature “credit frequency” in training data to zero 
and refer the learned weight as the target weight. 

Learning task: learn the trend of #frozen days of 
Lake Mendota. Attack goal: hide the lake warming 
trend. Different attacker effort functions lead to 
different attack behaviors. 
 

Attack behavior is mainly increasing/decreasing the 
11-th feature for good/bad data. 

The “credit” feature was increased/decreased for 
+/- labeled data. 

KKT 
conditions 

We convert it to the corresponding KKT conditions 
(for w𝑗)  

Logistic 
Regression  KKT Conditions 
Learner 

Defense 

Examples 

Attacker 

gives 

Corrupted 
training 

Data 

to 

Domain expert 

Optimal 
Attack 

d
etects 

attack 

Optimal attack gives an alternative way 
of defense while robust learning learns 
obtuse models assuming corrupted data 

aaai 

2015 

Attacker 
Search space of feasible 
manipulations, e.g. data 
poisoned within budget 

Overall attacker objective 
function, i.e.  
 

 Attacker risk function, e.g.  

Attacker effort function,  
e. g. 

Bilevel Framework 

• Using bilevel optimization to unify the attacker’s goal and the 
learner’s response (learner’s objective function 𝑂𝐿). 

• Closely related to machine teaching, which focuses on maximally 
influencing/educating a human learner by designing the optimal 
training set/lesson. 

• Bilevel problem is NP-hard in general, but for a broad family of 
attack settings we have efficient solutions by using  the KKT 
conditions. 

Upper-level: attacker 

Lower-level: learner 

𝑂𝐿(𝐷, 𝜃) 

where 

The attacker wants to make the first dimensional 

weight 𝛽 𝐷,1 non-negative and to minimize 
response modification 𝛿 (measured by l1 and l2 
norm) 
 
where                              and                      or  
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