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Chapter 1

Introduction

Background. The Markov Decision Process (MDP), introduced by Richard Bell-
man as part of his foundational work on dynamic programming, has become one of
the most powerful tools for modeling decision-making under uncertainty. Just as
dynamic programming provides a general algorithmic strategy for solving sequential
problems, MDPs offer a remarkably expressive formalism for capturing a wide array of
optimization tasks. Classical problems such as the knapsack problem and the clique
problem, among others, can be encoded within the MDP framework. In fact, with
sufficient modeling flexibility, many discrete optimization problems can be cast as
MDPs and approximately solved using standard techniques. Reinforcement learning
(RL) further extends the power of this framework by enabling the solution of such
problems through repeated interaction with an environment, even in the absence of
an explicit model. The extension to Markov games (MG), multi-agent generalizations
of MDPs, broadens the scope even further to include competitive, cooperative, and
general multi-agent systems. Unsurprisingly, a framework of this generality and power
has become central to a wide range of real-world applications, including robotics,

finance, recommendation systems, online advertising, and autonomous control.



Safe RL. However, when deployed in real-world environments, the standard Markov
game model may fail to capture the full spectrum of risks necessary to ensure agent
safety. For instance, an opponent may strategically conceal its true objectives to
manipulate an agent into dangerous or suboptimal behavior. In more severe cases, an
external attacker — or even benign but unpredictable sensory noise — can disrupt
the agent-environment interaction in subtle but critical ways. Consider, for example,
a nefarious actor who strategically and iteratively obscures road signs to mislead an
autonomous vehicle to a dangerous location. Even in the absence of adversaries, the
environment itself may present latent hazards that are not easily encoded within a
standard MG formulation. For example, a requirement to ensure a low probability of
tire failure over repeated delivery routes introduces complex probabilistic constraints
that fall outside the expressiveness of the basic framework since reward shaping

cannot induce precise probabilities of success.

The Safety Landscape. These examples illustrate that we must expand beyond
the standard model if agent safety is to be guaranteed. Generally, we see that
safety concerns manifest in two key ways, each corresponding to a fundamental
entity of the MG: threats from other agents and threats from the environment itself.
The first category — safety against adversarial agents or malicious attackers — is
the central focus of adversarial reinforcement learning (adversarial RL). Here, the
goal is to compute policies that are robust to worst-case opponents or external
perturbations. The second category — safety against environmental hazards or
operational requirements — is typically modeled through constraints and studied
within constrained reinforcement learning (constrained RL). In this setting, the goal
is to compute policies that satisfy constraints while maximizing the expected return.

Together, these two lines of research address both essential considerations necessary



for deploying autonomous agents in high-stakes, uncertain environments.

Prior Work. Despite the importance of these fields, many fundamental open
problems have remained unresolved. On the adversarial RL side, prior work had
established how to compute optimal perceived-state attacks and had developed
no-regret strategies for reward poisoning. However, the general problem of designing
optimal attacks and, importantly, computing robust defense policies, remained
largely open. In addition, more realistic misinformation attacks, in which opponent
agents strategically misreport their rewards, had not been formally studied. On the
constrained RL side, existing results were limited to the computation of optimal
stochastic policies under expectation constraints. As a result, the foundational
question of efficiently computing safe deterministic policies or policies satisfying more

general classes of constraints remained unanswered for nearly 25 years.

Our Contributions. In this work, we aim to make progress on, if not entirely
resolve, each of the open questions outlined above. The first two chapters focus on
problems in adversarial RL, specifically the derivation of polynomial-time algorithms
for both attack and defense settings. The final three chapters address questions
in constrained RL, culminating in polynomial-time algorithms for computing near-
optimal deterministic policies that satisfy a multitude of constraint criteria. Here,
we focus on the single agent case in the first two chapters and then extend to the
full multi-agent setting in the last chapter. A breakdown of the main contributions

from each chapter follows.

1. In Chapter 2, we study classic manipulation attacks in multi-agent reinforcement
learning (MARL), where an opponent agent or external attacker can directly

alter components of the agent-environment interaction, such as observations



and rewards. This chapter culminates in polynomial-time algorithms for the
attack problem under arbitrary attack surfaces, and for the defense problem

under any combination of non-perceived-state attacks. This work appeared in

AAAT 2024.

2. In Chapter 3, we study misinformation attacks in MARL. In this setting, an
opponent player in a two-player game can strategically share a falsified reward
function with the victim player. The opponent’s objective is to constrain
the victim’s rational responses to maximize their own payoff. This chapter
culminates in a polynomial-time algorithm for computing the optimal fake
reward function, when restricted to the class of dominant-column reward

matrices. This work appeared in RLC 2024.

3. In Chapter 4, we introduce a new type of constraint, called an anytime con-
straint, designed to ensure strict safety. An anytime constraint requires that the
cumulative cost incurred by a policy remains within budget at all time steps.
This chapter culminates in a polynomial-time (0, €)-bicriteria approximation
algorithm for computing anytime-compliant policies. This work appeared in

AISTATS 2024.

4. In Chapter 5, we study the computation of deterministic policies for general
constrained MDPs with a single constraint. Here, we consider a class of
constraints characterized by generalized policy evaluation equations, which
includes expectation, almost-sure, and anytime constraints. This chapter
culminates in a fully polynomial-time approximation scheme (FPTAS) for
computing deterministic, constrained policies. This work appeared in NeurIPS

2024.

5. In Chapter 6, we extend the constrained policy computation framework to



general constrained MGs with an arbitrary number of constraints. The con-
straint model considered includes all known variants studied in the literature,
including chance constraints. This chapter culminates in a polynomial-time
(0, €)-bicriteria approximation algorithm for computing constrained policies.

This work appeared in ICML 2025.

Collectively, these results advance the theoretical foundations of safe reinforcement
learning by providing the first polynomial-time algorithms for a range of adversarial

and constrained decision-making settings.



Chapter 2

Manipulation Attacks

Acknowledgments. This chapter was a joint work with Young Wu, Jerry Zhu,
and Qiaomin Xie that appeared in AAAI 2024.

Abstract. To ensure the usefulness of Reinforcement Learning (RL) in real systems,
it is crucial to ensure they are robust to noise and adversarial attacks. In adversarial
RL, an external attacker has the power to manipulate the victim agent’s interaction
with the environment. We study the full class of online manipulation attacks, which
include (i) state attacks, (ii) observation attacks (which are a generalization of
perceived-state attacks), (iii) action attacks, and (iv) reward attacks. We show the
attacker’s problem of designing a stealthy attack that maximizes its own expected
reward, which often corresponds to minimizing the victim’s value, is captured by a
Markov Decision Process (MDP) that we call a meta-MDP since it is not the true
environment but a higher level environment induced by the attacked interaction.
We show that the attacker can derive optimal attacks by planning in polynomial
time or learning with polynomial sample complexity using standard RL techniques.
We argue that the optimal defense policy for the victim can be computed as the

solution to a stochastic Stackelberg game, which can be further simplified into a



partially-observable turn-based stochastic game (POTBSG). Neither the attacker
nor the victim would benefit from deviating from their respective optimal policies,
thus such solutions are truly robust. Although the defense problem is NP-hard, we
show that optimal Markovian defenses can be computed (learned) in polynomial

time (sample complexity) in many scenarios.

2.1 Introduction

Reinforcement Learning (RL) has become a staple with a plethora of applications
including the breakthrough ChatGPT [85]. With the growth of RL applications, it
is critical to understand the security threats posed to RL and how to defend against
them. In many applications, noisy measurements can cause the agent-environment
interaction to evolve entirely differently than what one would expect in theory. Even
worse, malicious attackers can strategically modify the agent-environment interaction
to induce catastrophic outcomes for the agent. If RL methods are to be used in
diverse and critical settings, it is essential to ensure these RL algorithms are robust
to potential attacks.

In adversarial RL, a victim agent interacts with an environment while being
disrupted by an attacker. The attacker has the power to manipulate each aspect
of the victim-environment interaction. In particular, the attacker can change: (i)
the environment’s state (state attacks), (ii) the victim’s observation (observation
attacks), (iii) the action taken by the victim (action attacks), and (iv) the reward
received by the victim (reward attacks). When the environment is fully-observable,
observation attacks translate to well-studied perceived-state attacks. We refer to
all of these attack surfaces by online manipulation attacks. The attacker may use

a subset or all of these attack surfaces to optimize its own expected reward from



the attack, which often corresponds to minimizing the victim’s value. However, the
attacker cannot perform arbitrary manipulations without raising suspicion. Hence,
the attacker must restrict its manipulations to a predefined set of stealthy attacks.
On the other hand, the attacker-aware victim seeks to choose a defense policy whose
value is provably robust even under the worst possible stealthy attack.

From the attacker’s perspective, it faces an optimal control problem: it needs
to strategically choose stealthy attacks to optimize its value. Unlike typical control
problems, the attacker must deal with the uncertainty of the victim’s actions in
addition to that of the stochastic environment. Thus, the attacker’s problem involves
a multi-agent feature. For any fixed victim policy m, we can view the attacker’s
problem as computing its best response attack to the victim’s chosen 7. From the
victim’s perspective, we argue it faces a Stochastic Stackelberg game: it needs to
choose a policy that achieves maximum value in the environment under the attacker’s
best-response attack. A defense policy designed following this principle ensures
neither the victim nor the attacker would benefit from deviating from their chosen
policies, and so an equilibrium would be achieved. This implies that regardless of the
attack, the defense policy always achieves at least the game’s optimal value. However,
computing optimal Stackelberg strategies for stochastic games is NP-hard. Thus,
both the attacker and the victim are faced with challenging optimization problems.

Although the attack and defense problems are of great importance, complete
solutions have yet to be discovered. For the attack problem, most works focus on the
empirical aspects, lacking theoretical guarantees. Provably optimal attacks have only
been devised for the special case of test-time, perceived-state attacks [99, 129, 104].
The situation is even worse for the defense problem, which is arguably more important.
Nearly all proposed defenses are designed to be effective against a specific, known

attack. This results in a cat-and-mouse game: the attacker can just design a new



attack for the given defense policy and so the victim would always be at risk. In
addition, the two approaches with provable guarantees are restricted to the planning,
reward-poisoning setting [8], and the test-time, perceived-state attack setting [130].
Furthermore, neither defense can be computed efficiently and it is unrealistic to

assume the victim knows the attacker’s exact algorithm.

Our Contributions. Despite the challenges of the attack and defense problems, we
develop frameworks for computing optimal attacks and defenses for any combination
of attack surfaces, which are provably efficient in many cases. From the attacker’s
side, we show that for any fixed victim policy, the optimal attack can be computed as
the solution to another Markov Decision Process (MDP). We call this environment a
meta-MDP since it is not the true environment, but is a higher-level environment
induced by the victim-attacker-environment interaction. Importantly, the attacker
can simulate an interaction with the meta-MDP by interacting with the victim
and the true environment. Hence, the attacker can attack optimally by solving
the meta-MDP using any standard MDP planning or RL algorithms. In addition,
we show that the size of the meta-MDP is polynomial in the size of the original
environment and the size of the victim’s policy. Thus, optimal attacks can always be
computed or learned efficiently. Our framework also extends to linear MDPs. Hence,
we provide the first provably optimal attacks for beyond perceived-state attacks and
the first provably optimal attacks for the linear setting, all of which can be computed
in polynomial time. We note our framework also solves the certifying robustness
problem posed in [118].

On the victim’s side, we argue that the defense problem is most naturally modeled
by a stochastic Stackelberg game [113], which can be captured by a much simpler

partially-observable turn-based stochastic game (POTBSG) [49]. Thus, the victim
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can compute its optimal robust defense by finding a weak Stackelberg equilibrium
(WSE) for the meta-POTBSG. Again, the victim can simulate the meta-POTBSG
by interacting with the attacker and the true environment. When the attacker is
adversarial, the victim can defend optimally by solving the meta-POTBSG using any
standard zero-sum POTBSG planning or distributed learning algorithms. Unlike the
attack problem, we show that the victim’s defense problem is NP-hard in general
even to find approximate solutions when observation attacks are permitted. However,
we show that optimal Markovian defenses can be computed efficiently when excluding
observation attacks by exploiting the sequential nature of the attacks. This gives a
broad class of games for which WSE is computable. Overall, we present the first-ever
provable defense algorithms for both the planning and learning settings and show

our defenses can be computed efficiently for a broad class of instances.

2.1.1 Related Work

Many prior works have studied adversarial RL under various models and objectives.
Amongst the first works, Behzadan and Munir [9], Huang et al. [58], Kos and Song
[66] study perceived-state attacks through the lens of adversarial examples for deep
neural nets [42]. Kos and Song [66] also considers adversarial examples, but with
the goal of minimizing the number of attacks needed to achieve large damage. These
works focused on achieving large damage at the current time. Later Lin et al.
[71], Sun et al. [103] developed more advanced heuristics that incorporate future
value into their attacks to achieve long-term damage. Meanwhile, Tretschk et al.
[108] trained an adversarial deep net to compute perturbations that allows other
objectives for the attacker.

Afterward, many works began considering the objective of maximizing the damage

to the victim rather than minimizing the number of attacks. Russo and Proutiere
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[99], Zhang et al. [129] developed optimal algorithms for computing perceived-state
attacks. Both works formulated the attack problem as a different MDP as we do
here. Sun et al. [104] formulated an actor-director model for the attack problem that
is easier to solve for some MDPs and retains guarantees of optimality. The idea
of adversarial training was then used in conjunction with the attack formulation
from [129] to obtain experimentally robust victim policies [130].

Action and reward attacks have been considered heavily in the training-time
setting. For example, Tessler et al. [106], Lee et al. [67] considered action attacks.
Reward poisoning attacks are the focus of the work by Zhang et al. [131], Rangi et al.
[95]. In fact, a combination action and reward attack are devised by Rangi et al. [95].
Most of these works consider the policy teaching setting, where the attacker’s goal is
for the victim to follow a fixed policy 7. Some algorithms achieve sublinear regret
for the attacker when the victim policy is no regret [72]; though, none compute

truly optimal attacks.

2.2 Attack Surfaces

POMDPs. We denote a infinite-horizon discounted environment POMDP by M =
(S,0, A, P,R,v, 1) where (i) S is the state set, (ii) O is the observation set, (iii) A is
the action set, (iv) P: S x A — A(S) is the transition kernel, (v) R: S x A — A(R)
is the reward distribution, (vi) v is the discount factor, and (vii) p € A(S) is the
initial state distribution. We let O(s) denote the distribution of observations at state
s. We also let R denote the set of all supported rewards. The total expected reward
the victim receives from following policy 7 in environment M is its value, i.e., the
expected cumulative discounted rewards Vi := E7 D5 7' (s, ar)].

Suppose the victim interacts with a Markovian environment, M, using a fixed
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stationary, Markovian policy m : O — A(A). At any time ¢, let s; denote M’s current
state and o, denote the generated observation. In the standard setting, the victim
chooses an action a; ~ 7(0;) and then receives a reward ry ~ R(s;, ay). Afterwards,
M transitions to its next state sy;y1 ~ P(sy,a;). We see there are several points
during time ¢ at which information is exchanged between the victim and M. We
further break down the interaction at time ¢ based on these points of information

exchange, which we call subtimes:
1. At the first subtime, t, M receives its state s; ~ P(s;_1,a;_1).
2. At the second subtime, t,, the victim receives its observation o, ~ O(s;).
3. At the third subtime, t3, M receives the victim’s action a; ~ (o).

4. At the fourth subtime, t4, the victim receives its reward r, ~ R(s, ay).

Online Attacks. In the adversarial setting, a third-party called the attacker
interferes with the victim-M interaction. Here, the attacker may intercept and then
corrupt the information being exchanged between the victim and environment M.

The attacker has access to four attack surfaces:

1. (State Attack) A state attack changes the state of M from s, to sI. The attack
influences the observation o; ~ O(SI ). If M receives action a;, the attack also

influences the reward ry ~ R(s},a;) and the next state s, 1 ~ P(s], a;).

2. (Observation Attack) An observation attack causes the victim to receive ob-
servation o] instead of o, ~ O(st). The attack influences the victim’s action

a, ~ m(0}).

3. (Action Attack) An action attack causes M to receive action a] instead of a,.

The attack influences the reward r, ~ R(s, ai ) and next state s;.1 ~ P(s, ai ).
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4. (Reward Attack) A reward attack causes the victim to receive reward r] instead

of reward r; ~ R(sy, ay).

We call each of these attack surfaces as online manipulation attacks. These attack
surfaces in conjunction give the attacker the power to corrupt every element of the
triple (s, a,r) that define the interaction between the victim and M.

If M is fully observable, observation attacks correspond to perceived-state attacks,
which change what the victim thinks is M’s state. Notice unlike the other surfaces,
state attacks could be performed at two different subtimes. Namely, the attacker can
change the state before M transitions at t; or before M receives the victim’s action
at t3. For simplicity, we assume state attacks only happen at ¢, but our results

apply equally well to both versions.

Adversarial Interaction. Overall, the victim-attacker-M interaction at time ¢

now evolves as follows:

1. At subtime ¢;, M is in state s;.

(a) Attacker: changes s; to s|.

(b) M: enters state s| and generates observation o; ~ O(s}).

2. At subtime t, M is in state SI and has generated observation oy.
(a) Attacker: changes o, to o].
(b) Victim: chooses action a; ~ 7(0]).

3. At subtime t5, M is in state SI and the victim chose action a;.

(a) Attacker: changes a; to aj.

(b) M: generates reward r, ~ R(s!,a}) and generates state s,41 ~ P(s), al).
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4. At subtime t4, M has generated reward r;.

(a) Attacker: changes r; to rl

(b) Victim: receives reward 7.

This process then repeats starting from s;.

Attacker Constraints. In general, the attacker may not arbitrarily manipulate
the interaction. For example, some attacks may be physically impossible or risk
detection. As such, we assume the attacker has a set B that defines the feasible
manipulations it can perform. For example, the attacker might require a manipulated
observation to be visually similar to the true observation. Thus, the set of feasible
observation attacks should depend on the true observation. Applying the same logic
to each attack surface, we see the feasible attack sets should take the form: B(s) C S,
B(o) € O, B(a) € A, and B(r) C R. However, in some cases, the feasibility of
an attack would depend on the interaction before the attack, not just the current
element being manipulated. To be fully general, we allow the feasibility sets to
take the form: at subtime t;, B(s) C S; at subtime t5, B(s,0) C O; at subtime t3,

B(s,0,a) C A; and, at subtime t4, B(s,0,a,7) C R.

2.3 Optimal Attacks

Attacker’s Goal. We saw how an attacker can disrupt an interaction but have
yet discussed why it would do this. Suppose the attacker has a reward function
g(s,a,r) that depends on the victim’s received reward, possibly in addition to M’s
state and the victim’s action. The attacker’s goal is then to construct an attack
that maximizes its own expected reward. Commonly, an attacker just wants to

minimize the victim’s expected reward under attack, or equivalently maximize the
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damage to the victim’s expected reward. In this case, the attacker’s reward function
is g(s,a,r) = —r. Alternatively, the attacker may want the victim to behave in a
specified way. This goal is equivalent to the attacker wanting the victim to choose
actions that match a fixed target policy 7' as often as possible. In this case, the

attacker’s reward function is g(s,a,r) =1{a =7'(s)}.
Definition 1 (Attack Problem). For any 7, the attacker’s seeks a policy v* € N

that maximizes its expected reward from the victim-attacker-M interaction:

v* € argmax E}}
veN

Z'ytg(st,at,rt)] . (2.1)

We show that the attacker’s problem is captured by a MDP. The key insight is
that by defining the attacker’s state set to capture the results of previous attacks
from t; up to the current subtime, then each attack becomes Markovian with respect
to the expanded state set. This is not a significant burden on the attacker since it
would need to keep track of this information anyway to compute the feasible attack
sets. Thus, the attacker just needs to keep track of the information within a time

step to compute optimal attacks.

Definition 2 (Meta-MDP). For any victim policy =, the attacker’s meta-MDP is

M:(S7A7P7f777ﬂ) Where7
e S=SUSEXxOUEXOXxAUSxOxAXR).

o A(s) = B(s), A(s,0) = B(s,0), A(s,0,a) = B(s,0,a), and A(s,0,a,r) =
B(s,o0,a,r).

e The transitions vary per subtime. Let 5 € S, a € A(5), and 5 € S.

1. If s = s, then a = s" and 8@ = (s7,0): P(5' | 5,a) = O(o | s").
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2. If 5= (s,0), then @ = o' and & = (s,0',a): P(5'|5,a) = m(a | o).

3. If 5 = (s,0,a), then a = a' and & = (s,0,al,r): P(3' | 5,a) = R(r | s,al).

4. If 5= (s,0,a,7), then @ =" and & = s': P(5' | 5,a) = P(s' | 5,a).
All other transitions have probability 0.

e Let 5€ S, anda € A(3). If 5 = (s,0,a,r) and a = r', then 7(5,a) = g(s, a, r").

For all other meta-states, 7(s,a) = 0.

o ji(s) = pu(s) for s € S and ji(S) = 0 otherwise.

Reward Subtlety. Note that the attacker only receives a reward at every fourth
subtime. This means the discount factor has to be “slowed down” so that the factor
at every fourth time step matches that of each single time step of M. Specifically,

choosing 7 = v/* ensures that 7% = ~*,

Proposition 1. The mazimum expected reward the attacker can achieve from any
attack on m is V5, the mazimum expected total discounted reward for the meta-MDP
M. Furthermore, any optimal deterministic, stationary policy v* for M is an optimal

attack policy.

Online Interaction. Suppose the attacker has computed some attack policy v
from M. In order to use v to interact with the victim and M, the attacker must
know the meta-state at any given subtime. As long as the attacker can observe
the interaction between the victim policy 7w and M, it can effectively simulate the
interaction with the meta-MDP M online using a constant amount of memory. At

time t, the attacker only needs to store s;, oy, a;, and r; when they are revealed to
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Algorithm 1 Attacker Interaction Protocol

Input: (7,v)
1. fort=1...do
2: Attacker sees s;, and computes a state attack SI = v(s)
3: Attacker sees o, ~ O(s]), and computes o] = v(s;, 0;)
4: Attacker sees a; ~ (o)), and computes a] = v(sq, 0y, a;)
5: Attacker sees 1, ~ R (s}, al), and computes r| = v(s, 0, az, 1)
6:

Attacker receives reward g(S;r , al , r;r ), and forgets (s, 0y, az, 1)

the attacker. With this information, the attacker knows the meta-state for each
subtime and so can apply v to determine its next attack. Upon reach the next time

t 4+ 1, the attacker can forget s;, o;, a;, and r; and start from sy, 1. See Algorithm 1.

Solving M. If the attacker has full knowledge of M and the victim’s policy 7, then
the attacker has all the knowledge needed to construct the meta-MDP M. Once M
is constructed, the attacker can use any planning algorithm, such as policy iteration,
to compute the optimal attack. Alternatively, if the attacker does not know M and
7, it can still simulate interacting with M online as described before to perform
learning. In particular, the attacker can replace the call to v in Algorithm 1 with
any off-the-shelf learning algorithm. For the episodic setting, we view the attacker
as attacking a new victim following the same policy 7 in each episode.

Observe that |S| < [S||O||A||R], |A| < |S] + |O] + |A| + |R], and 7 = /4.
Thus, whenever M’s rewards are finitely supported, |M| = poly(|M]), where |M|
is the total size of M’s description. As such, any polytime planning algorithm or
polynomial sample-complexity learning algorithm applied to M yields an algorithm

for computing optimal attacks that has polynomial complexity.

Proposition 2. When M ’s rewards have finite support or no reward attacks are

allowed, |M| = poly(|M|). Thus, an optimal attack policy can be computed in
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polynomial time by planning in M, and learning an optimal attack policy can be

performed with polynomial sample complexity by learning in M.

Remark 1 (Restricted Surfaces). By restricting A to singleton sets (e.g. set A(s, 0, a)
= {a} to disallow action attacks), M recovers optimal attacks for each individual
surface as well as attacks for any subset of available attack surfaces. This captures
all standard test-time attacks, generalizing the perceived-state attack MDP of [129].
We also note if the attacker does not perform reward attacks, M can be modified to
avoid R and so M having finite supported rewards is unnecessary in the complexity

results.

One might ask whether the perceived-state attack MDP defined in [129] would

work in the linear setting. We point out that the transition takes the following form,

15(3' |5, 8T) = EoorshP(s" | 5,0)

= /P(s' | s,a)7(a | s')da.

a

As 7 and P are multiplied together, P would be a quadratic transition. On the other
hand, our particular choice of subtimes induces linear structure in M. Specifically,
each transition of P is defined by a single distribution involving 7 or M. If both 7
and M have a linear structure, then so will M. Then, M can be solved by standard
linear RL algorithms. Thus, so long as 7 is linear, the attacker can compute optimal

attacks on linear environments.

Theorem 1. If M is linear and 7 is linear, then M is linear. Furthermore, the
dimension of M, d(M), is at most max{d(r),d(M)}+1. Thus, if 7 is linear, optimal

attacks on linear environments can be computed or learned efficiently

Remark 2 (Beyond Markovian Policies). Our construction can be easily modified to

handle non-Markovian victim policies. If the victim uses some finite amount of past
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history H, we simply modify the meta-state space to remember the same amount
of past history and adjust the construction appropriately. The size of M is now a
polynomial in both |M| and the size of the policy when described explicitly as a

mapping from histories to action distributions. We defer the details to the Appendix.

2.4 Optimal Defense

Now that we have seen how the attacker can best attack, it begs the question of how
the victim should defend against attacks. Intuitively, the victim should choose a
defense policy that is robust to attack. However, it does not suffice to just be robust
against a particular attack. In fact, the attacker could lie about its attack algorithm
to bait the victim into choosing a policy that actually benefits the attacker. Even if
some attacker does use that particular attack algorithm, other attackers may employ
different methods that lead the victim to poor value. As new attacks are formulated,
the victim would have to constantly create more complex policies designed with all
known attacks in mind. This would become a never-ending cat-and-mouse game
during which the victim’s policy will often be at risk of new attacks. Thus, for a
policy to be satisfactorily robust, we require it to be robust against the worst possible
attack. This way, no matter what future strategies an attacker may use, the victim
is already prepared.

We can formalize this intuition using the Stackelberg approach for Security
Applications [65]. For any 7 and v, let V™" and V;"" denote the victim’s and
attacker’s expected reward respectively under the victim-attacker-M interaction
induced by 7 and v. Note, both of these quantities can be computed efficiently
using the previous section’s techniques. Let V; and V5 denote infinite matrices whose

(m,v) entry corresponds to V™" and V;"" respectfully. We define an infinite bimatrix
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game GG whose payoff matrices are (V1,V3). For any fixed victim 7, it is clear that a
rational attacker would play some best-response policy, v € BR(7) := max,ey Vo .
Thus, an optimal defense policy is exactly an optimal Stackelberg strategy for player
1 in G [25].

Definition 3 (Defense Problem). The victim seeks a policy 7* that maximizes its

expected reward from the victim-attacker-M interaction under the worst-case attack:

7" € max min V. (2.2)
mell ve BR(mw)

Observe that this solution is truly robust: by definition, the attacker given 7
would never want to deviate from BR(7), and similarly, by definition the victim
would never want to deviate from its defense policy when assuming the worst possible
attack. Thus, we consider such attack and defense policies as truly optimal. However,
as the victim faces partial observability, an optimal defense for the victim is history-
dependent in general. Consequently, the attacker’s best response must also be
history-dependent. Thus, II and N consist of history-dependent policies in the
definition above.

Although optimal Stackelberg strategies for Stochastic games are generally difficult
to compute [68], we can exploit the special structure of the victim-attacker-M
interaction to develop useful algorithms. Recall that at subtime ¢5 in Algorithm 1,
the attacker changes the observation to of, and then the victim chooses an action
a = w(o"). If we simply give the victim the autonomy to choose any action a at
this point rather than according to a fixed policy m, then this interaction evolves
like a turn-based game. In fact, we show this game can be modeled as a partially
observable turn-based stochastic game (POTBSG) [133]. POTBSGs exhibit much

more structure than a general imperfect-information stochastic game, so enable more
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efficient solution methods. We see the construction is almost identical to Definition 2.

Definition 4. The victim-attacker’s POTBSG is G = (S, U Sy, 0, A, P, 7,7, ji)

where,
¢S =SxO0x{2}and S, =SUEXxO)U(SExOxAUSxOxAxTR).

e O(5) :=o for 5= (s,0,@) and O(5) := 5 otherwise.

b

(5) := B(s), A(s,0) := B(s,0), A(s,0,2) := A, A(s,0,a) := B(s,0,a), and
A(s,o,a,7) =B

(s,0,a,r).

e Let 5€8,a€e A5), and § € S.

1. If =5, then a = s" and & = (s', 0):

P(5' | 5,a) := O(o] s").

N
—

f 5= (s,0), then @ = of and 5 = (s, 0!, @):
(

3. If 5= (s,0,9), then @ = a and 5 = (s, 0, a):

| 5,a) :=m(a| o).

el
w

P(s'|s,a) = 1.

4. If 5= (s,0,a), then @ = a' and 5 = (s,0,a’,7):
P(3' | 5,a) := R(r | s,al).

5. If 5= (s,0,a,7), then a =" and & = s":

P(3' | 5,a) := P(s' | s,a).
All other transitions have probability 0.

e Let 5 €S, and a € A(5). 7(5,a) := r and 7y(5,a) := g(s,a,r!) if 5 =

(s,0,a,r) and 71(5,a) := 75(8,a) := 0 otherwise.

® = 71/5.
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o [i(s) := u(s) for s € S and () := 0 otherwise.

Note that S is the set of states in which the victim takes an action, and S, is
the set of states in which the attacker takes an action. The observation and action
set O and A as functions of the states are combined for the two players, and this
implies that the observations and actions for the victim are A(S;) and O(S;), and
for the attacker are A(S,) and O(S,). Observe that Vgy = V™ and Vgy = V"

and so (G is just the normal-form representation of the POTBSG G.
Proposition 3. Any WSE for G yields an optimal defense policy.

In general, methods to compute WSE are unknown. However, we show many
settings where a WSE for G can be computed, even efficiently. First, suppose the
attacker is completely adversarial so that G becomes a zero-sum game. In this case,
it is known that WSE = SSE = NFE. Thus, it suffices to compute an NE for a

zero-sum POTBSG.

Proposition 4. If the attacker is completely adversarial, an optimal defense policy

can be computed as an NE of G using any planning or distributed learning algorithms

for zero-sum POTBSGs.

Note, it is important that the victim uses a distributed learning algorithm since
it would not be able to see the attacker’s manipulations, only the effects of the
manipulations, nor be able to collaborate with the attacker. From Proposition 3, we
see that the victim can compute an optimal defense policy to an adversarial attacker
by computing any CCE to G. However, even computing an approximately optimal
Markovian policy against a fixed attack is equivalent to solving a POMDP, which
is NP-hard [73]. Thus, computing near-optimal defenses is intractable in the worst

case.
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Proposition 5. For any € > 0 an e-approximate optimal defense policy is NP-hard

to compute even when restricting I1 and N to be the class of Markovian policies.

Efficient Methods. The main bottleneck to computing defenses efficiently in
fully-observable systems is the presence of perceived-state attacks. Absent these
attacks, the POTBSG specializes to a traditional TBSG, which is a special case of a

stochastic game.

Observation 1. When M is fully observable and the attacker cannot perform

perceived-state attacks, G simplifies to a TBSG.

In the adversarial case, we see that G is simply a zero-sum TBSG. In zero-sum
TBSGs, even stationary NE can be computed or learned efficiently [27] unlike the

case with CCE for MGs [29] and the solutions are exact.

Proposition 6. If M is fully-observable, no perceived-state attacks are allowed,
and M’s rewards have finite support (or no reward attacks are allowed), and the
attacker is adversarial, then an optimal stationary defense policy can be computed in

polynomial time and learned with polynomial sample complexity.

Although it is unclear whether Markovian policies guarantee the victim as much
value as history-dependent ones, Markovian policies are commonplace since they are
easier to store and deploy in practice. In fact, for the finite-horizon planning setting,
the attacker need not be restricted. We give polynomial time planning algorithms
to compute an optimal defense so long as perceived-state attacks are banned. To
our knowledge, this is the first non-trivial setting for which WSE can be computed
efficiently and the first non-trivial setting for which SSE can be computed beyond

single-period games.
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Theorem 2. If M is fully-observable and has a finite horizon, no perceived-state
attacks are allowed, and M ’s rewards have finite support (or no reward attacks are

allowed), then an optimal defense policy can be computed in polynomial time.

The intuition is the victim can simulate the attacker’s best-response function
using backward induction. Once it knows the best response for a particular stage
game, it can then brute-force find the best action to take at that stage. The key
insight is that the attacker’s best response is always deterministic since it gets to see
the victim’s realized actions. Thus, the victim also has no benefit from randomization.
As such, the victim can brute-force compute its optimal deterministic action to take
during a single stage and then propagate that solution backward to be used in
previous times.

To illustrate this, we derive a backward induction algorithm for efficient defense
against action attacks and present the full defense algorithm in the Appendix.
Suppose the victim has already committed to {} }{L,., where H is the finite time-
horizon. Clearly, for any choice of victim’s action a, the attacker’s best response to

a and the future partial policy is:

BRy(s,a) =argmax gi(s,a, (s, a)) + Eyop, (5.0t Viy12(8, Ty (),
ateA(s,a)

where V), (s, a) is the maximum value achieved. Then, the victim can compute its

best action for the stage game (h, s) as a maximizer of,

Vii(s) = ' N+E Vi ().
ha(s) =max  min 7(s,07) + Bup, oan Vi1 ()

The construction for defending against all non-perceived state surfaces is a bit

more complicated but retains this same structure.



25

Remark 3 (Multi-Agent Extension). We note that all of our results remain the same
when multiple victims are present. This can be done without changing any of the
previous notations by interpreting A = A; x ... x A,, as the joint action space and
as a joint policy. From the attacker’s perspective, attacking many victims just looks
like attacking a single victim with a large action space. A WSE in G still breaks up
into an independent joint policy for the victims and the attacker, but the joint policy

may require the victims to correlate with each other.

2.5 Experiments

We illustrate our frameworks with a classical grid-world shortest path problem with
obstacles. Here, each state is a cell in a n x n grid. Some grid cells are filled with
lava and so dangerous to the victim. From any cell, the victim can move left (L),
right (R), up (U), or down (D) so long as it remains on the grid. In addition, the
victim can stay (S) in its current cell. The agent wishes to get from the top-left
cell (0,0) to the bottom-right, “goal”, cell (n — 1,n — 1) as quickly as possible while
avoiding lava. To capture this goal, we assume the victim receives a reward of 1 for
entering the goal cell and continues to receive a reward of 1 for each time it remains
there to incentivize the victim to reach the goal quickly. We also assume the victim
receives a penalty reward of —H whenever it enters a lava cell, where H is the finite
horizon.

Here, we test our methods on a 10 x 10 grid world with H = 20 so that the victim
has enough time to reach the goal and stay there. We computed an optimal policy
7* for the grid, which achieves the victim a value of 3. In Figure 2.1 we visualize 7*
through the path the victim follows when using 7*. The black cells represent a cell

the victim entered during its interaction. The orange cells represent lava.
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Figure 2.1: Optimal Policy Path.

Figure 2.2: Attacked Paths.

2.5.1 Grid Attacks

The attacker can utilize its surfaces to disrupt the victim’s path. For simplicity,
assume that the attacker is purely adversarial and so it seeks to prevent the victim
from reaching the goal and even trick it into lava cells if possible. Suppose that most
of the grid is under security and so attacks cannot be safely made. The attacker is
restricted to only attacking edges of the grid, which are not monitored. Here, the
regions include the top-right subgrid and the bottom-left subgrid shaded in yellow.
However, in those regions, it may use any attack it likes from its given surface.

In Figure 2.2, we see from left to right the path under an optimal perceived-state
attack, true-state attack, and action attack. The agent receives —100, 0, and —160
value from each attack respectively. In all cases, the victim no longer reaches the goal
after getting attacked in the top-right subgrid. We see the perceived-state attack
functions by tricking the agent into entering lava; whereas the action attack simply
forces the victim into lava. On the other hand, the state attacks can transport the
victim into lava, but they immediately leave and so suffers less damage than in the

other attacks despite seeming to be the most powerful.
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Figure 2.3: Defense Policy Path

2.5.2 Grid Defense

We see that if the victim simply follows 7*, the effects of attacks can be catastrophic.
The victim knows the upper-right and bottom-left subgrids are not monitored and
so can assume attacks are conducted there. Using this information, the defense
algorithm yields a policy 7 that completely avoids the unsafe region. The victim
still achieves the optimal value of 3 even under the strongest-possible attack. The
new path under attack is illustrated in Figure 2.3. We see the robust path simply

squeezes between the two unsafe regions.

2.6 Conclusion

In this chapter, we rigorously studied the attack and defense problems of reinforcement
learning. We showed that for any attack’s surface, a malicious attacker can optimally
and efficiently maximize its own rewards by solving a higher lever meta-MDP. Even
against linear environments, an attacker can still efficiently compute optimal attacks.
Thus, we call for an agent to play a robust policy to be safe against such attacks.
To this end, we formally defined the defense problem to be a weak-Stackelberg
equilibrium of the natural partially-observable turn-based stochastic game that is
induced by the victim-attacker-environment interaction. In the zero-sum setting, we
showed the defense problem boils down to finding a Nash equilibrium in a zero-sum

POTBSG so standard planning and learning methods can find optimal defense
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policies. When perceived-state attacks are not allowed, the victim can also compute
an optimal defense policy in polynomial time using a robust backward induction
algorithm. Although we present an optimal defense, this defense may not be useful
if the attacker is too powerful. It is critical for the victim to improve its detection

abilities to restrict the attacker’s feasible actions.



29

Chapter 3

Misinformation Attacks

Acknowledgments. This chapter was a joint work with Young Wu, Yudong Chen,

Jerry Zhu, and Qiaomin Xie that appeared in RLC 2024.

Abstract. We study security threats to Markov games due to information asymme-
try and misinformation. We consider an attacker player who can spread misinforma-
tion about its reward function to influence the robust victim player’s behavior. Given
a fixed fake reward function, we derive the victim’s policy under worst-case rationality
and present polynomial-time algorithms to compute the attacker’s optimal worst-case
policy based on linear programming and backward induction. Then, we provide an
efficient inception ("planting an idea in someone’s mind") attack algorithm to find
the optimal fake reward function within a restricted set of reward functions with
dominant strategies. Importantly, our methods exploit the universal assumption
of rationality to compute attacks efficiently. Thus, our work exposes a security

vulnerability arising from standard game assumptions under misinformation.
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3.1 Introduction

As multi-agent systems become increasingly decentralized and privacy-focused, games
with incomplete information become inevitable. In many scenarios, a player only
has partial information about the opponent’s rewards and rationality, gleaned from
external sources like the internet. However, misinformation spread by the oppo-
nent—possibly through fake news—can significantly impact the player’s decision-
making. For example, participants in first-price auctions may intentionally misrep-
resent their intended bids to manipulate other bids downward. To build robust
multi-agent systems, it is crucial to understand the impact of misinformation on
games.

We focus on two-player Markov Games (MG). We suppose that the second player,
the attacker, knows both reward functions, (R;, Ry). In contrast, the first player,
the victim, only knows its reward function, R;, and a misinformed attacker reward
function, R; A robust victim also constructs an uncertainty set Hg(R;) of possible
attacker policies. Nevertheless, the attacker can choose R; to manipulate the victim’s
behavior. We call these fake rewards inception attacks. The attacker’s goal is to
design an inception attack that optimizes its worst-case utility.

Although inception attacks can be devastating, computing optimal attacks is often
challenging. Unlike standard reward poisoning [120], an inception attack can not
modify both players’ rewards, which is necessary to illicit arbitrary victim behavior.
Even if an oracle gave the attacker optimal fake rewards, computing a worst-case
optimal attacker policy is a constrained optimization problem with nested maximins.
Moreover, due to the information asymmetry, the attacker cannot utilize standard
algorithms for computing robust optimization equilibrium (ROE) [2| or Bayes-Nash

equilibrium (BNE) [50] to tackle this lower-level policy optimization problem.



31

Our Contributions. Although the computational complexity of inception might
seem to limit its threat, we show that inception attacks can be efficiently computed
by leveraging the universal rationality assumptions in multi-agent reinforcement
learning (MARL). Specifically, for any rational or robust victim, we present an
efficient algorithm for computing optimal dominant-policy inception attacks. The key
insight is a rational victim always best-responds to a perceived attacker dominant
strategy. Consequently, if the attacker focuses on fake reward functions admitting a
dominant strategy, its complex optimization can be solved efficiently via backward
induction. Our work exposes a security vulnerability arising from standard game
assumptions under misinformation, motivating the need for novel approaches to
building robust multi-agent systems.

To develop our inception algorithm, we first characterize outcomes in MGs with
misinformation under worst-case rationality. Armed with these insights, we propose
an efficient approach to compute the corresponding worst-case optimal policy for a
given inception attack. Our method involves iteratively solving linear programs (LPs)
based on worst-case () functions. We derive these LPs by dualizing the best-response
polytope, which transforms the maximin problems into maximization problems. Our
approach accommodates any finitely generated victim uncertainty set, including

completely naive and secure victims.

3.1.1 Related Work.

Information Asymmetry. Incomplete information games were first studied
through the framework of Bayesian games [50, 51, 52| and with the solution concept
being BNE. To address the high sensitivity of BNE to the player’s beliefs [98, 59], the
work [54] introduced a more robust equilibrium concept called ex-post equilibrium,

which is a NE under all possible realizations of the uncertain parameters. Going
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beyond the need for belief distributions, |2] introduced the notion of robust games
with the solution concept being ROE. However, both the BNE and ROE approaches
require non-trivial assumptions about the information structure, namely, an un-
certainty parametrization or distributional assumption on the opponent’s rewards.
Thus, they do not apply to our setting where the victim knows nothing concrete

about the attacker’s true rewards.

Reward Poisoning Attacks. Most reward-poisoning attacks, for example, Ma
et al. [74], Rakhsha et al. [92, 93], Rangi et al. [94], Zhang and Parkes [127|, Zhang
et al. [128] in the single-agent setting, and Wu et al. [122, 121, 119] in the multi-
agent setting, focus on changing the victim’s perceived rewards to induce negative
behaviors rather than changing the victim’s perception of the attacker’s rewards.
Unlike reward poisoning, which may not be possible in situations where the victim
knows their preferences, inception attacks are more often possible since they fake the
preferences of the attacker, which is usually not public information. Our setting also
differs from past work by Gleave et al. [41], Guo et al. [46] on adversarial multi-agent
reinforcement learning where an attacker is one of the agents (or controls one of the
agents): they studied the problem in which an attacker modifies the action of an

agent to influence the behavior of another agent (the victim).

3.1.2 Notations

We defer formal definitions of standard concepts in game theory to Appendix B.1.

Normal-form Games. Let A € R™™ and B € R"™™ denote the reward
matrices for the victim and attacker, respectively. We represent a pure strategy by a
one-hot vector, so e; € R™ corresponds to the victim’s strategy ¢ and e; € R™ the

attacker’s strategy j. Let A(k) := {s € [0,1]* | S s = 1} denote the set of mixed
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strategies, where s € A(k) corresponds to playing e; with probability s;.

Markov Games. A finite-horizon Markov game [100] is defined by a tuple
G = (S, A, R, P, H, ) with state-space S, joint action space A = A; x Ay = [n] x [m)]
([i] == {1,...,4}), joint reward function R, transition function P, horizon H, and
initial state distribution . We denote by m = {m (s) € A(n) x A(m)},s a joint
Markovian policy. Let II; denote the set of all Markovian policies for player i € {1,2}
(victim and attacker). The value received by player ¢ under 7 is the expected total
rewards over H steps: V. := EF Zle 7T17h(Sh)TRLh(Sh)ﬂ'Qﬁ(Sh)]. Similarly we
define the stage value, V7, (s), for each h € [H] by summing rewards over steps h
through H. Throughout the paper, we assume that players know the transition

function P.

3.2 Inception

Reward Uncertainty. We formalize misinformation threats through Markov
games with reward uncertainty. Suppose that the victim has learned an alleged R;
directly from the attacker or external sources. A robust victim is aware that R; may
be inaccurate, so it constructs an uncertainty set U (R;) that it believes contains
the attacker’s true rewards. Furthermore, the victim believes the attacker behaves
as playing some policy m, € II5(U(RY)), which depends on the belief rewards. To
simplify notation, we assume the victim’s belief about the attacker takes the form
Hg(Rg) C Ily, with the understanding that the victim may be using robust reasoning

inside the belief function.

Assumption 1 (Victim’s Belief). The victim knows some uncertain reward function
R} and believes the attacker’s policy must lie in the set TI5(R}). Furthermore, this is

common knowledge.
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Example 1 (Naive Belief). If the victim believes it knows exactly which policy 7}

the attacker will play, then TI5(R}) = {m}}.

Example 2 (Secure Belief). If the victim believes it knows nothing about the

attacker, it may assume any attacker policy is possible, TI4(R}) = II,.

Example 3 (Rational Belief). If the victim believes the standard assumption of
common-knowledge rationality, which is the case if it uses any standard MARL
algorithm, then it assumes the attacker is rational. Concretely, the victim might
assume the attacker plays some solution to the perceived game, HS(RE) ={m €
11, | 3my € 10y, (m, m) € Sol(Ry, R}, where Sol is any standard solution concept
such as DSE, NE, and maximin equilibrium®. In this work, we focus on inception
attacks that only require the most basic form of rationality: rational agents never

play strictly dominated strategies [120], which includes all the Sol options above.

3.2.1 Game Outcomes for Fixed R;

For any fixed R;, we can reason how both players will behave when the victim believes
the attacker’s policy is contained in the uncertainty set Hg(R;) To formally reason
about the outcomes of such games, we turn to the standard notion of worst-case

rationality [2].

Assumption 2. (Worst-Case Rationality) Both players seek to optimize their worst-

case value given their available information.

Victim Behavior. For the victim to be robust, it should optimize against the
worst possible policy the attacker could play. By Assumption 1, it need only consider

attacker policies in IT5(R}).

IThe assumption also holds for CCE, where Sol corresponds to the marginal policy of the CCE
for each player.
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Observation 2 (Victim Behaviour). Under Assumption 1 and Assumption 2, the
victim plays some policy 7] € H*{(R;) and achieves the optimal worst-case value

Vi (R)) where,

IT(R)) := argmax min  V;™™ and Vi (R)):= max min V™. (VBR)
mell  melll(RY) m € 7 emb (RY)

We observe that this behavior may be computationally intractable in general but
is provably optimal under worst-case rationality. Also, this behavior can be viewed
as a constrained security strategy that exploits the victim’s beliefs to achieve better

outcomes. This behavior directly generalizes security strategies, corresponding to

the case when TI5(R}) = II,.

Attacker Behavior. According to Assumption 1, the attacker knows IT(R}).
Thus, it can reason that the victim optimizes its worst-case value. Given this
information, it can follow the same reasoning as the victim to predict how the victim
behaves according to Observation 2. Specifically, the attacker should choose a policy

that optimizes its value for the worst possible 7, € ITIF(R}).

Observation 3. Under Assumption 1 and Assumption 2, the attacker plays some

73 € I5(RY) and achieves the optimal worst-case value Vi (R)) where,

II;(RY) == argmax min  V;™™ and V5 (R)) := max min Vy"™. (ABR)
mo€lly  melli(R)) m2€llz 7y 11t (RY)

Importantly, the attacker exploits its information asymmetry to constrain the
inner minimization. This allows the attacker to achieve a higher value than it would
from a standard security strategy.

Overall, we can see exactly how the Markov game with reward uncertainty will

play out.
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Proposition 7 (Game Outcomes). For any fized R, under Assumption 1 and
Assumption 2, (mF,7%) is a solution to the game if and only if (xF,5) € IIF(R}) x

IT5(R).

3.2.2 Inception Attacks

The attacker can induce the fake reward R; that the victim learns, possibly by
spreading misinformation. For any induced R;, the attacker can achieve up to
V;(R;) value in the worst-case according to Observation 3. Thus, the attacker should

choose an inception attack, R}, that maximizes V' (R}).

Definition 5 (Inception). An optimal inception attack is any R; that achieves V5

where,

V3 = max Vi (R)). (INC)
R2

In general, (INC) is a complex, bi-level optimization problem. However, this does
not mean the victim is safe from such attacks. We show in Section 3.3 that damaging

inception attacks can be computed in polynomial time for many settings.

Example 4 (Inception Attack). Consider the simple normal-form game (R;, Rs)
and its corresponding inception-attack-induced game (R;, R}) given in Figure 3.1.
Also, suppose that the victim believes the attacker plays its part of an NE for the
faked game, i.e., II3(RY) = {y | 3z, (z,y) € NE(Ry, R})}.

1. The original game in Figure 3.1a has a unique NE that is the pure strategy
(D, L). Thus, II5(R,y) = {L} and the victim plays its best-response D. This

leads to the attacker always achieving a value of 0.

2. The fake game in Figure 3.1b has a unique NE which is the pure strategy
(U, R). Thus, IT}(R}) = {R} and the victim plays its best-response U. This
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leads to the attacker always achieving its highest possible value of 5 for the

true game.

Therefore, the attacker can simply fake that it prefers action R while it actually

prefers action L to manipulate the victim into achieving its ideal value.

L R L R
Uu 0,510 U|0,5]|1,5+€
D 1,0/0,0 D|1,0| 0,¢€
(a) True Game (b) Inception Attack

Figure 3.1: Inception Example

3.3 Efficient Inception Algorithms

In this section, we show that for certain families of victims, the optimal inception
attacks can be computed efficiently. To start, we show for a fixed R; how the attacker
can efficiently compute some best response policy in H;(R;), which is already a
complex problem. Then, we move on to computing optimal inception attacks for

restricted classes of reward functions.

3.3.1 Efficiently Exploiting R}

Suppose that R} is fixed. We observe that computing some m € IT;(R}) is a com-
plicated optimization problem with constraints and a nested maximin optimization.

Specifically,

. Ty
IT;(R}) = arg max min V,™
w3 €lly w1 €]

(3.1)

s.t. II} = argmax min V™™,
w1 €lly WQEHg(R;)
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The optimization (3.1) can be arbitrarily complicated due to the arbitrary belief
set TI5(RY). To have any hope of efficient solutions, we must restrict the belief set.
Here, we consider any belief set that is a per-stage mixture of some finite set of base

policies.

Assumption 3 (Finite Generation). The victim’s belief set is TI(R}) = A(II),
where 1T := {7},..., 75} C Il, is a finite set of attacker policies and A(II) is the

simplex of per-stage mixings of II, i.e.,

A(TD) = {7r elly [V(h,s), Ip € A(K) s.t. mu(s) = Zpkﬁ’ih(s)} : (3.2)

Normal-form Games

To see how Assumption Assumption 3 enables efficient computation, consider a
normal-form game (A, B) and II = {y1,...,yx} € A(m).

Victim Best Response. It is well-known [28] that the victim can efficiently
compute a maximin solution for A, i.e., max ea(n) Minyeam) 2 ' Ay, by solving the
LP in Figure 3.2a. The inequalities z < x" Ae; for all j ensure that z is the best
response to any of the attacker’s pure strategies, which then implies it is the best
response to any mixture in A(m). In particular, x must be the best response to the
worst possible mixed strategy in A(m).

The same reasoning applies if we replace each e; with y;. The inequalities
z < " Ay; for all j then guarantee that z is a best response to the set A({y1,...,yx}).
Observe that we can equivalently formulate these inequalities by replacing A in
Figure 3.2a with A’ := [Ay, ..., Ayk] := AIl". Again, this implies z is the best
response to the worst possible mixed strategy in A({yy,...,yx}). Since IT*(R}) is
the set of the victim’s worst-case best responses to IT5(R)) = A({y1,...,yx}), we

can compute some x € ITF(R}) by solving LP Figure 3.2a with the modified reward
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matrix A’.
max z max 21w —a
zER™ 2R yeER™ weRK aeR
st. z<uax'Ae;, Vj€Em] st. a+e By—el Aw>0 Vi€ ][n]
1"z=1, z>0. 1"y=1, y>0 w>0.
(a) Victim’s BR LP (b) Attacker’s BR LP

Figure 3.2: Best-response LPs

Lemma 1. If (z*,2%) is a solution to LP 3.2a for input A" := [Ayy, ..., Ayk],
then VF(RY) = z* and 2* € TI3(RY). PFurthermore, II}(RY) = {z € A(n) | Vj €

(K], 2T A'e; > 2*} is a non-empty polytope.

Attacker Best Response. Now that we have understood the victim’s best
response HT(R;) polytope, the attacker can exploit this structure to compute some
y € TI;(RY). Recall the attacker’s true reward matrix is B. For any fixed y, note
that the attacker’s inner minimization in (3.1) can be written as the following LP
and its dual in Figure 3.3.

gy by

*1 T
. Ty ‘ max -z 1'w—a
st. 2" —ax Ae; <0, Vj € [K]|, |weRk acR

1Tz —1=0. st. a+e By—el Aw>0, Vi€ [n]

(a) Primal (b) Dual

Figure 3.3: Attacker’s Inner Minimization

Applying maxyea ) on top of (3.3b) yields the LP in Figure 3.2b, which computes
ay € II3(RY). We give the full derivation in the Appendix.
Lemma 2. If (y*, w*, a*) is a solution to LP 3.2, then Vi (R}) = z*1Tw* — o and

y* e H;(Rg). Furthermore, HE(RQ) is a non-empty polytope.
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Algorithm 2 Normal-Form Game Attacker Best Response
Input: II, A, and B

1. A« A"

2: (a*,2%) <= Sol(LP 3.2a(A"))

3. (y*,w*, a*) < Sol(LP 3.20b(z*, A', B))

4: return (y*, z*, z*1Tw* — o

Therefore, the attacker can compute a y € II3(R}) by first computing a solution
(x*,z*) to LP 3.2a and then using z* to formulate and solve LP 3.2b. Importantly,
the attacker can solve LP 3.2a due to the information asymmetry: it knows the

victim’s A. The computation is summarized in Algorithm 2.

Theorem 3. If K < poly(m), then under Assumption 3 the attacker can compute

some y € H;(Rg) for a normal-form game in polynomial time by using Algorithm 2.

Markov Games

To extend our results to full Markov games, we solve our LPs on each stage game
via backward induction. To formalize this approach, we study the worst-case stage

value and its corresponding worst-case Q functions:

Vi (s) == max min V3™ (s) and V5, (s) := max min V]}™(s), (3.3)
’ mi€ll ﬂzGHg(RE) ’ 7 m2€lls 7 €l (R;) 7

Qi n(8)[ar, as] == Rin(s,ar,a2) + Y Pu(s' | s,a1,a2) Vi1 (). (3.4)

S/

In particular, for each h € [H|,s € S, the worst-case stage-value functions
n(s) can be computed from the worst-case @ functions Qj,(s), using Algorithm 2

with (@7 1,(s), @3,(s)) as the norm-form game reward matrix. We let m,(s) =
{man(s), - mau(s)}
Lemma 3. For all h,s, we have that Algorithm 2(my x(s), Q7 (), Q3 ,(s)) outputs

(%, Vi (), Vaiu(s))-
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Algorithm 3 Markov Game Attacker Best Response
Input: II and G

1: Vi (s)=0foralsesS.

2: for h = H down to 1 do

3 for s € S do

4: Q1 1(8), Q54 (s) < Equation (3.4)

5

6

5 1(8), Vin(s), Vi (s) <= Algorithm 2(my n(s), Q7 1, (s), Q31,(s))

)
: return 75 = {75 ,(5) }n.s

Since the worst-case value is uniquely defined, we can use backward induction to

compute a solution for the whole Markov game in Algorithm 3.

Theorem 4. If K < poly(m), then under Assumption 3 the attacker can compute

some Ty € H;(R;) for a Markov game in polynomial time using Algorithm 5.

Remark 4 (Secure Victims). If the victim does not trust R; as in Example 2 and simply
ignores the information by computing a maximin strategy, max,, iy, ming, e, Vi,
the attacker can still exploit its information asymmetry. In particular, it can
compute its best response in polynomial time using Algorithm 3 on II = {W%};”:l

where F%’h<8) := e;. This leads to A(II) = II,.

3.3.2 Efficiently Optimizing R;

In the previous section, we saw how to compute best-response policies for a class of
beliefs of the victim. However, to compute an optimal inception attack, we require

additional structure on how the victim maps rewards to belief sets.

Assumption 4 (Common Rationality). If 7@ is an ¢-strictly dominant Markov-perfect

strategy for Rj, then II5(RY) = {n]}.

Remark 5. (Rationality) Note that Assumption 4 holds whenever the victim believes

common knowledge rationality as in Example 3. We again emphasize this assumption
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is made by all standard MARL algorithms as rationality is the basis of these game-

theoretic approaches.

Policy Reduction. Observe that if IT5(R}) = II5(RLY), then V;(R)) = Vi (RI).
Consequently, whenever TI5(R}) = {7} }, we see that V;(R}) is completely determined
by 71'; and not the specific structure of R;. Thus, with a slight abuse of notation,
we can view Vj as a function of 7} by defining V(7)) := Vi (R}) where R} is any
reward functions satisfying IT5(R}) = {m}}. Overall, we can reduce the problem of
finding fake rewards to the problem of finding a fake policy.

If IT5(R)) = {xl}, then by definition IT}(R!) = arg max,. .y, Vlmnr; —: BR(m}) is
just the victim’s traditional best response to ﬂ;. In addition, V2*(7r;) = MaX,ecll,
min_ g R(el) Vo™ can be efficiently computed using Algorithm 3. As only deter-
ministic policies can be dominant, this simplifies the attacker’s search to a finite set.
Thus, the policy version of the problem is simpler to tackle. The attacker can then

do inverse reward engineering to find a reward function for which 7T; is a dominant

strategy, which is possible even for robust victims [120].

Lemma 4 (Reward-Policy Reduction). Under Assumption 4,

max V" (R}) = max V5'(m), (3.5)

RlieD mheld

where D is the set reward functions with an t-strictly dominant Markov-perfect strat-
eqy, and 11 is the set of deterministic attacker policies. We let Vo= Max_ o VQ*(W;)

denote the optimal value.

Lemma 4 states that if the misinformation-induced reward function R} is restricted
to the set admitting strictly dominant strategies, one can solve the optimal inception

attack problem by solving the pure strategy optimization problem. We note this
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restricted set is infinite and captures many interesting reward functions.

Remark 6 (Reward Design). We note the choice of R;h(s, a) = L(H_h+1)2(H_h+2)]I[a2 =
7T;h(5)] suffices to ensure 7} is the dominant strategy in any stage game and can be

computed in polynomial time. If there are other constraints on the reward function,
other reward poisoning frameworks can be used black box to compute optimal

attacks.

Algorithmic Approach. For the normal-form game (A, B), it is easy to see
that for any pure strategy j € [m] that V5 (j) = max,ea(m) mingepr) x' By can
be computed using Algorithm 2({j}, A, B) in polynomial time. The maximal pure
strategy can then be found efficiently by iterating over all j € [m]: V; = max; V5 (7).
Thus, we can solve the policy problem for a normal-form game efficiently by repeatedly
applying Algorithm 2.

This line of argument can be extended to Markov games by replacing (A, B)
with the Q-function matrices and using backward induction. Suppose the attacker
has already constructed a partial policy 71'; for times h + 1,..., H. At time h and
state s, the attacker can tentatively define Wgyh(s) = j. For this choice, the attacker
can reason about the victim’s best-response set and value Vm(s, j), which is also

constructed via backward induction. The attacker can then just choose the optimal

7 that leads to its highest worst-case stage value, ‘727h(87 j). Formally, we define,

. . i
Von(s) = max min V;7™(s) and Vi (s) = max V", " (s), (3.6)
7 WEGHZD 7r1€BR(7r;) ’ ' mell ™

to be the value of the best inception policy for the attacker at the current stage and
the victim’s best response value to a fixed inception policy W;, respectively. We can

similarly define the corresponding Q function through (3.4) by replacing V* with V.
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Algorithm 4 Policy Inception

Input: II and G
1: XA/Z-7H+1(3) =0 forall se€S.
2: for h = H down to 1 do
3: for s € S do

Ql,h(s), Qz,h(s) + Equation (3.4)

4
5 for j € [m] do A ) A
6 w3(8), Vin(s,4), Van(s, ) < Algorithm 2({j}, Qui(s), Qan(s))
& ﬂ—;h(s) < argmax ey, Vzh(s,j)

8 Vin(s) < Vin(s, Wgyh(s)) for i € [2]

9

. return 7} = {Wgyh(s)}h,s

Then, for any fixed j € [m], we define,

Von(s, ) = in 20 d  Vius, i) = 0 (3.7
2.1(5, ) Jnax min v Q24(s)y  an 11(5,7) max Qun(s)es, (3.7)

as the value when the attacker chooses ﬂ;,h(s) = j at step h, and applies the optimal

inception policy for times h +1,..., H.

Lemma 5. For all b, s, j, we have that Algorithm 2({j}, Q1.4(s), Qan(s)) outputs
(x, VLh(s,j), \A/M(s,j)). Furthermore, if j* € arg max;c,, Vg,h(s,j), then ‘A/M(s) =
Vin(s,j*) for eachi € {1,2}.

In the same spirit as Algorithm 3, we can compute an optimal ﬂ; using Algo-

rithm 4.

Theorem 5. Under Assumption 4, Algorithm 4 computes a fake policy achieving

value Vy in polynomial time.

Remark 7 (Dominant Mixtures). The algorithm can be extended to allow a mixture
of a set of policies by changing {j} to a subset of actions. This captures reward

matrices with several equally dominant columns.



45

3.4 Conclusion

In this chapter, we studied misinformation attacks on two-player MGs. When the
victim player only knows a false attacker reward function, we showed how the game
plays out under worst-case rationality. Then, we showed how the attacker can
compute its worst-case optimal policy in polynomial time. Using this method as a
subroutine, the attacker can exploit the universal assumption of rationality in MARL
to compute an optimal dominant-policy inception attack in polynomial time. Our
work highlights that the standard rationality notions produce vulnerabilities when
misinformation is present. Thus, new approaches are needed to build multi-agent

systems that are robust against misinformation.
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Chapter 4

Anytime Constraints

Acknowledgments. This chapter was a joint work with Jerry Zhu that appeared
in AISTATS 2024.

Abstract. In this chapter, we introduce and study constrained Markov Decision
Processes (cMDPs) with anytime constraints. An anytime constraint requires the
agent to never violate its budget at any point in time, almost surely. Although Mar-
kovian policies are no longer sufficient, we show that there exist optimal deterministic
policies augmented with cumulative costs. In fact, we present a fixed-parameter
tractable reduction from anytime-constrained cMDPs to unconstrained MDPs. Our
reduction yields planning and learning algorithms that are time and sample-efficient
for tabular cMDPs so long as the precision of the costs is logarithmic in the size of
the cMDP. However, we also show that computing non-trivial approximately optimal
policies is NP-hard in general. To circumvent this bottleneck, we design provable
approximation algorithms that efficiently compute or learn an arbitrarily accurate
approximately feasible policy with optimal value so long as the maximum supported
cost is bounded by a polynomial in the cMDP or the absolute budget. Given our

hardness results, our approximation guarantees are the best possible under worst-case
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analysis.

4.1 Introduction

Suppose M is a constrained Markov Decision Process (cMDP). An anytime constraint
requires that cost accumulated by the agent’s policy 7 is within the budget at any time,
almost surely: P}, [Vk € [H], b, ¢, < B| = 1. If IT); denotes the set of policies
that respect the anytime constraints, then a solution to the anytime-constrained
cMDP is a policy 7 € argmax, .y, Vy;. For example, consider planning a minimum-
time route for an autonomous vehicle to travel from one city to another. Besides
time, there are other important considerations including [86] (1) the route does not
exhaust the vehicle’s fuel, and (2) the route is safe. We can model (1) by defining
the fuel consumed traveling a road to be its cost and the tank capacity to be the
budget. Refueling stations are captured using negative costs. We can model many
safety considerations (2) similarly.

Since nearly every modern system is constrained in some way, one key step to
modeling more realistic domains with MDPs is allowing constraints. To address this,
a rich literature of constrained reinforcement learning (CRL) has been developed,
almost exclusively focusing on expectation constraints [5, 1, 14] or high-probability
(chance) constraints |19, 84, 23]. However, in many applications, especially where
safety is concerned or resources are consumed, anytime constraints are more natural.
An agent would not be reassured by the overall expected or probable safety of a
policy when it is faced with a reality or intermediate time where it is harmed. For
instance, a car cannot run on expected or future gas, so must satisfy the B budget at
any time along the route. Similarly, in goal-directed RL |57, 80, 11|, the goal must be

achieved; maximizing reward is only a secondary concern. These issues are especially
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crucial in medical applications [26, 87, 64|, disaster relief scenarios [35, 117, 109],
and resource management |75, 70, 90, 13].

Anytime constraints are natural, but introduce a plethora of new challenges.
Traditional Markovian and history-dependent policies are rarely feasible and can
be arbitrarily suboptimal; the cost history must also be considered. Naively using
backward induction to compute an optimal cost-history-dependent policy is possible
in principle for tabular cost distributions, but the time needed to compute the policy
and the memory needed to store the policy would be super-exponential. Since the
optimal solution value is a discontinuous function of the costs, using standard CRL
approaches like linear programming is also impossible. In fact, not only is computing
an optimal policy NP-hard but computing any policy whose value is approximately
optimal is also NP-hard when at least two constraints are present.

Known works fail to solve anytime-constrained cMDPs. Expectation-constrained
approaches |5, 89, 31, 61, 34] and chance-constrained approaches [84, 123, 23, 82| yield
policies that arbitrarily violate an anytime constraint. This observation extends to
nearly every known setting: Knapsack constraints [17, 22, 20|, risk constraints [15, 23],
risk sensitivity [126, 57, 102, 80|, quantile constraints [60, 124], and instantaneous
constraints [69, 37, 43]. If we were instead to use these models with a smaller
budget to ensure feasibility, the resultant policy could be arbitrarily suboptimal if
any policy would be produced at all. Dangerous-state |96, 107] and almost-sure |18]
constraints can be seen as a special case of our model with binary costs. However,
their techniques do not generalize to our more complex setting. Moreover, absent
expectation constraints, none of these approaches are known to admit polynomial

time planning or learning algorithms.
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Our Contributions. We present the first formal study of anytime-constrained
cMDPs. Although traditional policies do not suffice, we show that deterministic
augmented policies are always optimal. In fact, an optimal policy can be computed
by solving an unconstrained, augmented MDP using any standard RL planning or
learning algorithm. Using the intuition of safe exploration and an atypical forward
induction, we derive an augmented state space rich enough to capture optimal policies
without being prohibitively large. To understand the resultant augmented policies,
we design new machinery requiring a combination of backward and forward induction
to argue about optimality and feasibility. Overall, we show our reduction to standard
RL is fized-parameter tractable (FPT) [33] in the cost precision when the cMDP and
cost distribution are tabular. In particular, as long as the cost precision is logarithmic
in the size of the cMDP, our planning (learning) algorithms are polynomial time
(sample complexity), and the produced optimal policy can be stored with polynomial
space.

Since we show computing any non-trivial approximately-optimal policy is NP-
hard, we turn to approximate feasibility for the general case. For any ¢ > 0, we
consider additive and relative approximate policies that accumulate cost at most
B + ¢ and B(1 + €) anytime, respectively. ' Rather than consider every cumulative
cost induced by safe exploration, our approximation scheme inductively accumulates
and projects the costs onto a smaller space. Following the principle of optimism, the
approximate cost is constructed to be an underestimate to guarantee optimal value.
Our approach yields planning (learning) algorithms that produce optimal value,
and approximately feasible policies in polynomial time (sample complexity) for any,
possibly non-tabular, cost distribution whose maximum supported cost is bounded

by a polynomial in the cMDP or by the absolute budget. Given our hardness results,

ICritically, we can also ensure strict budget B feasibility but with a weaker value guarantee.
See section 4.4.1.
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this is the best possible approximation guarantee one could hope for under worst-case
analysis. We also extend our methods to handle different budgets per time, general

almost-sure constraints, and infinite discounting.

4.1.1 Related Work.

Knapsack Constraints. The knapsack-constrained frameworks [17, 22, 20| were
developed to capture constraints on the learning process similar to bandits with
knapsacks [6]. Brantley et al. [17] and Cheung [22] both constrain the total cost
violation that can be produced during training. On the other hand, Chen et al. [20]
introduces the RLwK framework that constrains the total cost used per episode. In
RLwK, each episode terminates when the agent violates the budget for that episode.
In all of these models, the environment is given the ability to terminate the process
early; the final policy produced after learning need not satisfy any kind of constraint.
In fact, the agent still keeps the reward it accumulated before violation, the agent is
incentivized to choose unsafe actions in order to maximize its reward. Thus, such
methods produce infeasible policies for our anytime constraints regardless of the

budget they are given.

Almost Sure Constraints. Performing RL while avoiding dangerous states |96,
107, 44] can be seen as a special case of both anytime and expectation constraints with
binary costs and budget 0. However, these works require non-trivial assumptions, and
being a special case of expectation constraints implies their techniques cannot solve
our general setting. Similarly, Castellano et al. [18] introduced almost sure constraints
with binary costs, which can be seen as a special case of anytime constraints. However,
they focus on computing minimal budgets, which need not lead to efficient solutions

in general since the problem is NP-hard even with a budget of 1. Lastly, the infinite
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time-average case with almost sure constraints has been thoroughly studied [97].
Since we focus on finite-horizon and discounted settings, our policies would always
have a time-average cost of 0 and so those methods cannot produce policies that are

feasible for anytime constraints.

4.2 Anytime Constraints

Constrained Markov Decision Processes. A (tabular, finite-horizon) Con-
strained Markov Decision Process is a tuple M = (S, A, P, R, H, sy, C, B), where (i)
S is a finite set of states, (ii) A is a finite set of actions, (iii) Py(s,a) € A(S) is the
transition distribution, (iv) Ry(s,a) € A(R) is the reward distribution, (v) H € N
is the finite time horizon, (vi) sy € S is the initial state, (vii) Cj(s,a) € A(R?) is
the cost distribution, and (viii) B € R? is the budget vector. Here, d € N denotes
the number of constraints. We overload notation by letting C}(s, a) denote both
the cost distribution and its support. We also let r1,(s,a) = E[Ry(s,a)] denote the
expected reward. Lastly, we let S :=|S|, A:= |A|, [H] :={1,...,H}, and |M] be

the description size of the cMDP.

Interaction Protocol. A complete history with costs takes the form 7 = (s1, aq, ¢1,
. SH,OH,CH,SH+1), Where s, € S denotes M’s state at time h, a, € A denotes
the agent’s chosen action at time h, and ¢, € Cy(sp, ap) denotes the cost incurred at
time i. We let & := S21"' ¢, denote the cumulative cost up to (but not including)
time h. Also, we denote by 7, = (s1,a1,¢1,...,,) the partial history up to time
h and denote by Hj the set of partial histories up to time h. The agent interacts
with M using a policy m = (m,)2_,, where 7, : Hj, — A(A) specifies how the agent
chooses actions at time h given a partial history.

The agent starts at state so with partial history 7 = (sq). For any h € [H], the
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agent chooses an action aj, ~ m,(7,). Afterward, the agent receives reward ry, ~
Ry (sp,ap) and cost ¢ ~ Ch(sp,ap). Then, M transitions to state sp1 ~ Pp(sp, ap)
and the history is updated to 7,11 = (7, an, cn, Sp1). This process is repeated for

H steps total; the interaction ends once sy is reached.

Objective. The agent’s goal is to compute a 7* that is a solution to the following

optimization problem4:

r H
max E}, Zrh(sh,ah)]
Lh=1
. t (ANY)
st. P |VEe[H], Y e <B| =1
L h=1

Here, P7%, denotes the probability law over histories induced from the interac-
tion of m with M, and E7, denotes the expectation with respect to this law.
We let V™ = EF, [Zfil rt(st,at)} denote the value of a policy w, Il := {7r |
Pr, \VE € [H], Y a < B] = 1} denote the set of feasible policies, and V* :=
max,err,, V" denote the optimal solution value ?. If there are no feasible policies,

V* := —o0 by convention.

Optimal Solutions. It is well-known that expectation-constrained cMDPs always
admit a randomized Markovian policy [5]. However, under anytime constraints, feasi-
ble policies that do not remember the cumulative cost can be arbitrarily suboptimal.
The intuition is that without knowing the cumulative cost, a policy must either play

it too safe and suffer small value or risk an action that violates the constraint.

Proposition 8. Any class of policies that excludes the full cost history is suboptimal

for anytime-constrained cMDPs. In particular, Markovian policies can be arbitrarily

2By using a negative budget, we capture the covering constraints that commonly appear in
goal-directed problems. We consider the other variations of the problem in the Appendix.
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suboptimal even for cMDPs with S =1 and A = H = 2.

Corollary 1. (Approximately) optimal policies for cMDPs with expectation con-
straints, chance constraints, or theiwr variants can arbitrarily violate an anytime
constraint. Furthermore, (approzimately) optimal policies for a cMDP defined by a

smaller budget to achieve feasibility can be arbitrarily suboptimal.

Although using past frameworks out of the box does not suffice, one might be
tempted to use standard cMDP techniques, such as linear programming, to solve
anytime-constrained problems. However, continuous optimization techniques fail
since the optimal anytime-constrained value is discontinuous in the costs and budgets.
Even a slight change to the cost or budget can lead to a dramatically smaller solution

value.

Proposition 9. V* is a continuous function of the rewards, but a discontinuous

function of the costs and budgets.

Intractability. In fact, solving anytime-constrained cMDPs is fundamentally
harder than expectation-constrained cMDPs; solving (ANY) is NP-hard. The intu-
ition is that anytime constraints capture the knapsack problem. With a single state,
we can let the reward at time ¢ be item ¢’s value and the cost at time 7 be item 7’s
weight. Any deterministic policy corresponds to choosing certain items to add to the
knapsack, and a feasible policy ensures the set of items fit in the knapsack. Thus,
an optimal deterministic policy for the cMDP corresponds to an optimal knapsack
solution.

On the other hand, a randomized policy does not necessarily yield a solution
to the knapsack problem. However, we can show that any randomized policy can
be derandomized into a deterministic policy with the same cost and at least the

same value. The derandomization can be performed by inductively choosing any
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supported action that leads to the largest value. This is a significant advantage over

expectation and chance constraints which typically require stochastic policies.

Lemma 6 (Derandomization). For any randomized policy 7, there exists a determin-

istic policy ™ whose cumulative cost is at most T’s anytime and whose value satisfies

VT >VT,

Since the existence of a randomized solution implies the existence of a deterministic
solution with the same value via Lemma 6, the existence of a high-value policy for
an anytime-constrained cMDP corresponds to the existence of a high-value knapsack
solution. Thus, anytime constraints can capture the knapsack problem. Our problem
remains hard even if we restrict to the very specialized class of deterministic, non-

adaptive (state-agnostic) policies, which are mappings from time steps to actions:

7 [H] — A

Theorem 6 (Hardness). Solving (ANY) is NP-complete even when S =1, A = 2,
and both the costs and rewards are deterministic, non-negative integers. This remains
true even if restricted to the class of non-adaptive policies. Hardness also holds for

stationary ¢cMDPs so long as S > H.

Given the hardness results in Theorem 6, it is natural to turn to approximation
algorithms to find policies efficiently. The most natural approach would be to settle
for a feasible, although, approximately-optimal policy. Unfortunately, even with only
d = 2 constraints, it is intractable to compute a feasible policy with any non-trivial
approximation factor. This also means designing an algorithm whose complexity is

polynomial in d is likely impossible.

Theorem 7 (Hardness of Approximation). For d > 2, computing a feasible solution
to (ANY) is NP-hard. Furthermore, for any ¢ > 0, it is NP-hard to compute a

feasible policy m satisfying either V™ > V* —e or V7 > V*(1 —¢).
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Remark 8. Note, Theorem 7 does not only rule out the existence of fully-polynomial-
time approximation schemes (FPTAS). Since € > 0 is arbitrary, it rules out any

non-trivial approximation similar to the (non-metric) Traveling Salesman Problem.

4.3 FPT Reduction

Despite our strong hardness results, Theorem 6 and Theorem 7, we show for a large
class of cMDPs, (ANY) can be solved efficiently. The key is to augment the state
space of the system to capture the constraint consideration. In this section, we
assume the cost distributions have finite support; we generalize to broader classes of

distributions in Section 4.4.
Assumption 5. n := sup,, , , |Ci(s,a)| < oc.

Proposition 8 illustrates that a key issue with standard policies is that they cannot
adapt to the costs seen so far. This forces the policies to be overly conservative or
to risk violating the budget. At the same time, cost-history-dependent policies are
undesirable as they are computationally expensive to construct and store in memory.

Instead, we claim the agent can exploit a sufficient statistic of the cost sequence:
the cumulative cost. By incorporating cumulative costs carefully, the agent can
simulate an unconstrained MDP, M, whose optimal policies are solutions to (ANY).

The main challenge is defining the augmented states, Sj,.

Augmented States. We could simply define S;, to be S x R?, but this would
result in an infinite state MDP with a discontinuous reward function, which can-
not easily be solved. The ideal choice would be F, := {(s,¢) € S x R? | Ir €
s, PR [sn = s,¢, = ¢ > 0}, which is the minimum set containing all (state, cost)-

pairs induced by feasible policies. However, Fj, is difficult to characterize.
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Instead, we consider a relaxation stemming from the idea of safe exploration.
Namely, we look at the set of all (state, cost)-pairs that the agent could induce if
it repeatedly interacted with M and only took actions that would not violate the
constraint given the current history. This set can be constructed inductively. First,
the agent starts with (sg,0) because it has yet to incur any costs. Then, if at time h,
the agent has safely arrived at the pair (s, ¢), the agent can now safely choose any

action a for which Pr. ¢, (s [c+ ¢ < Bl = 1.

Definition 6 (Augmented States). S; := {(so,0)}, and for any h > 1,

Shir = {(3', &) | 3(5,8) € Spa € A, d € Cyls, a),

d=c+d, Pr [c+c<B]=1, Ph(s'|s,a)>0}.

e~Ch(s,a)

Unlike the backward induction approaches commonly used in MDP theory, observe
that S is constructed using forward induction. This feature is critical to computing
a small, finite augmented-state space. We also point out that S, is a relaxation of
Fy, since actions chosen based on past costs without considering the future may not
result in a fully feasible path. Nevertheless, the relaxation is not too weak; whenever

0 cost actions are always available, S, exactly matches J,.

Lemma 7. Vh € [H + 1], S, D Fp, and |Sy| < oo. Furthermore, equality holds if

Vh,s,3a for which Cy(s,a) = {0}.

If the agent records its cumulative costs and always takes safe actions, the

interaction evolves according to the following unconstrained MDP.

Definition 7 (Augmented MDP). The augmented MPD M := (S, A, P, R, H, 5,)

where,

e S, is defined in Definition 6.
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Algorithm 5 Reduction to Unconstrained RL

Input: cMDP M
1: M < Definition 7(M)
7, V* < Solve(M)
if V* = —oo then
return “Infeasible"
: else

return 7

Ap(s,e) = {a € A| Prewcy (s [c+ ¢ < Bl =1}.

o P((s',c+c)| (s,¢),a):= Py(s" | s,a)Cr(c] s,a).

o Ry((s,¢),a) := Ry(s,a).

Sp - — (So, 0)

Theorem 8 (Optimality). Algorithm 5 solves (ANY) and can be implemented to

run in finite time.

We see from Theorem 8 that an anytime-constrained cMDP can be solved using
Algorithm 5. If M is known, the agent can directly construct M using Definition 7
and then solve M using any RL planning algorithm. If M is unknown, the agent
can still solve M by replacing the call to 7, (s, ¢) in Algorithm 6 by a call to any RL

learning algorithm.

Corollary 2 (Reduction). An optimal policy for an anytime-constrained cMDP can
be computed from Algorithm 5 paired with any RL planning or learning algorithm.

Thus, anytime-constrained RL reduces to standard RL.

Augmented Policies. Observe that any Markovian policy 7 for M is a augmented
policy that maps (state, cost)-pairs to actions. This policy can be translated into

a full history policy or can be used directly through the new interaction protocol
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Algorithm 6 Augmented Interaction Protocol
Input: augmented policy 7

1: §; = (80,0) and ¢ = 0.

2: for h=1to H do

3: ap = 7Th(§h).
Cp ~ C’h(sh,ah) and Sh41 ™ Ph(sh,ah).
Ch+1 = Cp + Ch.
Sh1 = (Sht1, Chg1)-

described in Algorithm 6. By recording the cumulative cost, the agent effectively

simulates the m — M interaction through the 7 — M interaction.

Analysis. To understand augmented policies, we need new machinery than typical
MDP theory. Since traditional policies are insufficient for anytime constraints,
we need to directly compare against cost-history-dependent policies. However, we
cannot consider arbitrary histories, since an infeasible history could allow higher

value. Rather, we focus on histories that are induced by safe exploration:

Wh(saé) = {Th S Hh ‘ Elﬂ', ]P);_rh [Sh = S)Eh = E] — 1,

PT [y < Bl=1 Vke[h— 1]}.

Here, PT [-] := Pf,[- | 7] and ET [-] := Ef;[- | 7] denote the conditional probability
and expectation given partial history 7;,. The condition P7 [¢;11 < B] = 1 enforces
that any action taken along the trajectory never could have violated the budget.

We must also restrict to policies that are feasible given such a history: Iy (7,) :=
{7 | P7 [Vk € [H], ¢y1 < B] = 1}. Note that generally IIy/(7,) D IIy so some
7 € Iy (m) need not be feasible, but importantly I1y/(so) = I contains only
feasible policies. We define,

Vii(mn) == max V] (m); V5 (s,¢) := max Vj (s, ),
WEH]M(T;L) ™
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to be the optimal feasible value conditioned on 75,, and the optimal value for M
from time h onward starting from (s, ¢), respectively. We show that optimal feasible

solutions satisfy the augmented bellman-optimality equations.
Lemma 8. For any h € [H + 1], (s,¢) € Sp, and 7, € Wy, (s,¢), Vi(s,¢) = Vi (11,).

The proof is more complex than the traditional bellman-optimality equations.
It requires (1) backward induction to argue that the value is maximal under any
safe partial history and (2) forward induction to argue the costs accrued respect the

anytime constraints. It then follows that solutions to M are solutions to (ANY).

4.3.1 Complexity Analysis

To analyze the efficiency of our reduction, we define a combinatorial measure of a

cMDP’s complexity.
Definition 8 (Cost Diversity). The cost diversity, D)y, is the total number of distinct
cumulative costs the agent could face at any time:

Dy = max [{c]|3s,(s,c) € Sp}|.

he[H+1]
When clear from context, we refer to Dy, as D.

We call D the diversity as it measures the largest cost population that exists in
any generation h. The diversity naturally captures the complexity of an instance
since the agent would likely encounter at least this many cumulative costs when
computing or learning an optimal policy using any safe approach.

In particular, we can bound the complexity of the planning and learning algorithms

produced from our reduction in terms of the diversity. For concreteness, we pair
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Algorithm 5 with backward induction [5] to produce a planning algorithm and with

BPI-UCBVTI [81] to produce a learning algorithm.

Proposition 10 (Complexity). Using Algorithm 5, an optimal policy for an anytime-
constrained ¢cMDP can be computed in O (HS*AnD) time and learned with

0, (H3SADlog(3)/~?) sample complexity. Furthermore, the amount of space needed
to store the policy is O (HSD).

In the worst case, D could be exponentially large in the time horizon. However,
for many cMDPs, D is small. One key factor in controlling the diversity is the

precision needed to represent the supported costs in memory.

Lemma 9 (Precision). If the cost precision is at most k, then D < H42-+1d,

We immediately see that when the costs have precision k, all of our algorithms
have complexity polynomial in the size of M and exponential in k£ and d. By
definition, this means our algorithms are fixed-parameter tractable in k so long as
d is held constant. Moreover, we see as long as the costs can be represented with

logarithmic precision, our algorithms have polynomial complexity.

Theorem 9 (Fixed-Parameter Tractability). For constant d, if k = O(log(|M|)),
planning (learning) for anytime-constrained cMDPs can be performed in polynomial
time (sample complexity) using Algorithm 5, and the computed policy can be stored

with polynomual space.

Remark 9. Many cost functions can be represented with small precision. In practice,
all modern computers use fixed precision numbers. So, in any real system, our
algorithms have polynomial complexity. Although technically efficient, our methods
can be prohibitively expensive when k or d is large. However, this complexity seems

unavoidable since computing exact solutions to (ANY) is NP-hard in general.
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4.4 Approximation Algorithms

Since Theorem 7 rules out the possibility of traditional value-approximation algo-
rithms due to the hardness of finding feasible policies, we relax the requirement of
feasibility. We show that even with a slight relaxation of the constraint, solutions
with optimal value can be found efficiently. Conversely, we can satisfy the constraint
but with a weaker guarantee on value. Our approximate-feasibility methods can even

handle infinite support distributions so long as they are bounded above.
Assumption 6. ¢4, := sup,, ,,sup Ci(s,a) < oo.

If Heper < B, then every policy is feasible, which just leads to a standard
unconstrained problem. A similar phenomenon happens if ¢,,,, < 0. Thus, we

assume WLOG that He,,, > B and ¢4, > 0.

Definition 9 (Approximate Feasibility). For any ¢ > 0, a policy 7 is e-additive
feasible if,

t
PT, [WE[H], Y < B+e| =1, (4.1)
h=1
and e-relative feasible if,
t
PT, |Vt e [H], Y e < B(l+eop)| =1, (4.2)
h=1

where op is the sign of B?.

Approximation. The key to reducing the complexity of our reduction is lowering
the cost diversity. Rather than consider every cost that can be accumulated from

safe exploration, the agent can consider a smaller set of approximate cumulative

3When the costs and budgets are negative, negating the constraint yields Zf[: 1> | Bl (1—e),
which is the traditional notion of relative approximation for covering objectives.
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Algorithm 7 Approximate Reduction

Input: cMDP M and projection f
1: M + Definition 10(M, f)
2: 7, V* < Solve(M)
3: if V* = —oo then

4: return “Infeasible"

5

6

. else
return 7

costs. Specifically, for any cumulative cost ¢, and cost ¢y, the agent considers some
Cha1 = fn(Cn, cp) instead of ¢,41 = ¢, + cp.

We view f as projecting a cumulative cost onto a smaller approximate cost space.
Following the principle of optimism, we also ensure that f(¢,,cn) < &, + ¢,. This
guarantees that any optimal policy under the approximate costs achieves optimal
value at the price of a slight violation in the budget.

If the agent records the approximate costs induced by the projection f, the

interaction evolves according to the following unconstrained MDP.

Definition 10 (Approximate MDP). The approzimate MPD M := (S, A, P, R, H,

S9) where,

Spar = {(s',@') 1 3(s,¢6) € Sh,a € A, € Ci(s,a),

é/:fh<évc/)7 Pr [fh(évc) SB] =1,

e~Cp, (8,@)

Pu(s'| s,a) > O},

is defined using approximate costs produced by safe exploration with a projection

step. The other objects are defined analogously to Definition 7.

Our approximation algorithms, Algorithm 7, equate to solving M for different
choices of f. To use any Markovian 7 for M, the agent just needs to apply f when

updating its approximate costs. In effect, the agent accumulates then projects to
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create each approximate cost. The new interaction protocol is given by Algorithm 8.

To derive our choice of f, we first observe that the cumulative cost can never
surpass B. Furthermore, should the agent ever accumulate a cost of B — Hc,pay, it
can no longer violate the budget along that trajectory. Thus, the agent’s cumulative

cost is always effectively within the interval [B — H¢paz, BJ.

Projection. Our approach is to evenly subdivide the interval [B — H¢ps, B] by
length-¢ intervals centered around 0. Then, the projection always maps a point in
an interval to its left endpoint. Alternatively, we can think of ¢ as defining a new
unit of measurement, and the projection maps each cumulative cost to its largest
integer multiple of ¢ below the cumulative cost. Should the agent ever encounter an
extremely negative cost, we safely truncate it to the projection of B — (H — h)¢pnaq.

In symbols, we define our projection by, f,(¢,c) :=

e+ <] if¢c+c>B—(H—h)cmaz

Bt |,

Critically, the projection is defined so that each approximate cost is an underestimate
of the true cost, but no farther than ¢ away from the true cost (except when a cost

smaller than B — (H — h)¢y4, is encountered).

Lemma 10. For any feasible policy w for M and any h € [H~+1], PT,[(én < &, < én+
(h— 1))V (Gn, & < B — (H — h+1)cmae)] = 1. Also, {ah 13s €S, (s,0) € Sh} <

d
Hllemaell,
(—E +2) .

We see that solving M gives additive feasible solutions and M has far fewer states

than M.
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Algorithm 8 Approximate Interaction Protocol
Input: policy m and projection f

1: 81 = (80,0) and ¢ = 0.

2: for h=1to H do

3: ap = 7Th(§h)
Cp ~~ Ch(Sh, ah) and Sh+1 ~~ Ph(Sh, ah)
Cht1 = fn(Cnscn)
h1 = (Sht1, Cnt1)

Theorem 10 (Approximation). Algorithm 7 computes an H{-additive feasible policy
whose value is at least the optimal value of (ANY) and that can be stored with

@) <Hd“S [ €maz||% /€d> space.

Like with our original reduction, the interaction protocol in Algorithm 8 allows
the agent to simulate M online through M. Thus, planning and learning in M can

be done through M.

Remark 10. Note, the agent does not need to construct S using Definition 10; it
suffices to consider the finite, stationary state space S x C, where C is the f-cover
of [B — Hc¢paz, B] defined by f. Technically, for learning, the agent should already

know or have learned a bound on ¢,,,, to know the approximate state space.

4.4.1 Approximation Guarantees

We can use Algorithm 7 with different choices of ¢ to achieve the traditional approxi-

mation guarantees defined in Definition 9.

Additive Approximation. Given any € > 0, we can compute an e-additive feasible
solution by choosing ¢ := 5. This approach is efficient so long as ¢4, is not too

large, since ¢,,q, controls the number of discretized costs we need to consider.

Corollary 3 (Additive Reduction). For any e > 0, an optimal value, e-additive feasi-

ble policy for an anytime-constrained cMDP can be computed in O (H*+1S%A [RE
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/€21) time and learned with O~(H2d+3SA ||Cmam||go log(%)/~2€?) sample complexity us-
ing Algorithm 7 with £ := . Furthermore, the amount of space needed to store the
policy is O <H2d+15 HcmamHgo /ed). Thus, if d is constant and Cpq, < poly(|M|), our

additive methods are polynomial time and sample complexity.

Relative Approximation. Given any € > 0, we can compute an e-relative feasible
solution by choosing ¢ := %. This approach is efficient so long as ¢4, is not much
larger than |B|. This allows us to capture cost ranges that are polynomial multiples
of | B, which could be exponentially large, unlike the additive approximation which

requires that ¢,,q, to be polynomial.

Corollary 4 (Relative Reduction). For any € > 0, if ¢pae < x|B|, an optimal
value, e-relative feasible policy for an anytime-constrained cMDP can be computed
in O (2 H*1S?A/e*) time and learned with O (29 H? 35 A /et log(%)/~?) sample
complexity using Algorithm 7 with { = %. Furthermore, the amount of space needed
to store the policy is O (x*H*™1S/e?). Thus, if d is constant and x < poly(|M]),

our methods are polynomaial time and sample complexity.

Corollary 5. If all costs are positive, the H dependence in each guarantee of both the

additive and relative approzimation improves to H*¥1, H3  and H™, respectively.

Limitations. Using our additive approximation, we can efficiently handle any
c¢cMDP with ¢4 < poly(]M|). Using the relative approximation, we can even
handle the case that c¢,,,, is exponentially large so long as ¢.. < poly(|M|)|B.
Thus, we can efficiently compute approximately feasible solutions so long as ¢4, <
poly(|M]) max(1, |B]).

We point out that the condition ¢, < poly(|M|)|B| is very natural. If the

costs all have the same sign, any feasible policy induces costs with ¢, < |B|. In
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our driving example, the condition simply says the vehicle cannot use more fuel than
the capacity of the tank. In fact, this bottleneck is not due to our approach; some

bound on ¢,,,; is necessary for efficient computation as Proposition 11 shows.

Proposition 11. For any fized € > 0, computing an optimal-value, e-additive or
e-relative feasible solution to the knapsack problem with negative weights is NP-hard.

Hence, it is hard for anytime-constrained cMDPs.

Feasibility Scheme. Let OPT(B) denote the optimal value V* of an anytime-
constrained cMDP with budget B. Algorithm 7 provides an efficient approximation
and guarantees at least OPT(B) value but with the possibility of slightly going
over budget, up to B + € or B(1 + ¢€). If it is important that the budget B is never
violated, we can use the same approximate algorithm with one change: We instead
give it M, which is M constructed from M under a smaller budget: (1) B — ¢ for
the additive approximation and (2) B/(1 + ¢€) for the relative approximation. Then,
any over-budget by Algorithm 7 is compensated by the smaller budget, so that
the cumulative cost is still under B. Thus we have both efficiency and (budget B)
feasibility. The drawback is that the algorithm now only guarantees a value at least

OPT(B —¢) or OPT(B/(1 + ¢€)), both can be much smaller than OPT(B).

Proposition 12 (Feasible Solutions). If 7w is returned by Algorithm 7 using { = 5
(= #} with budget B' = B — ¢ (B = 1%6), then 7 is feasible for (ANY).

4.5 Conclusion

In this chapter, we formalized and rigorously studied anytime-constrained cMDPs.
Although traditional policies cannot solve anytime-constrained cMDPs, we showed

that deterministic augmented policies suffice. We also presented a fixed-parameter
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tractable reduction based on cost augmentation and safe exploration that yields
efficient planning and learning algorithms when the cost precision is O(log(|M])).
In addition, we developed efficient planning and learning algorithms to find e-
approximately feasible policies with optimal value whenever the maximum supported
cost is O(poly(|M|) max(1,|B|)). Based on our hardness of approximation results,

this is the best approximation guarantee we can hope for under worst-case analysis.
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Chapter 5

FPTAS for One Constraint

Abstract. In this chapter, we present a novel algorithm that efficiently computes
near-optimal deterministic policies for constrained reinforcement learning (CRL)
problems. Our approach combines three key ideas: (1) value-demand augmentation,
(2) action-space approximate dynamic programming, and (3) time-space rounding.
Our algorithm constitutes a fully polynomial-time approximation scheme (FPTAS)
for any time-space recursive (TSR) cost criteria. A TSR criteria requires the
cost of a policy to be computable recursively over both time and (state) space,
which includes classical expectation, almost sure, and anytime constraints. Our
work answers three open questions spanning two long-standing lines of research:
polynomial-time approximability is possible for 1) anytime-constrained policies,
2) almost-sure-constrained policies, and 3) deterministic expectation-constrained

policies.

5.1 Introduction

Constrained Reinforcement Learning (CRL) traditionally produces stochastic, expec-

tation constrained policies that can behave undesirably - imagine a self-driving car
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that randomly changes lanes or runs out of fuel. However, artificial decision-making
systems must be predictable, trustworthy, and robust. One approach to ensuring
these qualities is to focus on deterministic policies, which are inherently predictable,
easily implemented [36], reliable for autonomous vehicles [56, 40|, and effective for
multi-agent coordination [88]. Similarly, almost sure and anytime constraints |79
provide inherent trustworthiness and robustness, essential for applications in medi-
cine |26, 87, 64], disaster relief [35, 117, 109], and resource management |75, 70, 90, 13].
Despite the advantages of deterministic policies and stricter constraints, even the
computation of approximate solutions has remained an open challenge since NP-
hardness was proven nearly 25 years ago [36]. Our work addresses this challenge
by studying the computational complexity of computing deterministic policies for
general constraint criteria.

Consider a constrained Markov Decision Process (¢cMDP) denoted by M. Let
C represent an arbitrary cost criterion and B be the available budget. We focus
on the set of deterministic policies denoted by II”. Our objective is to compute:
max,cnp Vi s.t. Cf; < B, where Vj} is the value and Cf; is the cost of 7 in M.
This objective generalizes the example of a self-driving car calculating the fastest

fixed route without running out of fuel. Our main question is the following;:

Can near-optimal deterministic policies for constrained reinforcement

learning problems be computed in polynomial time?

Although optimal stochastic policies for expectation-constrained problems are
efficiently computable [5], the situation drastically changes when we require deter-
ministic policies and general constraints. Computing optimal deterministic policies
is NP-hard for most popular constraints, including expectation [36], chance [123],
almost sure, and anytime constraints [79]. This complexity remains even if we relax

our goal to finding just one feasible policy, provided that we are dealing with a single
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chance constraint [123], or at least two of the other mentioned constraints [79]. Be-
yond these computational challenges, traditional solution methods, such as backward
induction [91, 5], fail to apply due to the cyclic dependencies among subproblems:
the value of any decision may depend on the costs of both preceding and concurrent

decisions, preventing a solution from being computed in a single backward pass.

Past Work. Past approaches fail to simultaneously achieve computational efficiency;,
feasibility, and optimality. Optimal and feasible algorithms, albeit inefficient, utilize
Mixed-Integer Linear Programs [32| and Dual-guided heuristic forward searches |55]
for expectation-constraints, and cost-augmented MDPs for almost sure [18] and any-
time constraints [79]. Conversely, optimal and efficient, though infeasible, algorithms
are known for expectation [105], almost sure, and anytime constraints [79]. A fully
polynomial-time approximation scheme (FPTAS) [116] is known for expectation
constraints, but it requires strong assumptions such as a constant horizon [63]. Bal-
ancing computational efficiency, feasibility, and optimality remains the bottleneck to

efficient approximation.

Our Contributions. We present an FPTAS for computing deterministic policies
under any time-space recursive (TSR) constraint criteria. A TSR criteria requires
the cost of a policy to be computable recursively in both time and (state) space,
which captures expectation, almost sure, and anytime constraints. Since non-TSR
criteria, such as chance constraints [123], are provably inapproximable, TSR seems
pivotal for efficient computation. Overall, our general framework answers three open
complexity questions spanning two longstanding lines of work: we prove polynomial-
time approximability for 1) anytime-constrained policies, 2) almost-sure-constrained
policies, and 3) deterministic expectation-constrained policies, which have been open

for nearly 25 years [36].
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Our approach breaks down into three main ideas: (1) value-demand augmentation,
(2) action-space approximate dynamic programming, and (3) time-space rounding.
We augment the states with value demands and the actions with future value demands
to break cyclic subproblem dependencies, enabling dynamic programming methods.
Importantly, we use values because they can be rounded without compromising
feasibility [79] and can capture constraints that are not predictable from cumulative
costs. However, this results in an exponential action space that makes solving the
Bellman operator as hard as the knapsack problem. By exploiting the space-recursive
nature of the criterion, we can efficiently approximate the Bellman operator with
dynamic programming. Finally, rounding value demands result in approximation
errors over both time and space, but carefully controlling these errors ensures provable

guarantees.

5.1.1 Related Work

Approximate Packing. Many stochastic packing problems, which generalize
the knapsack problem, are captured by our problem. Dean et al. [30], Frieze and
Clarke [38| derived optimal approximation ratio algorithms for stochastic packing
and integer packing with multiple constraints, respectively. Yang et al. [125], Bhalgat
et al. [12] designed efficient approximation algorithms for variations of the stochastic
knapsack problem. Then, Halman et al. [48] derived an FPTAS for a general class
of stochastic dynamic programs, which was then further improved in [47, 3]. These
methods require a single-dimensional state space that captures the constraint. In
contrast, our problems have an innate state space in addition to the constraint. Our

work forms a similar general dynamic programming framework for the more complex

MDP setting.
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Constrained RL. It is known that stochastic expectation-constrained policies are
polynomial-time computable via linear programming [5], and many planning and
learning algorithms exist for them [89, 110, 14, 53]. Some learning algorithms can
even avoid violation during the learning process under certain assumptions [115, 7].
Furthermore, Brantley et al. [17] developed no-regret algorithms for cMDPs and
extended their algorithms to the setting with a constraint on the cost accumulated

over all episodes, which is called a knapsack constraint [17, 22].

Safe RL. The safe RL community [39, 45| has mainly focused on no-violation
learning for stochastic expectation-constrained policies [24, 16, 4, 21, 10] and solving
chance constraints [114, 132|, which capture the probability of entering unsafe
states. Performing learning while avoiding dangerous states [132] is a special case
of expectation constraints that has also been studied [96, 107] under non-trivial
assumptions. In addition, instantaneous constraints, which require the expected cost

to be within budget at all times, have also been studied 69, 37, 43].

5.2 Cost Criteria

In this section, we formalize our problem setting. We also define our conditions for

cost criteria.

Constrained Markov Decision Processes. A (tabular, finite-horizon) Con-
strained Markov Decision Process (¢cMDP) is a tuple M = (S, A, P,r, ¢, H), where (i)
S is the finite set of states, (ii) A is the finite set of actions, (iii) Py(s,a) € A(S) is the
transition distribution, (iv) r,(s,a) € R is the reward, (v) ¢;(s,a) € R is the cost, and
(vi) H € N is the finite time horizon. We let S := |S|, A :=|A|, [H] :={1,...,H},

and M denote the set of all cMDPs. We also let 7ypqp = maxy, s o |75 (s, a)| denote
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the maximum magnitude reward, 7., dof ming, s o 74 (s, @) denote the true minimum
reward, and p,n def ming, s o Pr(s’ | s,a) denote the minimum transition probability.
Since S is a finite set, we often assume S = [S] WLOG. Lastly, for any predicate p,
we use the Iverson bracket notation [p] to denote 1 if p is true and 0 otherwise, and
we let x, denote the characteristic function which evaluates to 0 if p is true and oo

otherwise.

Interaction Protocol. The agent interacts with M using a policy © = ().
In the fullest generality, 7, : H;, — A(A) is a mapping from the observed history
at time h to a distribution of actions. In contrast, a deterministic policy takes
the form m, : H, — A. We let II denote the set of all possible policies and II”
denote the set of all deterministic policies. The agent starts at the initial state
sp € S with observed history 7, = (sg). For any h € [H], the agent chooses an
action aj, ~ 7, (7). Then, the agent receives immediate reward (s, a;) and cost
cn(sn,ap). Lastly, M transitions to state sp1 ~ Py(sp, ap) and the agent updates the
history to 7,41 = (Th, ap, Spa1). This process is repeated for H steps; the interaction

ends once sy is reached.

Objective. For any cost criterion C': M x [T — R and budget B € R, the agent’s

goal is to compute a solution to the following optimization problem:

m
max [E},

mell

(CON)

Z Th(Sh, an)

h=1

CT, < B
s.t

7 deterministic

Here, P}, denotes the probability law over histories induced from the interaction

of m with M, and E7}, denotes the expectation defined by this law. We let V}; def

E7%, |32 7i(s1,a0)| denote the value of a policy m, and Vj; denote the optimal
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solution value to (CON).

Cost criteria. We consider a broad family of cost criteria that satisfy a strength-
ening of the standard policy evaluation equations [91]. This strengthening requires
not only the cost of a policy to be computable recursively in the time horizon, but

at each time the cost should also break down recursively in (state) space.

Definition 11 (TSR). We call a cost criterion C' time-recursive (TR) if for any
cMDP M and policy m € 1T, 7’s cost decomposes recursively into C7, = CT(s).

Here, CF; () = 0 and for any h € [H] and 7, € Hp,

Cr(m) = en(s,a) +  ((Pals' | 5,0), G (71,0.8) gy o) (TR)

! computable in

where s = s,(7,), a = m,(7,), and f is a non-decreasing function
O(S) time. For technical reasons, we also require that f(z) = oo whenever co € z.
We further say C' is time-space-recursive (TSR) if the f term above is equal to

67" (1) Here, g( +1) = 0 and for any ¢ < 5.

G0 = a (8 (Pt | 5,0, CFy (e 0) g+ 1), (SR)

where « is a non-decreasing function, and both «, § are computable in O(1) time.
We also assume that (-, 00) = 0o, and f satisfies a(8(0,-),z) = = to match f’s

condition.

Since the TR condition is a slight generalization of traditional policy evaluation, it

is easy to see that we can solve for minimum-cost policies using backward induction.

'When we say a multivariate function is non-decreasing, we mean it is non-decreasing with
respect to the partial ordering induced by component-wise ordering.
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Proposition 13 (TR Intuition). If C' is TR, then C satisfies the usual optimality
equations. Furthermore, argmin_ .o CF; can be computed using backward induction

in O(HS?A) time.

Although the TR condition is straightforward, the TSR condition is more strict.
We will see the utility of the TSR condition in Section 5.4 when computing Bellman
updates. For now, we point out that the TSR condition is not too restrictive: it is

satisfied by many popular criteria studied in the literature.

Proposition 14 (TSR examples). The following classical constraints can be modeled

by a TSR cost constraint.

1. (Expectation Constraints) are captured by CT o E7, Zthl cn(sp,an)| < B.

We see C' is TSR by defining o(z,y) Yot y and ((z,y) d:efxy,

2. (Almost Sure Constraints) are captured by C7, i MaXreHy Zthl cn(sn, ap) <
P7,[7]>0

B. We see C' is TSR by defining o(z,y) dzefmax(:c,y) and [(z,y) &f [z > 0]y.

: : d
3. (Anytime Constraints) are captured by C7 vl MAX; MAXreH 41, O on_y Ch(Sh, an)
P7. [T]>0
M def

< B. We see C' is TSR by defining a(x,y) i max (0, max(z,y)) and B(x,y) =

[z > 0]y.

Remark 11 (Extensions). Our methods can also handle stochastic costs and infinite
discounting. We defer the details to Appendix D.5. Moreover, we can handle multiple
constraints using vector-valued criteria so long as the comparison operator is a total

ordering of the vector space.

Remark 12 (Inapproximability). Our methods cannot handle chance constraints
or more than one of our example constraints. However, this is not a limitation
of our framework as the problem becomes provably inapproximable under said

constraints [123, 79].
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5.3 Covering Algorithm

In this section, we propose an algorithm to solve (CON). Our approach relies on
converting the original problem into an equivalent covering problem that can be
solved using an unconstrained MDP. This covering MDP is derived using the key

idea of value augmentation.

Packing and Covering. We can view (CON) as a packing program, which wishes
to maximize V}; subject to C]; < B. However, we could also tackle the problem by
reversing the objective: attempt to minimize C7; subject to V; > V. If (CON) is
feasible, then any optimal solution 7 to this covering program satisfies V; > V}; and
C7; < B. Thus, we can solve the original packing program by solving the covering

program.

Proposition 15 (Packing-Covering Reduction). Suppose that C, i min, o CJ;

s.t. Vi > Vi Then, Cy < B <= V}; > —oo. Furthermore, if V;; > —o0, then,

argmin_.o Cf; C argmax,.ro Vi

(PC)
Ve > Vi Cr, < B

Thus, any solution to the covering program is a solution to the packing program.

We focus on the covering program for several reasons. To optimize the value
recursively, we would need to predict the final cost resulting from intermediate
decisions to ensure feasibility. Generally, such predictions would require strict
assumptions on the cost criteria. By treating the value as the constraint instead, we
only need to assume the cost can be optimized efficiently. Moreover, values are well
understood in RL and are more amenable to approximation [79]. Thus, the covering

program allows us to capture many criteria, ensure feasibility, and compute accurate
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value approximations.

Value Augmentation. We can solve the covering program by solving a cost-
minimizing MDP M. The key idea is to augment the state space with value demands,
(s,v). Then, the agent can recursively reason how to minimize its cost while meeting
the current value demand. If the agent starts at (sg, V};), then an optimal policy for
M should be a solution to the covering program.

The key invariant we desire is that any feasible policy 7 for M should satisfy
Vi™(s,v) > v. To ensure this invariance, we recall the policy evaluation equations [91].

If m,(s) = a, then,

Vir(s,v) = rp(s,a) + Z Py(s" | s,a) Vi (s, vg). (PE)

S/

For the value invariant to be satisfied, it suffices for the agent to choose an action a

and commit to future value demands vy satisfying,
rn(s,a) + Z Py(s" | s,a)vy > 0. (DEM)

We can view choosing future value demands as part of the agent’s augmented
actions. Then, at any augmented state (s,v), the agent’s augmented action space
includes all (a,v) € A x R¥ satisfying (DEM). When M transitions to s’ ~ P, (s, a),
the agent’s new augmented state should consist of the environment’s new state in
addition to its chosen demand for that state, (s',vy). Putting these pieces together

yields the definition of the cover MDP, Definition 12.

Definition 12 (Cover MDP). The cover MDP M aef (S, A, P, ¢, H) where,

1. SYSxV where VY {v|3r € 1P, h € [H + 1], 7, € Hp, Vi () = v}
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Algorithm 9 Reduction to RL
Input: (M,C,B)
1: M,C « Definition 12(M, C)

7, C* < SOoWE(M, C)

if C7(sg,v) > B for all v € V then
return “Infeasible”

else
return 7

Algorithm 10 Augmented Interaction

Input: =
1: s = (So,V]\Z)
: for h«+ 1to H do
(CL,V) < Wh(gh)
rn = 1(s,a) and spiq ~ Pp(sp, a)

A

gh—‘rl - (Sh+17vsh+1)

2. An(s,v) & {(a,v) € Ax V| ry(s,a) + >4 Pu(s' | s,a)vg > v}

3. Bu((s',0) | (5,0), (a,v)) & Pu(s | 5,a)[v) = vy].

4. en((s,0), (a,v) & en(s, a).

The objective for M is to minimize the cost function C Lo 7 with modified base

A def
case O (5,v) = X{v<o}-

Covering Algorithm. Importantly, the action space definition ensures the value
constraint is satisfied. Meanwhile, the minimum cost objective ensures optimal cost.
So long as our cost is TR, M can be solved using fast RL methods instead of the
brute force computation required for general covering programs. These properties

ensure our method, Algorithm 9, is correct.

Theorem 11 (Reduction). If SOLVE is any finite-time MDP solver, then Algorithm 9

correctly solves (CON) in finite time for any TR cost criterion.
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Remark 13 (Execution). Given a value-augmented policy 7 output from Algorithm 9,
the agent can execute 7 using Algorithm 10. To compute V}; as the starting value,

it suffices for the agent to compute,
Vir =max {v eV | C(so,v) < B}. (5.1)

This computation can be easily done given Cf(sq, ) in O(]V|) time.

5.4 Fast Bellman Updates

In this section, we present an algorithm to solve M from Definition 12 efficiently.
Although the Bellman updates can be as hard to solve as the knapsack problem, we
use ideas from knapsack approximation algorithms to create an efficient method. Our
approach exploits (SR) through approximate dynamic programming on the action
space.

Even if V were small, solving M would still be challenging due to the exponentially
large action space. Even a single Bellman update requires the solution of a constrained
optimization problem:

Cr(s,v) = min ¢,(s,a) + f <(Ph(s’ | s,a),Cry (sl,vs/))s,eph(s,a»

v (BU)
s.t. rp(s,a) + ZPh(s’ | s,a)vy > .

Above, we used the fact that (s',v") € Py((s,v), (a,v)) iff ' € Py(s,a) and v/ = vy
to simplify f’s input. Observe that even when each vy only takes on two possible
values, {0, wy }, the optimization above can capture the minimization version of the

knapsack problem, implying that it is NP-hard to compute.
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Recursive Approach. Fortunately, we can use the connection to the Knapsack
problem positively to efficiently approximate the Bellman update. For any fixed

(s,v) € S and a € A, we focus on the inner constrained minimization over v:

1 / et /
f?é% f <(Ph(8 | s,a),Chiy (s ,vs/))s,eph(sva) (5.2)
Th(s,a)+>_ o Pr(s'|s,a)v >

We use (SR) to transform this minimization over v into a sequential decision-making
problem that decides each vy. As above, we can use the definition of P to simplify

g,(LS’U)’(a7V) (t,v") into a function of ¢ alone:

g () = a (B (Palt | 5,0), Gy (60) g M+ 1)) . (5.3)

Since v only constrains the valid (a, v) pairs, we can discard v and use the simplified

notation gy () instead of g}(LS,v)v(a,v)@)‘

It is then clear that we can recursively
optimize the value of v; by focusing on g, ().

To recursively encode the value constraint, we can record the partial value
u=rp(s,a) + 352, Pu(s' | s,a)vy that we have accumulated so far. Then, we can

check if our choices for v satisfied the constraint with the inequality v > v. The

formal recursion is defined in Definition 13.

Definition 13. For any h € [H], s € S, v € V, and u € R, we define, gZZZ(S—I—l,u) -
X{u>v} and for t < S,

gi:‘;(t,u) = mino (ﬂ (Ph(t | s,a), CZ+1 (t,vt)) ,gi:‘i(t + 1, u+ Py(t] s, a)vt)) . (DP)

v €V

Recursive Rounding. This approach can still be slow due to the exponential
number of partial values u induced. Similarly to the knapsack problem, the key is

to round each input u to ensure fewer subproblems. Unlike the knapsack problem,
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however, we do not have an easily computable lower bound on the optimal value.
Thus, we turn to a more aggressive recursive rounding. Since rounding may cause
originally feasible values to violate the demand constraint, we also relax the demand

constraint to u > k(v) for some lower bound function .

Definition 14. Fix a rounding function [-],; and a lower bound function x. For any

hel[H],s€ S, veV, and u € R, we define, ¢, (S + 1,u) = X{u>v) and for t < 5,

Gra(t,u) S mina (8 (Pa(t | 5,0), iy (t,00)) Gt 4 L, Lu+ Palt | s,a)o0)g) -
(ADP)

Fortunately, the approximate version behaves similarly to the original. The main
difference is the constraint now ensures the rounded sums are at least the value lower

bound. This is formalized in Lemma 11.

Lemma 11. For any t € [S + 1] and v € R, we have that,

g0 (t,bu) = min g% (¢
gh,v( ) vepS—t1 gh,v( ) (54>

st 0,5 (tu) > k(v),

where 6}, (t, u) o [lu+ Pu(t]s,a)vg+ ..+ Pu(S | s, a)vSJg.

To turn this recursion into a usable dynamic programming algorithm, we must
also pre-compute the inputs to any sub-computation. Unlike in standard RL, this

computation must be done with a forward recursion. The details for the approximate

Bellman update are given in Definition 15.

Definition 15 (Approx Bellman). For any h € [H|, s € S, and a € A, we define
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Algorithm 11 Approx Bellman Update

Input: (h,s,v,C_’;:H)
1: for a € A do )
Ino(S+ 1, u) = Xquzvy Yu € Uy (S +1)
3 for t < S down to 1 do
4: for u € U*(t) do
5 Vt,a, G (t, 1) < (ADP)

6: a*, C(s,v) < minge cu(s, a) + Ins(L,7(s,a))

[\

7 return (a*, vy g, . .., Ugq+) and Ci (s, v)

Algorithm 12 Approx Solve
Input: (M,C) )
1: Cfq(5,0) < Xqo<oy for all (s,v) € S
2: for h < H down to 1 do
3 for (s,v) € S do A
4: a,Cy(s,v) <= Algorithm 11(h,s,v,Cy )
5: 7Th(5,
6

V) < a
: return 7 and C*

U (1) & {r(s,a)} and for any ¢ € [S],

wet+1)= | {lut Pult] s a)ug) (5.5)

V€V ueldy ()
Then, an approximation to the Bellman update can be computed using Algorithm 11.2
Proposition 16. Algorithm 12 runs in O(HS2A[V2U) time, where U & maxy, ..

|U,ja| When |-|; and k are the identity function, Algorithm 12 outputs an optimal

solution to M.

Remark 14 (Speedups). The runtime of our methods can be quadratically improved

by rounding the differences instead of the sums. We defer the details to Appendix D.5.

2We use the notation x,0 < min, z(z) to say that z is the minimizer and o the value of the
optimization.
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5.5 Approximation Algorithms

In this section, we present our approximation algorithms for solving (CON). We
carefully round the value demands over both time and space to induce an approximate
MDP. Solving this approximate MDP with Algorithm 12 yields our FPTAS.
Although we can avoid exponential-time Bellman updates, the running time of
the approximate Bellman update will still be slow if |V| is large. To reduce the
complexity, we instead use a smaller set of approximate values by rounding elements
of |V|. By rounding down, we effectively relax the value-demand constraint. More
aggressive rounding not only leads to smaller augmented state spaces but also to
smaller cost policies. The trade-off is aggressive rounding leads to weaker guarantees
on the computed policy’s value. Thus, it is critical to carefully design the rounding

and lower bound functions to balance this trade-off.

Value Approximation. Given a rounding down function |- |, we would ideally use
the rounded set {|v], | v € V} to form our approximate state space. To avoid having
to compute V explicitly, we instead use the rounded superset { lv]g | v € [Vimin, Vmaa] },
where v,,;, and v,,,, are bounds on the extremal values that we specify later. To
ensure we can use Algorithm 12 to find solutions efficiently, we must also relax the
augmented action space to only include vectors that lead to feasible subproblems
for (ADP). From Lemma 11, we know this is exactly the set of (a,V) for which
~ 5,0

ahy‘;(l, rn(s,a)) > k(v). Combining these ideas yields the new approximate MDP,

defined in Definition 16.

Definition 16 (Approximate MDP). Given a rounding function |-|; and lower
bound function &, the approzimate MDP M aof (S’, A, P.é, H) where,

1. S d:efS x V where V d:ef{Lng |ve [Ummavmaz]}'
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2. An(s,9) © {(a,9) € Ax VS | 6541, m(5,0)) = K(9) }.

3. Bu((s,9) | (5,9), (a,9)) & Pu(s | 5,a)[0) = ty].

The objective for M is to minimize the cost function C' Lo oy with modified base

A ~y def
T —
case C;1(5,0) = X{o<o}-

We can show that rounding down in Definition 16 achieves our goal of producing
smaller cost policies. This ensures feasibility is even easier to achieve. We formalize

this observation in Lemma 12.

Lemma 12 (Optimistic Costs). For our later choices of |-|; and k, the following

holds: for any h € [H +1] and (s,v) € S, we have C; (s, lv]g) < Cri(s,v).

Thus, Algorithm 13 always outputs a policy with better than optimal cost when
the instance is feasible, V}; > —oo. If the instance is infeasible, all policies have cost
larger than B by definition and so Algorithm 13 correctly indicates the instance is
infeasible. The remaining question is whether Algorithm 13 outputs policies having

near-optimal value.

Time-Space Errors. To assess the optimality gap of Algorithm 13 policies, we
must first explore the error accumulated by our rounding approach. Rounding each
value naturally accumulates approximation error over time. Rounding the partial
values while running Algorithm 11 accumulates additional error over (state) space.
Thus, solving M using Algorithm 12 accumulates error over both time and space,
unlike other approximate methods in RL. As a result, our rounding and threshold

functions will generally depend on both H and S.
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Algorithm 13 Approximation Scheme
Input: (M,C,B)
1: Hyperparameters: [-]; and x

9. M, C < Definition 16(M, C, g k)
3: 7, C* « Algorithm 12(M, C’)

4: if C(sp,0) > B for all & € V then
5: return “Infeasible"
6
7

. else
return 7

Arithmetic Rounding. Our first approach is to round each value down to its
closest element in a d-cover. This guarantees that v — ¢ < [v]; < v. Thus, [v]; is
an underestimate that is not too far from the true value. By setting § to be inversely
proportional to SH, we control the errors over time and space. The lower bound

must also be a function of S since it controls the error over space.

Definition 17 (Additive Approx). Fix ¢ > 0. We define,

lv]g o LBJ 0 and k(v) Ly - (S +1), (5.6)

€ def

def def
where 0 = il = —Hrpee, and 000 = H7T g

HES )10 Ymin
Theorem 12 (Additive FPTAS). For any € > 0, Algorithm 13 using Definition 17
given any cMDP M and TSR criteria C' either correctly outputs the instance is
infeasible, or produces a policy m satisfying V™ > Vi, — e in O(H'SPAr3 _/e%) time.
Thus, it is an additive-FPTAS for the class of cMDPs with polynomial-bounded 7,45

and TSR criteria.

Geometric Rounding. Since the arithmetic approach can be slow when r,,,, is
large, we can instead round values down to their closest power of 1/(1 — §). This
guarantees the number of approximate values needed is upper bounded by a function

of 10g(7maz ), which is polynomial in the input size. We choose a geometric scheme
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satisfying v(1 — 0) < |v]; < v so that the rounded value is an underestimate and
a relative approximation to the true value. To ensure this property, we must now

require that all rewards are non-negative.

Definition 18 (Relative Approx). Fix € > 0. We define,

v

of i L\ [ o .
o] g = o™i (—){ ’ and k(v) & (1 — 6)5t, (5.7)

1—90

def € H
where 0 = F214 = Pmin"min, and Vimae = Hrmag-

S+1)+1° Umin

Theorem 13 (Relative FPTAS). For e > 0, Algorithm 13 using Definition 18 given
any cMDP M and TSR criteria C' either correctly outputs the instance is infeasible, or
produces a policy m satisfying V™ > Vi (1 —€) in O(H"S® Alog (Fmaz /TminDmin )" /€°)
time. Thus, it is a relative-FPTAS for the class of cMDPs with non-negative rewards

and TSR criteria.

Remark 15 (Assumption Necessity). We also note the mild reward assumptions
we made to guarantee efficiency are unavoidable. Without reward bounds, (CON)
captures the knapsack problem which does not admit additive approximations.
Similarly, without non-negativity, relative approximations for maximization problems

are generally not computable.

5.6 Conclusions

In this chapter, we studied the computational complexity of computing deterministic
policies for CRL problems. Our main contribution was the design of an FPTAS,
Algorithm 13, that solves (CON) for any cMPD and TSR criteria under mild reward

assumptions. In particular, our method is an additive-FPTAS if the cMDP’s rewards
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are polynomially bounded, and is a relative-FPTAS if the cMDP’s rewards are non-
negative. We note these assumptions are necessary for efficient approximation, so
our algorithm achieves the best approximation guarantees possible under worst-case
analysis. Moreover, our algorithmic approach, which uses approximate dynamic
programming over time and the state space, highlights the importance of the TSR
condition in making (CON) tractable. Our work finally resolves the long-standing
open questions of polynomial-time approximability for 1) anytime-constrained policies,
2) almost-sure-constrained policies, and 3) deterministic expectation-constrained

policies.
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Chapter 6

Bicriteria for Arbitrary Constraints

Abstract. In this chapter, we study the computational complexity of approximating
general constrained Markov decision processes. Our primary contribution is the design
of a polynomial time (0, €)-additive bicriteria approximation algorithm for finding
optimal constrained policies across a broad class of recursively computable constraints,
including almost-sure, chance, expectation, and their anytime variants. Matching
lower bounds imply our approximation guarantees are optimal so long as P # NP.
The generality of our approach results in answers to several long-standing open
complexity questions in the constrained reinforcement learning literature. Specifically,
we are the first to prove polynomial-time approximability for the following settings:
policies under chance constraints, deterministic policies under multiple expectation
constraints, policies under non-homogeneous constraints (i.e., constraints of different

types), and policies under constraints for continuous-state processes.

6.1 Introduction

Constrained Reinforcement Learning (CRL) is growing increasingly crucial for man-

aging complex, real-world applications such as medicine [26, 87, 64|, disaster re-
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lief [35, 117, 109], and resource management [75, 70, 90, 13|. Various constraints,
including expectation [5], chance [123], almost-sure [18], and anytime constraints [78§],
were each proposed to address new challenges. Despite the richness of the literature,
most works focus on stochastic, expectation-constrained policies, leaving many popu-
lar settings with longstanding open problems. Even chance constraints, arguably a
close second in popularity, still lack any polynomial-time, even approximate, algo-
rithms despite being introduced over a decade ago [123]|. Other settings for which
polynomial-time algorithms are open include deterministic policies under multiple
expectation constraints, policies under non-homogeneous constraints (i.e., constraints
of different types), and policies under constraints for continuous-state processes. Con-
sequently, we study the computational complexity of general constrained problems
to resolve many of these fundamental open questions.

Formally, we study the solution of Constrained Markov Decision Processes
(CMDPs). Here, we define a CMDP through three fundamental parts: (1) an
MDP M that accumulates both rewards and costs, (2) a general cost criterion C,
and (3) a budget vector B. Additionally, we allow the agent to specify whether
they require their policy to be deterministic or stochastic, formalized through a goal
policy class II. The agent’s goal is to solve max_.r; Vy; subject to CF; < B, where
V3, denotes the agent’s value and C7J; denotes the agent’s cost under 7. This model
can capture very general problems, including minimum time routes for self-driving
vehicles that must satisfy 1) an anytime constraint on fuel consumption, 2) an
expectation constraint on CO2 consumption, and 3) a chance constraint on vehicle

wear and tear. Our main question is the following:

Can general CMDPs be approximated in polynomial time?
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Hardness. Solving general CMDPs is notoriously challenging. When restricted
to deterministic policies, solving a CMDP with just one constraint is NP-hard |36,
123, 78, 76]. This difficulty increases with the number of constraints: with at least
two constraints, finding a feasible deterministic policy, let alone a near-optimal one,
becomes NP-hard [78]. Even if we relax the deterministic requirement, this hardness
remains for all constraint types other than expectation. Computational hardness
aside, standard RL techniques fail to apply due to the combinatorial nature induced
by many constraint types. Adding in additional constraints with fundamentally

different structures further complicates the problem.

Past Work. A few works have managed to derive provable approximation algo-
rithms for some cases of CRL. McMahan [76] presented a fully polynomial-time
approximation scheme (FPTAS) for the computation of deterministic policies of a
general class of constraints, which includes expectation, almost-sure, and anytime con-
straints. Although powerful, their framework only works for one constraint and fails
to capture anytime-expectation constraints along with chance constraints. Similarly,
Khonji et al. [63] achieves an FPTAS for expectation and chance constraints, but
only in the constant horizon setting. In contrast, McMahan and Zhu [78| develops a
polynomial-time (0, €)-additive bicritiera approximation algorithm for anytime and
almost-sure constraints. However, their framework is specialized to those constraint
types and thus fails for our purpose. In contrast, Xu and Mannor [123] developed a
pseudo-polynomial time algorithm for finding feasible chance-constrained policies,

but their methods do not lead to polynomial-time solutions.

Our Contributions. We design a polynomial-time (0, €)-additive bicriteria ap-
proximation algorithm for tabular, SR-criterion CMDPs. An SR criterion is required

to satisfy a generalization of the policy evaluation equations and includes expectation,
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chance, and almost-sure constraints along with their anytime equivalents. Our frame-
work implies the first positive polynomial-time approximability results for (1) policies
under chance constraints, (2) deterministic policies under multiple expectation con-
straints, and (3) policies under non-homogeneous constraints — each of which has been
unresolved for over a decade. We then extend our algorithm into a polynomial-time
(€, €)-additive bicriteria approximation algorithm for continuous-state CMPDs under
a general class of constraints, which includes expectation, almost-sure, and anytime

constraints.

Our Techniques. Our algorithm requires several key techniques. First, we trans-
form a constraint concerning all realizable histories into a simpler per-time constraint.
We accomplish this by augmenting the state space with an artificial budget and
augmenting the action space to choose future budgets to satisfy the constraint.
However, Bellman updates then become as hard as the knapsack problem due to
the large augmented action space. For tabular cMDPs, we show that the Bellman
updates can be approximately computed using dynamic programming and rounding.
By strategically rounding the artificial budget space, we achieve a (0, €)-bicriteria
approximation for tabular CMDPs. By appropriately discretizing the continuous
state space, our method becomes a (¢, €)-bicriteria approximation algorithm for

continuous state CMDPs.

6.1.1 Related Work

Constrained RL. It is known that stochastic expectation-constrained policies are
polynomial-time computable via linear programming [5], and many planning and
learning algorithms exist for them [89, 110, 14, 53]. Some learning algorithms can

even avoid violation during the learning process under certain assumptions [115, 7].
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Furthermore, Brantley et al. [17] developed no-regret algorithms for cMDPs and
extended their algorithms to the setting with a constraint on the cost accumulated

over all episodes, which is called a knapsack constraint [17, 22].

Safe RL. The safe RL community [39, 45| has mainly focused on no-violation
learning for stochastic expectation-constrained policies [24, 16, 4, 21, 10] and solving
chance constraints [114, 132|, which capture the probability of entering unsafe
states. Performing learning while avoiding dangerous states [132] is a special case
of expectation constraints that has also been studied [96, 107] under non-trivial
assumptions. In addition, instantaneous constraints, which require the immediate

cost to be within budget at all times, have also been studied [69, 37, 43].

6.2 Constraints

Cost-Accumulating MDPs. In this work, we consider environments that accu-
mulate both rewards and costs. Formally, we consider a (finite-horizon, tabular) cost-
accumulating Markov Decision Process (caMDP) tuple M = (H,S, A, P, R, C, s),
where (i) H € Z> is the finite time horizon, (ii) Sy, is the finite set of states, (iii)
Ap(s) is the finite set of available actions, (iv) Py(s,a) € A(S) is the transition
distribution for a given state s € S and action a € A (note, A(S) represents the
probability simplex over S), (v) Ru(s,a) € A(R) is the reward distribution, (vi)
Ch(s,a) € A(R™) is the cost distribution, and (vii) so € S is the initial state.

To simplify notation, we let (s, a) & E[Ry(s,a)] denote the expected reward,
cn(s,a) represent the cost function when costs are deterministic (which will be the
case throughout the main text), S & |S| denote the number of states, A oo | A

denote the number of joint actions, [H]| def {1,...,H}, M be the set of all caMDPs,

and | M| be the total description size of the caMDP. We also use the Iverson Bracket
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notation [P] dof L{p=rrue} and the characteristic function xp which is co when P is

False and 0 otherwise.

Agent Interactions. The agent interacts with M using a policy 7 = {m,}i_,.
In the fullest generality, 7, : H, — A(A) is a mapping from the observed history
at time h (including costs) to a distribution of actions. Often, researchers study
Markovian policies, which take the form 7, : S — A(A), and deterministic policies,
which take the form 7, : H; — A. We let II denote the set of all policies and IT”
denote the set of all deterministic policies.

The agent starts in the initial state sy with observed history 7, = (sg). For any
h € [H], the agent chooses a joint action ap ~ m,(7,). Then, the agent receives
immediate reward r, ~ Ry, (s, a) and cost vector ¢;, ~ C,(s,a). Lastly, M transitions
to state sp.1 ~ Pu(sn,an), prompting the agent to update its observed history to
Tha1 = (Th, an, cp,y Spy1)- This process is repeated for H steps; the interaction ends

once Sy is reached.

Constrained Processes. Suppose the agent has a cost criterion C : M xII — R™
and a corresponding budget vector B € R™. We refer to the tuple (M,C, B) as a
Constrained Markov Decision Process (CMDP). Given a CMDP and desired policy

class IT € {II”,II}, the agent’s goal is to solve the constrained optimization problem:

max Vy;
mell (CON)
st. Oy < B
In the above, Vj; & E3, Zthl rn(sh,ap)| denotes the value of a policy m, EF,

denotes the expectation defined by P7%,, and P}, denotes the probability law over

histories induced from the interaction of m with M. Lastly, we let V* denote the
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optimal solution value to (CON). In the main paper, we focus on the case where

I = 11>.

SR Criteria. We study cost criteria that generalize the standard policy evaluation
equations to enable dynamic programming techniques. In particular, we require the
cost of a policy to be recursively computable with respect to the time horizon. For
our later approximations in Section 6.5, we will also need key functions defining the

recursion to be short maps, i.e., 1-Lipschitz, with respect to the infinity norm.

Definition 19 (SR). We call a cost criterion shortly recursive (SR) if for any caMDP
M and any policy 7 € 1P, 7’s cost decomposes recursively into CT, = CT(so), where

%41 = 0 and for all h € [H] and 7, € H, letting s = s5(7,) and a = m,(73,),
Cr(mh) = en(s,a) + f/ g (P (s'|s,a) Chy (T, a,s). (SR)

Here, f, is the finite extension of an associative, non-decreasing, binary function f,
and ¢ is a [0, 1]-valued function rooted at 0. Moreover, we require that f is a short
map when either of its inputs are fixed, satisfies f(0,z) = f(x,0) = x for all z, and

when combined with g, i.e., f, g (P, (' | s,a)) zy, is a short map in .

Remark 16 (Stochastic Variants). Our results generalize to both stochastic policies
and stochastic costs as well. The algorithmic approach is identical, but the definitions
and analysis are more complex. Consequently, we focus on the deterministic cases in

the main text.

Constraint Formulations. The fundamental constraints considered in the CRL
literature are Expectation, Chance, and Almost-sure constraints. Each of these
induces a natural anytime variant that stipulates the required constraint must hold

for the truncated cost Y) _, ¢, at all times h € [H]. We give the formal definitions
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Con/Time Expectation Chance Almost-Sure
T H T H 7 T H 7
Classical | E, |Y el <B| Py |> an>B| <6 | Py |) e <B| =1
L h=1 | Lh=1 i Lh=1 |
i i 7
Vte[H] |E} |Y a| <B|PY (D a>B[<6|Py|) a<B|l=1
Lh=1 | Lh=1 i Lh=1 |

Figure 6.1: The Constraint Landscape

in Figure 6.1. Importantly, each constraint is equivalent to C7, < B’ for some

appropriately chosen SR criteria.

Proposition 17 (SR Modeling). The classical constraints can be modeled by SR

constraints of the form C7; < B’ as follows:

1. Ezpectation Constraints — f(x,y) Yot Y, g(x) d:efm, and B' ¥ B.

2. Chance Constraints — (f, g) defined as above and B’ Y. Here, we assume M’s
states are augmented with cumulative costs and that c,((s, ¢), a) f [cn(s,a)+¢ >

B] for the anytime variant and cp((s,¢),a) & len(s,a) + ¢ > B|lh = H|

otherwise.
. def def , def
3. Almost-sure Constraints — f(x,y) = max(z,y), g(z) = [x > 0], and B’ = B.
Anytime variant — f(z,y) o max (0, max(x,y)) while g and B’ remain the

same.

General anytime variants, including anytime expectation constraints, can be mod-

eled by {C’]’\},t < B} } where CYy, is the original SR criterion but defined for the

te[H

truncated-horizon process with horizon t.

Computational Limitations. It is known that computing feasible policies for
CMDPs is NP-hard [76, 78]. As such, we must relax feasibility for any hope of
polynomial-time algorithms. Consequently, we focus on bicriteria approximation

algorithms.
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Definition 20 (Bicriteria). A policy 7 is an («, §)-additive bicriteria approximation
toa CMDP (M, C, B) if V{; > V* — «a and Cf; < B + . We refer to an algorithm
as an (o, 8)-bicriteria if for any CMDP it outputs an («, 5)-additive bicriteria

approzimation or correctly reports the instance is infeasible.

The existence of a polynomial-time bicriterion for our general constrained problem
implies brand-new approximability results for many classic problems in the CRL
literature. For clarity, we will explicitly state the complexity-theoretic implications

for each classical setting.

Theorem 14 (Implications). A polynomial-time (e, €)-bicriteria implies that in
polynomial time it is possible to compute a policy w € 11 satisfying Vi, > V* — ¢ and

any constant combination of the following constraints:
x [~—=H
1LEy |Sie| <B+e

2 P [Siien < B+e| =1

5. Py [SiLion> Bte| <o+e
In other words, polynomial-time approximability is possible for each of the settings

described in Section 6.1 when the number of constraints is constant.

Remark 17 (Extensions). All of our results hold for Markov games and infinite

discounted settings.

6.3 Reduction

In this section, we present a general solution approach to SR-criterion CMDPs. Our
approach revolves around converting the general cost constraint into a per-step action
constraint. This leads to the design of an augmented MDP that can be solved with
standard RL methods.
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Augmentation. State augmentation is the known approach for solving anytime-
constrained MDPs [78]. The augmentation permits the problem to be solved by the
following dynamic program:

Vii(s,c) = max ry(s,a)+ Z Pu(s"| s,a)Vy (s, ¢+ cn(s, a)). (6.1)

acA,
ct+cp(s,a)<B s

When moving to other constraints, the cumulative cost may no longer suffice to
determine constraint satisfaction. For example, the expected cost depends on the

cumulative cost of all realizable branches, not just the current branch.

Expectation Constraints. Instead, we can exploit the recursive nature of the
expected cost to find a solution. Suppose at stage (s,h) we impose an artificial
budget b on the expected cost of a policy 7 from time h onward: E™ [Zih ct] <b.

By the policy evaluation equations, we know this equates to satisfying:
Cr(s) = cu(s,a) + Y Puls'| s,a)Cr 4 (s) < b. (6.2)

For this invariant to be satisfied, it suffices for the agent to choose future artificial

budgets by for s’ € S satisfying,

cn(s,a) + Z Py(s" | s,a)by < b. (6.3)

S

and ensure the future artificial budgets are obeyed inductively: CT, (s',by) < by.

General Approach. We can apply the same reasoning for general recursively

computable cost criteria. If C'is SR, then we know that C7(s) obeys (SR). Thus, to
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guarantee that C7(s) < b it suffices to choose by’s satisfying,
cn(s,a) + [ g (Ba(s" | 5,0)) by <D, (6.4)

and inductively guarantee that Cf,(s") < by.

We can view choosing future artificial budgets as part of the agent’s augmented
actions. Then, at any augmented state (s,b), the agent’s augmented action space
includes all (a,b) € A x R® satisfying (6.3). When M transitions to s’ ~ P, (s, a),
the agent’s new augmented state should consist of the environment’s new state in
addition to its chosen demand for that state, (s, by ). Putting these pieces together

yields the definition of the reduced, action-constrained MDP, Definition 21.

Definition 21 (Reduced MDP). Given any SR-criterion CMDP (M, C, B), we define
the reduced MDP M def( S, A, P, R, 3) where,

s def T
1. &, = S), x B where BY Uﬂ_enD Uhe[H+1 Ufheﬁh {Ch ()}

2. An(s,b) & {(a,b) € An(s) x RS | en(s,a) + fu g (Pu(s' | 5,a),by) < b}
3. Pu((s',1) | (5,). (a,b)) = Py(s' | 5,0)l/ = by]
4. Ru((s,0), (a,b)) = Ri(s,a)
5. 5 (s0, B)
We also re-define the base case value to Vjj, (s, b) = _X{b>0} Note, the reduced

MDP has a non-stationary state and action set, unlike the base MDP.

Reduction. Importantly, M’s augmented action space ensures constraint satisfac-
tion. Thus, we have effectively reduced a problem involving total history constraints

to one with only standard per-time-step constraints. So long as our cost is SR, M
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Algorithm 14 Reduction
Input: (M,C,B)
1: M < Definition 21(M, C, B)
7, V* < SOLVE(M)
if V* = —oo then
return “Infeasible”
else
return 7

Algorithm 15 Augmented Interaction

Input: =
1. 51 = (80, B)
2: for h < 1 to H do
3: (CL, b) < Wh(gh)
4: Shy1 ™~ Ph(Sh, CL)
5 She1 = (Sh41, Dspyy)

can be solved using fast RL methods instead of the brute force computation required

for general CMDPs. These properties ensure our method, Algorithm 14, is correct.

Lemma 13 (Value). For any h € [H + 1], 7, € Hp, and b € B, if s = s,(1,), then,

Vi (s,0) > sup V" ()
mellP (65)
s.t. C}T{(Th> S b.

Lemma 14 (Cost). Suppose that 7 € TIP. For all h € [H + 1] and (s,b) € S, if

Vi¥(s,b) > —o0, then CJ(s,b) <b.

Theorem 15 (Reduction). If SOLVE is any finite-time MDP solver, then Algo-

rithm 14 correctly solves (CON) in finite time for any SR-criterion CMDP.

Remark 18 (Deployment). Given a budget-augmented policy 7 output from Algo-

rithm 14, the agent can execute 7w using Algorithm 15.
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6.4 Bellman Updates

In this section, we discuss efficient methods for solving M. Our approach relies on
using (SR) to break down the Bellman update so that it is solvable using dynamic
programming. We then use dynamic rounding to achieve an efficient approximation

algorithm.

Bellman Hardness. Even a small set of artificial budgets, B, needed to be
considered, solving M would still be challenging due to its exponentially large,
constrained action space. Just one Bellman update equates to solving the constrained

optimization problem:

Vii(s,b) = max rn(s,a) + Z Pu(s"| s,a)Vyy (s, by)
| ’ (BU)
st.en(s,a) + f g (P (8] s,a)) by <b.

Above, we used the fact that (s',¥') € Supp(Ph((s,b), (a,b))) iff s € Supp(Pu(s,a))
and 0 = by. In fact, even when each by only takes on two possible values, {0, wy },

this optimization problem generalizes the knapsack problem, implying that it is

NP-hard to solve.

Dynamic Programming. To get around this computational bottleneck, we must
fully exploit Definition 19. For any fixed (h, (s, b), a), the key idea is to treat choosing
b's as its own sequential decision-making problem. Suppose we have already chosen
bi,...,b;_1 leading to partial cost F aof f5 g(Pu(s" | s,a))by. Since f is associative,
we can update our partial cost after choosing b; to f(F, g(Py(t | s,a))b;). Once we
have made a choice for each future state, we can verify if (a, b) € A, (s, b) by checking

the condition: ¢;(s,a) + F' < b. By incorporating the value objective, we design a
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dynamic program for computing (BU).

Definition 22 (DP). For any h € [H], (s,b) € S, a € A and F € R, we define

V}i’f(S + 1, F) = —X{ep(s,0)+F<b}, and for any ¢ € [S],

Vi F)E max Py(t | s, a)Viley(,be) + Vi3 (641, f (F g(Palt | 5,0))by)) . (6.6)

Lemma 15 (DP Correctness). For any h € [H] and (s,b) € S, we have that

Vi (s,b) = max,eq7h(s,a) + V}i’;(l, 0).

Dynamic Rounding. Although a step in the right direction, solving Definition 22
can still be slow due to the exponential number of considered partial costs. We
resolve this issue by rounding each partial cost to an element of some small set F.
Since f need not be linear, using rounding in a preprocessing step does not suffice:
we must re-round at each step to ensure inputs are a valid element of our input set.

For any ¢ > 0, we view ¢ as a new unit length. Our rounding function maps any
real number to its closest upper bound in the set of integer multiples of £. We use
upper bounds to guarantee that the rounded partial costs are always larger than the
true partial costs. Smaller ¢ ensures less approximation error, while larger ¢ ensures
fewer considered partial costs. Thus, ¢ directly controls the accuracy-efficiency

trade-off.

Definition 23 (Rounding Functions). For any ¢ > 0 and = € R, we define [z], o

(ﬂ ¢ to be the smallest integer multiple of ¢ that is larger than x. We also define
Ke(x) ©y 4 ((S +1). Note, when considering vectors, all operations are performed

component-wise.

Since we round up the partial costs, the approximate partial cost of a feasible

b could exceed b. To ensure all feasible choices of b are considered, we must also
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relax the budget comparison. Instead, we compare partial costs to a carefully chosen
upper threshold x(b). Putting these pieces together yields our approximate Bellman

update method.

Definition 24 (Approximate Update). Fix any ¢ > 0 and function s : R™ — R™.

For any h € [H], (s,b) € S, a € A and F' € R™, we define \A/,i})a(S%— 1, F) def
X en(sa)tF<n(n)} and for any ¢ € [5],
Vi (6, F) € max Pa(t | 5,a) iy (£,00) + Vit (t +1, [f (F g(Pa(t | s,a))btﬂe) .
(ADP)
We then define the approximate update by,
Vi (5,0) & maxra(s, a) + Vy'(1,0). (AU)

Overall, solving the ADP yields an approximate solution.

Lemma 16 (Approximation). For any h € [H], (s,b) € S, a € A, F' € R™, and
t €[S+ 1], we have that,
A A S —
Vfi’:(t,F) = max th(s/ | s,a)Vya (s, by)
s'=t

beBS—t+1

(6.7)
st en(s,a) + Fru(t F) < w(b),

where f;’i,(t, F) is the dynamic rounding of f (F,ff,:t g(Pu(t ] s,a), bt)>. Moreover,

if [, and K are replaced with the identity function, (AU) is equivalent to (BU).

Remark 19 (DP details). Technically, to turn this recursion into a true dynamic
program, we must also precompute the inputs to any subproblem. Unlike in standard

RL, this computation must be done with a forward recursion. If we let f,‘ja(t)
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Algorithm 16 Approximate Backward Induction
Input: M B

: Vii(s,b) <= xpsoy for all (s,b) € S

2: for h + H down to 1 do

3 for (s,b) € S do

4: a, Vi¥(s,b) < (AU)
5
6

—_

Th(S,b) —a

: return 7, V*

denote the set of possible input rounded partial costs for state ¢, then the set

def {0} and for any ¢ € [5], Ji—;’a(t +1) def

satisfies the inductive relationship F7*(1)
Us,es UFeﬁZ’a(t) {[f(F,+g(Py(t]|s,a))b|,}. This relationship translates directly
into an iterative algorithm for computing all needed inputs. Using this gives a

complete DP algorithm for solving (ADP).

Theorem 16 (Approx Solve). When [, and k are replaced with the identity func-
tion, Algorithm 16 correctly solves any M produced from Definition 21. Moreover,

Algorithm 16 runs in time O (H™™S™ 2 A|B)? || ¢imaz — Cminl|l /0™).

6.5 Bicriteria

Algorithm 16 allows us to approximately solve M in finite cases much faster than
traditional methods. However, when |B| is large, the algorithm still runs in exponen-
tial time. Similarly to the partial cost rounding in Definition 24, we can reduce the
size of |B| by considering a smaller approximate set based on rounding. Since we
still desire optimistic budgets, we use the same rounding function from Definition 23

but with a different choice of ¢.

'We use the notation x,0 < min, z(z) to say that z is the minimizer and o the value of the
optimization.
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Budget Rounding. Rounding naturally impacts the state space, but has other
consequences as well. To avoid complex computation, we consider the approximate
set B {161, | b € [bmins bmaz) } Where [biin, bnas] 2 B is a superset of all required
artificial budgets that we formalize later. As before, rounding the budgets may cause
originally feasible choices to now violate the constraint. To ensure all feasible choices
are considered and that we can use Algorithm 16 to get speed-ups, we define the
approximate action space to include all vectors that lead to feasible subproblems
of (ADP). From Lemma 16, we know this set is exactly the set of (a,b) satisfying
cn(s,a) + f;g(l, 0) < x(b). Putting these ideas together yields a new, approximate
MDP.

Definition 25 (Approximate MDP). Given any SR-criterion CMDP (M, C, B), we
define the approximate MDP M (H,S’, fl, 15, Z%, Sp) where,

def

1. Sh = Sh X B where [)A) d:ef{“flé | be [bmimbmax]}‘

2. An(s,0) < {(a,b) € An(s) x BS | enls,a) + [ 5(1,0) < r(b)}

3. Bo((s,0) | (5,b), (0, b)) & Py(s' | 5, a)[/ = by]

4. Ru((s,b),a) & Ry(s,a)

5. 80 ¥ (s0, [B],)

We again re-define the base case value to Vji (s, b) &of ~X{i0}-

Since we always round budgets up, the agent can make even better choices

than originally. It is then easy to see that policies for M always achieve optimal

constrained value. We formalize this observation in Lemma 17.

Lemma 17 (Optimal Value). For any h € [H + 1] and (s,b) € S, Vi*(s, [b],) >
Vi (s, b).
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Algorithm 17 Bicriteria

Input: (M,C,B)
1: Hyperparameter: /

9: M < Definition 25(M, (f, g), B, /)
3: 7w, V* « Algorithm 16(M, (£, g),¢)
4: if Vi (s, [B],) = —oo then

5: return “Infeasible"
6
7

. else
return 7

Time-Space Errors. To assess the violation gap of Algorithm 17 policies, we
must first explore the error accumulated by our rounding approach. Rounding each
artificial budget naturally accumulates approximation error over time. Rounding the
partial costs while running Algorithm 16 accumulates additional error over (state)
space. Thus, solving M using Algorithm 17 accumulates error over both time and
space, unlike standard approximate methods in RL. As a result, our rounding and

threshold functions will generally depend on both H and S.

Arithmetic Rounding. Our approach is to round each value down to its closest
element in an ¢-cover. Using the same rounding as in Definition 23, we guarantee
that b < [b], < b+ {. Thus, [b], is an overestimate that is not too far from the true
value. By setting ¢ to be inversely proportional to SH, we control the errors over
time and space. The lower bound must also be a function of S since it controls the

€Iror over space.

Lemma 18 (Approximate Cost). Suppose that # € 1IP. For all h € [H + 1] and
(s,0) € S, if V(s,b) > —o0, then CT(s,b) <b—+(S+1)(H —h+1).

Theorem 17 (Bicriteria). For any SR-criterion CMDP with polynomially-bounded

costs and € > 0, the choice of ¢ i m ensures Algorithm 17 is a (0, €)-bicriteria

running in polynomial time O (HGm“S‘lm“A lcmaz — cmm||i;n /e?’m).
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def

Corollary 6 (Relative). For any € > 0, the choice of { = ensures

B(H(SE+1)+1)
Algorithm 17 is a polynomial time (0,1 + €)-relative bicriteria for the class of
polynomial-budget-bounded-cost CMDPs with SR-cost criteria. This includes all

SR-criterion CMDPs with non-negative costs.

Remark 20 (Chance Constraints). Technically, for chance constraints, we first create
a cost-augmented MDP that is initially passed into the input. This allows us to
write chance constraints in the SR form. Consequently, the S term in Theorem 17
is really a larger augmented S. To achieve € cost violation, [78] showed that an
augmented space of size O(SH? ||Cnaz — Cminll,, /€) is needed, which still results in a
polynomial-time complexity.

Remark 21 (Approximation Optimality). [78] showed that our assumptions on
cost bounds are necessary to achieve polynomial-time approximations. Thus, our
approximation guarantees are the best possible. Moreover, we can show that our
dependency on the number of constraints is also unavoidable. This is formalized in

Proposition 18.

Proposition 18 (Multi-Constraint Hardness). If m = Q(n'/?) for some constant d,

then computing an e-feasible policy for a CMDP is NP-hard for any e > 0.

6.5.1 Continuous MDPs

We also show that approximations are possible in infinite state settings under certain

continuity assumptions.

Assumption 7 (Continuity). We assume the caMDP M is Lipschitz continuous.
Formally, we require that (1) S = [Syin, Smaz), (2) the reward function is A, Lipschitz,
(3) the cost function is A, Lipschitz, (4) the transitions are A, Lipschitz — each with

respect to the state input, and (5) each of these quantities is polynomial-sized in the



107

input representation. For SR-criterion CMDPs, we also assume that f has a natural
finite equivalent denoted ]7, g is a sublinear short map, and [, z < (Syaz — Smin) for

any constant z.

All we need to do is discretize the state space, and run our previous algorithm on

the following discretized CMDP.

Definition 26 (Discretized CMDP). Given any SR-criterion CMDP (M, C, B),
we define the discretized CMDP (M,C, B) where M = (H,S, A, P, R, C, 3) is the
discretized caMDP defined by,

1.8 & {[s],|seS}

2. By(3]5,0) Y fgure Pu(s' | 5,a)ds'

s'=3§"

3. 50 = ([s0],,DB)

and C is the cost criterion defined by replacing f o with its natural finite equivalent

7.

We see that discretization results in a small impact to both the value and cost

that depend on the continuity parameters.

Lemma 19 (Discretization). For all h € [H + 1], 7, € Hp, and m € TP, we let
7, denote T, with each state s, rounded to [s;|,. Then, we have that ‘N/h“(%h) >
V() — €O+ A) Hrmaw (Smae — Smin)(H — b+ 1) and CF(7) < Ci () + £(\e +
Ap)H oz (Smaz — Smin)(H — b+ 1). For almost-sure/anytime constraints, the cost
incurs an additional factor of 1/pmin, where P, denotes the smallest non-zero

transition probability for M.

Overall, using our previous bicriteria on M yields our approximation results.
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Theorem 18 (Continuous Bicriteria). For any SR-criterion CMDP satisfying As-

€/2
>\r+Ac+Ap)H maX(Cmaz ,Tmaz)(smaz _Smin)

sumption 7 and any € > 0, the choice of {4 ) (

and approrimation & %

running in time O <H6m+1§4m+2A llemaz — cmmHi? /63’”), where S = O((\, + e +

ensures Algorithm 17(M) is a (e, €)-bicriteria

o) H max(Crnaz, Tmaz ) (Smaz — Smin)?/€). This time is polynomial so long as |Smax —
Smin| = O(|M|). Moreover, almost-sure/anytime constraints enjoy the same guaran-

tee with an additional factor of P in S.

Corollary 7 (Simplified). For continuous-state SR-criterion CMDPs satisfying
Assumption 7, there ezist polynomial-time (€, €)-bicriteria solutions for expectation
constraints, almost-sure constraints, anytime-almost-sure constraints, and any combi-

nations of these constraints.

6.6 Conclusion

In this chapter, we studied the question of whether polynomial-time approximation
algorithms exist for many of the classic formulations studied in the CRL literature.
We conclude that for the vast majority of constraints, including all the standard
constraints, polynomial-time approximability is possible. We demonstrated this
phenomenon by developing polynomial-time bicriteria approximations with the
strongest possible guarantees for a general class of constraints that can be written in
a form that satisfies general policy evaluation equations. Overall, our work resolves
the polynomial-time approximability of many settings, some of which have lacked any
polynomial-time algorithm for over a decade. In particular, we are the first to develop
a polynomial-time algorithm with any kind of guarantee for chance constraints and

non-homogeneous constraints.
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Chapter 7

Conclusion

In this work, our aim was to advance the field of safe MARL through the answering of
several long-standing open questions and the development of brand new polynomial-
time algorithms for fundamental problems. We achieved this goal by studying safety
both from other agents through Adversarial RL as well as the environment itself
through Constrained RL. A summary of our main results from each chapter follows

below.

1. In Chapter 2, we rigorously studied the attack and defense problems of reinforce-
ment learning. We showed that for any attack’s surface, a malicious attacker
can optimally and efficiently maximize its own rewards by solving a higher
lever meta-MDP. When perceived-state attacks are not allowed, we showed
that the victim can also compute an optimal defense policy in polynomial time

using a robust backward induction algorithm.

2. In Chapter 3, we studied misinformation attacks on two-player MGs. When the
victim player only knows a false attacker reward function, we showed how the
game plays out under worst-case rationality. Then, we showed how the attacker

can compute its worst-case optimal policy in polynomial time. Using this
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method as a subroutine, the attacker can exploit the universal assumption of
rationality in MARL to compute an optimal dominant-policy inception attack

in polynomial time.

. In Chapter 4, we formalized and rigorously studied anytime-constrained cMDPs.
We presented a fixed-parameter tractable reduction based on cost augmentation
and safe exploration that yields efficient planning and learning algorithms when
the cost precision is O(log(|M])). In addition, we developed efficient planning
and learning algorithms to find e-approximately feasible policies with optimal

value whenever the maximum supported cost is O(poly(|M|) max(1,|B|)).

. In Chapter 5, we studied the computational complexity of computing deter-
ministic policies for CRL problems. Our main contribution was the design
of an FPTAS, Algorithm 13, that solves (CON) for any ¢cMPD and TSR
criteria under mild reward assumptions. In particular, our method is an
additive-FPTAS if the cMDP’s rewards are polynomially bounded, and is a
relative-FPTAS if the cMDP’s rewards are non-negative. Our work finally
resolves the long-standing open questions of polynomial-time approximability
for 1) anytime-constrained policies, 2) almost-sure-constrained policies, and 3)

deterministic expectation-constrained policies.

. In Chapter 6, we developed polynomial-time bicriteria approximations with
the strongest possible guarantees for a general class of constraints that can be
written in a form that satisfies general policy evaluation equations. Overall,
our work resolves the polynomial-time approximability of many settings, some
of which have lacked any polynomial-time algorithm for over a decade. In
particular, we are the first to develop a polynomial-time algorithm with any

kind of guarantee for chance constraints and non-homogeneous constraints.
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Overall, these results advanced the theoretical foundations of safe MARL and we

hope provide new insights that may lead to future practical deployments.

Future Directions. One prevailing theme in all of these works is the use of worst-
case analysis. As we have seen, many of these problems are incredibly hard in the
worst case, but it is not clear if these problems are as hard in practice. One way to
circumvent these worst-case hardness dead-ends is to focus on average case and the
more refined smoothed analysis. Such an analysis could give strong evidence that
many of these problems are not as hard practice and even suggest useful strategies for
solving them. For example, a beyond-worst case analysis for POMGs could enable
the efficient computation of robust policies even in the face of observation attacks.
Similarly, such an analysis could enable the efficient computation of truly feasible
constrained policies even under a complex set of heterogeneous constraints.

On a different note, our constrained works focus on constraints on cumulative
costs. However, especially in goal-based RL settings, covering and other more
complex constraints are not easily modeled by a cumulative cost. A more applicable
formulation of constrained RL allows general set-based constraints. For example, in a
disaster relief scenario, an autonomous vehicle must visit each survivor location. Such
a constraint cannot be guaranteed even by an almost sure constraint since revisiting
the same location multiple times could falsely indicate to the vehicle that all survivors
have been rescued. Instead a constraint on the actual set of visited locations is
necessary to guarantee survivor safety. The most tractable of these set constraints
are submodular constraints. Developing a new framework to handle MDPs and MGs

with submodular constraints would be the most realistic and impactful future work.
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Appendix A

Chapter 2 Appendix

A.1 Proofs for Optimal Attacks

The proof of the Proposition 1 is immediate from the definition of each attack surface
and the well-known fact that any MDP admits an optimal deterministic, Markovian

policy. Proposition 2 follows from the complexity results given in [91] and [101].

Proof of Theorem 1.

Proof. The key idea is each meta-state transitions according to either, O, 7, R, or
P, and since each of these quantities is linear, the meta-transitions are linear. Also,
as the rewards are a deterministic projection, they are also linear. If M and 7 are

linear then,
Ofo | s) = (o(s),7(0)), m(a]o)=(¥(0),0(a)), R(r|s, a)=(o(s,a),0(r)),

P(s"| 5,a) = (¢(s,a), u(s)) -

We first design a feature vector ¢(3,a) and vector fi(5) that captures the transitions.
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Let 5€ S, a€ A(5), and & € S. From the definition of M,

1. If 5= s, then a = s" and & = (s', 0):
P(3'| 5,a) = O(o | s') = (¢(s").7(0))
Define 3(s, s7) = ¢(s') and fi(s',0) = 7(0). Then,
(6(s7),7(0)) = (5, @), (&) -
9. If 5 = (s,0), then @ = of and & = (s, of, a):

P(s']5,a) :==n(a|o") = (¢(07),8(a)).

Define ¢((s,0),0") =¥ (o') and [i(s, o', a) = 6(a). Then,

3. If 5= (s,0,a), then a = a' and 5@ = (s,0,a’,7):
P(5' | 5,a) := R(r | s,a") = (¢(s, a"),0(r)) .

Define ¢((s,0,a),a') = ¢(s,a'’) and ji(s,0,a,7) = 6(r). Then,

4. If 5= (s,0,a,7), then @ = r" and & = s":

P(s'| 5,a) = P(s' | 5,a) = (¢(s, ), u(s")) -
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Define ¢((s,0,a,7),r) = ¢(s,a) and fi(s') = p(s’). Then,

(6(s,a), u(s)) = (4(5,a), i5)) -

We lift each vector to dimension d = max(d(r),d(M)) so each vector is in the same
dimension.
Now, to capture rewards, we will need to lift the vectors to one dimension higher.

We add one entry to each vector. The entry is g(s,a,r") for meta-states of form

g (87 a, TT)
(s,a,r) and meta-action 7, making the new vector ¢'(5,a) = B . All
(s, a)
. . O
other meta-states and meta-actions have a 0 in the new entry, or ¢/(5,a) = |
(s, a)

We define § = e, the basis vector with a 1 in the entry that we just added to the

features. From the definition of M,

Thus, M is linear with dimension at most 1 + max(d(r), d(M)). O

We note that for the finite-horizon case, the proof remains the same except
for one aspect. If the attacker’s reward ¢ is time-dependent, then the feature
vectors involving r' must save g,(s,a,rT) for all h. Thus the dimension would be

H + 1+ max(d(m),d(M)) if we modify the proof in the obvious way.

More Details of Remark 2. When the victim’s policy is not Markovian, i.e.

uses some amount of history, the construction of M needs to be slightly modified.
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Suppose M denotes the victim’s finite memory. For any m € M, we let m(-) denote
the victim’s updated memory upon receiving new information. Since the victim has
a finite amount of memory, we assume that when the memory is updated, it removes
the oldest saved information to make space for the new information. We also assume
here, the attacker is attacking a Markov game G so that 7 is now a joint policy as
described in Remark 3. We define the attacker’s meta-MDP as M = (S, A, P, 7,7, ji),

where,

e S=MXxS)UMXSEXO)UMXSEXOXAUMxSEXxO0xAXR).

e A C SUAUR consists of all the attacker’s potential manipulations of the
interaction. The meta-action space is meta-state dependent: A(m,s) C S,

A(m,s,0) C O, A(m,s,0,a) CSUA, and A(m,s,0,a,r) C R.
e Suppose that me M, s € S, 0€ 0, a € A, and r € R. Then,

— If @ = s' is a true-state attack at the first subtime, then G’s state becomes

s" and generates an observation according to P(s").

P((m,s',0) | (m,s),s") := P(o] s").

— If a = of € O is an observation attack, then the agents choose a joint
action a ~ m(m, o). Also, the agent sees the attacked observation and so

updates its memory to m(o').

P((m(o"),s,0',a)| (m,s,0),0') :==n(a|m,o).

— If a = a' € Ais an action attack, G receives action a'. Thus, G generates

reward according to R(s,a'). The agents also update their memory to
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P((m(a),s,0,a",7) | (m,s,0,a),a") := R(r | s,a’).

—Ifa = st € S is a true-state attack at the third subtime, G’s state
becomes s'. Thus, G generates reward according to R(s',a). The agents

also update their memory to m(a).

P((m(a), s, 0,a,7) | (m,s,0,a),s') := R(r | s',a).

— If a=r" € R is a reward attack, G’s transitions are not effected. Thus,
G transitions normally according to P(s,a). Also, the agent sees the

attacked reward and so updates its memory to m(r").

P((m(r"),s) | (m,s,0,a,7),r") = P(s'| s,a).

All other transitions have probability 0.

e Using the same definitions as above,

— There is no immediate reward to the attacker for non-reward attacks since

the agents have not received a reward yet.

r((m, s), sty = 7((m, s, 0), OT) =7((m,s,o0,a), a’) = 7((m, s, 0,a), ST) =0.

— If a = r! € R, the agents receive reward r' and so the attacker receives

reward according to its reward function g(s, a, 7).

=

(5,a) = 7((m, s,0,a,7),7") = g(s,a,r").
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o [i(s) = u(@,s) for each s € S where @ denotes the empty memory, and

f(s) = 0 otherwise.

Deterministic Markovian policy and deterministic reward. If the agent’s pol-
icy is deterministic and Markovian, which is the standard for optimal policies, and M
is fully-observable with deterministic rewards, the attacker’s meta-MDP can be drasti-
cally simplified. We define the attacker’s meta-MDP as M = (S, A, {P,}, {r.}, H, ji),

where,
e S=S.

e A= (Sx{p})UAU(S x {t}) UR, where (s,p) is a perceived state attack

and (s,t) is a true state attack.

e P,(5' | 5,a)’s definition varies depending on the choice of @. Suppose that s is

the current state at time h. Then,

— If a = (s',p) € S x {p} is a perceived-state attack,

Pu(s' | 5,(s",p)) = Pu(s' | s, mu(s")).

~Ifa=d € A,

ph(sl ’ S,CZT) = Ph(sl ‘ S>aT)'

— Ifa=(s',t) € S x {t} is a true-state attack,

Po(s' | s,(s",t)) = Pu(s' | sT,mn(sh)).

~Ifa=r"€R,
P(s' | s,r1) = Py(s" | s,mh(s)).
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and all other transitions have probability 0 at time h.

e 7,(5,a)’s definition similarly depends on a as well as the form of 5. Using the

same definitions as above, we have

— If a = (s',p) € S x {p} is a perceived-state attack,

(s, (s', ) = g(s, 7 (s, mu(s"))).

~Ifa=ada' € A,

(s, a’) = g(s, (s, a")).

— Ifa=(s',t) € S x {t} is a true-state attack,
77h(sv (ST7 t)) = g(S, Th(‘ST? ﬂ-h(ST)))'

—Ifa=r"€R,

fh(s,TT) = g(s,rT).

o [i(s) = u(s) for each s € S and fi(5) = 0 otherwise.

A.2 Proofs for Optimal Defense

The proof of Proposition 3 and Proposition 4 is immediate from the definitions of
the defense problem, the victim-attacker-environment interaction, and the definition

of turn-based stochastic games [19].

Proof of Proposition 5.
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Proof. We show that the defense problem with observation or perceived-state attacks
captures solutions to POMDPs. As such, all hardness results for POMDPs apply to
Defense. Namely, computing e-optimal deterministic Markovian policies is NP-hard
[73]. Also, for the discounted infinite horizon case, computing an optimal stationary
stochastic memory-less policy is NP-hard [111].

We note any POMDP can be formulated as an equivalent POMDP with a
deterministic observation function that is only polynomially sized larger. Thus, we
can focus on POMDPs with a deterministic observation function o : § — O. We
can also assume that O C S. Given such a POMDP, define M to be the same
as the POMDP ignoring the observation part, and define the set constraints for
a perceived-state attack to be the singleton B(s) = {o(s)}. This ensures the only
feasible attack v is exactly the observation function o. Thus, solving the defense
problem for a maximum policy 7 over some class of policies II is exactly equivalent
to solving the POMDP over that class of policies II. Hardness then follows.

O

The proof of Proposition 6 follows from Observation 1 and the stated complexity

results.

Proof of Theorem 2. We present a formal backward induction algorithm for com-
puting defenses. We define V)" (s) := maxzem, min,epp, (r) V,:’l”(s), where II;, is the
set of Markovian partial policies from time h forward, BR,(7) := argmax, ¢y, V'3 (s),
and V" (s) is the value of the stage game (h, s) for player i (i.e. their expected value
from time h onward starting from state s). It is clear that V;*,(s) admits optimal
substructure: if 7;(s) is a maximizer of V", (s), then it must be the case that 7, (s')
is a maximizer of V;* , (s") for any s’ reachable with non-zero probability under

75 (s). Otherwise, more value could be achieved by improving the value in the future.
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This is the standard argument for why rollback successfully computes a subgame
perfect equilibrium in sequential games. Here it is crucial that the defense problem is
captured by a turn-based game, which gives us this sequential structure. Given this
observation, it is clear that V};i(s) can be computed recursively as follows. Suppose
the victim already computed its optimal 7j; ;. Then, 7} (s) can be computed as a

maximizer of V", (s), where:

Vi(s) :==max min E [ min 7
h,1 : ~Rp(s,af
’ acA at€BRy,(s,a) reBn(s,a®) rf€BRy, (s,at,r)

(A.1)

/ 1 * f
+Es ~Py(s,at) |:sT€BHI%grll(s’) Vh—i—l,l(s ):| } .

Each best-response function is defined as follows. In each case, the attacker must
wait for further information and then adapt to each realization. Hence the separate

best-response functions.

BRy(s,a) := argmax E, g, (s.at)Vio (s, a,7). (A.2)
at €Ay (s,a)
BRy(s,a,r) :== argmax gp(s,a,7") + Egep, (s.0)Virer (5). (A.3)

rTEAh(s,a,r)

BRyya(s) = max Vi o(sT mapa(sh))) (A4)

st G-A}H—l (S)

In all cases, V}7,; 5(+) is defined to be the maximizing value for each corresponding
BR set.

In the zero-sum case, we get the even simpler expression,
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Vial(s) = gy afe%j@,anE“Rh‘S’“” ﬂeﬁﬁiﬁm ! Bpuat) Lfren%l(qs') V;H’I(ST)H '
(A.5)

Since turn-based games admit deterministic solutions, it is clear that the victim
can compute its optimal defense in polynomial time by simply brute-force computing
each max and min in the above expressions, which are finite optimizations in the

tabular case.

A.3 Code Details

We conducted our experiments using standard python3 libraries. We provide our
code in a jupyter notebook with the example grid being hard-coded in to ensure the

experiments can be easily reproduced!.

1Code can be found at https://github.com/jermcmahan/Attack-Defense.


https://github.com/jermcmahan/Attack-Defense
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Appendix B

Chapter 3 Appendix

B.1 Extended Preliminaries

Normal-form Games. In a (finite) normal-form game, two players compete
simultaneously to maximize their reward. Suppose the first player, the victim, has
n pure strategies and the second player, the attacker, has m pure strategies. Let
A e R"™™ and B € R™™ denote the reward matrices for the victim and attacker,
respectively. We may represent a pure strategy by a one-hot vector, so e; € R"”
corresponds to the victim’s strategy ¢ and e; € R™ the attacker’s strategy j. Let
A(k) == {s € [0,1]" | S 5= 1} denote the set of mixed strategies, where choosing
s € A(k) corresponds to playing e; with probability s;. For a pair of mixed strategies
x € A(n) and y € A(m), the expected rewards to the victim and attacker are z" Ay

and " By, respectively.

Nash Equilibrium. Solutions to games manifest as equilibrium concepts, among

which the most famous is the Nash Equilibrium (NE) [83]. An NE of a bimatrix
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game is a pair of strategies (z*,y*) € A(n) x A(m) satisfying,

z* € argmaxz' Ay* and y* € argmaxaz®' By.
z€A(n) yeA(m)

In words, z* and y* are mutual best-responses to each other. We let NE(A, B)
denote the set of all NEs for the game (A, B).

Security Strategies. Another solution concept is a mazimin strateqy or security

strategy, which is a pair (z*, y*) given by,

z* € argmax min z' Ay and y* € argmax min x' By. (B.1)
zeA(n) YEA(M) yeA(m) TEA(N)
In a zero-sum game (B = —A), the Minimax Theorem [112]| implies (z*,y*) is a NE

if and only if it is a maximin strategy pair. Note that a game may have multiple
NEs and maximin strategies. However, in zero-sum games, each player receives the

same expected reward in every NE, which we denote by pYZ and p¥F respectively.

Markov Game Solutions. Equilibrium concepts can be defined for a Markov
Game by viewing it as a (very large) bimatrix game with reward matrices (V™) r,
and (V3"™),, r,. To avoid this complexity blowup, many works focus on Markov
Perfect Equilibrum (MPE), which requires the stricter property that a policy pair is
an equilibrium at every stage game, not just at stage h = 1. Formally, (77, 75) is a

MPE if, for all (h,s) € [H] x S,

VI (s) = max V™ (s) and V5™ (s) = max V7™ (s).
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B.2 Proofs for Section 3.2

All the proofs from section 2 are immediate from the arguments given in the main

text.

B.3 Proofs for Section 3.3.1

As mentioned in the main text, the proof of Lemma 1 is immediate from standard

bimatrix game theory [28].

B.3.1 Proof of Lemma 1

The proof is immediate from the argument given in the main text.

B.3.2 Proof of Lemma 2

To construct the dual in Figure 3.3, we introduce a dual vector w € ]RIZ(O corresponding
to the inequality constraints and a dual variable v € R corresponding to the equality
constraint. We multiply these dual variables by their respective constraints and add
them to the objective to get the equivalent optimization:

max m>1£1 "By + (21T —2" A)wH+ (271 — 1)

By rearranging the objective to be in terms of z, we get:

max minz ' (By — A'w + 1v) + 2*1Tw — v
w>0,0 >0
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Moving the terms involving = into the constraints then gives the Dual:

max 217
w>0,a

w— o

st. a+e By—e Aw>0 Vie]n],

Applying maxyea(m) outside of the Dual, yields the attacker’s LP 3.2b:

max Z1Tw — o
y,wERK acR
st. a+de By—el Aw>0 Vic[n]

1"y=1, y>0 w>0.

The fact that there exist optimal solutions, i.e., II(R}) # @, follows from LP 3.2b
being feasible and bounded. Specifically, it is easily seen that choosing y = e, w = 0,
and o = max;ey] |eiT Be; gives a feasible solution to LP 3.2b. Boundedness follows
from the fact that by LP duality, LP 3.2b is value equivalent to the original problem

MaXye A () MiN x" By, which is bounded being that (A4, B) is a finite normal-

€T} (RY)

form game. This completes the proof.

B.3.3 Proof of Theorem 3

The proof is immediate from Lemma 2.
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B.3.4 Proof of Lemma 3

From Theorem 3 and the definition of Q)*, it suffices to show that V* satisfies the

following optimality equations:

V5 (s) = max min =~ Euor (s | Rin(s,a) + Py,(s" | s,a)V, (5],

W= e i B | Baa(s,0) £ A 50V ()
(B.2)

and,

V5 (s) =  max min =~ Eoor (o) | Ron(s,a) + Y Pu(s'|s,a)Vy, (5],

)= mex i B [ Roa(s0) + 3 A 00 )

(B.3)
where 117 ; (s) is the set of maximizers to (B.2). This follows from similar arguments
to the proof of the NashVI algorithm [62] but with an added constraint set. For

completeness, we give a full proof.

Proof. We show (B.3). The proof of (B.2) follows even easier as the constraint set is
fixed in advance, independent of the attacker’s actions. We proceed by induction on
h. For the base case, consider the final time step h = H + 1. The claim is trivial as
both values are 0. For the inductive step, consider any time step h < H and fix any

s € S. Applying the bellman-consistency equations to the definition of V57, (s) yields:

Von(s) = max  min  Eeor o) | R2n(s,a) + ZPh(s’ ] s,a)Vz’fh(s')

m2€ll2 7 ez (RE) "

Observe that the expression decomposes: the expectation only considers the policies
at the current state and time, (75 (s), T24(s)), and the summation only considers
the policies at future time steps. Consequently, we can break down the max,,cy,
into the separate optimizations: maxy, , (s)ea(m) and maXq,er, , (s for each s'e S,

where IIy ,11(s’) is the set of partial policies for the attacker from time h+ 1 onwards
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starting at state s’.

Similarly, we can break down the min into the separate optimizations:

m€IT} (RY)

minm,h(s)eﬂih(s) and mmmenih(s') for each s’ € S. This yields the equivalent opti-

mization:

max max min min ~ Er [..].
- . 1,n(8):m2,n(8)
ﬂ'gyh(s)GA(m) T2EX H27h+1(8/) Wl,h(S)GHT h(s) TeEXy Hl,h(‘s/)

Now, consider the summation term inside of the optimization:

By @)manie) | O Pals | 5,a) V4 ()

S

We can apply linearity of expectation to get the equivalent term:

Y Ernman [Prls | 5,a)Valpa(s)] -

Also, since V7, ,,(s") depends only on the partial policies at future steps, V57, ., (s)
is constant with respect to (75 (s), max(s)) so can be pulled out of the summation

to get the equivalent term:

D Vinir (8B, (0)manto) [Pu(s' | 5.0)].
Now, by the induction hypothesis, we know for any s’ at time h + 1,

Vo (s) = max min
2,h+1 ’ ’ / * ’
7T2’h+1(5 )EH27h+1(8 ) 7T1’h+1(8 )€H17h+1(8 )

Em,h+1(5’),7rz,h+1(5’) R27h+1(3,7 a) + Z Phia (3” | s, a)V;h+2(3")

S

Since the term V5, . ,(s") is fixed and shared amongst all s" at time h + 1, we see the
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only variation in the stage value V5, ., (s") comes from choosing (71 141(5"), m2.n11(5"))
(i.e. varying the future partial policy cannot increase the objective value). These can
be independently chosen for all s at time A + 1. Thus, the optimization problems
MAX el 4 () WMilryents () Va1 (8) = Vs (8) are separable over . Thus, we

can bring the maximin over partial policies into the summation to get the term:

sonax o min V(8B (o.m ) (8| 5, 0)]-
o , 1,h+1

3 * A : * / : .
Since V3,1 (8') = maxmer, ., () Milneny , () Vapi1(s'), the expression becomes:

D Vit (B, () man(e) [Pal(s | 5,0)]
S/

As V5, (8') is still constant with respect to (w1 ,(s), mon(s)), we can reverse the
previous steps of pulling out this term and applying linearity of expectation to get

the final expression:

V2*h<3) = max min Em,h(s)ﬂFQ,h(S) [RQJL(‘S’ CL) + Z Ph(s/ ‘ S, a)‘/;h+1 (Sl)]

’ m2,n(s)EA(m) wl’h(s)eﬁih(s) 7

]

B.3.5 Proof of Theorem 4

The proof is immediate from Lemma 3.
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B.4 Proofs for Section 3.3.2

B.4.1 Proof of Lemma 4

The proof is immediate from the argument given in the main text.

B.4.2 Proof of Lemma 5

The proof follows similarly to the proof of Lemma 3 and the arguments from the

main text.

B.4.3 Proof of Theorem 5

The proof is immediate from Lemma 5.
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Appendix C

Chapter 4 Appendix

C.1 Proofs for Section 4.2

C.1.1 Proof of Proposition 8

Proof. Fix any H > 2. For any h € [H — 1], let m be a cost-history-dependent
policy that does not record the cost at time h. For any such m, we construct a
cMDP instance for which 7 is arbitrarily suboptimal. This shows that any class of
policies that does not consider the full cost history is insufficient to solve (ANY). In
particular, the class of Markovian policies does not suffice.

Consider the simple cMDP M), defined by a single state, S = {0}, two actions,
A = {0, 1}, and horizon H. The initial state is trivially 0 and the transitions are
trivially self-loops from 0 to 0. Importantly, M} has non-stationary rewards and
costs. The rewards are deterministic. For any ¢ # h + 1, ri(s,a) = 0. For some
large x > 0, rp11(s,1) = x and 7441(s,0) = 0. The costs are deterministic except

at time h. For any t & {h,h+ 1}, ci(s,a) = 0. For t = h+ 1, ¢11(s,1) = B and
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ch+1(5,0) = 0. For ¢t = h, the costs are random:

B w.p.

[N

Ch(s,a) =

N | =

0 w.p.

The budget is any B > 0.

Clearly, an optimal cost-history-dependent policy can choose any action it likes
other than at time h + 1. At time h 4+ 1, an optimal policy chooses a = 1 if the
cost incurred at time h was 0 and otherwise chooses action a = 0. The value of the
optimal policy is x/2 since the agent receives total reward x whenever ¢, = 0, which
is half the time, and otherwise receives total reward 0. Thus, Vy; = x/2.

On the other hand, consider 7’s performance. Since 7 does not record ¢y, it
cannot use ¢, to make decisions. Hence, p := PRy, l[ap+1 = 1] is independent of ¢;’s
value. If p > 0 then with probability 1/2p > 0, the agent accrues cost B at both
time h and time h 4+ 1 so violates the constraint. Thus, if 7 is feasible, it must
satisfy p = 0. Consequently, 7 can never choose a = 1 at time h + 1 and so can
never receive rewards other than 0. Thus, Vi = 0 << x/2 = V}; . By choosing
x large enough, we see policies that do not consider the entire cost history can be
arbitrarily suboptimal. By applying this argument to H = 2 and h = 1, we see
that Markovian policies can be arbitrarily suboptimal and so do not suffice to solve

anytime-constrained cMDPs. O

C.1.2 Proof of Corollary 1

Proof. Since optimal policies for expectation-constrained cMDPs are always Mar-
kovian, Proposition 8 immediately implies such policies are infeasible or arbitrarily

suboptimal. In fact, we can see this using the same construction of M.
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1. Under an expectation constraint, the optimal policy 7 can choose p = 1/2
and still maintain that Ef,[>>7 ¢] = B/2+ pB = B < B. Thus, such a
policy violates the anytime constraint by accumulating cost 2B with probability

B with

1/4. In fact, if we generalize the construction of M to have ¢, = %

probability § > 0 (where 6 = 1/2 in the original construction), then the optimal
expectation-constrained policy is the same 7 but now accumulates cost % + B
with probability 6/2 > 0. Since § can be chosen to be arbitrarily small, the
violation of the anytime constraint, which is B/2J, can be arbitrarily large.
Even if we relax the policy to just be e-optimal, for any ¢ > 0 we can choose x
large enough to where all e-optimal policies still select action 1 with non-zero

probability.

2. A similar construction immediately shows the arbitrarily infeasibility of opti-
mal chance-constrained policies. Consider a chance constraint that requires
P%[Ei 1 ¢ > B] <6 for some 6 > 0. We can use the same construction as
above but with an arbitrarily larger cost of ¢, = y% for some y > 0. Then,
an optimal chance constrained policy can always let p = 1 since the cost only
exceeds budget when ¢;, > 0 which happens with probability §. Such a policy
clearly violates the anytime constraint by y%, which is arbitrarily large by
choosing y to be arbitrarily large. Also, observe this does not require us to
consider Markovian policies since whether the budget was already violated at
time A or not, the policy is still incentivized to choose action 1 at time h + 1
as additional violation does not effect a chance-constraint. Again, considering

an e-optimal policy does not change the result.

Suppose instead we computed an optimal policy using a smaller budget B’.
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1. For expectation-constraints, to ensure the resultant policy is feasible for anytime
constraints, we need that p = 0 as before. By inspection, it must be that
B’ = B/2 but then the value of the policy is 0 which is arbitrarily suboptimal

as we saw before.

2. For chance-constraints, the situation is even worse. Consider the M;, but with
¢, = B w.p. 6. Then, no matter what B’ we choose, the resultant policy is not
feasible. Specifically, an optimal cost-history-dependent policy under the event
that ¢, = B/2 will then choose a;,; = 1 almost surely since the extent of the
violation does not matter. But even ignoring this issue, under the event that
cp, = 0 the policy would then have to choose a1 = 0 which is again arbitrarily

suboptimal.

For the knapsack-constrained frameworks, the policy is allowed to violate the
budget arbitrarily once per episode. Thus, no matter how we change the budget
feasibility is never guaranteed: it will always choose a1 = 1 in any realization. The

other frameworks also fail using slight modifications of the constructions above.

C.1.3 Proof of Proposition 9

Proof. For continuity with respect to rewards, notice that if a certain reward is not
involved in the optimal solution, then any perturbation does not change V*. On
the other hand, if a reward is in an optimal solution, since V* is defined by an
expectation of the rewards, it is clear that V* is continuous in that reward: a slight
perturbation in the reward leads to the same or an even smaller perturbation in V*
due to the probability weighting.

On the other hand, V* can be highly discontinuous in ¢ and B. Suppose a cMDP
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has only one state and two actions with cost 0 and B, and reward 0 and x € Ry
respectively. Then slightly increasing the cost or slightly decreasing the budget to
create a new instance M, moves a solution value of x all the way down to a solution
value of 0. In particular, we see Vi, = z >> Vy; if we only perturb the budget

slightly by some € > 0. O

C.1.4 Proof of Lemma 6

We first formally define the anytime cost of a policy 7 as,

C™ := max max .
he[H] mhe€Hp,
]P’”[’Th]>0

In words, C'™ is the largest cost the agent ever accumulates at any time under any

history.

Proof. Consider the deterministic policy n’ defined by,

W;L(Th) = {ZIg}AX Th(S, a’) + ]EC,S’ [Vhﬂ-t,-l(Tha a, ¢, S,)} )
i (alh) >0

for every h € [H| and every 7, € Hy,.
We first show that for any 75, € H,, if P™ [1,] > 0 then P7[r,] > 0. This means
that the set of partial histories induced by 7" with non-zero probability are a subset

of those induced by 7. Hence,

! — —
C™ =max max ¢, < max max ¢, =C".
he[H] Th€Hn, he[H] Th€Hp,
P”/[Th]>0 P7[rn]>0

We show the claim using induction on h. For the base case, we consider h = 1.

By definition, we know that for both policies, P™ [so] = P™[so] = 1. For the inductive
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step, consider any h > 1 and suppose that P [r,,,] > 0. Decompose 73,4, into

Thi1 = (Th,a,¢,8') and let s = s,. As we have shown many times before,
0 < P™ 1] = mh(a | 7)Chlc| s,a)Pu(s" | s,a)P™ [1]

Thus, it must be the case that 7, (7,) = a (since 7’ is deterministic), Cp(c | s,a) > 0,
Py(s' | s,a) > 0, and P™[r3,] > 0. By the induction hypothesis, we then know that
P7[7,] > 0. Since by definition 7} (7,) = a € {a’ € A| m(a’ | 7,) > 0}, we then see

that,
P [Thi1] = mn(a | 7n)Ch(c | s,a)Pu(s’ | s,a)P"[1] > 0

This completes the induction.

Next, we show that for any h € [H] and 7, € Hp, Vi (1) > V7 (7). This implies
that Vi = Vi (so) > V{(s0) = Vj; which proves the second claim. We proceed by
backward induction on h. For the base case, we consider h = H + 1. By definition,

both policies achieve value V., (1) = 0 = VZ_,(7). For the inductive step, consider

h < H. By (PE),

Vi (1) = ra (8, 7 (70)) + B Vil (Thi)]
> 14(s, 7 (7h)) + Ee,o [Vt (Th)]
> Eq[rn(s,a) + Eeo [V (The)]]

= Vi (Th)-

The second line used the induction hypotheses. The third lines used the fact that
the maximum value is at least any weighted average. This completes the induction.

Thus, we see that 7' satisfies C§, < Cf; and VJ, > VJ, as was to be shown.
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Furthermore, we see that 7’ can be computed from 7 in linear time in the size of
7 by just computing V" (7,) by backward induction and then directly computing a

solution for each partial history.

C.1.5 Proof of Theorem 6

Proof. We present a poly-time reduction from the knapsack problem. Suppose we
are given n items each with a non-negative integer value v; and weight w;. Let B
denote the budget. We construct an MDP M with S = {0}, A = {0,1}, and H = n.
Naturally, having a single state implies the initial state is so = 0, and the transition
is just a self-loop: P(0 | 0,a) = 1 for any a € A. The rewards of M correspond
to the knapsack values: 7;(s,1) = v;. The costs of M correspond to the knapsack
weights: ¢;(s,1) = w;. The budget remains B.

Clearly, any (possibly non-stationary) deterministic policy corresponds to a choice
of items for the knapsack. By definition of the rewards and costs, m,(-) = 1 if and
only if the agent gets reward v;, and accrues cost ¢;. Thus, there exists a deterministic
7 € Il with V{; > V and Cf; < B if and only if 3 C [n] with } .., v; > V and
> ie; Wi < B. From Lemma 6 if there exists a stochastic optimal policy for the cMDP
with value at least V' and anytime cost at most B, then there exists a deterministic
policy with value at least V' and anytime cost at most B. As M can be constructed

in linear time from the knapsack instance, the reduction is complete. O

C.1.6 Proof of Theorem 7

Proof. We show that computing a feasible policies for anytime constrained cMDPs
with only d = 2 constraints is NP-hard via a reduction from Partition. Suppose

X ={z1,...,z,} is a set of non-negative integers. Let Sum(X) := >  x;. We
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define a simple cMDP similar to the one in the proof of Theorem 6. Again, we define
S ={0}, A=1{0,1}, and H = n. The cost function is deterministic, defined by
cin(s,i) = zp and ¢ 5(s,1 — i) = 0. The budgets are By = B; = Sum(X)/2.

Intuitively, at time A, choosing action a; = 0 corresponds to placing xj in the left
side of the partition and a; = 1 corresponds to placing x;, in the right side. The total
cumulative cost for each constraint corresponds to the sum of elements in each side
of the partition. If both sides sum to at most Sum(X)/2 then it must be the case
that both are exactly Sum(X)/2 and so we have found a solution to the Partition
problem.

Formally, we show that 37 € Il if and only if 3Y C [n| with Sum(Y) =

Sum(Z) = Sum(X)/2 where Z = X \ Y.

e ( = ) Suppose 7 is a feasible deterministic policy for M (We can assume
deterministic again by Lemma 6). Define Y := {i | m(s) = 0} and Z := {i |
mr(s) = 1}. Since 7 is deterministic we know that each item is assigned to one

set or the other and so Y U Z = X.

By definition of the constraints, we have that P7,[S>1 ¢;, < B;] = 1. Since
all quantities are deterministic this means that Zthl ¢in, < B;. By definition
of Y and Z we further see that Sum(Y) = Ethl copn < Sum(X)/2 and
Sum(Z) =1 ern < Sum(X)/2. Since,

Sum(X) = Sum(Y U Z) = Sum(Y) + Sum(Z)

< Sum(X)/2 4+ Sum(X)/2 = Sum(X),

the inequality must be an equality. Using Sum(Y) = Sum(X)— Sum(Z), then
implies that Sum(Y) = Sum(Z) = Sum(X)/2 and so (Y, Z) is a solution to

the partition problem.
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Algorithm 18 Compute {S,}
Input: (M,C,B)
St = {(s0,0)}
for h< 1to H—1do
Spi1=9
for (s,¢) € S, do
for s € S do
for a € A do
if P,(s' | s,a) >0 and Preoc,(sa)¢ + ¢ < B] =1 then
for c € Cy(s,a) do
Sh+1 — Sh+1 U {(S/, c+ C)}

return {S;,}.

e ( <) On the other hand, suppose that (Y, Z) is a solution to the partition
problem. We can define m,(s) = 0if h € Y and m,(s) = 1 if h € Z. By
definition, we see that Sum(Y) = S°F  ¢o ), = Sum(X)/2 = By and Sum/(Z) =
S e = Sum(X)/2 = B,. Thus, 7 is feasible for M.

As the construction of M can clearly be done in linear time by copying the costs
and computing Sum(X)/2, the reduction is polynomial time. Thus, it is NP-hard to
compute a feasible policy for an anytime-constrained cMDP.

Since the feasibility problem is NP-hard, it is easy to see approximating the
problem is NP-hard by simply defining a reward of 1 at the last time step. Then, if
an approximation algorithm yields any finite-value policy, we know it must be feasible
since infeasible policies yield —oo value. Thus, any non-trivial approximately-optimal

policy to an anytime-constrained cMDP is NP-hard to compute. O]

C.2 Proofs for Section 4.3

The complete forward induction algorithm that computes S as defined in Definition 7

is given in Algorithm 18.
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Suppose 7,41 € Hpyr is any partial history satisfying P7 [7,11] > 0. By the

Markov property (Equation (2.1.11) from [91]), we have that
P7 [Thi1] = mnla | 1) Ch(c | s,a)Py(s' | s,a). (MP)

Thus, it must be the case that 7,41 = (73, a, ¢, s") where m,(a | 7,) > 0, Ch(c | s,a) >

0, and Py(s" | s,a) > 0.

C.2.1 Proof of Lemma 7

We show an alternative characterization of the safe exploration state set:

SE) == {(s,é) | 3m 37, € Hp, PT, [sh = 5,6, = ¢] = 1 and
(C.1)
Vk € [h— 1] PT [e0 < B] = 1}.

Observe that PT [s, = s,¢, = ¢| = 1 is equivalent to requiring that for 7, s, = s,
¢y = ¢, and P™[1,] > 0.
Lemma 20. For all h € [H + 1], S, = SE}.
We break the proof into two claims.
Claim 1. For allh € [H +1], S, C SE).

Proof. We proceed by induction on h. For the base case, we consider h = 1. By
definition, S; = {(s0,0)}. For 71 = s, we have ¢; = 0 is an empty sum. Thus, for
any m € II, P™[s; = 59,61 = 0 | 1] = 1. Also, [h — 1] = [0] = @ and so the second
condition vacuously holds. Hence, (so,0) € SE; implying that S; C SFE.

For the inductive step, we consider any h > 1. Let (s',¢&) € Sj,;1. By definition,
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we know that there exists some (s,¢) € Sy, a € A, and ¢ € R satisfying,

Cn(c]s,a) >0, Pr [c+c<B]=1,7=c+c, and P,(s' | s,a) > 0.

e~Ch(s,a)

By the induction hypothesis, (s,¢) € SE}, and so there also exists some 7 € IT and

some 7, € H), satisfying,
P [sh =s,cp=¢] =1 and Vk € [h — 1], P] [6p11 < B] = 1.

Overwrite m,(7,) = a and define 7,41 = (7, a,¢,s"). Then, by definition of the
interaction with M, P7[1, 1] > P™[m|mn(a | 7)Ch(c | s,a)Pu(s" | s,a) > 0. Here
we used the fact that if PT [s;, = s,¢, = ¢| = 1 then P7[r;] > 0 by the definition
of conditional probability. Thus, PT,  [sp+1 = 8,41 = €] = 1. By assumption,

PT [¢k+1 < B] holds for all k € [h — 1]. For k = h, we have

T

P7 [ehr < Bl =P (e +cn < B | sp=s,¢, = ¢

— Zﬂ'h(a/ ’ Th) Chl(:;ra’)[6+ C S B]

= Pr [¢c+c<B|
Ch(s,a)

=1.

The first line used the law of total probability, the fact that PT, [s; = s,¢, = ¢] =1,
and the recursive decomposition of cumulative costs. The second line uses law of
total probability on ¢;. The third line follows since 7, (a | 7,) = 1 since 7, (7,) = a
deterministically. The last line used the fact that Pr..c, (s0)[¢ + ¢ < B] = 1. Thus,

we see that (s',¢) € SEp41. O

Claim 2. For allh € [H + 1], S, D SE).
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Proof. We proceed by induction on h. For the base case, we consider h = 1. Observe
that for any « € II, the only 7; that has non-zero probability is = sy since M
starts at time 1 in state sg. Also, ¢; = 0 since no cost has been accrued by time 1.
Thus, SE; C {(s0,0)} = Si.

For the inductive step, we consider any h > 1. Let (s',¢) € SE}.;. By definition,

there exists some 7 € Il and some 7 € H satisfying,
]P):h+1[8h+1 =5 ¢ =] =1 and Vk € [h], P7 [Ers1 < B] = 1.

Decompose ;41 = (T, a, ¢, s') where s, = s and ¢, = ¢. Since ]P”Trh+1[sh+1 =5 Cpy =

d] =1, we observe that
0 < P 1] = P mlmn(a | 7)Ch(c| s,a)Pu(s’ | s,a).

Thus, PT [s, = s,¢, = ¢] = 1. Also, we immediately know that P7 [¢x1 < B]
Vk € [h — 1] since any sub-history of 73, is also a sub-history of 7,,;. Hence,
(s,¢) € SE;, and so the induction hypothesis implies that (s,¢) € S,. We have
already seen that ¢ = ¢+ ¢, Ci(c | s,a) > 0 and Py(s’ | s,a). To show that
(s',¢) € Sj41, it then suffices to argue that Pre.c,(sa)(€ + ¢ < B] = 1. To this end,

observe as in Claim 1 that,

This implies that for all a’, Pr¢, 5.01[¢ + ¢ < B] = 1, otherwise we would have,

Zﬂh(a' | Th)CPr c+c<B|< th(a' 7)) =1,

h(s»a/)
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which is a contradiction. Thus, ¢ + Cj,(s,a) < B and so (s',¢) € Sp11. O

Proof of Lemma 7.

Proof.

First Claim. Fix any (s,¢) and suppose that Pf,[s, = s,¢, = ¢] > 0 where
7 € IIp. Since m € I, we know that Pj, [Vk e[HIYF ¢ < B] = 1. Since the
history distribution has finite support whenever the cost distributions do, we see for
any history 7,41 € Hpy1 with P, [7,41] > 0 it must be the case that ¢, < B. In
fact, it must also be the case that Pr. e, (s,.0,)[c + ¢ < B] = 1 otherwise there exists
a realization of ¢ and ¢, under 7 for which the anytime constraint would be violated.

Moreover, this must hold for any subhistory of 75,1 since those are also realized
with non-zero probability under 7. In symbols, we see that P7 [¢,11 < B] = 1 for all
k € [h]. Thus, (s,¢) € SE,. Since (s,¢) was arbitrary, we conclude by Lemma 20
that S, = SE, 2 Fp,.

observe that |S;| = 1. By the inductive definition of Sy, we see that for any
(s,¢) € Sh, (s,¢) is responsible for adding at most S>,_, |Ci(s,a)| < SAn pairs
(s',&) into Sy ;1. Specifically, each next state s’, current action a, and current cost
¢ € Oy(s,a) yields at most one new element of S, y1. Thus, Sy, 1| < SAn|S,|. Since

S, A,n < oo, we see inductively that |S,| < oo for all h € [H + 1].

Second Claim. Suppose that for each (h, s) there is some a with Cy(s,a) = {0}.
For any (s,¢) € SEjn.1, we know that there exists some 7 and 7,41 for which

]P)TI‘

7l

¢er1 < B] = 1 for all k € [h]. Now define the deterministic policy 7’ by
7. (1) = () for all subhistories 7 of 7,41, and 7, (7%) = a for any a with

Cr(sg,a) = {0} otherwise. Clearly, 7’ never accumulates more cost than a subhistory
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of 7,41 since it always takes 0 cost actions after inducing a different history than one
contained in 7p41.

Since under any subhistory of 7,1, 7’ satisfies the constraints by definition of
SEj.1, we know that 7' € II;;,. We also see that P7,[sp.1 = 8,841 = ¢ > 0 and
so (s,¢) € Fpy1. Since (s,¢) was arbitrary we have that SEy 1 = Fp1. As h was

arbitrary the claim holds. O]
Observation 4. For all h > 1, if (s,¢) € Sy, then ¢ < B.

Proof. For any h > 1, any (s,¢) € Spy1 satisfies @ = ¢ + ¢ where ¢ € Cy(s,a) and
Preoc,(s,a)l€ + ¢ < B] = 1. Since Cj(s, a) has finite support, this means that for any

such ¢ € Cy(s,a), we have that ¢ + ¢ < B. In particular, ¢ = ¢+ ¢ < B. ]

C.2.2 Proof of Lemma 8

The tabular policy evaluation equations (Equation 4.2.6 [91]) naturally translate to

the cost setting as follows:

!

Vi () = Zﬂh(a | ) (rh(s,a) + ZZCh(c | s,a)Pp(s" | s,a)V)] 1 (T, a,c, s')) :

acA

C S

We can write this more generally in the compact form:
Vir () = B, [ru(s,0) + B, [V (rusn)] | (PE)
The classic Bellman Optimality Equations (Equation 4.3.2 [91]) are,

Vi(s) = Jnax ra(s,a) + Eo [V (s)]
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Observe that the optimality equations for M are,

Vi(5) = nax mn(5,a) + Ey [Vi 1 (5],
a h(s

which reduce to

Vi(s,¢) = max ri(s,a) + Ec g [V;H(s', ¢+ c)} , (BE)

a:PrCNch(S’a) [c+e<B]=1

where V. ,(s,¢) = 0. We then define V}(s,¢) = sup, V" (s,¢). Note, if 7 chooses

any action a for which a & A(s, ¢), then V7 (s,¢) := —oo and we call 7 infeasible for

M.

Observation 5. For any 7, € Wy(s,¢), if a € A satisfies Pre.c, (s +c < Bl =1,
s € S satisfies Py(s' | s,a) > 0, and ¢ € Cy(s,a), then for 41 = (mh,a,c,),

Th+1 € Wh+1(8/, C+ C).

Proof. If 7, € W),(s, ¢), then there exists some 7 € II with,

P7 [sp=s,¢, = ¢ =1and Vk € [h— 1], P]

o |

Ek-+1 S B] - ]_

Define 7,(1,) = a. Immediately, we see,

P [1h11] = P [m]mn(a | 7)Ch(c | s,a)Py(s" | s,a) > 0,

soPT  [spy1=8",Chy1 = C+c| = 1. Also, PT [¢h11 < B] = Preeg,(slc+c < B =1

Th+1

using the same argument as in Claim 1. Thus, 7,.1 € Wjyi1(s', ¢+ ¢). O]

Now, we split the proof of Lemma 8 into two claims.

Claim 3. For any h € [H + 1], if (s,¢) € S, and 7, € Wy(s,¢), then Vi (s,c) >
V*(Th).
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Proof. We proceed by induction on h. For the base case, we consider h = H +
1. Let (s,¢) € Spy1 and 741 € Wyyi(s, ). By definition, Vi, (s,¢) = 0. If
Iy (Ta41) = @, then V*(7h41) = —00 < 0 = Vi, (s,¢). Otherwise, for any
7 € a(Ths1), Vi1 (Tay1) = 0 by definition. Since 7 was arbitrary we see that
VA (Thi1) =0 <0=Vp4(s,0).

For the inductive step, we consider h < H. Fix any (s,¢) € S, and let 73, €
Wh(s,¢). If Iy () = @, then V(1) = —oo < Vji(s,¢). Otherwise, fix any
7w € Iy (m). Suppose Thi1 = (Th,a,¢,s") where mp(a | 7,) > 0, Ch(c | s,a) > 0,
and Py(s" | s,a) > 0. For any full history 7 € H satisfying P7, 7] > 0, we have

P7 [l = P7, . [7IPF, [7h+1] > 0. Since m € Il (75,), we know that for all complete

histories 7 € H with P7 [r] > 0 that ¢4, < B for all k € [H]. Consequently, for

any 7 € H satisfying P* [r] > 0, ¢xy1 < B for all k € [H]. This means that

Th+1

PT [k < Bl =1for all k € [H] and so 7 € Ty (7p41)-
By (BE),
V* ’_ — , +]Ecs’ V* /’_
R0 = e o Iy T8+ By V(0]

= ) + ]Ec s’ %%

o a:PrCNChglaa;[)é(+c§B}:1 7’h<8 a) ) [ h+1(7—h+1)j|

> Z mh(a | ) (ra(s,a) + By [Vii (Ths1)])

a:Pre gy (s,a) [c+c<B]=1
> > m(a | 1) (ra(s, @) + B,y [ViT (Thi)])

a:PrcwCh(s,a) [E—l—CSB] =1

= Z mn(a | ) (rh(s, a) + Er .. [VhTFJrl (ThH)D
acA

= Vi (7h).

The second line follows from the induction hypothesis, where 7,1 = (7, a,¢,5') €

Wiii(s', ¢+ ¢) by Observation 5. The third line follows since the finite maximum
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is larger than the finite average (see Lemma 4.3.1 of [91]). The fourth line follows
since ™ € Ily(7h41) implies V*(7p41) > V71 (Th). Preve, o)+ ¢ < B) = 1. The
fifth line follows since 7 cannot place non-zero weight on any action a satisfying

¢+ Ch(s,a) > B. Otherwise, we would have,

P7 [hy1 > Bl > m(a|m) Pr [c+c> B]>0,

ce~Ch(s,a)

contradicting that 7 € I1y/(7,). The final line uses (PE).
Since 7 was arbitrary, we see that V;(s,¢) > V*(7,).

O

Claim 4. For any h € [H + 1], if (5,¢) € Sy and 7, € Wy(s,¢), then Vi (s,¢) <
V*(Th).

Proof. We proceed by induction on h. For the base case, we consider h = H 4+ 1. If
(5,¢) € Syryq and Ty € Wiyi(s, €), then by definition there exists some 7 € II for
which P™[7g 1] > 0 and PT [¢,41 < B] =1 for all k € [H]. We saw in the proof of
Claim 2 that for any k < H, (g1, s1) € Spy1. Thus, by Observation 4, we have
Ck+1 < B for all k € [H] which implies that PT,  [¢41 < B] =1 for all k € [H].
Hence, m € Ty (7y41) is a feasible solution to the optimization defining V*(7541)
implying that V*(7g11) = 0. By definition, we also have Vj;,,(s,¢) = 0 < V*(Ta41).

For the inductive step, we consider h < H. Let (s,¢) € S, and 7, € W), (s, ¢).

Consider the deterministic optimal partial policy 7 for M defined by solutions to

(BE). Formally, for all ¢t > h,

m(s,¢) € argmax  ry(s,a) + Eey [V (s, e+ ¢)].
a:Pre, (s,0)[c+c<B]=1

If there is no feasible action for any of these equations of form (¢,s',¢) where
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t > h and (s',&) € S; are reachable from (h, s, ¢) with non-zero probability, then
Vi(s,¢) = —oo. In this case, clearly V;(s,¢) < V*(7,). Otherwise, suppose solutions
to (BE) exist so that 7 is well-defined from (s,¢) at time h onward. It is well
known (see Theorem 4.3.3 from [91]) that V] (s',¢) = V/ (¢, &) for all ¢ > h and all

(s',¢) € S;. We unpack 7 into a partial policy 7 for M defined by,

ﬁt(st, Et) if (St7 Et) c St
ﬂ—t(Tt) =

aq O0.W.

Here, a, is an arbitrary element of A. To make 7 a full policy, we can define m;
arbitrarily for any ¢ < h.

We first show that for all t > h, PT [(s;, &) € S| = 1. We proceed by induction
on t. For the base case, we consider t = h. By assumption, 7, € Wj(s,¢) so
(Snsn) = (s,¢) € Sp. Thus, PT (s, cn) € Sp] = P7 [(s,¢) € S = 1.

For the inductive step, we consider ¢ > h. By the induction hypothesis, we know

that PT [(s;,&) € 8] = 1. By the law of total probability, it is then clear that,

BT [(st11,C11) € Sina] = P, (8041, Gri1) € Sepa | (s1,6) € S
= Z PT [(5¢41,Ce1) € S |si=5.¢= P [s; =, ¢ = .
(s',8)ES:
Above we have used the fact that for any (s',&) € S;, the event that {s; = s, ¢ =
7, (s,¢) €St ={ss =5, =7}.
For any 7; with (s;,¢) = (s,¢) € &;, by definition, m(7;) = 7:(s',&) = a’ €
{a € A| @+ Cy(s',a) < B}. By the inductive definition of S;,, we then see that

(s",@ + ) € 84 for any s ~ Py(s',a’) and ¢ ~ Cy(s, a’). Hence, PT [(s141,C41) €
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Sii1|si=5',¢ =] =1. We then see that,

This completes the induction.
Since under 7,, 7 induces only histories whose state and cumulative cost are in
S, we see that 7’s behavior is identical to 7’s almost surely. In particular, it is easy

to verify by induction using (PE) and Observation 5 that,

Vir(mh) = Ejh [rh(s, a) + E. .. [VhﬂH(ThH)H
=E{ 5 [rn((s.0),0) + Eqw 2 Vi (s, )]
- Vhﬁ(s7 E)

=V (s, ).

By Observation 4, we see if (Sgy1,Cri1) € Sk+1 then ¢, 1 < B. It is then clear by
monotonicity of probability that PT [cxy1 < B] > PT [(Sk41, cry1) < Spy1] = 1 for all
k € [H]. Hence, m € Iy (1,) and so Vji(s,¢) = V™ (1) < V* (7).

]

Observation 6 (Cost-Augmented Probability Measures). We note we can treat 7
defined in the proof of Claim 4 as a history dependent policy in the same way we
defined . Doing this induces a probability measure over histories. We observe that
measure s identical as the one induced by the true history-dependent policy w. Thus,

we can directly use augmented policies with M and reason about their values and
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costs with respect to M.

C.2.3 Proof of Theorem 8

Proof. From Lemma 8, we see that V* = V*(s9) = V{(s0,0) = V*. Furthermore, in
Claim 4, we saw the policy defined by the optimality equations (BE) achieves the
optimal value, V™ = V* = V*. Furthermore, T behaves identically to a feasible history-
dependent policy 7 almost surely. In particular, as argued in Claim 4 both policies
only induce cumulative costs appearing in S), at any time h and so by Observation 4

we know that both policies’ cumulative costs are at most B anytime. O

C.2.4 Proof of Corollary 2

The theorem follows immediately from Theorem 8 and the argument from the main

text.

C.2.5 Proof of Proposition 10

Proof. By definition of S, it is clear that |S;,| < |S|D, and by inspection, we see
that |A| < |A]. The agent can construct S using our forward induction procedure,
Algorithm 18, in O(ZhH;ll |Si|SAn) = O(HS?AnD) time. Also, the agent can
compute P by forward induction in the same amount of time so long as the agent
only records the non-zero transitions. Thus, M can be computed in O(HS2AnD)

time.

1. By directly using backward induction on M [91], we see that an optimal policy
can be computed in O(H|S|?|A|) = O(HS?AD?) time. However, this analysis
can be refined: for any sub-problem of the backward induction (h, (s,¢)) and

any action a, there are at most nS state-cost pairs that can be reached in
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the next period (namely, those of the form (s', ¢+ ¢)) rather than SD. Thus,
backward induction runs in O(HS?AnD) time, and so planning in total can

be performed in O(HS?AnD) time.

2. Similarly, PAC (probably-approximately correct) learning can be done with
sample complexity O(H?|S||A|log(})/4%) = O(H*SADlog()/~?) [81], where
0 is the confidence and 7 is the accuracy. Note, we are translating the guarantee

to the non-stationary state set setting which is why the |S| term becomes SD

instead of HSD.

C.2.6 Proof of Lemma 9

Proof. Suppose each cost is represented with k bits of precision. For simplicity, we
assume that k includes a possible sign bit. By ignoring insignificant digits, we can
write each number in the form 27%_; +...27%_; 4+ 2%by + ... + 2F="=1p,_, for some
i. By dividing by 27%, each number is of the form 2%y + ... + 2¥~1h,_,. Notice, the
largest possible number that can be represented in this form is Zf;ol 20 =2k 1.
Since at each time h, we potentially add the maximum cost, the largest cumulative
cost ever achieved is at most 2¥H — 1. Since that is the largest cost achievable, no
more than 2°H can ever be achieved through all H times. Similarly, no cost can be
achieved smaller than —2FH.

Thus each cumulative cost is in the range [-2"H + 1,2¥H — 1] and so at most
2F1 [ cumulative costs can ever be created. By multiplying back the 277 term, we
see at most 2¥+1 H costs are ever generated by numbers with & bits of precision. Since
this argument holds for each constraint independently, the total number of cumulative

cost vectors that could ever be achieved is (H2F+)?. Hence, D < H42k+1)d, O
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C.2.7 Proof of Theorem 9

Theorem 9 follows immediately from Proposition 10, Lemma 9, and the definition of

fixed-parameter tractability [33].

C.3 Proofs for Section 4.4

For any h we let é,41 = f(7h41) be a random variable of the history defined
inductively by ¢, = 0 and ¢, = fir(¢ék, ) for all & < h. Notice that since f
is a deterministic function, ¢ can be computed from 7,4, for all k& € [h + 1].
Then, a probability distribution over ¢ is induced by the one over histories. As
such, approximate-cost augmented policies can also be viewed as history-dependent

policies for M as in Observation 6.

C.3.1 Proof of Lemma 10

Proof. We proceed by induction on k. Fix any feasible policy 7 for M. For the base
case, we consider h = 1. By definition, ¢, = 0 = ¢; and so the claim trivially holds.
For the inductive step, we consider any A > 1. By the induction hypothesis, we know
that ¢, < ¢, < é,+(h—1)0or ¢y, ¢, < B— (H — h+ 1)Cpae almost surely. We split

the proof into cases.

1. First, suppose that ¢, < ¢, < é&, + (h— 1)L,

(a) Furthermore, suppose that ¢, + ¢, > B — (H — h)¢pae SO that ¢, =
frn(Cnycn) = én + \_%J (. By definition of the floor function, \_%J < d
Thus,

o N Ch N _ _
Ch+1 SCh—I—?f:Cfﬁ—Ch < ¢p + e = Chya,
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holds almost surely, where we used the inductive hypothesis with our case
assumption to infer that ¢, < ¢, almost surely in the second inequality.

Also, by definition of the floor function, % < LCT’LJ + 1. We then see that,

_ o, c . ¢
ch+1:ch+7h€§ch+q7hJ + 1)< e+ (h—1)0+ LY’”‘JHE

- éthl + h€

The first inequality used the induction hypothesis with our case assumption
and the second used the property of floors.
(b) Now, suppose that ¢, + ¢, < B — (H — h)Cpaz S0 that ¢, = fr(én,cn) =
{B—(H;h)cmaxJ ‘
i. If ¢441 < ¢4, then by definition we have,

B — (H — h)¢maz
14

Cht1, Chg1 < L ¢ < B—(H — h)tmaz,

and we are done.

ii. Otherwise, if ¢,1 < ¢,41, then we see that,

chr=¢pt+cp <ép+(h—1)0+c, < B—(H—h)emar + (h—1)¢

. ({B - (H; h)Cmas

J + 1)+ (h— 1)0 = épyy + B,

where the first inequality used the induction hypothesis with our case

assumption.

2. Lastly, suppose that ¢, ¢, < B — (H — h + 1)¢pa.. Then, it is clear that,

5h+1 =cp+cp < Ch + Cimaz < B — (H —h+ 1)Cmax + Cragx = B — (H - h>cma:1:'
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Similarly, we see that either,

Ch

gJZSéh—i_chSéh+cma$SB_<H_h+]->Cmaz+cmaz

Chi1 = Cp + L

= B — (H — h)¢max,

or,

. {B — (H — h)Cmaz
Ch+1 =

7 JESB—(H—h)cmw.

This completes the induction.
We next show the second claim. By definition, any approximate cost is an integer
multiple of ¢ where the integer is in the range {\_%J e \_%J }. The number

14

of elements in this set is exactly,

B - B — Hcmax + B B — Hcma:r:
l l

When there are d constraints, this analysis applies to each separately since we do
vector operations component-wise. Thus, the total number of approximate costs is

(H”Cmeax”oo + 2)(1

C.3.2 Proof of Theorem 10

Proof. We first note that the same argument used to prove Theorem 8 immediately
extends to the approximate MDP and implies that any feasible 7 for M satisfies
P% [Vt € [H], é41 < B] = 1. Also, we note since ¢ is a deterministic function of
the history, we can view any policy 7 for M as a cost-history-dependent policy for
M similar to in the proof of Observation 6. Thus, Lemma 10 implies that for any

feasible 7 for M and any h € [H + 1], PT,[é, < &, < én+ (h—1){V &,,é, < B— (H —
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h+1)¢maz) = 1. Since é,41 < B a.s., we immediately see that P,[c,1 < B+h(] =1
for all h € [H].

Furthermore, we observe that any feasible policy 7 for the anytime constraint
is also feasible for M since Prlen < épVep,én < B—(H —h+ 1)¢na] = 1 implies
that PT,[¢441 < B] = 1 since ¢,41 < B almost surely. Since the rewards of M only
depends on the state and action, we see m achieves the same value in both MDPs.
Thus, V* > V*.

Lastly, Lemma 10 implies that D, < (% + 2)¢ which with Proposition 10

gives the storage complexity. O]

C.3.3 Proof of Corollary 3

Proof. The proof is immediate from Theorem 10 and Proposition 10. O

C.3.4 Proof of Corollary 4

Proof. The proof is immediate from Theorem 10 and Proposition 10. O]

C.3.5 Proof of Corollary 5

First observe that if B < 0 then the instance is trivially infeasible which can
be determined in linear time. Otherwise, the immediate cost (in addition to the
cumulative cost) induced by any feasible 7 is always in the range [0, B]. Specifically,
the larger costs B can never be accrued since there are no negative costs now to
offset them, so we can effectively assume that c,,., < B. Since the floor of any
non-negative number is non-negative, the integer multiples of £ needed are now in the
range [0, |¢nae/C]] C [0, [ B/€]]. Thus, we have O(#22a2) approximate costs for the

additive approximation since ¢ = ¢/H, and O( %) approximate costs for the relative
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approximation since ¢ = eB/H. The complexities are reduced accordingly.

C.3.6 Proof of Proposition 11

Proof. Note that computing an optimal-value, e-additive solution for the knapsack
problem is equivalent to just solving the knapsack problem when ¢ < 1. In particular,
since each weight is integer-valued, if the sum of the weights is at most B+e¢ < B+1
then it is also at most B. By scaling the weights and budget by [2¢], the same
argument implies hardness for € > 1.

For relative approximations, we present a reduction from Partition to the problem
of finding an optimal-value, e-relative feasible solution to the knapsack problem
with negative weights. Again, we focus on the ¢ < 1 regime but note the proof
extends using scaling. Let X = {z1,...,x,} be the set of positive integers input
to the partition problem and Sum(X) := >  x;. Observe that Sum(X)/2 must
be an integer else the instance is trivially a “No” instance. Define v; = 2x; and
w; = 2x; for each i € [n]. Also, we define a special item 0 with vy = —Sum(X) and
wo = —Sum(X). We define the budget to be B = 1. We claim that there exists

some Y C [n] with Sum(Y) = Sum(Y') = Sum(X)/2 if and only if there exists an

I'CnJu{0} with > . ,v;>0and ), w; < B(1+e€).

e [ = | if Y is a solution to Partition, then we define I =Y U 0. We observe

that,

Zvi = —Sum(X) + 22@- = —Sum(X) + 2Sum(X)/2 = 0.
iel ieS

Similarly, .., w; = 0 < 1 < B(1 4 ¢). Thus, I satisfies the conditions.

e [« if I is an e-relative feasible solution to Knapsack, observe that I must

contain 0. In particular, each w; = 2z, > 2 > (1 +¢€) = B(1 + ¢) and so for
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approximate feasibility to hold it must be the case that a negative weight was

included. Let Y = I\ 0. Then, we see that,

0< Zvi = —Sum(X) + 221‘1 —Sum(X) 4+ 2Sum(Y).

i€l €Y

Thus, Sum/(Y') > Sum(X)/2. Similarly,
l+e> sz —Sum(X) + 2Sum(Y).

Thus, Sum(Y) < Sum(X)/24(1+€)/2 < Sum(X)/2+1 since € < 1. Because
Sum(Y') is a sum of positive integers, and Sum(X)/2 is a positive integer, it
must be the case that Sum(Y) < Sum(X)/2. Pairing this with Sum(Y") >

Sum(X)/2 implies equality holds. Thus, Y is a solution to Partition.

Since the transformation can be made in linear time, we see that the reduction is
polynomial time. Since Partition is NP-hard, we then see finding an optimal-value,

e-relative feasible solution to the knapsack problem with negative weights is NP-hard.

]

C.3.7 Proof of Proposition 12

Proof. The proof is immediate from Corollary 3 and Corollary 4. O

C.4 Extensions

C.4.1 Generalized Anytime Constraints

Consider the constraints of the form,
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P7, |Vk e [H th [Li, Uil | = 1. (C.2)

All of our exact methods carry over to this more general setting by simply tweaking

the safe exploration set. In particular, we define,

Shi1 = {(s’, d)eS xR | 3(s,¢) € Sp,Ta € A, Tc € Ci(s,a),

d=cte Proletec|lyUll=1 P |50 >o}. (C.3)
c~C (s,a

Similarly, each quantity in the analysis changes to consider the different intervals
per time step. The proof is otherwise identical.

For the approximate methods, the additive results imply the costs are at most
U, + € anytime, and since the costs are independent of the new restrictions, the
complexity guarantees are the same. We could similarly give an approximation
concerning the lower bound by using pessimistic costs. For the relative approximation,
we now define ¢ with respect to |[U™"| = miny, |Uy| and all costs should lie below

|U™"]. The guarantees then translate over with |U™"| taking the role of | B].

C.4.2 General Almost-Sure Constraints

General almost-sure constraints require that,

(C.4)

H
P7, [Z ¢ <B
t=1

This can be easily captured by the generalized anytime constraints by making Ly
smaller than kc,,;, and U, larger than kc,,,, for any k& < H so that the process is
effectively unconstrained until the last time step where Uy = B.

Observe then when applying our relative approximation, U™" = Uy = B and so
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the guarantees translate similarly as to the original anytime constraints. In particular,
although ¢, < |B|, the cumulative cost could be up to H|B|. This means the
multiples of ¢ that need to be considered are in the set {|—zH2/¢|, ..., aH%/e|}".
This changes the exact constants considered, but the asymptotic guarantees are the
same. We do note however that the improvements in Corollary 5 do not extend to
the general almost-sure case.

On the other hand, the additive approximation results now have ||2H ¢4 — B,
terms instead of ||¢yqz, terms. The asymptotic bounds then have (¢, — B/H||

terms.

C.4.3 Infinite Discounting

If the rewards and costs are discounted, it is easy to see that Theorem 8 still holds but
the resultant MDP has infinite states and discontinuous reward function. However,
our approximate methods work well. By simply using the horizon H to be the earliest
time in which » 7%, 7'¢; < € almost surely, we can use our reduction to get an
e-additive feasible policy. Pairing this with our approximation algorithms gives a
computationally efficient solution. To get a desired accuracy the effective horizon H

may need to be increased before using the approximation algorithms.
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Appendix D

Chapter 5 Appendix

D.1 Proofs for Section 5.2

D.1.1 Proof of Proposition 13

The proof follows from the standard proof of backward induction [91]. The main

ideas for the proof can also be seen in the proof of Lemma 22 and Lemma 23.

D.1.2 Proof of Proposition 14
Proof.

1. (Expectation Constraints) We claim C7; captures expectation constraints. This
is immediate as an expectation constraint takes the form EF; [, ci(sp, an)]
< B and by definition CJ, = EF, [Zthl cn(sn, ah)]. Moreover, the standard

policy evaluation equations for deterministic policies immediately imply,

Cr(h) = cnls,a) + > Pu(s' | 5,0)Chyy(h, a, ). (EC)

S/

Thus, (TR) holds. It is also easy to see that >, Py(s' | s,a)C], | (Th,a,s") can
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be computed recursively state-wise by,

S
Py(1 | s,a)Cr i (mh.a, 1) + > Piu(s' | 5,0)CFyy (mh, 0, 8'), (D.1)

s§'=2

and so (SR) holds. The infinity conditions and non-decreasing requirements

are also easy to verify.

. (Almost Sure Constraints) We claim that C7]; captures almost sure constraints.
This is because that for tabular MDPs, P%,[S21- ¢y (s, an) < B] = 1 if and
only if for all 7 € Hyy, with P, [r] > 0 it holds that S5 cu(sp, an) < B if

and only if CF; = max,ew,,,,: Zthl cn(sn,an) < B.
P7,[7]>0

Let (1) = S1-, en(sn, an) denote the cost of a full history 7 € Hy 4, and let
cna(T) = Zzzh ck(sk, ax) denote the partial cost of 7 from time A to time ¢.

Our choice of a and § imply that,

Og(ﬂb) - Ch(su CL) + ,EI]nDa(X ) C;Lr+1(7—h7 a, S,)' (ASC>

To show that C7, satisfies (TR), we prove for all h € [H + 1] and all 7, € H,,
that

Ch(mh) = max  cpp(7). (D.2)
TG’HHJrl:
P7, [7Th]>0

H
Then, we see that CT (sg) = max repy,,: C1.u(T) = MaXrery,: 2y Ch(Sh, an)
P7,[T]s0]>0 P7,[7]>0

= CF;. Thus, Cf; satisfies (TR). Furthermore, it is clear that maxycp, (sq)

C7.1(Th,a,s") can be computed state-recursively by,

max(C7, (7, a, 1)[Py(1 | s,a) > O],H}%{ Croi(Th,a, 8" )[Pyu(s' | s,a) > 0]),

(D.3)
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and so C7]; satisfies (SR). The infinity conditions and non-decreasing require-

ments are also easy to verify.

We proceed by induction on h.

e (Base Case) For the base case, we consider h = H + 1. Observe that
for any history 7, we have cyi1.4(7) = 0 since it is an empty sum.
Then, by definition of CF;, we see that CF ., (7g41) = 0 = max, 0 =
max, ¢y 1.4 (7).

e (Inductive Step) For the inductive step, we consider h < H. Let s = sp,(13,)
and a = m,(m,). For any 7 € Hpyyy for which P, [r | 7] > 0, we can
decompose its cost by cp.y(7) = cn(s,a) + cp1.5(7). Since a is fixed, we

can remove ¢;(s, a) from the optimization to get,

max Cp.p(7) = cp(s,a) + max  cpp1.p(7).
TEHH+]_Z TGHH+1:
P7, [TImh]>0 P73, [TImh]>0

Next, we observe by the Markov property that P7,[7 | 7] = >, P57 |
Thya,8'|Py(s" | s,a). Thus, P7,[7 | 7] > 0 if and only if there exists some
s" € Py(s,a) satistying P5,[7 | T, a, s'] > 0. This implies that,

max Cpi1.(7) = max max Char.(T).

TEHH1: s'€Py(s,a) TEHH41:
PK{[TlTh]>O P}T\/[[T‘Th,a,sl]>0
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By applying the induction hypothesis, we see that,

max cp.p(7) =cp(s,a) + max max  Cpa1.(7)
TEHH1: s'€Pp(s,a) TEHH41:
P7,[7|7,]>0 P7,[]7h,a,s']>0

= cp(s,a) + S/gﬁ);a) Criq(h,a,s")

= Ch(Th).

The second line used the induction hypothesis and the third line used the

definition of C7;.

3. (Anytime Constraints) We claim that CJ; captures anytime constraints. This
is because that for tabular MDPs, P7,[vt € [H], Y.,_, cu(sn,an) < B] =
1 if and only if for all ¢ € [H] and 7 € Hpy with Pf,[r] > 0 it holds
that >°,_, en(sn.an) < B if and only if Cf, = maxc(m MaXreH 1T, [1]0

Zﬁz:l Ch<8h7 ah) S B.

Our choice of a and £ imply that,

Cr(mh) = en(s,a) + max <O, max C7,(m,a, S/)> : (AC)

s'ePp(s,a)

To show that C7, satisfies (TR), we show that for all h € [H + 1] and all
Th € Hp, that

Ch(m) = max Tégl{?{}iy (7). (D.4)
PR, [7Th]>0

Then, we see that CT(so) = max; max repy,,: C1:4(7) = MaXye[y) MAX ey, ;-
P7,[7]s0]>0 P7,[7]>0

S h_y cn(sn, a) = CF;. Thus, CF, satisfies (TR). Furthermore, it is clear that
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max(0, maxXyep,(s,a) C7y1(Th, @, s')) can be computed state-recursively by,

max (max(O, Cr i (Th,a,1)[Py(1 | s5,a) > 0]), D5)
D.5
max(0, max C7y (7 @, ) [Bu(s' | 5,) > 0]) )

and so C7]; satisfies (SR). The infinity conditions and non-decreasing require-

ments are also easy to verify.

We proceed by induction on h.

e (Base Case) For the base case, we consider h = H + 1. Observe that
for any history 7 and t, we have ¢y 1.4(7) = 0 since it is an empty sum.
Then, by definition of Cf;, we see that CF_ | (Ta41) = 0 = max, max, 0 =

max; max, cg1.¢(7)".

e (Inductive Step) For the inductive step, we consider h < H. Let s = sp,(m,)

and a = m,(7,). By separately considering the case where ¢ = h and

!Technically, there is no t € [H] satisfying t > H + 1. We instead interpret the ¢ > h condition
in the max as over all integers and define the immediate costs to be 0 for all future times to simplify
the base case.



t > h+1 in the max;>y, we see that, max,>, max reny,,: Cht(7) =

P7,[7|m]>0
max max  Cpp(7), max  max  Cpy(T)
TEHH+1I t2h+1 TEHH+12
P7,[7|74]>0 P7,[7|7h]>0
=max | ¢,(s,a),cp(s,a) + max max  cpp14(T
( ’ )’ ( ’ ) t2h+1 TGHH+1: + ( )
P73, [7|mh]>0
=cp(s,a) + max | 0, max max cpi1.4(7)
t>h+1 T€EHH 1:
P7,[7|7h]>0
= ¢p(s,a) + max [ 0, max max max  Cpi14(7)
t2h+1 SIEPh(S,CL) TGHH+1Z
PXI [T|Th7avs/]>0
= cp(s,a) + max [ 0, max max max  Cpi14(7)
s’GPh(s,a) t2h+1 TEHH+1:

= cp(s, a) + max (

Ch(Th).

P7, [7|7Th,a,5']>0

0, max Cj . (m,a, s')>

s'€Py(s,a)
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The second line used the fact that ¢,.,(7) = cu(s,a) and the recursive

definition of ¢j,4(7). The fourth line used the result proven for the almost

sure case above. The sixth line used the induction hypothesis. The last

line used the definition of C7,.
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D.2 Proofs for Section 5.3

D.2.1 Helpful Technical Lemmas

Here, we use a different, inductive definition for V' then in the main text. However,

the following lemma shows they are equivalent.

Definition 27 (Value Space). For any s € S, we define Vg14(s) o {0}, and for any

h e [H]v

Vi(s) dof U U {rh(s, a) + Z Pu(s' | s, a)vs/} : (D.6)

a veXy Vhii(s')

def

We define V = U, , Vi(s).

Lemma 21 (Value Intution). For all s € § and h € [H + 1],
Vi(s) ={veR|Ir e " 7, € Hp, (5= su(m) ANV (1) =v)}, (D.7)

and |Vh(s)| < AXL, ST Thus, V can be computed in finite time using backward

mduction.

Lemma 22 (Cost). For any h € [H + 1], 7, € Hp, and v €V, if s = sp(11,), then,

Cr(s,v) < min Cj(7)
mell (DS)

s.t. Vi () > v.

Lemma 23 (Value). Suppose that # € IP. For all h € [H + 1] and (s,v) € S, if

Cr(s,v) < oo, then V[ (s,v) > v.

Remark 22 (Technical Subtlety). Technically, V;7(7,) is only well defined if P5,[7] > 0
and all of our arguments technically should assume this is the case. However, it is

standard in MDP theory to define the policy evaluation equations on non-reachable
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trajectories using the standard recursion to simplify proofs, as we have done here.
Formally, this is equivalent to assuming the process starts initially at 7, instead
of just conditioning on reaching 7,, or defining the values to correspond to policy
evaluation equations directly. This is consistent with the usual definition when
P7,[m] > 0 but gives it a defined value also when P},[7,] = 0. In either case, this
detail only means our recursive definition of V is a superset rather than exactly the
set of all values as we defined in the main text. This does not effect the final results
since unreachable trajectories do not effect n’s overall value in the MDP anyway,

and only effects the interpretations of some intermediate variables.

D.2.2 Proof of Proposition 15

Proof. By definition of V}; and Cj,,

Vi, > —00 = Ircll’, O, < BAV >V,

— (O3, <B.

For the second claim, we observe that if V), > —oo then by the above argument
any optimal deterministic policy 7 for COVER satisfies Cj; = Cy; < B and V; > V.

Thus, COVER C PACK. ]

D.2.3 Proof of Lemma 21
Proof. We proceed by induction on h. Let s € § be arbitrary.
Base Case. For the base case, we consider h = H + 1. In this case, we know that

for any 7 € IT” and any 7 € Hyy1, Vi1 (Th11) = 0 € {0} = Viy41(s) by definition.

Furthermore, Vg 1(s)| =1 = A% = AT 5
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Inductive Step. For the inductive step, we consider h < H. In this case, we know
that for any m € II” and any 7, € Hy, if s = sp,(7,) and a = 7,(7,), then the policy

evaluation equations imply,

Vi(m) = (s, a) + Y Pals' | 5,0) Vi (mh, a, 8").

)

We know by the induction hypothesis that V7, (7, a, s") € Vi41(s’). Thus, by (D.6),

VT (1) € Vi(s). Lastly, we see by (D.6) and the induction hypothesis that,

H

V() € AT Voa()] < AT AT w08 = ATSELua ST 2 48

S S

This completes the proof. m

D.2.4 Proof of Lemma 22

Proof. We proceed by induction on h. Let 7, € H;, and v € V be arbitrary and

suppose that s = s,(7,). We let Cj (7, v) denote the minimum for the RHS of (D.8).

Base Case. For the base case, we consider h = H + 1. Observe that for any
7 € 1P, Vi, (ty+1) = 0 by definition. Thus, there exists a 7 € II” satisfying
Vi1 (Tr41) > v if and only if v < 0. We also know by definition that any such
policy 7 satisfies CF 1 (711) = 0 and if no such policy exists C;, 1 (Th41,v) = 00 by
convention. Therefore, we see that C},,(Tg41,v) = X{u<o}- Then, by definition of

the base case for C, it follows that,

Cirp1(5,0) = Xgu<oy = Cp i (Trre1, v).-
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Inductive Step. For the inductive step, we consider h < H. If C}(m,,v) = oo,
then trivially C;(s,v) < Cj(m,v). Instead, suppose that Cj(7;,,v) < co. Then,
there must exist a feasible 7 € 17 satisfying V;*(7,) > v. Let a* = 7, (7). By the

policy evaluation equations, we know that,

Vir(m) = rp(s,a®) + Z Pu(s" | s,a*)VIy(mh,a", s").

s

For each s’ € S, define v}, o Vi1 (Th,a*, ") and observe that v}, € Vi, 41(s") €V by

Lemma 21. Thus, we see that (a*,v*) € Ax V9 and rp,(s,a)+ >, Pu(s' | s,a)vy > v,
which implies (a*, v*) € Ap(s,v).

Since 7 satisfies V)T, | (14, a*, s") > v%, it is clear that C} (s, v}) < CFy(mh, a*, 8).
The induction hypothesis implies that Cj, (s, v%) < Ciyy (s, 05) < CFy (T, a®, 8).

The optimality equations for M then imply that,

Cr(s,v) = min cp(s,a) + f ((Ph(s’ | s,a),Cry (S/’U8/)>s’ePh(s,a)>

(a,v)EAR(s,v)
< Ch(57 CL*) + f ((Ph<5/ ’ S5 CL*), 7;+1 <S/’ UZ'))S’GPh(Sva*)>

< Ch($> a*) + f <(Ph<8/ ’ S, CL), C;Lr—&-l <Th’ CL*, S/)>s’€Ph(5:a*)>

The first inequality used the fact that (a*,v*) € Aj(s,v). The second inequality
relied on f being non-decreasing and the induction hypothesis. The final equality
used (TR).

Since m was an arbitrary feasible policy for the optimization defining C} (73, v),

we see that C;(s,v) < Cj (7, v). This completes the proof. O
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D.2.5 Proof of Lemma 23

Proof. We proceed by induction on h. Let (s,v) € S be arbitrary.

Base Case. For the base case, we consider h = H+1. By definition and assumption,

Chri1(s,v) = Xqu<oy < 00. Thus, it must be the case that v < 0 and so by definition

Vi(s,0) =0> .

Inductive Step. For the inductive step, we consider h < H. We decompose
(s, v) = (a,v) where we know (a,v) € Aj(s,v) since 7 has finite cost?. Moreover,
it must be the case that for any s’ € S with P,(s' | s,a) > 0 that CT,,(s',vy) < o0
otherwise the property that f outputs oo when inputted an oo would imply a

contradiction:

C;IT(S?/U) = ch(87 CL) + f ((Ph(sl | 5, CL), 624-1 (3,7 vsl))s’ePh(s,a))
=cp(s,a) + f(...,00,...)

= OQ.

Thus, the induction hypothesis implies that V7, (s, vy) > vy for any such s’ € S.

By the policy evaluation equations, we see that,

Vhﬂ-(sa U) = 7ah(sa &> + Z Ph<sl | 8y a)‘_/hll(slavs’)

> (s, a) + Z Pu(s"| s,a)vy

s

> 0.

The third line uses the definition of A;(s,v). This completes the proof. O

2By convention, we assume min @ = 0o
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D.2.6 Proof of Theorem 11

Proof. 1f C;(sp,v) > B for all v € V, then C}; > B since otherwise we would have
Ci(s0,v) < Cf(sg,v) = Ci; < B by Lemma 22. Thus, if Algorithm 9 outputs
“infeasible” it is correct.

On the other hand, suppose that there exists some v € V for which C}(sg,v) < B.
By standard MDP theory, we know that since 7 € II” is a solution to M, it must
satisfy the optimality equations. In particular, CT(so,v) = Cf(sp,v) < B. Since

T = CT(s0,v)%, we see that there exists a 7 € IIP for which C7, < B and so
Vi > —oo.

Since V}; is the value of some deterministic policy, Lemma 21 implies that V}; € V.
Thus, Lemma 23 implies that V" (so, V5;) > Vi and CT(so, Vi) < C(so, Vi) < B.
Consequently, running = with initial state 5o = (sg, V};) is an optimal solution to

(CON). In either case, Algorithm 9 is correct. [

D.3 Proofs for Section 5.4

Definition 28. We define the exact partial sum,
an(t def u+ th s'| s,a)v (D.9)
s'=t

Observation 7. We observe that both o and & can be computed recursively. Specif-
ically, 0 (S + Lu) = u and o (t,u) = o,/ (t,u + Pu(t | s,a)vy). Similarly,

&Z’f,(S-i— l,u) =u and Uhv(t u) = ahv( s u+ Pt | 5,a)v]g).

For completeness, and to assist with other arguments, we also prove the exact

3We can view C (V) as the extension of C' (V') needed to formally evaluate memory-augmented
policies. Since we consider deterministic policies, it is trivial to convert any memory-augmented
policy into a history-dependent policy that is defined in the original environment M.



recursion we presented in Definition 13 is correct using Lemma 24.

Lemma 24. For any t € [S + 1] and u € R, we have that,

Gho(t,u) = min g3 (1)

s
st u+ ZPh(s' | s,a)vy > .

s'=t

Moreover, Ci(s,v) = minge 4 ci(s,a) + 9oL, mn(s,a)).

D.3.1 Proof of Lemma 24

Proof. We proceed by induction on ¢.
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(D.10)

Base Case. For the base case, we consider t = S 4 1. Since ZSS/:S—"-I Py(s" |

s,a)vy = 0 is the empty sum, the condition u + Zi:sH Pu(s" | s,a)vy > v is true

iff w > v. Also, for any v, gZ‘f,(S + 1) = 0 by definition. Thus, the minimum defining

gnv(S 4 1,u) is 0 when u > v and is oo due to infeasibility otherwise. In symbols,

a

QZZU(S +1,u) = X{u>v} as Was to be shown.
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Inductive Step. For the inductive step, we consider ¢ < 5. We see that, g," (¢, u) =

1 s,a
min Pt
veys—t+l gh,v( )
U-‘er/:t Ph(3/|5,a)vs/2v

= min a (B (Pult|s,a),Cryy (tve), g5+ 1))

vepysS—ttl
u+2§,:t Pp(s'|s,a)vg>v

= min min a (B (Pult|s,a),Cryy (tvn), gp s+ 1))

v €V veys—t
(u+Ph(t‘Sva)vt)+ZsS/=t+1 Ph(sllsva)vs/ >v

=mina | B (Pt ] s,a), Chpiy (tv)) min Grw(t+1)

vt€V veys—t
(u+Ph(t|87a)Ut)+Zss/:t+1 Ph(sl|87a)vs/ >v

=mina (8 (Pu(t | s,a), Cryy (t,0r) , gp5(E+ 1u+ Pyt | s,a)v))

v €V

The second lined used (SR). The third line split the optimization into the first
decision and the remaining decisions and decomposed the sum in the constraint. The
fourth line used the fact that « is a non-decreasing function of both its arguments
and the fact that the second optimization only concerns the second argument. The
last line used the induction hypothesis.

The observation that mingea cx(s, a) + g5 (1,74(s,a)) = Cji(s,v) then follows

from the definition of Ay (s,v) and (BU):

. s,a 1 _ . . S,a 1
I;gjlch(5>“) +9h,v( ,Th(s,a)) 1;%15‘1 cn(s,a) + m{}ré ghy( )

ve
Th (S:G)JFES/ Py, (S/|8,a)1)5 >v

1 3 s,a

= min min en(s, a) + g% (1

acA vepys ( ’ ) gh,v< )
ri(s,a)+> " Pr(s'|s,a)vs>v

=  min  ¢(s,a)+ g1
(av)eAp (s,0) n(s,a) + g5 (1)

= Cy(s,0).
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D.3.2 Proof of Lemma 11

Proof. We proceed by induction on .

Base Case. For the base case, we consider t = S+1. By definition, 6,3 (S+1,u) =
u so the constraint is satisfied iff u > v. Since for any v, §,;"¢ (S +1) = 0 by definition,
the minimum defining g;3 (S + 1,u) is 0 when u > v and is oo due to infeasibility

~S,0

otherwise. In symbols, ghyv(S +1,u) = X{u>v} as was to be shown.

Inductive Step. For the inductive step, we consider ¢t < S. We see that,

Gru(tw) = min g (1)
62"“1, (t,u)>v

= min _a(B(B(t]sa),Chy(tv)), giy(t +1))
veys-itl
&Z:?](LU)ZU

= min min a (B (Pu(t]s,a),Cry (tvy), gra(t+1))
v €Y veys—t ’
Ef;”i(t-i—l,Lu+Ph(t|s,a)thg)2v

=mina | B (Bt ]s,a),Cry (tvr)), min gt +1)
v eV veys—t )
oy (1 [utPr(tls,a)ve] g) >v

=mina (8 (Pu(t | s,a), Oy (tvr)) s Gra(t + 1, [u+ Pu(t | s,a)ve]g))

v eV

The second lined used (SR). The third line split the optimization into the first
decision and the remaining decisions and used the recursive definition of & in the
constraint. The fourth line used the fact that a is a non-decreasing function of both
its arguments and the fact that the second optimization only concerns the second

argument. The last line used the induction hypothesis. O]
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D.3.3 Proof of Proposition 16

Proof. The runtime guarantee is easily seen since Algorithm 12 consists of nested
loops. The fact that it computes an optimal solution for M absent rounding or lower

bounding follows immediately from Lemma 24. O]

D.4 Proofs for Section 5.5

D.4.1 Helpful Technical Lemmas (Additive)

The following claims all assume Definition 17.

Observation 8. For any v € R,
v—20< Lng <. (D.11)

Lemma 25. For any h€ [H], s€S,a€ A, vER’, u e R, andt € [S + 1], we
have,

oye(tu) = (S —t+1)8 < 635t u) < ops (t,u). (D.12)

Lemma 26 (Cost). For any h € [H 4+ 1] and (s,v) € S, C}(s, lv]g) < Cr(s,v).

Lemma 27 (Approximation). Suppose that = € 1IP. For all h € [H + 1] and
(s,0) € S, if CF(s,0) < o0, then Vi (s,0) >0 —6(S+1)(H —h +1).

D.4.2 Helpful Technical Lemmas (Relative)

The following claims all assume Definition 18.

Observation 9. For any v € R,

v(l—9) < |v]g <w. (D.13)
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Lemma 28. For any he€ [H], se S,ae A, veR,, ueRs, and t € [S+1], we
have,

O'Z’:,(t, u)(1 — )7 < &Z”f’(t, u) < O'Zf,(t,u). (D.14)

Lemma 29 (Cost). Suppose all rewards are non-negative. For any h € [H + 1] and

(s,v0) €S, C (s, lv]g) < Cr(s,v).

Lemma 30 (Approximation). Suppose all rewards are non-negative and © € 1I1P. For

all h € [H+1] and (s,0) € S, if CF(s,9) < o0, then Vi (s,0) > (1 — §)STHEH-h+1),

D.4.3 Proof of Observation 8

Proof. Using properties of the floor function, we can infer that,

and,

D.4.4 Proof of Lemma 25

Proof. We proceed by induction on .

Base Case. For the base case, we consider ¢ = S + 1. By definition, we have

o (S +Lu)=u=0;(S+1,u).
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Inductive Step. For the inductive step, we consider ¢ < 5. We first see that,

Opo(tiu) =035t + 1, [u+ Pu(t] s,a)d]g)

< O'Z’;(t + 1, [u+ Pu(t | s,a)0] )

S
= [u+ Pt |s,a)in]g+ Y Pul(s'| s,0)b
s'=t+1
s
<u+ Z Pu(s" | s,a)t,
s'=t
= ‘72’,%(757“)'

The first inequality used the induction hypothesis and the second inequality used
the fact that |z], < =.

We also see that,

Ge(tu) = 0,5 (t+ 1, [u+ Bu(t | s,a)r]) o)

> oy (t+ 1 [ut Pu(t]s,a)v]g) — (S —t)
S

= [u+ Pyp(t]s,a)d g+ Z P(s' | s,a)0, — 6(S —t)
s'=t+1
S
> u—i—ZPh(s’ | s,a)y —0(S —t+1)
s'=t

= oy (t,u) —0(S —t+1).

The first inequality used the induction hypothesis and the second inequality used

the fact that |z],; > 2 — 4. O

D.4.5 Proof of Lemma 26

Proof. We proceed by induction on h. Let (s,v) € S be arbitrary.
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Base Case. For the base case, we consider h = H + 1. Since |v]; < v, we

immediately see,

H+1( lvlg) = X{|wjg<o} < X{v<o} = CY;IH(SJJ)-

Inductive Step. For the inductive step, we consider h < H. If C}(s,v) = o0,
then trivially Ci (s, lv]g) < Cji(s,v). Instead, suppose that Cj(s,v) < oo. Let m
be a solution to the optimality equations for M so that CT(s,v) = C;(s,v) < oo.
Since Cj(s,v) < oo, we know that (a*,v*) = m,(s,v) € Aj(s,v). By the definition

of A, (s,v), we know that,
crhv (1,rn(s,a®)) = ru(s,a*) + ZPh(s’ | s,a")vy > v > [v]g.
For cach s’ € S, define 9% & |v% ] g and recall that v}, € V. We first observe that,

ope(Lrn(s,a%) = ru(s,a”) + > Pu(s' | s,0) [va]g

S/

> ri(s,a”) + Y Puls' | s,a)(vg — 0)

s’

=rp(s,a*) + Z Py(s'" | s,a)vg — 0

S/

— aflf;(l,rh(s, a)) —o.
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Then by Lemma 25,

6’2’7?’1(177“;1(8, a*)) > O'Zi%i(l,Th(S, a*)) =4S
> o0 (1,rn(s,a")) — (S + 1)
> [v]g —0(S+1)

= r([v]g)-

Thus, (a*,v*) € Au(s, [v]g).
Since v} € V, the induction hypothesis implies that C’;+1(s’, 05) < Crpy(svy) =

S/

cr +1(8",v%). The optimality equations for M then imply that,

Citoulolg) = min en(sca)+ 7 (Pl 1500 G (00) )
(av‘A’)EAh(syv) S/GPh(s,a)
< anls,a)+ (Pl 15,07, G (5,00
s'€ Py (s,a*)

<cp(s,a”)+ f <(Ph(=5’/ | s5,a), ég+1 (s', U:/))Sleph(saa*)>

The first inequality used the fact that (a*,v*) € Au(s,v). The second inequality
relied on f being non-decreasing and the induction hypothesis. The penultimate

equality used (TR). This completes the proof. O

D.4.6 Proof of Lemma 27

Proof. We proceed by induction on h. Let (s,0) € S be arbitrary.
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Base Case. For the base case, we consider h = H+1. By definition and assumption,

Chr41(s,0) = xqs<0y < 00. Thus, it must be the case that © < 0 and so by definition

Vi (s,0) =02> 0.

Inductive Step. For the inductive step, we consider h < H. As in the proof
of Lemma 23, we know that m,(s,v) = (a,V) € Au(s,9) and for any s’ € S with
Py(s" | s,a) > 0 that é,’{ L1(8,vy) < 0o. Thus, the induction hypothesis implies that
Vhﬁrl(s’, Ug) > g — (S + 1)(H — h) for any such s’ € S. By the policy evaluation

equations, we see that,
ViF(s,0) = rp(s,a) + Z Pu(s' | 5,a) Vi1 (', 0
> (s, a) + ZPh(s' | s,a)vy — (S +1)(H —h)

E)

=051, mu(s,a)) = 6(S +1)(H — h)

v

o5, rn(s,a)) = (S +1)(H — h)

v

0—0(S+1)—0(S+1)(H—h)

0—0(S+1)(H—-h+1).

The first inequality used the induction hypothesis. The second inequality used
Lemma 25. The third inequality used the fact that by definition of Ay (s, 9) and &,

o, 5(Lru(s,a)) > k(0) = 0 — §(S + 1). This completes the proof. O

D.4.7 Proof of Theorem 12

Proof.
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Correctness. If C¥(sg,v) > B for all ¥ € V, then C%, > B since otherwise we
would have C%(so, lv]g) < Ci(s0,v) < Cjp < B by Lemma 26. Thus, if Algorithm 13
outputs “infeasible” it is correct.

On the other hand, suppose that there exists some & € V for which C’i‘(so, v) < B.
By standard MDP theory, we know that since 7 € II? is a solution to M, it must
satisfy the optimality equations. In particular, CT(so,0) = C(so,v) < B. As in the
proof of Theorem 11, since CT, = Of (s0,0), we see that there exists a m € II” for
which CF; < B and so V}; > —oo0.

Since V}; is the value of some deterministic policy, Lemma 21 implies that
Vi, € V. Thus, Lemma 27 implies that V7 (so, Varlg) = [Varlg —6(S+1)H >
Vi, —0(1+ (S +1)H) = Vi, — e and CT(s0, Viiy) < Ci(s0, Vi) < B. Consequently,
running 7 with initial state s, = (so, [V}7]g) is an optimal solution to (CON). In

either case, Algorithm 13 is correct.

Complexity. For the complexity claim, we observe that the running time of
Algorithm 13 is O(HS2A|V|2t4|). To bound [V|, we observe that the number of
integer multiples of ¢ required to capture the range [—H7 oz, H'mae] 1S at most

O(Hrmaz) = O(H?STymas/€) by definition of 4. Moreover, Ul = O(|V| + S) = O(|V])

for sufficiently large fmaz,

€

In particular, we see that the range of the rounded sums defining U is at widest

[—2H7 a0 — 05, 2HT 4z since for any ¢ + 1 the rounded input is,

¢
[[rn(s,a) + Pu(1 | s,a)vi]g+ ...+ Pu(t | s,a)\?th < rp(s,a) + ZPh(S’ | s,a)Vy,

s'=1
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which is at most 2H7,,,4., and,

Urh(s, a) + Py(1] s, a)lejg + ...+ Bu(t] s, a)fftjg

t
> (s, a) + Z Pu(s'"| s,a)vy — ot

s'=1

which is at least —2H7 0 — 05. Overall, we see that O(|V|2U|) = O(|V]) =

O(H®S3r3 . /€3) implying that the total run time is O(H'S?Ar3 _/€3) as claimed.

O
D.4.8 Proof of Observation 9
Proof. Using properties of the floor function, we can infer that,
L J min 1 Poglié UWI;WJ < min 1 IOgﬁ z)m% v min
% = — v _ = — =
g 1-6 - 1-6 pmin ’
and,
' 1 \}Ogl‘lg vﬁfﬁJ ’ 1 1031%5 o 1
— min > min = 1 - 6 .
g =0 (155) > o () o(1-4)
O

D.4.9 Proof of Lemma 28

Proof. We proceed by induction on ¢.

Base Case. For the base case, we consider ¢ = S + 1. By definition, we have

oy (S+1Lu)=u=0,3(5S+1u).
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Inductive Step. For the inductive step, we consider ¢ < 5. We first see that,

&Zl\l/(t U) - a-}Sza(t + 17 Lu+ Ph<t | 57a)@tjg)

<op(t+ 1, [ut Pt | s,a)i]g)

S
= [u+ Pt |s,a)in]g+ Y Pul(s'| s,0)b
s'=t+1
s
<u+ Z Pu(s" | s,a)t,
s'=t
= ‘72’,%(757“)'

The first inequality used the induction hypothesis and the second inequality used
the fact that |z], < =.

We also see that,

Ge(tu) =65 (t+ 1 [u+ Pt | s,a)0.)g)
> Uhv (t-f- L, [u+ Py(t]|s a)@th) (1— 5)S—t

:(Lu—i—Ph(t\sa)vt + Y Pu(s'| s,a)d )(1—5) -

s'=t+1

((1—5)u+ (1-9 ZPhs|sa) )(1_5) —t

s'=t

= oy (tu) (1 — 55—t

The first inequality used the induction hypothesis and the second inequality used
the fact that |z]; > x — ¢ and the fact that all rewards and values are non-negative

allowing us to add a (1 — d)-factor to the other value demands. O]
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D.4.10 Proof of Lemma 29

Proof. We proceed by induction on h. Let (s,v) € S be arbitrary.

Base Case. For the base case, we consider h = H + 1. Since |v]; < v, we

immediately see,

é;I+1(57 lvlg) = X{|wjg=<o} < Xfozop = Clra(5,0).

Inductive Step. For the inductive step, we consider h < H. If C}(s,v) = o0,
then trivially C% (s, lv]g) < Ci(s,v). Instead, suppose that Cj(s,v) < co. Let w
be a solution to the optimality equations for M so that CT(s,v) = C;(s,v) < oo.
Since C}(s,v) < oo, we know that (a*,v*) = m,(s,v) € Ay(s,v). By the definition

of A, (s,v), we know that,

Ohe-(Lra(s,a%) = ra(s,a”) + D Pals [ 5,00l 2 v > ]y

s

For each s’ € S, define 9% & |v]g and recall that v, € V. We first observe that,
The-(L7n(s,0°)) = mn(s,0) + DS Pu(s' | 5.) Lo g
> r(s,a) + 3" Puls' | s,a)ue(1— )

> <rh(s,a*) + ZPh(s’ | s,a)vs/) (1—0)

= 02’:;(1, ru(s,a®))(1 —0).
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The second inequality used the fact that all rewards are non-negative. Then by

Lemma 28,

ore (L,ra(s,a%)) > op%. (1,m(s,a")) (1 — 6)°
> oo (1,mu(s,a”))(1 = 0)%H
> [v]g (1—6)"H

= r([v]g)-

Thus, (a*, v*) € Au(s, [v]g).
Since v}, € V, the induction hypothesis implies that C’;+1(3’, 05) < Croi(svy) =

Sl

cr 11(s',v%). The optimality equations for M then imply that,

Citoilolg) = minan(s.a)+ (A [0 G (00) )
(a,\?)EA;L(s,v) SIEP}L(S,&)

<ecp(s,a”) + f <(Ph(8, 5,0, G (Sl’@;» '€ Py *))
S hiS,a

The first inequality used the fact that (a*,v*) € Ay(s,v). The second inequality
relied on f being non-decreasing and the induction hypothesis. The penultimate
equality used (TR).

This completes the proof. m

D.4.11 Proof of Lemma 30

Proof. We proceed by induction on h. Let (s,0) € S be arbitrary.
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Base Case. For the base case, we consider h = H+1. By definition and assumption,

Chr41(s,0) = xqs<0y < 00. Thus, it must be the case that © < 0 and so by definition

Vi (s,0) =02> 0.

Inductive Step. For the inductive step, we consider h < H. As in the proof
of Lemma 23, we know that m,(s,v) = (a,V) € Au(s,9) and for any s’ € S with
Py(s" | s,a) > 0 that é,’{ L1(8,vy) < 0o. Thus, the induction hypothesis implies that
Vhﬂl(s’,ﬁsz) > Oy (1 — 6)SHDH=R) for any such s’ € S. By the policy evaluation

equations, we see that,
Vi (s,0) = ra(s,a +th (s' | 5,a)ViT (8, Dgr)

> 14(s, a) th s'|s,a)0y(1 — 0)SHDUE=R)

= Uh “(1,rp(s,a))(1 — &) SHDUEH=R)

v

oye(Lr(s,a)(1 — §)HDE=

vV
S>

(1 . §)S+1<1 . 5)(S+1)(H7h)

@(1 o 5) (S+1)(H7h+1).

The first inequality used the induction hypothesis. The second inequality used the
fact that the rewards are non-negative. The third inequality used Lemma 28. The
fourth inequality used the fact that by definition of Ay, (s, o) and &, 051, ma(s,a)) >
k(D) = 0(1 — §) 5+,

This completes the proof. O

D.4.12 Proof of Theorem 13

Proof.
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Correctness. If C¥(sg,v) > B for all ¥ € V, then C%, > B since otherwise we
would have C%(so, lv]g) < Ci(s0,v) < Cjp < B by Lemma 29. Thus, if Algorithm 13
outputs “infeasible” it is correct.

On the other hand, suppose that there exists some & € V for which C’i‘(so, v) < B.
By standard MDP theory, we know that since 7 € II? is a solution to M, it must
satisfy the optimality equations. In particular, CT(so,0) = C(so,v) < B. As in the
proof of Theorem 11, since CT, = Of (s0,0), we see that there exists a m € II” for
which CF; < B and so V}; > —oo0.

Since V}; is the value of some deterministic policy, Lemma 21 implies that
Vi, € V. Thus, Lemma 30 implies that V;™ (s, Virlg) = [Virlg (1 — 6)STHH >

Vip(1 = 6)50I = Vi (1 — qpySey) OV > V(1 — ) and Cf(so, Vi) <

C1(s0, Vi) < B. Consequently, running 7 with initial state 5o = (so, [V};]g) is an

optimal solution to (CON). In either case, Algorithm 13 is correct.

Complexity. For the complexity claim, we observe that the running time of
Algorithm 13 is O(HS2A|V|2t4|). To bound [V|, we observe that the number of
vmin-scaled powers of 1/(1 — 0) required to capture the range [0, Hry,q,] is at most

one plus the largest power needed, which is

) = 0log(7m) /10g(1/(1 - 6))

min min

— O(H2S log(— ™) Je),

min! min

by definition of § and the fact that log(:55) = —log(l — §) > —log(e™®) = 4.

Moreover, || = O(|V|).
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We see that the range of the rounded sums is at widest [0, 2H7,,,,] since for any

t + 1 rounding non-negative sums is at least 0 and,

t
[[rn(s,a) + Pu(1 ] s,a)¥1]g+ ...+ Pu(t | s, a)\A/th < rp(s,a) + Z Pu(s' | 5,a)Vy,

s'=1

which is at most 2H7,,,,. Then, the same analysis from before shows that the number
of scaled powers of 1/(1 — &) needed to cover this interval is O(|V|). Thus, we see
that O(|V]2U|) = O(|V]?) = O(H®S? log(--"mes—)3 /e%) implying that the total run

time is O(H"S? Alog(—"m2—)3 /€3) as claimed. O

PminTmin

D.5 Extensions

D.5.1 Stochastic Costs

Suppose each cost ¢(s,a) is replaced with a cost distribution Cj(s,a). Here, we
consider finitely supported cost distributions whose supports are at most m € N.
Then, instead of the agent occurring cost ¢, (s, a) upon taking action a in state s at
time h, the agent occurs a random cost ¢;, ~ Cj,(s,a). Generally, this necessitates

histories be cost dependent, and so the policy evaluation equations become,

Vir(m) = ri(s,a) + ZC’h(c’ | s,a)Py(s" | s,a)V) 1 (Th,a,c,s"). (CPE)
Cover MDP. This implicitly changes the definition of V since the histories con-
sidered in the definition must now include cost history. Since the cost distributions
are finitely supported, V remains a finite set. The main difference for M is that the

future value demands must depend on both the immediate cost and the next state.
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This slightly changes the action space:

An(s,v) o {(a, v) € A X V™ | py(s,a) + ZC’h(c’ | 5,a)Pu(s" | 8,a)ve 0 > U} :
Bellman Updates. In order to solve M using Algorithm 12, we must extend the
definition of TSR to also be recursive in the immediate costs. The key difference of

the TSRC condition is that g’s recursion is now two dimensional.

Definition 29 (TSRC). We call a criterion C' time-space-cost-recursive (TSRC) if
Cir = CT(s0) where CF () = 0 and for any h € [H] and 7, € Hj, letting s = s5,(75,)

and a = 7, (73),
Cl(m) = cn(s,a) + f ((Ch(c’ | s,a), Pu(s' | 5,a),Chyq (Th,a,c, s/))c,’s,) . (D.15)

In the above, ¢ € Cj(s,a) and s’ € Py(s,a). We now require that f be computable
in O(mS) time. We also require that the f term above is equal to g;"“(1,1), where,

gr " (m+1,1) = 0, ;" (k, S + 1) = g;*“(k + 1, 1), and,
g (k,t) = a (8 (Caler | 5,0), Prlt | 5.), Oy, (my 1)) g7 (k, £+ 1) . (D.16)

In the above, we assume ¢, is the kth supported cost of Cy(s,a). Again, both «, 3

can be computed in O(1) time, but now a(5(y, ), ) = x whenever 0 € y.
Our examples from before also carry over to the stochastic cost setting.

Proposition 19 (TSCR examples). The following classical constraints can be modeled

by a TSCR cost constraint.
1. (Expectation Constraints) We capture these constraints by defining oz, y) 1

r+y and f(z,y,2) d:efxyz.
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2. (Almost Sure Constraints) We capture these constraints by defining o(z,y) I

max(z,y) and B(z,y, z) & [>0Ay >0z
3. (Anytime Constraints) We capture these constraints by defining o(x,y) el

max (0, max(z,y)) and f(z,y, 2) o [>0Ay >0z

We can then modify our approximate recursion from before.

Definition 30. We define, §;* (m+1, 1,u) © x(uzup. 3570 (k, S+1,u) € g (k+1,1,u)

and for t < 5,

gra(k,t,u) = min a(ﬁ (Chlex | s,a), Pu(t | s,a),Cp iy (tvks))
, By (D.17)

gZ:Z (k7t + 17 Lu + Ch(ck ‘ S,G)Ph(t ’ S,G)Uk,th) )

Approximation. Lastly, our rounding now occur error over time, space, and cost.

Thus, we simply need to slightly modify our rounding functions. The main change is

€

Tms T e also further relax our lower bounds to k(v) oo v—0(mS+1)

def
we use § =

def

and k = v(1 — §)™5*! respectively. Our running times correspondingly will have m?

terms now.

D.5.2 Infinite Discounting

Approximations. Since we focus on approximation algorithms, the infinite dis-
counted case can be immediately handled by using the idea of effective horizon.
We can treat the problem as a finite horizon problem where the finite horizon H
defined so that 77, v 'r0. < €. By choosing € and e small enough, we can get
traditional value approximations. The discounting also ensures the effective horizon
H is polynomially sized implying efficient computation. We just need to assume that
O-cost actions are always available so that the policy can guarantee feasibility after

the effective horizon has passed.
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Hardness. We also note that all of the standard hardness results concerning
deterministic policy computation carries over to the infinite discounting case even if

all quantities are stationary.

D.5.3 Faster Approximations

We can significantly improve the running time of our FPTAS. The main guarantee is
given in Corollary 8. They key step is to modify Algorithm 11 to use the differences

instead of the sums. It is easy to see that this is equivalent since,

ru(s,a) + ZPh(s’ | s,a)vy > v <= v — ZPh(s’ | s,a)vy < (s, a).

s

Since rounding down the differences make them larger, it becomes harder to be below
rn(s,a). Consequently, we now interpret x as an upper bound for ry(s,a) instead
of a lower bound on v The approximate dynamic programming method based on

differences can be seen in Definition 31.

Definition 31. Fix a rounding down function |-]; and upper bound function . For

any h € [H], s € S, v €V, and u € R, we define, §;" (S + 1,u) = X{u<n(r,(s.a)} and

fort < S,

Gy (t,u) dof nin o (ﬁ (Ph(t | s,a), C’;’;H (t, Ut)) LN (41, [u— Py(t ] s, a)vt)jg) )

v €V
(DIF)

The recursion is nearly identical to the originally, and unsurprisingly, it retains
the same theoretical guarantees but in the reverse order. The guarantees can be seen
in Lemma 31, which is straightforward to prove following the approach in the proof

of Lemma 11.
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Algorithm 19 Approx Solve
Input: (M,C)
1: Oty (5,0) < Xqo<oy for all (s,v) €S
2: for h + H down to 1 do
3: for s € S do
for a € A do A
9" (S + 1, 4) = Xqusa(m (s} Yo € Uy"
for t < S down to 1 do
for u € U do
Ur.agy " (t,u) < (DIF)
for v € V do
10: a*, C(s,0) < minge 4 (s, a) + 4% (1,v)
11: Th($,v) < a*

12: return 7 and C*

Lemma 31. For any t € [S+ 1] and u € R, we have that,

Gy (t,u) = min g;j“ (1)

v

vepS—ttl (D18)
st 7,5 (tu) < kK(ru(s, a)),

where &}, (t, u) o [lu—Pu(t]s a)v)g—...— Pu(S]s, a)vng.

The difference version so far does not help us get faster algorithms. The key is
in how we use it. Since the base case of the recursion is (s, a) and not v, we can
compute the approximate bellman update for all v’s simultaneously. This ends up
saving us a factor of |V| that we had in the original Algorithm 12. The new algorithm

is defined in Algorithm 19. The inputs to the recursion are define in Definition 32.

Definition 32. For any & € [H], s € S, and a € A, we define U;*(1) 'Y and for

any t € [5],

wee+)= ) | {lo-Put]sa)vlg}. (D.19)

Vi€V Gl (t)

Proposition 20. The running time of Algorithm 19 is O(HS?A|V|5).
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Corollary 8 (Running Time Improvements). Using Algorithm 19, the running time
of our additive-FPTAS becomes O(H?S*Ar?, . /€*), and the running time of our

relative-FPTAS becomes O(H®S* Alog(—Lmez—)2 /2)

TminPmin

Approximation Details. Although the running times our clear from removing
the factor of |V|, we need to slightly alter our approximation schemes for this to
work. First, we need to use k(r(s,a)) &of rn(s,a)+ ¢ for the additive approximation.
The proof from before goes through almost identically.

However, for the relative approximation, no choice of upper bound can ensure
enough feasibility. Thus, we simply use &(r,(s,a)) aof rn(s,a) and apply a different
analysis. We also note that technically, differences can become negative. To deal
with this the relative rounding function should simply send any negative number to

def

0: [=x]g = 0. The analysis is mostly the same, but the feasibility statement must

be slightly modified.

Lemma 32. Suppose all rewards are non-negative. For any h € [H + 1] and

(s,0) €S, Ci(s, [v(1 — (5)H_h+1jg) < Ci(s,v).

The idea is that since no fixed upper bound can capture arbitrary input values,
we simply input relative values. Then, the feasibility part of Lemma 29 goes through
as before. The proofs mostly remain the same, but the rounding must again change.
We must now start at the smaller v,,;, that is the original v,,;, scaled by a factor of
(1 —6)" to ensure that | V(1 —6)| is in V. This makes V larger, but not by too

much as we argued in previous analyses.
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Appendix E

Chapter 6 Appendix

E.1  Proofs for Section 6.2

E.1.1 Proof of Proposition 17

Proof.

Expectation Constraints. We define C7; o En [Zthl cH]. Under this defini-

tion, the standard policy evaluation equations imply that,

Ch(m) = en(s,a) + ) Pals' | 5,0)Cfy (). (E.1)

S/

It is then clear that this can be written in (f, g)-form for f being summation and g

being the identity. It is easy to see that these functions have the desired properties.

Chance Constraints. Let M° denote the initial caMDP. We define CTro def

P, Zthl cp > B]. We see that the probability can be recursively decomposed as



194

follows for the anytime variant:

Ci(th,¢) = [en(s,a) +¢ > B] + Z Py(s" | s,a)Cr, (Ther, cn(s,a) +¢).  (E.2)

s

For the general invariant, we only include the indicator term at step H. To write
this into the desired form, we can define a cost-augmented MDP M that keeps track
of the cumulative cost at each step as in [77]. In particular, the anytime variant has
the immediate cost defined to be ¢((s,¢), a) & [ch(s,a) + ¢ > B]. Then, it is clear
that the expected cost for the new M exactly corresponds to the probability cost.
Thus, the claim holds.

Almost-sure Constraints. We define C7; M max o [Zthl CH} to be the
PRl 41]>0
worst case cost. Under this definition, it is known that the worst-case cost decomposes

into,

Cl(m) = cn(s,a) + IIlsE/LX[Ph(S, | s,a) > 0]CF, (Thyr). (E.3)

It is then clear that this can be written in (f, g)-form for f being maximum and g being
the indicator. Properties of maximum imply that maxy (C(s") +¢€) < maxy C(s) + €.
Thus, the total combination is a short map, and the rest of the needed properties

can be seen to hold. The anytime variant follows similarly.

E.1.2 Proof of Theorem 14

Proof. The theorem follows immediately by translating the results on the SR-criterion

into their original forms in the proof above. [l
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E.2 Proof for Section 6.3

E.2.1 Helpful Technical Lemmas

Definition 33 (Budget Space). For any s € S, we define By 1(s) &of {0}, and for

any h € [H],

B =) U {ch(s,a) +§g(Ph(s’ | s,a)7b5/)} . (E.4)

a bEXy By (s))

We define B & Un.s Bu(s).

Lemma 33 (Budget Space Intution). For all s € S and h € [H + 1],
Bi(s) ={beR?|3Ir e I” 7, € Hp, (s = sp(m) ACi () =)}, (E.5)

and |By(s)| < AXERS"  Thus, B can be computed in finite time using backward

mduction.

Proof. We proceed by induction on h. Let s € § be arbitrary.

Base Case. For the base case, we consider h = H + 1. In this case, we know that
for any m € I1” and any 7 € Hyi1, Cfr (1) = 0 € {0} = By1(s) by definition.

Furthermore, | By, 1(s)| =1= A" = AT 8

Inductive Step. For the inductive step, we consider h < H. In this case, we know
that for any 7 € I1” and any 75, € Hy, if s = s,(7) and a = 7,(73,), then the policy

evaluation equations imply,

Ch(mh) = cn(s,a) +J‘:9(Ph(8/ | 5,a),Cr 1 (Th,a,5")).
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We know by the induction hypothesis that V;7 (74, a,s") € Byi1(s"). Thus, by (E.4),

CF(m,) € By(s). Lastly, we see by (E.4) and the induction hypothesis that,
1Bi(s)] < AT IBusa(s)] < AJJ AT 87" = AVSESia 8770 = pXizn 5™
This completes the proof. m

E.2.2 Proof of Lemma 13

Proof. First, let V;*(m,,b) denote the supremum in (6.5). We proceed by induction

on h.

Base Case. For the base case, we consider h = H + 1. Definition 19 implies
that Cf, (Ty41) = 0 for any = € II”. Thus, there exists a 7 € II” satisfying
Chi1(Thy1) < b if and only if b > 0. We also know by definition that any policy
7 satisfies V1 (7r41) = 0 and if no feasible policy exists Vy;, (Th41,b) = —o0 by
convention. Therefore, we see that Vi, (Tr41,0) = —xg>0}. Then, by definition of

Vi1, it follows that,

Vire1(8,0) = =xqz0y = Vi (Tr41,b).

Inductive Step. For the inductive step, we consider any h < H. If V;*(7,,b) = —o0,
then trivially V;*(s,b) > V;*(1,b). Instead, suppose that V;*(7,,b) > —oo. Then,
there must exist a 7 € 1P satisfying C7(7,) < b. Let a* = m,(7,). By (SR), we

know that,

Cl(mh) = cn(s,a") +f/g (Pu(s"| s,a%)) CF i (Thya”, 8").



197

For each s’ € S, define b, oo CF. 1 (mh,a”,s") and observe that b}, € B. Thus, we see
that (a*,b*) € A x BY and cy,(s,a) + fy g(Pu(s' | 5,a))by < b, so (a*,b*) € Ap(s,b)
by definition.

Since 7 satisfies Cf (7, a*,s") < b%,, we see that V5, (s',0%) > VT (T, a*, 8').
Thus, the induction hypothesis implies V;7,,(s',b%) > Vi1 (s',b5) > Vi (4, a*, 8').

The optimality equations for M then give us,

Vi (s,b) = Jmax P((s.0),a) + > Pu(s' | (s,b),a) Vi, (5)
acApl(s, —,

=  max rp(s,a)+ Y Pu(s' | s,a)Vi (s, by
2y 5D Z n(s" | s, a)Viia (s, by)

Z Th(sa CL*) =+ Z Ph(sl | S, CL*)V;+1(S/, b:’)

> (s, a”) + ZPh(s' | s,a")Viiy(Th, a, s")

S

= Vi (7h)-

The second line used the definition of each quantity in M. The first inequality used
the fact that (a*,b*) € Ax(s,b). The second inequality used the induction hypothesis.
The final equality used the deterministic policy evaluation equations.

Since 7 was an arbitrary feasible policy for the optimization defining V,*(m,b),

we see that V;*(s,b) > V;*(74,b). This completes the proof.

E.2.3 Proof of Lemma 14

Proof. We proceed by induction on h.
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Base Case. For the base case, we consider h = H+1. By definition and assumption,
Vi 1(s,b) = —xps0y > —oo. Thus, it must be the case that b > 0 and so by
Definition 19 CF,,(s,b) =0 < b.

Inductive Step. For the inductive step, we consider any h < H. We decompose
(s, b) = (a,b) where we know (a,b) € Ay (s,b) since V;"(s,b) > —oo !. Moreover,
it must be the case that for any s’ € S with P,(s" | s,a) > 0 that V7, (s, by) > —o0

otherwise the average reward would be —oco which would imply a contradiction:

Vhﬂ—(S? b) = Th(S, (1,) + Z Ph(sl | S, a)VhZ-l (5/7 bs’)
=rp(s,a) + ...+ Pu(s' | s,a)(—00) + ...

= —OQ.

Thus, the induction hypothesis implies that CJ, (s, by) < by for any such s’ € S.
By (SR), we see that,

62(5717) = Ch(S,CL) +f/g(Ph<3/ ’ 57@))6_’2—%1(3/71)5’)
< cp(s,a) +f;g(Ph(s' | s,a))by

<b.

The second line used the fact that f is non-decreasing and g is a non-negative scalar.

The third line used the fact that (a,b) € Ay (s,b). This completes the proof. O

!By convention, we assume max @ = —oo
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E.2.4 Proof of Theorem 15

Proof. 1f V*(sg, B) = —o0, then we know by Lemma 13 that,

00 = V(s0, B) > sup Vi'(s0)
mellP (E6)
s.t. CT(S()) S B.

In other words, no feasible 7w exists, so Algorithm 14 reporting “Infeasible” is correct.
On the other hand, suppose that V;*(so, B) > —oc and let 7* be any solution to the
optimality equations for M. By Lemma 14, we know that CT(sg, B) < B implying

that 7* is a feasible solution. Moreover, Lemma 13 again tells us that,

V™ (s0, B) = V{*(s0, B) > sup Vi (so)
rellP (E?)

s.t. CT(So) < B.

Thus, 7* is an optimal solution to (CON) and Algorithm 14 correctly returns it.

Therefore, in all cases, Algorithm 14 is correct. ]

E.3 Proofs for Section 6.4
Formally, f;i(t, F) oo ]A”Zab (t +1, ijgf(ﬁ, g(Ppu(t] s, a))bt)) is recursively defined

with base case f;::)(s +1,F) L
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E.3.1 Proof of Lemma 15

Proof. First, we show that,

S
Vip L F) = max P | 5,0)Vii (s by)
s'=t

(E.8)
st. en(s,a) + frp(t, F) <b,

For notational simplicity, we define V,';(t) &f S Pu(s | s,a)Vii (s by). We

proceed by induction on t.

Base Case. For the base case, we consider t = S + 1. By definition, we know that
V,i’f(t, F) = —X{en(s,0)+F<b}- We just need to show that the maximum in (E.8) also
matches this expression. First, observe objective is the empty summation, which is
0. Also, f;3(S + 1, F) = F, so the constraint is satisfied iff ¢ (s, a) + F' < b. Thus,
the maximum is 0 when ¢, (s,a) + F < b and is —oo due to infeasibility otherwise.

In other words, it equals —Xyc, (s,a)+F<p} as was to be shown.
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Inductive Step. For the inductive step, we consider any ¢ < S. From (6.6), we

see that,

Vi (6. F) = max Py(t | s,a) Vi (8, b) + Vi (t+ L f (F, g(Pa(t | 5,a))br))

b:eB
= max Py(t | 5,a) Vi (£, b1) + X, Vib(t+1)
Ch(sva)""f}i:g(t+17f(F79(Ph(t‘sva))bt))gb
_ P, (t Vi (8, b)) + Vet + 1
max bgzls%)ft, w(t | s, a)Vii (t,0:) + Vg (t+1)

en(s.a) 438 (4 1F (FLg (P (t]5,0))b1)) <b

= bgg}‘&}t&l, Ph(t | S, a)V;H(t, bt) + Vfiﬁ(t + 1)
Ch(S,(l)-‘rf;:f)(t-‘rl,f(F,g(Ph(tls,(l))bt))gb

= beg}ﬁﬁl’ Pyt [ s,a)Vii (€, be) + Vp (T + 1)
ch(s,a)—&—ff::f)(t,F)Sb

 7S,a
= max Vo (t
beBS-t+1, h,b( )
Ch(s,(l)-‘rfszf)(t,F)Sb

The second line used the induction hypothesis. The third line used the fact that the
first term is independent of future b values. The fourth line used the properties of
maximum. The fourth line used the recursive definition of f;}(¢, ). The last line

used the recursive definition of V' (t).
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For the second claim, we observe that,

a,b,
cn(s,a)+f o g(Pr(s']s,a))by <b s

Vii(s,b) = max ru(s,a) + Z Pu(s" | s,a)Vii (s, by)

= max ru(s,a) + Z Py(s" | s,a)Vii (s, by)

a7b7
Ch(sra)+f}jji(170)§b

a b

=maxomax o nfsa) k) Bl s o)V (sbe)
ch(s,a)+f,f;“b(1,o)§b o

= mgxrh(s, a) + max Z Py(s" | s,a) Vi (s, by)

cn(s,a)+fre(1,0<b

= maxr,(s,a) + V' (1,0).

E.3.2 Proof of Lemma 16

Proof. Recall, as in the proof of Lemma 15, we define V;'{(t) & S Pu(s |

s,a)Vy 1(8', by) to simplify expressions. We proceed by induction on ¢.

Base Case. For the base case, we consider t = S + 1. By definition, we know that
V,if(t, F) = ~X{en(s.a)+ F<n(v)}- We just need to show that the maximum in (6.7) also
matches this expression. First, observe objective is the empty summation, which
is 0. Also, f,ff;(S +1,F) = F, so the constraint is satisfied iff ¢;(s,a) + F < r(b).
Thus, the maximum is 0 when ¢, (s, a) + F < k(b) and is —oo due to infeasibility

otherwise. In other words, it equals —y (en(s.0)+F<n(p)} BS Was to be shown.
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Inductive Step. For the inductive step, we consider any ¢t < S. From (ADP), we

see that, V,flf(t, [) =

maXPh(t ‘ S,G)Vf;l(t?bt) + V}f}za (t + 1, {f (F’ g<Ph(t ‘ S’a))bt)—‘)

b.eB

cn(s,a)+fin (L[ F(Fog(Paltls,a)be) | ) <r(b)
= Py (t Vi (b)) + Vit +1
max I, n(t | s, a)Viia (8, b)) + Vgt + 1)
cn(s,a)+ 075 (4L, £ (Fg(Pu(tls,a)be) | ) <w(b)
= bEIg}Sa:}t(+17 Ph(t | S,Q)V]:+1(t, bt) +V}iﬁ<t+1)
cn(s,0)+ 175 (41, £ (Fg(Pa(tls,a)be) |, ) <s(b)
— beg}q%}t(“'l, Pu(t | s,a)Vyiy (t,be) + Vg (t+1)
ch(s,a)+fszg(t,ﬁ)§n(b)
=, Vi)
ch(s,a)—&—f}‘:%(t,ﬁ‘)gn(b)
The second line used the induction hypothesis. The third line used the fact that the
first term is independent of future b values. The fourth line used the properties of
maximum. The fourth line used the recursive definition of f;g (t, I3 ). The last line
used the recursive definition of V,'y(t).

For the second claim, we simply observe without rounding that (ADP) is the

same as (6.6). Thus, Lemma 15 yields the result. O

E.3.3 Proof of Theorem 16

Proof. The fact that Algorithm 16 correctly solves any M follows from the fact that
(AU) is equivalent to (BU) via Lemma 16.
For the time complexity claim, observe that the number of subproblems considered

is O(HS?A|B||F|) and the time needed per subproblem is O(|B|) to explicitly
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optimize each artificial budget. Thus, the running time is O(HS2A|B|?F|). We can
further analyze |F| in terms of the original input variables. First, we claim that

F C [bmins bmaz + £S]. To see this, observe that the rounded input at state t + 1 is,

FET01) 2 F(EB) = § g(Bs | s,a))be > f g(Pals' | 5,))brin > b

Here, we used the fact that f is non-decreasing and the weighted combination is a

short map rooted at 0. Similarly, we see,

f(ﬁ’ (b{IE) S f(F7 (bt-|€> +£(t - 1)

f g(Ph<3/ ’ Sva))(bs’ +€) +£(t - 1)

s'=1

t
S f g(Ph(S/ | Saa>)bmax +£t
s'=1

IN

< bpaz + L.

Under this assumption, it is clear that the number of integer multiples of ¢ residing
in this superset is O((bpaz + €S — byin)/f) per constraint. When considering all con-
straints at once, this becomes O(||bimaz + €S — bpinl|L /€™) = O(||bmas — bminl| /0™
+S5™). Incorporating this into the runtime gives O(HS™ 2 A|B|? ||bmaz — bmin || /€™).

Similar to the reasoning above, we can see the cost of any policy, and thus the
artificial budget set, is contained within [H ¢, HCpae]. Using this fact, we get the

final running time O(H™ ' S™ 2 A|B|? ||¢imaz — Cminlln /0™).
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E.4 Proofs for Section 6.5

E.4.1 Time-Space Error Lemmas

Lemma 34 (Time Error). For any h € [H]|, a € A, if b’ < b + x, then,
wb(1:0) < fi(1,0) < frp(1,0) +a. (E.9)

Here, we translate a scalar x > 0 into the vector (x,..., x).

Proof. By definition of f;,,

faw (1,0) = f(O,{,g(Ph(S’ | 5,0))b)
=/ g(Pa(s" | s, a))bl,
> f/g(Ph<5/ | s,a))bs
=f(0,£g(Ph(S' | 5,a))bs)

= 5:,‘;(1,0).

The second and fourth lines used the fact that f is identity preserving. The inequality
uses the fact that f is non-decreasing and ¢ is a non-negative scalar, so the total

weighted combination is also non-decreasing.
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Similarly, we see that,

In(1,0) = (0.1 g(Fu(s" | 5, 0))b)
=F9(Pu(s"| 5, a))by
<L 9(Pu(s" | 5,0))(by + )
< Fo(Bn(s' | 5,0))by + 2
=F(0.£ g(Pu(s" | 5,))by) + 2

= f,f:f)(l, 0) + x.

The second and fifth lines used the fact that f is identity preserving. The first
inequality again uses the fact that the weighted combination is non-decreasing. The
second inequality follows since the weighted combination is a short map with respect
to the infinity norm.

In particular, since |a(y) — a(z)] < |ly — z||, holds for any infinity-norm short
map «, we see that |a(y + 2) — a(y)| < ||z]|. Moreover, if a is non-decreasing
and z is a positive scaler treated as a vector, we further have a(y + z) — a(y) =
la(y + 2z) — a(y)] < ||z|l, = z. This final inequality immediately implies that
a(y + z) < a(y) + z. When « is vector-valued, this inequality holds component-

wise. =

Since f is associative, we can define f,f:ﬁ(t,F) = f(F,fsS,:tg(Ph(s’ | s,a))by)

either forward recursively or backward recursively.

Lemma 35 (Space Error). For any h € [H], a € A, b € R™S v € R™, and
te[S+1],

Tetu) < fretu) < fre(tu) + (S —t+ 1)L (E.10)
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Proof. We proceed by induction on .

Base Case. For the base case, we consider t = S + 1. By definition, we have that

A,f:ﬁ(S +1Lu) =u= fiy(S+1,u). Thus, the claim holds.

Inductive Step. For the inductive step, we consider any ¢ < S. The recursive

definition of f,fg implies,

n(tw) = frn(t+1,[f (w, g(Pat | 5,a)b)],)
> fii:ﬁ(t + 17 [f(uv g(Ph(t | 5, a’))btﬂé)

([ (s g(Palt | 5,008, F 9(Pa(s' | 5,a)b))

> Fg(Palt | 5.a)b), T o(Puls' | s,)b0)
— Fu (9Pt | 5.0t o | 5.0)b)

= fup(t w).

The first inequality used the induction hypothesis to replace f with f, and the second
inequality used that f is non-decreasing in either input and [b;], > b;. The other

lines use f’s associativity.
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Similarly, we see that,

fontou) = fret+1,[f(u, g(Pa(t | 5,0)b)],)
< fin @+ 1 [f (u, g(Pu(t | s,a))be)],) + (S — 1)L

([ u g(Palt | 5,008, f 9(Puls' | s,a)be)) + (S — )0

< f(f(u, g(Pult | 5,0))b0) + £, /alg(P”(sl | 5,a)by)) + (S = t)¢
< f(f(u, g(Put | 5,a))br), il 9(Bu(s" [ 5,0)by)) + (S —t+ 1)t
= fu, f(g(Pu(t | 5,a))bs, lf;l g(Pu(s" | 5,a)be))) + (S =t + 1)L

— fra(tu) + (S —t + 1)L

The first inequality used the induction hypothesis to replace f with f. The second
inequality used that f is non-decreasing in either input and [z], < x + ¢. The third
inequality used that f is a short map in the first input. The other lines use f’s
associativity.

This completes the proof. O

E.4.2 Proof of Lemma 17

Proof. We proceed by induction on h.

Base Case. For the base case, we consider h = H + 1. Since [b], > b, we

immediately see,

V§+1(s, [0],) = ~X{[b],20} > — X0y = Virii(s,b). (E.11)
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Inductive Step. For the inductive step, we consider any h < H. If V*(s,b) = —o0,
then trivially V;*(s, [b],) > V;*(s,b). Now, suppose that V;*(s,b) > —oc. Let 7
be a solution to the optimality equations for M. Consequently, we know that
V™ (s,b) = V;*(s,b) > —o0o, which implies (a*, b*) = m,(s,b) € Ax(s,b). By definition
of Ay (s,b),

ch(s,a”) + f;:g:(l,()) = cp(s,a”) +flg(Ph(s' | s,a"))bl <b<[b],. (E.12)
For each s’ € S, define b7, oo [b%1],. We show (a, b)) € An(s, [b],) as follows:

cn(s,a”) + f72 (1,0) < enls,a”) + £75,(1,0) + €S
< cn(s,a”) + frpe(1,0) + (S + 1)
< [bl,+4(5+1)

= w([b],)-

The first inequality follows from Lemma 35. The second inequality follows from
Lemma 34 with b* < b* 4 ¢. The third inequality follows from (E.12). The equality
follows by definition of x. Thus, (a*,b%) € Ax(s, [b],).

Since b%, € B by definition, the induction hypothesis implies that ‘A/}:‘ (s b ) >

) Vgl
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Vi (s',b5) = Vi, (s',b%). The optimality equations for M then imply that,

Vi(s,[b],) = max rp(s,a)+ ZPh(s' | s,a)Vi, (5’, l;s/)

(a,f))EAh(s,b) S

N—

> rp(s,a*) + Z Pu(s' | 5,a)Vy,, (s', b,

Z 7"h(sa CL*) + Z Ph(sl | S, G)Vhﬂ+l (3/7 b:’)

The first inequality used the fact that (a*, IE)*) € flh(s, b). The second inequality
follows from the induction hypothesis. The last two equalities follow from the
standard policy evaluation equations and the definition of 7, respectively. This

completes the proof.

E.4.3 Proof of Lemma 18

Proof. We proceed by induction on h.

Base Case. For the base case, we consider h = H+1. By definition and assumption,
VIQFH(S,ZA)) = ~X{i20} > —0o. Thus, it must be the case that b > 0 and so by

definition C’fl+1(s, b) =0 < b.

Inductive Step. For the inductive step, we consider any h < H. As in the proof
of Lemma 14, we know that (a,b) = m,(s,b) € Ay(s,b) and for any s € S with
Py(s" | s,a) > 0 that Vh”+1(3’ ,bg) > —oo. Thus, the induction hypothesis implies

that C’g+1(s’, by) < by + ((S +1)(H — h) for any such s'. For any other ', we have
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g(Pn(s" | s,a)) = g(0) = 0 by assumption.
Thus, the weighted combination of C‘,f (s, l;s/) is equal to the weighted com-
bination of b’ where b/, & é}fﬂ(s’, by) if Py(s' | s,a) > 0 and b/, 210 otherwise.

Moreover, we have b’ < b + (S + 1)(H — h) since ¢ > 0. Thus, by (SR),

A ~

Cr(s,b) = cp(s,a) —i—f/g(Ph(S' | s,a))é',f+1(s’, I;s/)

- Ch(S,CL) + ;:g(L 0)

< onls,0) + £7E(1,0) + (S + 1) (H — h)

< k(b) + (S + 1)(H — h)

=b+0(S+1)(H—h+1).

The first inequality used Lemma 34. The second inequality used the fact that

(a,b) € Ay (s,b). The last line used the definition of x. This completes the proof. [J

E.4.4 Proof of Theorem 17

Proof. Tf (CON) is feasible, then inductively we see that V*(so, [B],) > —oo. The
contrapositive then implies if V}*(so, [(], B) = —o0, then (CON) is infeasible. Thus,
when Algorithm 17 outputs “Infeasible”; it is correct.

On the other hand, suppose Vi*(so, [ B] ,) > —oo and that 7 is an optimal solution
to M. By Lemma 17 and Lemma 13, we know that V7 (so, [B],) > Vi (s0, B) > V*.
Also, by Lemma 18, we know that C7 (s, [B],) < [B], + (S + 1)H < B+ ((1 +
(S+1)H). Our choice of £ = {4577 then implies that C™ = C7(s0, [B],) < B +e.
Thus, 7 is an (0, €)-additive bicriteria approximation for (CON).

Both cases together imply that Algorithm 17 is a valid (0, €)-bicriteria.
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Time Complexity. We see immediately from Theorem 16 that the running time
of Algorithm 17 is at most O (H 24162142 A| B2 || Cnas — Conin ||/ em>. To complete
the analysis, we need to bound |B|. First, we note |B| is at most the number of
integer multiples of £ in the range [biin, Omaz] S [HCmin, H Cmaz)™. For any individual
constraint, this number is at most O(H (¢nae — Hemin)/l) < O(H2S(Cmaz — Cmin)/€)

using the definition of £ = 7 i . Thus, the total number of rounded artificial

ST
budgets is at most O((H2S ||Cimaz — Cminl| /€)™). Squaring this quantity and plugging
it back into our original formula yields: O (H 6m+1GAmt2 A || erpae — Cmm”i? / e3m).

]

E.4.5 Proof of Proposition 18

Proof. We consider a reduction from the Hamiltonian Path problem. The transitions
reflect the graph structure, and the actions determine the edge to follow next. To
determine if a Hamiltonian path exists, we can simply make an indicator constraint
for each node that signals that node has been reached. It is then clear that relaxing
the budget constraint does not help since we can always shrink the budget for any

given e-slackness. Thus, the claim holds. O]

E.4.6 Proof of Lemmma 19

Proof. We proceed by induction on h.

Base Case. For the base case, we consider h = H + 1. By definition, we have

Vi (Faa) = 0=Vi, (tpa) and Cf 3 (Frar) = 0 = CFyy (Tra).

Inductive Step. For the inductive step, we consider any h < H. For simplicity,

let ¢ & (A + Ap)H7 oz (Smaz — Smin). The standard policy evaluation equations
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imply that,

Vhﬁ(%h) = Th([sh ,a) + Z Ph(gl | Lﬂe ) G)Vhw+1(7~'h+1)

s

3+t R
—nu(lslea) + X [ R | Ts] s i )

(sl )+ [ P[5l Vi ()

s

> ([l 00+ [ Pals' | 100V () — (= )

S

= n[slesa)+ [ Pl | )0V (s’ = a(H = h)

S

> rp(s,a) — 0N\, + / (Pu(s" | s,a) — X))V (Thyr)ds’ — x(H — h)

= Vhﬂ—<7_h> - €>\r - g)\p/ Vhﬂ+1(7—h+1)d3/ — ZIZ'(H — h)
> Vil (mh) — O — O HT oz (Smaz — Smin) — (H — h)
> Vi (mh) — (A + Ap) Hr oz (Smaz — Smin) — ©(H — h)

= Vi () — 2(H — h+1).
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If we let y def C(Ae + Ap)H gz (Smaz — Smin), We also see that,

ég(%h) = Ch([sb ,a) +f§,}3h(§’ | [514 ) a)é;zr+1(7~'h+1)
B s'+4 B
=cn([s],,a) + [ Pu(s"| 8]y, a)ds' Cpyy (Trs1)

s'=s'

= cn([s],, a) +£Ph(3' | [s1,,@)Ciiy (Tas)

< al[slea) + £ P | [s]p, a)(Chaa(min) +y(H — 1))

< aul[sle, )+ Pu(s” | [s1p, ) Oy () + y(H — h)

< enls,0) + O+ [ (Bl | 5,0) + ) Ol (Tusa) + y(H = 1)

= en(s,0) + £ Pals’ | 5, 0)Ca(mnia) + e + O f Ol (i) + y(H = 1)
< CF () + O + LN, f H oz +y(H — h)

< CF (1) + e + Oy (Smaz — Smin)H Cmax + y(H — h)
< CF (1) + LA + Ap) (Smaz — Smin) H Cmaz + y(H — h)

= CT(m) +y(H — h+1).

We note the above also holds if P is replaced with a g(P) for a sublinear short map
g.
For almost-sure constraints, the proof is slightly different since we need to keep

the inner integral by definition of the worst-case cost for continuous state spaces.
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Letting y def C(Ae + Ap)H oz (Smaz — Smin)/Pmin, the bound then becomes,

Cr(7) = en([s],.a) + mgf}x[ﬁ’h(? | [s1,,a) > 0]CF,, (Fsr)

s+

—aul[s], o)+ maxl [P [s],00)ds' > 01C ()
5+t
o Pu(s | [s],,a)ds ~ ~
= cnl[s]y,a) +max Joms Pl pU le,®) Cri1(Tht1)
s+t R
= cn([s],,a) +m§%></ B | Ts]y, a)Chy (Traa)ds' [ py
e
< enllsToa) g [ R 9100 () + yCH = W) s
e
< eullsla) mgx [ B T @)CFan ()i s+ y(H )
T
S Ch(sa a) + €>\c + m;/mx/ Ph(sl | S, a)C;LT—H(Th-‘rl)dS//p?
CaY, o
+ 0N, mg/xx/ Croi(Thyr)ds' [ps' + y(H — h)
- b
< cp(s,a) + rnax/ MC}{H(T}LH)dS' + e + XN H o Prim
S'CS / pS/

+y(H — h)
=Cl (1) + A + 62)\pHcmaz/}5mm +y(H — h)
S CZ(Th) + E(/\c + /\p) (Smax - Smin)Hcmax/ﬁmin + y(H - h)

= O () +y(H — h+1).

E.4.7 Proof of Theorem 18

Proof. The theorem follows immediately from Theorem 17 and Lemma 19. ]
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E.5 Extensions

Markov Games. It is easy to see that our augmented approach works to compute
constrained equilibria. For efficient algorithms, using —oo to indicate infeasibility
becomes problematic. However, we can still use per-stage LP solutions and add a
constraint that the equilibrium value must be larger than some very small constant
to rule out invalid —oo solutions. Alternatively, the AND/OR tree approach used in

[77] can be applied here to directly compute all the near-feasible states.

Infinite Discounting. Since we focus on approximation algorithms, the infinite
discounted case can be immediately handled by using the idea of effective horizon.
We can treat the problem as a finite horizon problem where the finite horizon H
is defined so that Y 7~ ;7" '¢nex < €. By choosing ¢ and e small enough, we can
get equivalent feasibility approximations. The discounting also ensures the effective

horizon H is polynomially sized, implying efficient computation.

Stochastic Policies. For stochastic policies, our approximate results follow from
simply replacing each max, and max;,, with a general linear program over a finite

distribution, which can be solved in polynomial time.

Stochastic Costs. For finitely-supported cost distributions, all results remain the
same except for almost-sure/anytime constraints, which now must be written in the
form:

Cil(m) = max  c+max[Py(s'|s,a)>0]Cy(m,a,c,s). (E.13)
c€Supp(Ch(s,a)) s’

Also, note that histories must now be cost-dependent.

Now, we have that future budgets depend on both the next state and the realized
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cost, so our (ADP) must now be dependent on both states and immediate costs for

subproblems. The construction is similar to the approach in [76].
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