Project Design Document
Introduction to I nformation Security (CS-642)
Due Date: (Final Version) Dec. 18, 11:59 PM

This document “the Stallings book” refers to [2] and “the ldbook” refers to [1] (I have linked
the Handbook to the class homepage. You can download itder)fr

Reading assignment: Please read section 14.1 from [2]. This section describesiésign of
Kerberos, an authentication system. You will use sectiod & a “template” for your design
document. Your design document will have the following Eet.

Project grading: The design document is worth 40% of the entire project grddie final code
is worth 60% of the entire project grade. As you can see, weuaiteng a lot of emphasis on the
design document.

Length: The design document should be no more thgrages long (not including DTDs). Re-
member that the design document will be used as the basistoriyplementation.

1 Describingthe entities

This section should describe various entities in your sgsgeich as bank, customer, and merchant,
and assign them short names or identifiers, &dBank), C (Customer), M (Merchant). These
identifiers will be used later in the protocol description.

Example: See Page 404 [2, Chapter 14].

2 Flow of messagesin the protocol

Show the flow of messages in the protocol. Make sure the foahtdte messages and flow is
clearly depicted. When describing the composition of messags sufficient to enumerate their
contents - DTDs should only be included as appendices.

Example: For showing the protocol follow the example shown on Page #é@i8le 14.1 [2, Chapter
14]. Show the format of each message and the rationale for ma@ssage. Follow the example
given on Page 410, Table 14.2 [2, Chapter 14].

3 Architecture Diagram

This diagram shows various components of the system and flowessages between them. This
diagram presents an overall view of the system.

Example: Follow the Kerberos overview given on Pages 412 & 413, Figu4.1 & 14.2 [2,
Chapter 14].



4 Scenarios

Give one or more typical usage scenarios, describing therzontation between entities in your
system.

5 Threat Mode€

Provide a comprehensive list of possible attacks against ggstem, describing each in enough
detail for the reader to understand why such an attack isemthr~or each threat describe the
aspects of your protocol which invalidate it (or acknowledat the threat is valid against your
design).

6 Design Review

Each team will be assigned a mentor (usually a graduate rdtwagrking in security). Make
sure that your mentor reviews each draft of your documermoriporate all changes your mentor
suggests. Your mentor should sign off on a final version leeyou begin serious implementation
work.
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