Homework 2
I ntroduction to Information Security (266-642)
Due Date: March 7, 2005 (Monday)

Note: You can talk to your classmates, instructor, and TA aboufptioblems. However, unless
stated otherwise, problems should be written up indivigudlniversity of Wisconsin rules for

academic misconduct apply.

In the homework, “the Stallings book” refers to [2] and “thardlbook” refers to [1] (I have linked
the Handbook to the class homepage. You can download itder)fr

Question 1 (OFB mode, 20 points): The following two questions are on tlatput feedback mode
(OFB).
Part A: Prove that the encrypt and decrypt stages of the OFB modeawor&ctly, i.e., one obtains

the plaintext after decryption. First, prove this for thetfstage. After that, prove it in general for
thei-th stage.

Part B: Explain the following quote from the book:
One advantage of the OFB method isthat bit errorsin transmission do not propagate.

Question 2 (Meet-in-the-Middle attack 20 points): Assume that Oscar has three pdif5C),
(P, C1), and(P,, Cy) of plain and cipher texts. Explain the meet-in-the-middtaeck on 2DES

in this context. Also compute the probability that Oscarceeals, i.e., he finds the correct key pair
used in 2DES.

Question 3 (SDES 30 points):
Part A: Problem 3.2 from the Stallings book.

Part B: Problem 3.3 from the Stallings book.

Question 4 (DES 30 points):
Part A: Problem 3.12 from the Stallings book.

Part B: Problem 3.13 from the Stallings book.

Question 5 (DES 15 points) [Extra credit]: Find a keyK such thatDESk(-) = DES:'(-).
Such a key is sometimes calleaveak key. How many weak keys can you find? Why do you think
they are called weak?
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