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Abstract Unfortunately, existing techniques to retrofit legacy code

with security mechanisms, such as the ability to enforce au-
Researchers have argued that the best way to constructhorization policies, are manual and ad hoc. Not surpris-
a secure system is to proactively integrate security into the ingly, security holes have been found in manually-retrofitted
design of the system. However, this tenet is rarely fol- code R2, 43]. Thus, it is desirable to have automated tech-
lowed because of economic and practical considerations. niques to retrofit legacy code.
Instead, security mechanisms are added as the need arises, In this paper, we address the problem of retroactively
by retrofitting legacy code. Existing technigues to do so are adding security mechanisms to legacy software systems.
manual and ad hoc, and often result in security holes. We focus on techniques to retrofit a class of legacy servers
We present program analysis techniques to assist the pro-for authorization policy enforcement. Examples of servers

cess of retrofitting legacy code for authorization policy en- to which our techniques are applicable include window
forcement. These techniques can be used to retrofit legacyervers, such as the X servéd], middleware, web, proxy,
servers, such as X window, web, proxy, and cache serverscache, and database servers. Because these servers of-
Because such servers manage multiple clients simultanefer shared resources to their clients, and manage multiple
ously, and gfer shared resources to clients, they must have clients simultaneously, they must have the ability to en-
the ability to enforce authorization policies. A developer force authorization policies on their clients. For example,
can use our techniques to identify security-sensitive loca-an X server must be able to prevent an unauthorized client
tions in legacy servers, and place reference monitor calls to from reading the contents of other client windows.
mediate these locations. We demonstrate our techniques by The main challenge in retrofitting a legacy server is in
retrofitting the X11 server to enforce authorization policies identifying locations wheresecurity-sensitive operations
on its X clients. i.e., primitive operations on critical server resources, are

performed. The idea is that having identified these lo-

cations, authorization policy lookups can be added to the
1. Introduction server code so as tmmpletely mediatthese locations32].

We develop techniques to assist (1) identification of loca-

Researchers have traditionally argued that the best Wa);ions in server code_ where secu_rity—sensitive operations are
to construct secure systems is to proactively design thempPerformed, and (2) instrumentation of these locations, such

for security. While this is unquestionably the best way to that the operation is performed only if allowed by an autho-
construct secure systems, economic and practical considerfiZation policy. We have prototyped these techniques in two
ations force developers to choose functionality and perfor- 100IS, Ap and A, discussed below.

mance over security. As a result, commodity systems oftenl. Am (assistant for fingerprint igntification) is a hybrid
ship with inadequate security mechanisms built in, and se-  statigdynamic analysis tool, which helps a developer
curity is retroactively added, as the need arises. For exam- identify locations in server code where security-sensitive
ple, this was done in the case of the Linux Security Mod-  operations are performed. The key idea behind i&
ules (LSM) framework 39], where the Linux kernel was that each security-sensitive operation is typically charac-
retrofitted with mechanisms to enforce mandatory access terized by certain canonical code-patterns being executed
control policies. Similarly, several popular server applica- by the server. We call these code-patterns fthger-
tions lack mechanisms to enforce authorization policies on  print of the security-sensitive operation—just as a human
their clients, and there is growing interest to retrofit these fingerprint identifies an individual, these code-patterns
servers to add such mechanisrs, [33]. identify the security-sensitive operation. The challenge



is to find fingerprints for security-sensitive operations.  mandatory access control policies on window operations re-
We identify fingerprints using a novel observation: quested by X clients. Usingidand Arm, we were able to
security-sensitive operations are typically associated identify security-sensitive locations in the X server, and add
with tangible side-flects Thus, by tracing the server as reference monitoring code, with a few hours of manual ef-
it performs a sideféect, and analyzing code-patterns in fort. We ran the retrofitted X server on a security-enhanced
the trace, we can extract fingerprints of security-sensitive operating system (SELinu8]), so that X clients have as-
operations associated with the sid&eet. sociatedsecurity-labels such as Top-secret and Unclassi-
For example, consider the X server: the security- fied. The retrofitted X server enforced authorization poli-

sensitive operatiorwindow_Create creates a window  Cies on X clients based upon their security-labels.

(window creation is a tangible sidefect) for an A question that may arise is why the server itself needs
X client. By analyzing the trace generated by the to be retrofitted to enforce authorization policies on its
X server as it opens a client window on the screem, A clients. In particular, why can’t existing policy enforce-
identifies that a call to the functialreatewindow, which ~ Ment mechanisms in a security-enhanced operating system
is implemented in the X server, is the fingerprintveih- (e.g.,SELinux), upon which the server runs, be used to en-
dow_Create. Indeed, this function allocates memory for, force these policies? The answer is that the server may pro-
and initializes, a variable of typeindow in response to ~ Vide channels of communication between clients that are

a client request. Thus, each calldgeatelindow in the ~ Not readily visible to the operating system. For example,
X server results iwWindow_Create. consider enforcing a policy in the X server that disallows
A is a two-phase tool. In the first phase, it traces the @ CUt operation from a Top-secret window followed by a
server and identifies fingerprints for security-sensitive Paste operation into an Unclassified window. Cut and paste
operations, as discussed above. In the second phase, '€ X server-specific channels for X client communication.
statically identifies locations in the code of the server While these operations do have a kernel footprint, they are
where these fingerprints occur; each of these locationsn©t as readily visible in the operating system as they are
is deemed to perform the security-sensitive operation. within the X server, where they are primitive operations. It
ARy (gssistant for eference ronitoring) is a tool to in- is not advisable in such cases to use the operating system to

; ) ! enforce authorization policies, because it must be modified
strument locations discovered byoAln particular, A&wm b

. : to be made aware of kernel footprints of X server-specific
adds calls to a reference monitor, which encapsulates the . L o o X

N . . operations, which introduces application-specific code into
authorization policy to be enforced. These calls, which

perform authorization policy lookups, completely me- the opere_lting system. In add@tion, the_- X server must a_lso

diate security-sensitive locations thl,JS ensuring that abe modified to expose more information to the operating

security-sensitive operation is per,formed only if allowed system, such as internal _data structures that willftected .

by the authorization policy py the fequested operation. It has been argued that this is
' impractical R5].

While Aip and Arm are not yet fully automatic, we

feel that they are an improvement over existing techniques,y o  contributions

which are completely manual. We also note that for our

techniques to be applicable, legacy code must satisfy cer-

tain assumptions, which we lay out$ection 2
1.1. Case study: Retrofitting the X server

The X server accepts connections from multiple
X clients, and manages resourcesg(windows, bufers)
that it ofers to these clients. Thus, it is important for the
X server to enforce authorization policies on its X clients.
A manual éfort to retrofit the X server with authorization
policy enforcement mechanisms was initiated by the NSA
in early 2003 5], and a retrofitted X server was produced
only recently B5], taking approximately two years.

We demonstrate that our techniques can assist with,
and potentially reduce the turnaround time dfoes to

To summarize, our main contributions are:

Program analysis techniques to identify security-
sensitive locations in legacy code, and retrofit these loca-
tions with reference monitor calls for authorization pol-
icy enforcement.

e Prototype implementations of these techniques in two

tools. A (Section 3 uses a novel approach based upon
program tracing to find fingerprints of security-sensitive
operations, and uses these fingerprints to statically find
security-sensitive locations. r& (Section 4 retrofits
these locations with reference monitor calls.

Application of these tools to retrofit the X server to en-
force authorization policies on its X clientSéction 5.

More broadly, we feel that it is valuable to haregroac-

retrofit legacy servers, by performing a case study with the tive techniques and tools, such as the ones presented in this
X server. Specifically, we retrofitted the X server to enforce paper, to add security mechanisms to legacy code.



2. Overview of our approach

Our goal is to enforce an authorization policy on the

not altered by any intervening software layers. For example,
most commercial deployments of the X server are accompa-
nied by awindow manager(e.g.,gnome andkde). Because

security-sensitive operations requested by a client that conthe window manager controls how clients connect to the

nects to a server. In this section, we show how our tech-
nigues can be used to securely retrofit the server to do so
We begin by stating our assumptions.

2.1. Assumptions

Server not adversarial. We assume that the server itself is
not adversariali.e., it is not written with malicious intent,
and does not actively try to defeat retroactive instrumen-

tation. Thus, we assume that the server does not remove

or modify the instrumentation that we insert. This can be
ensured by the operating system as it loads the server fo
execution, by comparing a hash of the executable against
precomputed value. We also require that the server be non
self-modifying, to preclude the possibility that instrumenta-
tion is modified at runtime. This property can be enforced
by making code pages write-protected.

Defense against control-hijacking exploits Existing vul-
nerabilities, such as lIfier-overflow vulnerabilities, could
possibly be exploited by malicious hackers to bypass our in-

r
a

X server, it can in theory, alter any information exchanged
between the X server and its clients. However, because win-
dow managers are few in number (unlike X clients), we as-
sume that they can be verified to satisfy the above assump-
tion (though we have not done so). Further, the operating
system can ensure that only certified window managers are
allowed to run with the X server.

In summary, it sfiices to ensure that the operating sys-
tem is in the trusted computing base. It then bootstraps se-
curity by ensuring that the instrumentation inserted in the
Server is not tampered with. The clients are not trusted,
and could be malicious. Client security information, in par-
ticular its security-label, is bootstrapped by the operating
system during client connection, and is stored within the

server, thus ensuring that clients cannot tamper with their
security information after connection has been established.
As we will describe in the rest of this paper, client requests
for security-sensitive operations are mediated by the instru-
mentation that we add, thus enabling enforcement of autho-
rization policies on clients.

strumentation. Because we cannot hope to eliminate these

vulnerabilities statically, we assume that the server is pro-
tected using techniques such as CCu,[Cyclone P3],

or runtime execution monitoring and sandboxing, which ter-
minate execution when the behavior of the servéfeds
from its expected behavior.

Cooperation from environment. The environment that the
server runs in must cooperate with it to enforce authoriza-
tion policies, and must not be malicious in intent. In par-

2.2. Basic tools

We enforce authorization policies by retrofitting a server
to ensure that security-sensitive operations requested by
clients are mediated and approved by an authorization pol-
icy. We do so using a reference monitaf.[

An authorization policy is defined as a set of triplesh
obj, op), where each triple denotes that the submdbis

ticular, the server relies on the operating system for severalallowed to perform a security-sensitive operatamon an

policy enforcement tasks. First, it requires that operating
system ensure that the authorization policy is tamper-proof.

objectobj. Subjects and objects are often associated with
security-labelsfor instance, all top-secret documents may

Second, because clients typically connect to the server viahave the security-label Top-Secret. Authorization policies
the operating system, the server relies on the operating sysare often represented using the security-labels of subjects

tem for important information, such as the security-labels
associated with the clients.

Client communication. We assume that clients cannot
communicate directly with each other, and that their com-
munication is mediated by the server or the operating sys-
tem. If client communication is mediated by the operating
system, then the policy must be enforced by the operating

system itself. Thus, we restrict ourselves to the case where
communication is mediated by the server. We also note that

if the clients communicate via the operating system, they
cannot avail of server-specific security-sensitive operations,
such as cut and paste in the case of the X server. Thus ou
goal is to enforce authorization policies on server-specific
security-sensitive operations requested by clients.

Finally, we assume that client-server communication is

and objects, rather than the subjects and objects themselves.
A reference monitor is a quadruplg, S, U, R), and is
parameterized by an authorization poligly where:

e X is a set ofsecurity eventsvhere each security event is

a triple (suh obj, op);

S is thestateof the reference monitor, and is a set storing

current associations of security-labels with subjects and

objects;

o U: TXSxA—-S is astate updatefunction, which de-
notes how subject and object security-labels change in

¢ response to policy decisions;

e R: IxSxA—Bool is apolicy consulter which returns
True if and only if a security event is permitted by the
reference monitor.



An enforcerobserves events b generated in response In this paper, we assume that the set of security-sensitive
to client requests, and passes them on to the reference morsperations is given. For the X server, we used the set of op-
itor. Any violations of the policy, will result irR returning erations identified manually by Kilpatriost al. [25]. This
False, following which the enforcer will take appropriate set of operations, 59 in number, considers security-sensitive
action. Enforcing authorization policies entails implement- operations on several key X server resources, including the
ing the enforcer and the reference monitor. Client, Window, Font, Drawable, Input, andxEvent data
The enforcer. An implementation of the enforcer must have structures. Of these, 22 security-sensitive operations are
the (1) ability to monitor all security events generated in for thewindow data structure, such &gindow_Create, Win-
response to client requests, and (2) ability to take action if dow_Map, andwindow_Enumerate (we will denote security-

a security event results in authorization failure. The action sensitive operations in this paper using suggestive names,
may be to terminate the client whose request resulted in thelike the ones above).

authorization failure. However, only an informal description of these security-
1. To monitor security events, the enforcer must be able sensitive operations is provided by Kilpatriek al, and a

to infer the security-sensitive operation requested, theprecise code-level description of these operations is needed

security-label of the subject that requests the operationfor enforcement. 4o, described in the next two steps,

(typically the client), and the object upon which the op- achieves this by identifying fingerprints of these operations.

eration is to be performed. It must be noted that our techniques are parameterized on
2. To take preventive action if the security event is not per- the Set of security-sensitive operations, and additions or

mitted by the authorization policy, the enforcer must be deletions from this set do noffact any of our algorithms.

able to control the execution of clients of the server, or Step 2: Find fingerprints of security-sensitive opera-

audit the failure appropriately. tions. The second step identifies fingerprints of security-
sensitive operations. As mentioned in the introduction,
ence monitor must ensure that the state of the referencéhe Server execute_s certain.canonica! code-patterns when
monitor and the authorization policy are tamper-proof. In it performs a security-sensitive operation, and these code-

addition, the state of the reference must be updated appropatter_ns_are the fingerprint of th? operat_ic_m. Howeyer, the
priately in response to security events, usifigimplement- association between each security-sensitive operation, and

ing R entails looking up the policy, and can be achieved us- thed csde-palttefrnh§ that are executed IPS1 not kngvmmn,
ing off-the-shelf policy management libraries, such as the and the goal of this step Is to recover the association.

The reference monitor. An implementation of the refer-

SELinux policy development toolkiSH]. Two key observations help us achieve this goal. The
first observation is that each security-sensitive operation is
2.3. Our approach typically associated with a tangible sidfext. For exam-

ple, the security-sensitive operatiomsndow_Create, Win-

In this section, we present a high-|e\/e|, informal dow_Map and Window_Enumerate of the X server are asso-
overview of our approach, and describe how we implement ciated with opening, mapping, and enumerating child win-
the enforcer and the reference monitor. Details omitted dows of an X client window, respectively. Thus, if we in-
from this section appear Bection 3andSection 4 Our ap- duce the server to perform a tangible sidieet associated
proach proceeds in six steps, as showfigure 1 Where with a security-sensitive operation, and trace the server as
applicable, we illustrate the technique using an exampleWwe do so, the code-patterns that form the fingerprint of the
from the X server. security-sensitive operatianustbe in the trace.

Step 1: Find security-sensitive operations to be pro- However, program traces are typically long, and it is still
tected. The first step, that of determining the security- challenging to identify the code-patterns that form the fin-
sensitive operations to be protected, is manual. Typically, agerprint of a security-sensitive operation from several thou-
design team considers security requirements for the serversand entries in a program trace. Our second observation
and determines security-sensitive operations based upomddresses this challenge—to identify the fingerprint of a
these requirements. This approach was followed in the casesecurity-sensitive operation, itfices to compare program

of the LSM framework B9] and the X serverd5|, where traces that produce a tangible sidéeet associated with
security-sensitive operations were identified for kernel re- the operation, against those that do not. For example, dis-
sources, and X server resources, respectively. The desigplaying a visible X client windowé.g.,xterm), which in-
team typically considers a wide range of policies to be en- volves mapping the window on the screen, is associated
forced by the server. Because security-sensitive operationsvith window_Map; closing and typing to aRterm window

are typically the granularity at which authorization policies are not. Thus, to identify the code-patterns canonicalite

are written (a policyA is a set of triples of the fornisuh, dow_Map, it suffices to compare the trace generated by open-
obji, op)), the set of operation®p} can be identified. ing anxterm window against the trace generated by closing,
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Figure 1. Steps involved in retrofitting a server for authorization policy enforcement.

or typing to the window. Similarly, closing a browser win-
dow is associated with closing all child windows, which in-
volvesWindow_Enumerate, while typing to a window is not.
With these two observations, identifying fingerprints
reduces to studying about 15 entries, on average, in
a program trace. Using this technique, we identified,
for example, the fingerprints oWindow_Create as Call
CreateWindow; of Window_Map as writes of True to the
field mapped of a variable of typeiindow and MapNotify
to the field type of a variable of typexEvent; and of
Window_Enumerate as Read WindowPtr->firstChild and
ReadWindowPtr->nextSib andwindowPtr # 0, which are
intuitively performed during linked-list traversal. Note that
code-patterns are expressed at the granularity of reads an
writes to individual fields of data structures. We discuss the
tracing infrastructure, and algorithms to compare traces to
identify fingerprints in more detail iBection 3.1

MapSubWindows (pParent, pClient) {
pWin = pParent->firstChild;
for (;pWin; pWin = pWin->nextSib) {
pWin->mapped = TRUE; ...
event.u.u.type = MapNotify; ...

}

Figure 2. X server function MapSubWindows

Step 3: Find all locations that are security-sensitive.

The third step uses the results of fingerprint analysis to
statically identify all locations in the server where code-
patterns that form the fingerprint of a security-sensitive op-

eration occur; each of these locations performs the oper-

ation. ConsideiFigure 2 which shows a snippet of code
from MapSubWindows, a function in the X server. It con-
tains writes of True to pWin->mapped, and MapNotify to
event.u.u.type, as well as a traversal of the children of
the window pointemppParent. Thus, a call to the function
MapSubWindows performs both the operationgindow_Map

and window_Enumerate. We identify the set of security-
sensitive operations performed by each function call using

static analysis, as describedSection 3.3

In addition to identifying the locations where security-
sensitive operations occur, in this step we also try to iden-
tify the subject and object associated with the operation. To
do so, we identify the variables corresponding to subject
and object data types (such@sent andwindow) in scope.
In most cases, this heuristic is good-enough to identify the
subject and the object. IRigure 2 the subject is the client
requesting the operatiopqlient), and the object fowin-
dow_Enumerate is the window whose children are enumer-
ated ppParent), and the object fowindow_Map is the vari-
able denoting the child windowsiin), which are mapped
to the screen.
d Steps 2 and 3 together identify all locations where the
server performs security-sensitive operations. These steps
are realized in 4v.
Step 4: Instrument the server. Once Ap has identified
all locations where security-sensitive operations are per-
formed, the server can be retrofitted by inserting calls to
a reference monitor at these locations, to achieve complete
mediation. In particular, if & determines that a statement
stmt iS security-sensitive, and that it generates the secu-
rity event(suh obj, op), it is instrumented as shown below.
Note that if Stmt is a call to a functionfoo, the query can
alternately be placed in the function-body fab.

if (= query_refmon({ sub obj, op)))
then handle_failure; else Stmt;

For example, becaus#apSubWiindows performs the
security-sensitive operatiodindow_Enumerate (where chil-
dren ofpParent are enumerated) callsi@pSubWindows are
protected as shown below.

if (—-query,refmon«pclient, pParent, Window,Enumerate)))
then handle_failure;

else MapSubWindows (pParent,pClient)

The statemeriandle_failure can be used by the server
to take suitable action against themding client, either by



terminating the client, or by auditing the failed request. As  Section 2.1 Alternately, the reference monitor can run
mentioned earlier, authorization policies are expressed in as a separate process, and communicate with the server
terms of security-labels of subjects and objects. Security- using IPC. The policy itself must be protected by storing
labels can be stored in a table within the reference monitor, it on the file-system with permissions such that it can be
or alternately, with data structures used by the server to rep- modified only by a privileged system user.

resent subjects and objects. For example, in the X server, A noteworthy feature of our approach is its modular-
extra fields can be added to thgient andwindow data ity In particular, alternate implementations of fingerprint-
structures to store security-labels. In either case, becausgnging (e.g.,using dynamic slicingd, 26, 44]) and instru-

we pass pointers to both the subject and the object to the refientation é.g., using aspect weaverg]] can be used in
erence monitor usinguery refmon, the reference monitor - pjace of Ap and Arwm, respectively. Thus, our technique
can lookup the corresponding security-labels, and consulthenefits directly from improved algorithms for these tasks.
the policy.

Step 5: Generate reference monitor queries.This step
generates code for thgiery_refmon function. We gener-
ate a template for this function, omitting two details that
must be filled-in manually by a developer. First, the de- A analyzes legacy servers and identifies locations
veloper must specify how the policy is to be consulted, where they perform security-sensitive operations. As dis-
i.e.,he must implemerR using an appropriate policy man- cussed earlier, this is done in two phases: identifying finger-
agement APl €.g.,[36]). Second, he must implement the prints of security-sensitive operations, in our case, combi-
state update functior{, by specifying how the state of nations of code-patterns that identify an operation followed
the reference monitor is to be updated. For example, whenby a static analysis phase, which identifies all locations in
a security-evenfpClient, pWin, Window_Create) succeeds, the code where these code-patterns occur. We discuss these
corresponding to creation of a new window, the security- steps in detail.

label of pWwin, the newly-created window, must be initial-

ized appropriately. Similarly, a security-event that copies 3.1. Identifying fingerprints using analysis
data frompWin; to pWiny, may entail updating the security- of program traces

label of pWin, (e.g.,under the Chinese-Wall policyl{)]).

Because security-labels are either stored as a table within - Recall that our ultimate goal is to retrofit a legacy server
the reference monitor, or as fields of subject or object datayg ensure that policy lookups completely mediate security-
structures, as described earlier, the developer must modifysensitive operations. A necessary step in this process is
these data structures appropriately to update security-labelsy |ocate where security-sensitive operations are performed.
This step is described in further detail $ection 4 Note We use fingerprints of security-sensitive operations for this
that while steps 2-4 are policy independent, step 5 requiresiggk.

implementation ofR and %/, which depend on the specific  Formally, a code-pattern is defined to be a function call, a
policy to be enforced. Steps 4 and 5 together ensure CoMyeaq or a write to a field of a data-structure, or a comparison
plete mediation of security-sensitive operations identified of two values, as shown ifigure 3 Note that code-patterns

by A, are realized in the tool . are expressed in terms of abstract-syntax-trees (ASTs). This
Step 6: Link the modified server and reference moni-  ajlows us to express code-patterns generically in terms data-

tor. The last step involves linking the retrofitted server and stryctures, rather than individual variables. The fingerprint
the reference monitor code to create an executable that cagf 5 security-sensitive operation is defined to be a conjunc-

3. Locating security-sensitive operations

enforce authorization policies. tion of one or more code-patterns.
We now examine the security of our approach.

e The enforcer is implemented using instrumentation in- CodePat = Call AST|ReadAST
serted in Step 4. Because the subject, object, and opera- | Write Valueto AST
tion are passed to the reference monitor, security-labels val |Cont1patr§\§+ue, Value)

. L ; alue = constan
can be retrieved, and the authorization policy consulted. AST = (type-names)field

If the requested operation is not permitted by the policy,

the instrumentation ensures that it will not be executed.
Further, because the server controls client connections,
it can usehandle_failure to terminate the execution of

malicious clients. For example, in the X server, the finger-
e The reference monitoris part of the server’'s address print of Window Create is Call CreateWindow,
space, and is thus tamper-proof by our assumptions inwhile one fingerprint of window_Enumerate, which

Figure 3. Code-pattern definition



enumerates all the children of a window
(WindowPtr # 8 A Read WindowPtr->firstChild A
Read windowPtr->nextSib), which intuitively denotes

is  Window_Create reduces the size of the trace to be examined

even further. In fact, for the X server we were able to reduce
the size of the trace several-fold using this technidtig-(

the code-patterns used to traverse the list of children of aure 4, whittling down the search for fingerprints to about

window. A security-sensitive operation can have several
fingerprints, corresponding toftirent ways of performing
the operation. Both forward and backwards traversal of the
linked list of children of a window constitute fingerprints
for window_Enumerate, for instance.

The key challenge, however, is to discover fingerprints
of security-sensitive operations, as this is often not known
a priori—this is especially the case with legacy and third-
party code. Further, fingerprints must be succinet, a
fingerprint must be a small combination of code-patterns

15 functions, on average.

A technical dificulty must be addressed before we com-
pare traces. A tangible sidéfect may be associated with
multiple security-sensitive operations, and all the security-
sensitive operations associated with it must be identified.
For instance, when arterm window is opened on the
X server, the security-sensitive operations include (amongst
others) creating a windowa(indow_Create), mapping it to
the screenWindow_Map), and initializing several window
attributes {vindow_Setattr).

that identifies the security-sensitive operation. We address We manually identify the security-sensitive operations

this challenge by making two novel observations.

Observation 1 (Tangible side-ffects) Security-sensitive
operations are associated with tangible sigfeets.

Tangible side-ffects help us determine whether a server
has performed a security-sensitive operation. Thus if we in-

associated with each tangible sideet. Because the side-
effects we consider aréangible programmers typically
have an intuitive understanding of the operations involved
in performing the sidefect. The trace generated by the
tangible side-ffect is then assigned label with the set

of security-sensitive operations that it performs. It is im-
portant to note that tangible sid&ects are not specific to

duce the server to perform a security-sensitive operation—he X server alone, and are applicable to other servers as
the occurrence of a tangible sidffext denotes that the op-  \ell. For example, in a database server, dropping or adding
eration is performed—then the code-patterns in a finger-5 record, changing fields of records, and performing table
print of that security-sensitive operatiarustbe in the trace joins are tangible sidefiects. Because labeling traces is a

generated by the server. Thus, identifying fingerprints re- manyal process, it is conceivable that the they are not la-

duces to tracing the server as it performs a tangible side-

effect, and recording the code-patterns frbigure 3that it

beled correctly. However we show empirically that finger-
prints can be identified succinctly and precisétyspite of

executes in the process. However, the program trace genefgrrors in labeling Because each trace can be associated

ated by the server as it performs a tangible siffee¢ may

be huge. Using our tracing infrastructure, the X server gen-
erates a trace of length 10459 when the following experi-
ment is performed: start the X server, opernzaarm, close

the xterm, and close the X server (each of these is a tan-
gible side-&ect). It is impossible to identify succinct fin-
gerprints of security-sensitive operatioesy.,those ofwin-
dow_Create andwindow_Destroy) by studying this trace. Our
second observation addresses this problem.

Observation 2 (Comparing traces) Comparing a trace
associated with a security-sensitive operation, against
traces that are not associated with the operation yields suc-
cinct fingerprints.

The key idea underlying this observation is that if a run

of the server does not perform a security-sensitive opera-

tion, then the trace produced by the server will not contain
a fingerprint of that operation. For example, the tréigg,
that opens an X client window on the X server will con-
tain the fingerprint ofwindow_Create, but the tracelse
that closes a window will not. ThuS,pen- Tciose @ shorter
trace, still contains the fingerprint ofindow_Create. Con-
tinuing this process with other traces that do not perform

with multiple security-sensitive operations, we formulate
set-equationgor each operation in terms of the labels of
our traces.

Definition 1 (Set equation) Givenset S, aset8S, and a
collectionC={C, C,, ..., C,} of subsets of S, a set equation
for B is B=C;,*C,*.. .*C,, where each ¢ is an element,
or the complement of an element®fand *' is U or N.

Algorithm : Fino_FiNGerPRINT(X, S, Sef)

Input . (i) X: Server to be retrofitted, (ifp: A set of
security-sensitive operatiofispy, . . ., opp}, and (iii) Sef:
A set of tangible sideféects{sgf, ..., S&fn}.

Output :FPy, ..., FR, : Each FRis the fingerprint of the

security-sensitive operatiap;.
1 X’ := X instrumented to perform tracing;
2 foreach (tangible side-fectsgf; € Sgf) do
3 T; := Trace generated by’ when induced to perforragf;;
4 label(T;) := Set of operations (fror8) involved insgf;;

5 foreach (op; € S) do

SE := Set-equation foop; in terms oflabel(T,), .. ., labeTm);
CPset:= Set of code-patterns in;T

FR := Result when the set operations in; $e performed on
CPset, ..., CPsef;

6
7
8

Algorithm 1. Algorithm to find fingerprints of
security-sensitive operations.



To find a fingerprint for an operatiosp, we do the fol-
lowing: LetS be the set of all security-sensitive operations,
and B = {op}. Let G denote the labeli.g., the set of se-
curity sensitive operations performed) of tragewhich is
obtained when the server performs the tangible sitlece
sgfi. Formulate a set-equation f& in terms of G's, and
apply thesame set-operatioran the set of code-patterns in
the corresponding;B. The resulting set of code-patterns is
the fingerprint forop.

For example, if T is a trace of sideféect s¢f;, which
performsop andop’, and T, is a trace of sideféect sgf>,
which performsop’, then G = {op, op’}, and G = {op’}.
Say T; contains the set of code-patter{|s, p.}, and T
contains the set of code-patterfps}. Then to find the fin-
gerprint ofop, we letB = {op}, and observe thadB = C; -
C,. We perform thesameset-operations on the set of code-
patterns in T and T, to obtain{p;}, which is then reported
as the fingerprint obp. This process is formalized in Algo-
rithm 1.

Finding set-equations is, in general, a hard problem.

a portion of the result of performing line4)¢(4) of Algo-
rithm 1. Columns represent traces of 9 tangible siffeats,
and rows represent 11 security-sensitive operations on the
Window data structure. We manually labeled each trace
with the security-sensitive operations it performs. These
entries are marked ifrigure 4using 0 and ,. For ex-
ample, opening agterm on the X server includes creat-
ing a window {Vindow_Create), mapping it onto the screen
(Window_Map), placing it appropriately in the stack of win-
dows that X server maintaing/{ndow_Chstack), getting and
setting its attributeswindow_Getattr, Window_Setattr), and
drawing the contents of the windowv{ndow_DrawEvent).
This trace of operations contains 115 calls to distinct func-
tions in the X server, as shown in the last rowradure 4

Figure 5shows the result of performing lineS){(8) of
Algorithm 1 with the labeled traces obtained above. For
each operation, the set-equation used to obtain fingerprints,
the size of the resulting set, and the set of fingerprints is
shown. Note that each security-sensitive operation can have
more than one fingerprint, as for example, is the case with

More precisely, define a CNF-set-equation as a set-equatiorwindow_Enumerate andwindow_InputEvent.

expressed in conjunctive normal form, with’‘and ‘U’

as the conjunction and disjunction operators, respectively.
Each disjunct in the equation iscéause It can be shown
that the CNF-set-equation problemwhich is a restricted
version of the general problem of finding set-equations, is
NP-complete.

Definition 2 (CNF-set-equation problem) Given a set S,
aset B C S, a collectionC of subsets of S (as in Defini-
tion 1), and an integer k, does B have a CNF-set-equation
with at most k clauses?

We currently use a simple brute-force algorithm to find

To find errors in manual labeling of traces, we did the
following. After finding fingerprints of security-sensitive
operations, we checked each trace for the presence of these
fingerprints. Presence of a fingerprint of a security-sensitive
operation in a trace that is not labeled with that security-
sensitive operation shows an error in manual labeling; such
entries are marked, in Figure 4 For example, we did not
label the trace generated by opening a browsetil{iew)
with Window_Unmap. On the other hand, absence of fin-
gerprints of a security-sensitive operation in a trace that is
labeled with the security-sensitive operation also shows an
error in manual labeling; such entries are markidn Fig-

set-equations. This works for us, because the number of!'® 4 Thus for example, we did label the trace generated

sets we have to examine (which is the number of traces we

gather) is fortunately quite small (15 for the X server).

3.2. Evaluation of fingerprint-finding algo-
rithm

We have implemented Algorithrh in Am. We use a
modified version ofcc to compile the server. During com-
pilation, instrumentation is inserted statically at statements
that read and write to fields of critical data structures. We
log the field and the data structure that was read from, or
written to, and the function name, file name, and the line
number at which this occurs. We then induce the modified
server to perform a set of tangible sid@eets, and proceed
as in Algorithm1 to find fingerprints.

We applied this to find fingerprints of security-sensitive
operations in the X server. In particular, we recorded
reads and writes to fields of data structures suatiéent,
Window, Font, Drawable, Input, andxEvent. Figure 4shows

by moving a window withwindow_Getattr, whereas in fact,
this operation is not performed when a window is moved.

We now evaluate &’s fingerprint finding algorithm by
answering the following questions:

1. How effective is Ap at locating fingerprints? Raw-
traces generated by tangible-sidéeets, have on aver-
age, 53829 code-patterns. Howevemn Abstracts each
trace to function calls: it first identifies fingerprints at the
function-call level; if necessary, it delves into the code-
patterns exercised by the function. The number of dis-
tinct functions called in each trace is shown in the last
row of Figure 4 The third column ofFigure 5shows,

in terms of the number of function calls, the size of
FP, which is the result obtained by computing the set-
equation for each security-sensitive operation, to deter-
mine fingerprints. Ap was able to achieve about one or-
der of magnitude reduction in terms of the number of
distinct functions to be examined for fingerprints.

We examined each of the functions in FP to deter-



Trace name A B C D E F ie H |
Sid(il)fect % % " § T
@ |0z |®E|SZ|EQ
. o SE|2E|82|82 |28 |88 (28|58
Sec. sensl. Operation %‘% %g 8‘_§ %g g g gg qg,_g gg % é
Window_Create | g O O
Window_Destroy O 01 0 [} 01
Window_Map g g O g
Window_Unmap ad 0y O [} 01
Window_Chstack a O O O O
Window_Getattr a O mP mp) ]
Window_Setattr 0 0 [} mp 01 0
Window_Move (EY O 01 e
Window_Enumerate Oy [y 0 0 O [y 0 0
Window_InputEvent | O O | g
Window_DrawEvent 0 O 0 0 Oy O [} 0 O
115 [ 140 [ 251 | 161 [ o8 [ 140 ] 96 | o3 [ 160
Functions 115 | 148 | 251 | 161 68 148 96 93 166

Figure 4. Examples of labeled traces of tangible side-effects obtained from the X server. A *“
entry in ( row, column denotes that the trace represented by

operation represented by

DH
columnperforms the security-sensitive

row. A “ ;" ora*“ 0y" entry denotes a mistake in manual labeling.

Operation Set Equation |FP| | Fingerprint

Window_Create N(A,C,G)-D-H 9 | CallCreateWindow

Window_Destroy N(B,D)-A 7 | CallDeleteWindow

Window_Map N(A,C,G)-D-H 9 | Write True to Window->mapped A Write MapNotify to xEvent->union->type

Window_Unmap n(B,D)-A 7 | WriteUnmapNotify to xEvent->union->type

Window_Chstack N(A,C,G,H,I)-D-E 6 | CallMoveWindowInStack

Window _Getattr N(A,C,I)-B-D-E-F 25 | CallGetWindowAttributes

Window _Setattr N(A,C,F,I)-B-D-E 15 | Call ChangeWindowAttributes

Window_Move F-A-B-D-E-G 38 | CallProcTranslateCoords

Window_Enumerate | n(C,D, F H, ) 21 | ReadWindowPtr->firstChild A ReadWindowPtr->nextSib A WindowPtr+0,
ReadWiindowPtr->lastChild A ReadiiindowPtr->prevSib

Window_InputEvent | E-C 19 | Call CoreProcessPointerEvent, Call CoreProcessKeyboardEvent,
Call xf86egProcessInputEvents

Window_DrawEvent | n(A,B,C,D,E,F, G, H,1) 12 | CallDeliverEventsToWindow

Average value of|FP]: 15.3

Figure 5. Fingerprints obtained by applying Algorithm

mine if it is indeed a fingerprint. In most cases, we 2.
found that for a security-sensitive operation, a single
function in FP performs the operation. However, in
some cases, multiple functions in FP seemed to per-
form the security-sensitive operation. For example, both
Call MapWwindow and Call MapSubWindow, which were
present in FP, performedindow Map. In such cases,

we examined the traces generated hy fo determine
common code-patterns exercised by the call to these
functions. Doing so forwindow_Map reveals that the
common code-patterns MapWindow andMapSubWindow

are {\rite True to Window->mapped A Write MapNoti fy

to xEvent->union->type). For security-sensitive opera-
tions such asvindow_InputEvent, where we did not find
common code-patterns exercised by candidate functions
from FP, we deemed each of these function calls to beg
fingerprints of the operation.

1 to the labeled traces from Figure 4.

How precise are the fingerprints found? For each of
the fingerprints recovered by for the X server, we
manually verified that it is indeed a fingerprint of the
security-sensitive operation in question.

However, in general, & need not recover all finger-
prints of a security-sensitive operation. Because i&

a runtime analysis, it can only capture the fingerprints of
a security-sensitive operation exercised by the runtime
traces, and may missther ways to perform the opera-
tion. By collecting traces for a larger number of tangible
side-dfects, and verifying the fingerprints collected by
A against these traces, confidence can be increased in
the precision of fingerprints obtained bypA In the fu-
ture, we plan to investigate static techniques to identify
fingerprints to overcome this limitation.

How much dfort is involved in manual labeling of



traces? In a”1 we collected 15 traces for ftkrent Algorithm : FiND_SecuriTY-SENSITIVE_LocaTioNs(X, S, FP)

tangible side-flects exercising dlierentwindow-related Input : (i) X: Server to be retrofitted, (if§: Setof
. .. . security-sensitive operatiofisps, . . ., opn}, and (i) FP:
security-sensitive operations. It took us a few hours to Set of fingerprint sets fp...., fpn of 0Py, ..., 0P,
manually label traces with security-sensitive operations. respectively.
] ) . Output : Opset:X — 2>, where Opsef() denotes the set of
4. How effective is manual labeling of traces?In most security-sensitive operations performed by a call ta

o . " functi fX.
cases, it is easy to reason about the Security-Sensitive ; /.« process fingerprints with only function cals,;

operations that are performed if a tangible sitfed is 2 foreafch(finge;printfset dfpin FP) do

. . . := Set -patt i

induced. However, because this process is manual, we et P P e

may miss security-sensitive operations that may be per- forea(c)h(f € [fl,b.., £m)) do
A tf) = Opset i

formed (J; entries inFigure 4, or erroneously label a #} ;S: “i Opsett) U foi)

trace with security-sensitive operations that are not actu-| = | = TP

ally performed [0, entries). Our experience of manually |8 /*Process other fingerprints/;

. . 9 foreach (function f in X) do

labeling traces for the X server shows that this process)g Opsetf) = ¢:

has an error rate of approximately 15%. 11 CP(f) := Set of code-patterns ifi (as determined using the ASTs of
. statements irf);
However, it must be noted that we were able to recover |12 foreach (fingerprint set fpin %) do

~N ok~ Ww

fingerprints preciselyin spite of labeling errors If a 13 | L i (fpset < CP() then Opsetf) := Opsetf) U opil;
security-sensitive operation is wrongly omitted from the 14 return Opset;
labels of a trace that performs a tangible sidee as- Algorithm  2: Finding functions that contain code-

sociated with that operation (tfie, case), then because  patterns that appear in fingerprints.
the same security-sensitive operation often appears in the

labels of other traces, a set-equation can still be formu-
lated for the operation, and the fingerprint can be recov-
ered. On the other hand, if a security-sensitive opera-

S not encounter any such fingerprints for the X server.
tion is wrongly added to the labels of a trace (tfhg

case), none of the functions in FP will perform the tangi-  Consider the functiomapSubWindows in the X server
ble side-&ect. In this case, trace labels are refined, and (see Figure 2. This function maps all children
the process is iterated until a fingerprint is identified. of a given window fParent in Figure 2 to the
screen. Note that it contains code-patterns that consti-
3.3. Identifying Security-sensitive locations tute the fingerprint of bothwindow_Enumerate and Win-
using static ana]ysis dow_Map. Thus, OpsefapSubWindows) = {Window_Map,

Window_Enumerate}.

Having identified fingerprints of security-sensitive oper-
ations, Ao employs static analysis to find all locations in
the code of the server where these fingerprints occur.

A currently identifies security-sensitive locations at
the granularity of function calls. Note that several, but
not all, fingerprints are function calls. & considers fin-
gerprints that are not function calls, such as those of Read WindowPtr,->nextSib Where WindowPtr; #
Window_Map, Window_Unmap, andWwindow_Enumerate, and  y;14ouptr,, which can be useful for matching code-

!dent.mes functlons_ that contain thes_e code—pattenjs. Thepatterns such as the onesFigure 2 where theparents
idea is that by mediating calls to functions that contamthesefirstChild field is read, followed bynextsib of child

patterns, the corresponding security-sensitive operations arindows.

mediated as well. This is done using a flow-insensitive, in-

traprocedural analysis, as described in AlgoritAm Ap Finally, Ao also helps identify the subject requesting,
first identifies the set of code-patterns that appear in theand the object upon which the security-sensitive operation
body of a function, and then checks to see if the fingerprintsis to be performed. To do so, it identifies variables of the rel-
of a security-sensitive operation appear in this set. If so, evant types that are in scope. For example, in the X server,
the function is marked as performing the security-sensitive the subject is always the client requesting the operation,
operation. For a security-sensitive operation whose finger-which is a variable of th&lient data type, and the ob-
prints contain only function calls, Algorithid marks each  ject can be identified based upon the kind of operation re-
of these functions as performing the operationio Also guested. For window operations, the object is a variable of
supports interprocedural search for code-patterns (for fin-thewindow data type. This set is then manually inspected to
gerprints that cross procedure boundaries); however, we didecover the relevant subject and object at each location.

Am uses a slightly more powerful variant of the
code-pattern language Irigure 3to match code-patterns
in function bodies. In particular, it extendsigure 3
with the ability to specify simple relations between
different instances of ASTs. Thus, for example, it can
match patterns such aRead WindowPtr;->firstChild



3.4. Evaluation of security-sensitive

location-finding algorithm

We have implementediA’s static analysis algorithm as
a plugin to CIL R9]. We evaluate Ap’s security-sensitive
location finding algorithm by answering two questions:

1. How precise are the security-sensitive locations
found? Algorithm 2 precisely identifies the set of

bool query_refmon(Client *sub, Window *obj, Operation OP) {
switch (OP) ({
case WINDOW_CREATE:
rc = policy-lookup(sub->label, NULL, WINDOW_CREATE);
if (rc == success) {
obj->label = sub->label;
return True;
} else { return False; }
case WINDOW_MAP:

security-sensitive operations performed by each func-
tion, with one exception. #& reports false positives for
the Window_Enumerate operationj.e., it reports that cer-
tain functions perform this operation, whereas in fact,
they do not. Out of 20 functions reported as performing
Window_Enumerate, only 10 actually do.

We found that this was because of the inadequate ex-
pressive power of the code-pattern language.

Figure 6. Code fragment showing the imple-
mentation of query_refmon for Window_Create.

ArM also generates a template implementation of

In par-query_refmon, as shown irFigure 6 The developer is then

ticular, Ao matches functions that contain the code- faced with two tasks:

patternsiindowPtr # 0, ReadWindowPtr->firstChild,
and Read WindowPtr->nextSib, but do not perform
linked-list traversal. These false positives can be elimi-
nated by enhancing the code-pattern language with more
constructs (in particular, loop constructs).

. How easy is it to identify subjects and objects?As
mentioned earlier, we identify subjects and objects us-
ing variables of relevant data types in scope. This sim-
ple heuristic is quite féective: out of 25 functions that
were identified as performingindow operations, the
subject, of typeclient, and object, of typ@indow, were
available as formal parameters or derivable from for-
mal parameters in 22 of them. In the remaining func-
tions, specifically, those performingindow_InputEvent,
the subject and object were derived from global vari-
ables. Even in this case, however, manual inspection
quickly reveals the relevant global variables.

4. Protecting security-sensitive locations

Locations identified as performing security-sensitive op-
erations by Ao are protected by & using instrumenta-
tion. Because A helps recover the complete description of
security-events, adding instrumentation is straightforward,
and calls togquery_refmon are inserted as described$ec-
tion 2. If the function to be protected is implemented in
the server itself (and not within a library), as is the case
with all the security-sensitive function calls in the X server,
calls to query refmon can be placed within the function
body itself. Because the same variables that constitute the
security-event are also passedji@ry _refmon (i.e.,if (suh
obj, op) is the security event, then the corresponding call is
query_refmon({suly obj, op))), and the data structures used
to represent subjects and objects are internal to the server,
Arm avoids TOCTTOU bugsd by construction.

1. Implementing the policy consulter: The developer

must insert appropriate calls from a policy management
API of his choice into the template implementation of
query_refmon, generated by A&v. We impose no restric-
tions on the policy language, or the policy management
framework.Figure 6shows an example: it shows a snip-
pet of code generated byr#&. Subject and object labels
are stored as fieldsl4bel) in the data structures rep-
resenting them. The statement in italics, a call to the
functionpolicy_lookup, must be changed by the devel-
oper, and substituted with a call from the API of a policy-
management framework of the developer’s choice.
Several @f-the-shelf policy-management tools are now
available, including the SELinux policy management
toolkit [36], which manages policies written in the
SELinux policy language. If this tool is used, the rele-
vant API call to replac@olicy_lookup iS avc_has_perm.

. Implementing reference monitor state updates:The

developer must update the state of the reference monitor
based upon the state update functibhh Note that/
depends on the policy to be enforcedffelient policies
may choose to update security-labelfatiently. Func-
tionality to determine how security-labels must change
based upon whether an authorization request succeeds or
fails must ideally be provided by the policy-management
tool that is used (because how security-labels change is
policy-dependent).

However, if this functionality is not available in the
policy-management tool used, the developer must update
the state of the reference monitor manually. The frag-
ment of code in bold ifrigure 6shows a simple example

of U: When a new window is created, its security-label
is initialized with the security-label of the client that cre-
ated it.

It is worth noting for this example that a pointer to the



window is created only after memory has been allocated Enforcement |. The call to query refmon placed in the

for it (in the CreatewWindow function of the X server).  ChangeProperty function of the X server mediatesin-

Thus we place the call iuery_refmon in CreateWindow dow_Chprop. To enforce this policy, we check that the

just after the statement that allocates memory for a security-label of the subject requesting the operation, and

window; if this call succeeds, the security-label of the the security-label of the window whose properties are to be

window is initialized. Otherwise, we free the mem- changed are equal.

ory that was allocated, and returrveLL window (.e., Attack Il. Operating systems can ensure that a file belong-

handle_failure iS implemented ageturn NULL;). ing to a Top-secret user cannot be read by an Unclassified

Finally, it remains to explain how we bootstrap security- User (the Bell-LaPadula policy’]). However, if both the
labels in the server. As mentioned earlier, we assume thatTOP-secret and Unclassified users haverms open on an
the server runs on a machine with a security-enhanced opX Server, then a cut operation from theerm belonging to
erating system. We use operating system support to bootthe Top-secret user and a paste operation intothem of
strap security-labels based upon how clients connect to thehe Unclassified user violates the Bell-LaPadula policy.
server (aS has been done by otheﬂ)[ For examp|e’ in PO“Cy Il. “Ensure that cut from a high-SeCUI’ity X client
an SELinux system, all socket connections have associatedVindow can only be pasted into X client windows with
security-labels, and X clients connect to the X server us- €dual or higher security”. Existing security mechanisms for
ing a socket. Thus, we use the security-label of the socketthe X server (namely, the X security extensi@g]) can-
(obtained from the operating system) as the security-labelnot enforce this policy if there are more than two security-
of the X client. We then propagate X client security-labels levels.

as they manipulate resources on the X server, as shown irfEnforcement 1l. The cut and paste operations cor-
Figure 6§ where the client's security-label is used as the respond to the security-sensitive operatiowin-
Security_'abe' for the newly_created Window_ dow_Chselection of the X server. Ao identifies the

fingerprints of Window_Chselection as calls to two func-
5. Enforcing authorization pO”CiES on X clients .tionS,ProcSetSelectionOwner andProcConvert§election .
using a retrofitted X server in the X server. I.t turns out that the former is responsuple
for the cut operation, and the latter for the paste operation.
Calls to query_refmon placed in these functions are used
to mediate the cut and paste operations, respectively. We
created three users on our machine with security-labels
Top-secret, Confidential and Unclassified, in decreasing or-
der of security. The X clients created by these users inherit
their security-labels. We were able to successfully ensure
that a cut operation from a high-security X client window
(e.g.,Confidential) can only result in a paste into X client

We demonstrate how an X server retrofitted using A
and Am enforces authorization policies on X clients.
We run the retrofitted X server on a machine running
SELinuxFedora Core 4. Thus, we bootstrap security-labels
in the X server using SELinux security-labeig(, a client
gets the label of the socket it uses to connect to the server)
For brevity, we describe two attacks that are possible using

the unse_cured X server, and describe c_:orresponding IOOIi'windows of equal or higher securitye.g., Top-secret or
cies, which when enforced by the retrofitted X server pre- Confidential)

vent these attacks. In each case we implemented the pO”qfi’erformance of the retrofitted X server. We measured

fttbe ke rl1foSrced W;thm"t T(euery’rifmoi funct!ontﬁelfk the runtime overhead imposed by instrumentation by run-
ack 1. several well-known attacks against tne A server ning a retrofitted X server and a vanilla X server on 25

;ely orE)tTe a_b|I|t¥[ of ?r? X)((:Ilel_nt tto sfet progertlﬁs of_wm- x1llperf [40] benchmarks. We ran the retrofitted X server
thowsb ekonglngd 0o etr - clients, 1@.9.,by changing  yith a null policy, i.e., all authorization requests succeed,
eir background or content$]. to measure overhead (defined dienretrofied serves 7y .

Policy |. “Disallow an X client from changing properties 100). Overhead ranged from 0% to 18% across the bench-
of windows that it does not own”. Note that this policy is marks, with an average overhead of 2%

enforced more easily by the X server than by the operating

system. The operating system will have to understand sev- o

eral X server-specific details to enforce this policy. X clients 6. Limitations

communicate with each other (via the X server) using the X

protocol. To enforce this policy, the operating system will The techniques presented in this paper have limitations,
have to interpret X protocol messages to determine whichsome fundamental, and some artifacts of our current imple-
messages change properties of windows, and which do notmentation.

On the other hand, this policy is easily enforced by the First, because & uses analysis of runtime traces, it is
X server because setting window properties involves exer-ideally suited for cases where a security-sensitive opera-
cising thewindow_Chprop security-sensitive operation. tion has a unique, or a small number of fingerprints. While



we have observed that this is typically the case in practicefor automated techniques to retrofit legacy code.
(specifically, with the X server, and in the context of a pre-  In prior work, we evaluated the use of static analy-
vious study, with the Linux kernelD]), Ao could poten-  sis techniques to automate the placement of authorization
tially miss fingerprints in paths not exercised by any of the hooks in LSM PR0]. In particular, given an implemen-
runtime traces that it analyzes. Further research on codetation of the hook interface, and a non-hook-placed ver-
coverage metrics and static fingerprint-finding algorithms sion of Linux, we used static analysis to determine the
is needed to address this shortcoming. set of hooks to protect security-sensitive kernel locations.
Second, our techniques are incapable of analyzing ob-However, in that work, our static analysis algorithm relied
fuscated code. While it may be possible to identify indi- on manually-written fingerprints (callddiomsin [20]) to
vidual code-patterns in obfuscated code, it will be harder identify security-sensitive kernel locations, and the hook
to identify fingerprints with multiple code-patterns.g.,to placement depended on the accuracy of these idiomis. A
identify that all these patterns appear together in a function).addresses this shortcoming by providing tool-support to
In addition, identifying subjects and objects, and modifying write fingerprints.
code to insert instrumentation becomes harder with obfus-  Java’s security mechanisr]] is also conceptually sim-
cated code. ilar to the LSM framework; the reference monitor is im-
Third, our infrastructure is currently built to analyze C plemented by an object of typgccessController, and
source code, and we cannot analyze binary executableSaccessController.checkPermission() calls are manually
However, this is not a fundamental limitation. Analyzing inserted at appropriate locations within the code to enforce

executables requires two key enhancements: authorization policies. The techniques presented in this pa-
e The ability to instrument executables, both for Perare applicable to secure legacy Java applications as well.
fingerprint-finding €.g., to trace reads and writes While SELinux was obtained by retrofitting the Linux

to key data structures, as discussedaction 3.}, and kernel, there have also beefiats to proactively construct

for adding reference monitor calls. Both these objectives Secure operating systems. For example, Asbedtgisii-

can be achieved using static binary rewriters, or dynamic corporates several mechanisms to isolate user data and con-
rewriters, such as Dyninstf). tain the défects of exploits. It enforces security policies us-

« The ability to express code-patterns in terms of abstract"d Security-labels, as in SELinux. _
syntax trees of executables. Currently, code-patterns ard-2nguages and techniques for safety policy enforce-
expressed in terms of abstract syntax trees at the sourc&ent. Reference monitoring and code retrofitting tech-

code level (se€igure 3, thus constraining our analysis nigues have also been used to enforce safety policies in
to work with source code. legacy code. Inlined reference monitors (the P#ESLang

toolkit) [17], Naccio [L8], and Polymer §] are three such
frameworks, which have been used to enforce several poli-

7. Related work cies on legacy code. The most importanffetience be-
tween our work and these tools is thiag¢y require the code-
Techniques for authorization policy enforcement. Ref-  Patterns that must be protected to be specified in the pol-

erence monitors2] have been used as the standard ve- icy. For example, the PoEFSLang framework requires the
hicle for authorization policy enforcement. Historically, hames of security-sensitive Java methods to be mentioned
policy enforcement has been performed by the operatingi” the policy. Our work does not require code-patterns to be
system. Linux, for example, provides mechanisms to en-kKnowna priori; it uses Ao to recover them.

force discretionary access control policies. Recent work onAspect-oriented programming. An aspecis defined to be
SELinux [28] aims to augment Linux with mechanisms to @ concern, such as security or error-handling, that crosscuts
enforce mandatory access control policies. SELinux is cur-a program §]. In aspect-oriented programming (AOR)4]
rently architected using the LSM frameworR9], which languages, €.9., AspectJ b], AspectGr+ [4]) these con-
adds a reference monitor as a loadable kernel module. Thigerns are developed independentlyadsice An aspect-
kernel module encapsulates a policy to be enforced, andweaver merges advice with the program at certgam-
presents amuthorization hookinterface. These hooks are points which are specified to the weaver usipgintcuts
placed so as to mediate security-sensitive locations withinPointcuts are patterns that serve to succinctly identify a set
the kernel. In the context of LSM, these authorization hooks of join-points—the weaver matches these patterns with the
were placed manually using an informal process. Unfortu- program to identify join-points.

nately, this process resulted in vulnerabilities in hook place-  The techniques developed in this paper bear close resem-
ment R2, 43]. Hook placement was found to violate com- blance to the aspect-oriented programming paradigm. In
plete mediation32], and the hook interface left room for particular, each combination of code-patterins. (a finger-
TOCTTOU exploits 9, 43]. This example shows the need print) written in the language shown Figure 3identifies



several locations in server code where reference monitorthe X server simultaneously, the X security extension will
calls must be inserted. Thus, a fingerprint is a pointcut thatgroup two of them into the same category, and will not en-
identifies security-sensitive locations, which are join-points. force policies on clients in the same category.

ArwMm, Which inserts reference monitor calls, is a compile-
time aspect-weaver, while the code of the reference monitor
and the authorization policy serve as the advice. A key issue
in AOP is how to identify join-points—in our context, this is
the problem of identifying security-sensitive locations. As ~ We have shown that program analysis can assist with the
we have discussed,hassists with this task. process of retrofitting legacy code for authorization policy

Root-cause analysis.Root-cause analysis techniques, de- €nforcement. Using our prototype toolsipAand Arm, we
veloped primarily for debugging, typically use “good” and retrofitted the X server to enforce authorization policies on
“bad” traces to localize the root-cause of a baig, P7, 42. its X clients.

Am is similar to these techniques because it classifies pro- In addition to using these tools to retrofit more servers,
gram traces, and uses this classification to find fingerprintswe plan to explore several avenues of research to improve
of security-sensitive operations. The primarffelience be-  the basic techniques presented in this paper. First, identify-
tween these techniques andpAs that Ap uses a much  ing security-sensitive operations is a manual process, and
richer set of labels namely, an arbitrary set of security- We plan to develop tool-support to assist with this task.
sensitive operations, rather than just “good” or “bad”. An- Second, becausemfuses runtime analysis, it can poten-
other approach for trace analysis (primarily for debugging) tially miss fingerprints of security-sensitive operations, as
is dynamic slicing 1, 26, 44]. Dynamic slicers use data- discussed earlier. We plan to address this by exploring code-
flow analysis to work backwards from th&fect of a vul-  coverage and static fingerprint-finding algorithms. Last, by
nerability, such as a program crash, to the cause of the vuldinvestigating how reference monitor calls can be added to
nerability. An interesting avenue for future research will running executables(g.,using the Dyninst API12]), we

be to adapt 4 to use dynamic slicing to work backwards plan to extend the techniques presented in this paper to
from the dfect of a security-sensitive operation (a tangible cases where source code is unavailable.

side-dfect) to the fingerprint of the operation.

Security of window systems. The X server was histori-  Acknowledgments
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to rectify this situation, and identify security requirements Shal Rubin, Hao Wang and the anonymous reviewers. \We
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mented Mode Workstatior8[ 15, 31], and the Trusted X This work is supported in part by ONR contracts NO0014-
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