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Abstract— With a widespread growth in the potential applica-
tions of Wir elessSensorNetworks (WSN), the need for reliable
security mechanismsfor them has increasedmanifold. Security
protocols in WSNs, unlik e the traditional mechanisms, need
special efforts and issuesto be addressed.This is attrib uted to
the inherent computational and communicational constraints in
thesetiny embeddedsystemdevices.Another reasonwhich dis-
tinguishes them fr om traditional network security mechanisms,
is their usagein extremely hostile and unattended envir onments.
The sensitivity of the data sensedby thesedevicesalsoposeever-
increasingchallenges.We presenta layer basedclassi�cation of
WSN security thr eats and defensesproposed in the literatur e,
with special focus on physical, link and network layer issues.

I . INTRODUCTION

Security is WSNs is an upcoming �eld, which is quite
different from traditonal network security mechanisms.This
is becauseof two major reasons.Firstly, thereareseverecon-
straintson thesedevices namely their minimal energy, com-
putationaland communicationalcapabilities.Secondly, there
is an additionalrisk of physical attackssuchasnodecapture
andtampering.Hencethe securityissuesin WSNsneedto be
addressedwith highly light-weight and robust solutions.The
different directionsof ongoing researchin WSNs are based
on securitychallenges,including Key-EstablishmentSecrecy,
Robustnessto Denial-of-ServiceAttacks,Link LayerSecurity,
secure routing, authenticationand node capture. However,
insteadof addressingtheseissueson a per-attackbasis,it is
better to deal with them on a per-layer basis.Although in
practicalWSNs,suchas thosebasedon Berkeley Mica2 and
Mica2dotMotes(SensorNodes),which useTinyOSplatform,
there doesnot exist a clear notion for demarcatingbetween
the various layers,but a clear understandingof WSN secu-
rity certainly requiresan abstractlayer basedclassi�cation.
TinyOS speci�cations divide the communicationstack into
3 major layers - Radio Stack (or the Physical Layer), the
MAC layer (Data Link Layer which dealswith issuessuch
aspower control, time schedulingandsynchronizationamong
the nodes)andthe Application Layer (which is quite speci�c
to the usageanddeploymentenvironmentof the WSN).

I I . SECURITY RESEARCH IN WSN: A LAYER BASED

SURVEY

Beforecategorizing the ongoingresearchin WSN security
on thebasisof differentlayers,it is worth importantto discuss
the various key managementschemesavailable in literature
and their applicability to WSNs.

A. Key Managementin WSN

1) Challenges to Key Management in WSN: Some of
the major constraintswhich prevent from traditional key
managementand distribution schemesto be applicable to
WSN canbe enumeratedas follows:

² Limited ProcessingandMemory
A Berkeley Mica2 Mote has a tiny Atmega
Microprocessor and 128 KBytes of programmable
�ash memory. Hence,runningcomputationallyintensive
cryptographic algorithms over such tiny embedded
systemdevices is infeasible.Public key cryptography is
thereforealmostruled out for servingsecurityin WSNs.

² Scalability
A typical WSN may contain from hundreds to
thousandsof sensornodes.So any protocol used for
key managementanddistribution shouldbe adaptableto
suchscales.

² UniqueCommunicationPatterns
Sensornodesin a WSN possessa uniquecommunication
pattern.Therefore,securityprotocolsandmostimportant
the key managementshould take careof thesepatterns.
In a WSN, most of the communication links are
establishedbetweena sensornode and the basestation
or betweena sensornodeandan aggregator node.

2) Key ManagementSchemes- A Survey: Following are
themajor key distribution andmanagementschemesavailable
in literaturefor traditionalcomputersecurity.

² NetworkWide Shared Key
This is one of the simplestscheme,in which a single
network wide symmetrickey is usedby every node.Here
key distribution is almost absentand there is minimal
communicationoverheadfor key management.All the
nodesuse this key to establishsecurecommunication
links. However, this scheme is not resilient to the
simplest single node compromiseattack. An adversary
can extract the network wide sharedkey by capturinga
singlenode.

² MasterKey and Link Keys



In this schemeevery nodein thenetwork is precon�gured
with a masterkey. Using this masterkey, every node
fetches a set of link keys correspondingto its each
communicationlink with othernodes.The links between
the nodesare now securedusing the keys from this set
andthe network masterkey is erasedfrom all the nodes.
This is resilient to a single node compromiseattack.
However addition of new nodesis not possiblebecause
oncethe masterkey is erasedfrom all the nodesin the
network, the link keys cannot be securely transmitted
over the network.

² Public Key Cryptography
Schemes such as Dif�e Hellman propose a very
good solution for key managementand distribution in
traditionalwirelessnetworks. However, the memoryand
processingconstraintsof these tiny devices rule out
the possibility for using schemesbasedon public key
cryptography.

² Precon�gured SymmetricKeys
In this scheme, every node in the network is
precon�gured with a set of link keys with which
it will establishsecurelinks with othernodes.However,
this schemeis not scalableas every nodehasto storen
(n - 1)/2 keys, if n is thenumberof nodesin thenetwork.

² BootstrappingKeys
This schemeallows an on-demandkey generationfor
a secureconnectionestablishedbetweenthe nodes.If
a node has to communicatewith any other node other
than the basestation,it will requestfor a link key from
the basestation. Base station will respondwith a key
which will be used for further communication.Again,
this schemesuffers from single point of failure as base
stationhasto maintaina databasefor the link keys.

3) PairwiseRandomKey Pre-distribution Protocol: This is
oneof therecentlydevelopedkey managementanddistribution
protocol for WSNs [Du03]. In this scheme,the systemhasa
large pool of symmetrickeys. A randomsubsetout of this
pool is distributed to eachsensornode.Now, two nodescan
communicatewith eachother if they have a commonshared
key.

So there is an associatedsetupprobability for every com-
municationlink. This probability is maximizedusing certain
optimizationsover the protocol. However, once a majority
of nodes have been compromisedwith the adversary, the
completesetof symmetrickeys canbe reconstructed.

Researchin WSN key distribution and managementis
thereforefocussedon two major issues.First is with providing
sophisticatedhardware supportwhich can allow public key
cryptographicalalgorithms to run ef�ciently on these tiny
devices. Another focus is to develop better randomkey pre-
distribution protocolswhich canmaximizethe associatedlink
probabilitiesandalsoinhibit thereconstructionof thecomplete

Fig. 1. Routingaroundthe mappedJAM Region in a WSN.

setof link keys from oneof its subsets.

B. Physical Layer Security

1) JammingAttacks: This is oneof the Denial of Service
Attacks in which the adversary attemptsto disrupt the op-
erationof the network by broadcastinga high-energy signal.
Hence,if thetransmissionis powerful enough,entirenetwork's
communicationcan be jammed. The defensemechanisms
proposedin literatureagainst this attackusespread-spectrum
techniquesfor radio communication,so that the transmitter
can communicateover a different cryptographicallysecure
spectrumrange.

Handlingjammingover the MAC layer requiresAdmission
Control Mechanismsso that requestsintendedto exhaustthe
power reservesof a nodecanbe ignored.Network layerdeals
with it, by mapping the jammed area in the network and
routing aroundthe area,as can be observed in Fig. 1. The
jammmedregion canbe mappedusinga framework proposed
by A. Wood [Wood03].So that is much of detectioninstead
of prevention. Other than jamming attacks there are radio
interferenceattacksin which the adversary either produces
large amountsof interferenceintermittently or persistently.
Recentlynew techniqueshave beendevelopedto handlethis
issue,throughthe useof symmetrickey algorithmsin which
the disclosureof the keys is delayedby sometime interval.

C. MAC (Link) Layer Security

1) ContinuousChannelAccess(Exhaustion): In this kind
of attackwhich is alsomuchprevalentin almostany Wireless
Network, being it 802.11 - based communicationor any
other, a malicious node disrupts the Media AccessControl
protocol,by continuouslyrequestingor transmittingover the
channel.This eventually leadsa starvation for othernodesin
the network w.r.t channelaccess.This attackis usually done
by transmitting a large number of RTS (Requestto Send)
packets over the media. So it leads into multiple collisions
of the network packets, therebythe nodesdraining out their
power.

One of the countermeasuresto such an attack is Rate
Limiting asdescribedin [Wood02].Here,the network ignores
excessive requestswithout sendingexpensive radio transmis-
sions. This limit however cannot drop below the expected
maximumdatarate the network hasto support.This limit is
usually codedinto the protocol during the designphaseand
requiresadditionallogic also.



Fig. 2. TinySec:SecurityModes[Karl04]

2) Collision: This is very much similar to the continuous
channelattack discussedabove. However in this attack, the
adversarymay only needto induce a collision in one octet
of a transmission.A minutechangein the dataportion of the
packet will result in a checksumchange,hencerequiring an
expensive exponentialbackoff in someMAC protocols.

Error Correcting Codescan be used to tolerate variable
levels of corruptionsin the messagesat any layer. However
theseerror correctingcodescan only work upto a threshold
of corruption and they themselves induce additional
computationalandcommunicationalcosts.

3) Unfairness: Repeatedapplication of theseexhaustion
or collision basedMAC layer attacksor an abusive use of
cooperative MAC layer priority mechanisms,can lead into
unfairness. This kind of attack is a partial DoS attack, but
resultsin marginal performancedegradation.

One major defensive measureagainst such attacks,is the
usageof small frames, so that any individual nodeseizesthe
channelfor a smaller duration only. However the adversary
canstill causestarvationby frequentlyrequestingfor channel,
while othersgo on a randombackoff.

4) TinySec: This is a Link Layer EncryptionProtocol for
tiny devices such as sensornodes,developed at University
of California - Berkeley [Karl04]. This is very much similar
to its IPSec counterpart frequently used in the computer
networks of today. However, this works at MAC layer and
providesauthentication,accesscontrol andcon�dentiality.

It also works in 2 modes as is IpSec - TinySec - AE
and Auth Modesas shown in Fig. 2. TinySec's performance
evaluation has revealedan interestingphenomenathat most
of the performanceoverheadis attributed to the increasein
packet size. In comparison,cryptographiccomputationshave
very lessor no effect on the latency and throughput,because
they usuallyoverlapwith the transmission.

New mechanismsto supportphysical andMAC layer level
security in WSN are still neededto evolve. Somelike cryp-
tographically secure spreadspectrumradioswhich canwith-
standphysical layer jammingattacksneedto becommercially
available. Other defensemechanismswhich are resilient to

nodecapture attacksalsoneedto be devised.
TinySec and JAM frameworks are the two only major

defensemechanismswhich provide considerableprotectionat
link and physical layers. However thesetwo schemeshave
their assumptions,eg. theJAM framework [Wood03]assumes
single channel wireless communicationsuch that no other
communicationchannelis availablefor thelegitimatenodesto
communicateoncethe network hasbeenjammed.Moreover,
it also assumesthat only small portions of the WSN are
exposedto jamming. So even if multiple attackers perform
simultaneousjamming attacks, in-network mapping is still
possibleasit is assumedthat thewholenetwork will never be
jammed.Suchassumptionsmayor maynot betruedepending
uponthe intensityof the attack.Hence,new schemesneedto
be devisedwhich aremuchmoreresilientandeffective.

D. Network Layer Security: SecureRouting

² DoSAttacks over the RoutingProtocols

Current routing protocolsin WSNs or even in Wireless
Ad hoc Networks are very susceptibleto DoS attacks.
The most simple among those is where the adversary
injects malicious routing information into the network.
This results in routing inconsistenciesleading to high
increase in end-to-end delays or even packet losses
in the network. A good solution to this is basedon
Authentication over the Network Layer, which may
guard against unauthenticated injections. However,
authenticationitself is not suf�cient if the adversary
replaysthe packetssentby legitimatenodes.

² NodeCapture Attacks

Routing protocols are highly susceptible to node
captureattacks.It is observed and analyzedthat even a
single node captureis suf�cient for an attacker to take
over the entire network. Unlike traditional networks,
where physical security can prevent such conditions,
sensor networks belong to extremely hostile and
unattendedenvironments.A recentwork hasshown that
the standardsensornodes,such as MICA2 motes,can
be compromisedin lessthanoneminute.Suchexposure
increasesthe possibility of attacker extracting secret
cryptographicalsecrets,modifying their programming
and even replacing them with malicious nodes under
their control.

Other than physical security, this problem requires
algorithmic solutions.A good solution to this problem
would de�nitely constitutea ground-breakingwork in
WSN. Networks resilient to such attackstypically use
statereplicationacrossthe network with majority voting
to detect inconsistencies.A simple example of this
approachis usingmultiple, independentpathsfor routing
the packetsandthendetectingfor inconsistenciesamong
the received packets.



Fig. 3. SecureGroupManagement:AggregatorsandBaseStation

The secondapproachto model node-captureresilient
networks, is by gathering multiple, redundant views
of the environment and cross checking them for
inconsistencies.Whenmany datavaluesor snapshotsof
the network are taken, a histogramis constructedand
extremeoutliers indicatemaliciousspoofeddata.

Another important broadcast authentication scheme
named¹ Tesla. It provides a multi-level mechanismto
withstand replay and denial of service attacks. This
scheme induces low overhead, tolerance of message
lossesand is highly scalable.

A more formal look at the problemof securerouting is
taken up again in sectionIII, which coversthe detailsof
differentnetwork layerattacksandtheir countermeasures.

E. High-level Security Mechanisms

² Secure Group Management

In-network processingof the raw data is performedin
WSNs by dividing the network into small groups and
analyzingthedataaggregatedat thegroupleaders.Sothe
group leaderhas to authenticatethe data it is receiving
from other nodesin the group.This requiresgroup key
management.However, addition or deletion of nodes
from the group leadsto more problems.Consequently,
secureprotocols for group managementare required.
Moreover theseprotocolshave to be necessarilyef�cient
relative to time,energy, computationandcommunication.
So the traditional group managementapproachesare
ruled out and novel algorithms are needed.Special
attention needs to be paid towards the security of
aggregator nodesand the basestationas shown in Fig.
3.

² Intrusion Detection

The problemof intrusion detectionis very important in
the caseof WSNs. Traditional approacheswhich do an
anomalyanalysisof the network at a few concentration
points, are expensive in terms of network's memory
and energy consumption.So there is a need for a
decentralized intrusion detection which can analyze

Fig. 4. Merkle HashTree:Aggregate-Commit-Prove Framework for Secure
InformationAggregation [Przy03]

the network characteristicsin a distributed fashion.
Moreover, there also exists a need to understandthe
cooperative natureof adversaryattacks.

² Secure InformationAggregation

Usually, a WSN consistsof a large number of sensor
nodeswhich aredeployed in someareadistantfrom the
homeserver. Thesesensornodesperformmeasurements
and route the information towards the base station.
However in orderto save the communicationbandwidth,
thesereadingsare aggregated at intermediatepoints in
thenetwork which arecalledasaggregators.Somesensor
networks have a single aggregator, which is usually the
basestation itself and otherssuch as [Madden02]have
multiple aggregators where each non-leaf node is an
aggregator, asalsoshown in Fig. 3.

In this setting, there are two major attacks over the
information being aggregated,as describedin [Przy03].
First is the stealthyattacks, in which the attacker's goal
is to make the home server accept false aggregation
results,which are very much different from the actual
results determinedby the measuredvalues. Moreover,
the attacker also wishes that the homing server is not
able to detect these changes.So he does not launch
a denial of service attack by not respondingwith the
aggregatedvaluesat all.

Stealthy Attacks are much more dif�cult to detect.
[Przy03] tackle this problem by using an aggregate-
commit-prove strategy which is basedon a variant of
Merkle Hash Tree basedinformation aggregation and
authentication,as shown in Fig. 4. The aggregator con-
structsa merkle hashtree over the measuredvaluesas
the leaf nodes.

F. DoS Attacks in a WSN

Most of DoSAttacks in WSNshave beenalreadydiscussed
under the categories of Physical Layer (JammingAttacks),



Link Layer (Exhaustion, Unfairness and Collision) and
Network Layer (Homing and Misdirection, Black Hole
Attacks).However two major DoSAttacks have not beenstill
discussed.Theseactuallyfall underthe category of Transport
Layer Security.

² Flooding Attacks

Flooding Attacks producessevere resourceconstraints
for legitimate nodes.Two major countermeasureshave
beendevised to tacklesuchkind of attacks.

Limiting the numberof connectionswhich a node can
make prevents complete resourceexhaustion.But this
would interferewith all the otherprocessesat the victim
and will prevent the legitimate clients to connectto the
victim.

Another solution is basedon an idea of Client Puzzles
[Aura00]. Consideringtheserver-client model,theserver
createsand distributes puzzles to the potential clients
wishing to connectto it. So, in this manneran adversary
mustthereforecommit for morecomputationalresources
per unit time to �ood the server with valid connections.
Under heavy load, the server could increasethe scale
of puzzlesto require even more work by the potential
clients.

² DesynchronizationAttacks

In this attack,the adversaryrepeatedlyforgesmessages
to one or both end points which requesttransmission
of missed frames. Hence, these messagesare again
transmitted and if the adversary maintain a proper
timing, it can prevent the end points from exchanging
any useful information. This will causea considerable
drainageof energy of legitimatenodesin the network in
an end lesssynchronization-recovery protocol.

Onesolutionto counterthisattackrequiresauthentication
for all packets exchanged,including all control �elds
in the transport header which represent information
for missed frames and sequencenumbers. The end
points can now detect a Desynchronization Attack as
the adversary cannot provide a modi�ed packet with
unmodi�ed andauthenticheaderinformation.

I I I . THE PROBLEM OF SECURE ROUTING IN WSN: A
FORMAL LOOK

The most importantsecurity issuein WSNs is its inherent
security limitations relative to routing. Before discussingthe
variouspossibleattacksandtheir countermeasuresin a WSN,
a brief formalization of general Wireless SensorNetwork
assumptions,trust requirementsandsecuritygoalsto achieve,
is very muchneeded.

A. Network Assumptionsand Trust Requirements

Like all other wireless networks, three major security
vulnerabilitiesexist in WSN too, due to the insecureradio
links. Firstly, the attackers can eavesdrop on the radio
transmissions.Second,they can inject malicious bits over
the channel.Thirdly, they can replay the previously heard
packets. It is quite reasonableto make the assumption
that if the defender can deploy many sensor nodes, so
can the adversary. We also assumethat if the attacker can
compromisea node,he canextract all the key material,code
anddatastoredon thatnodeandcanevenreplaceor modify it.

The major trust requirementsfor the issueof security in
WSN are related to the behavior of the aggregation points
in the network - whetherit is the BaseStation(s)which acts
like a bridge betweenthe sensornetwork and the outside
world, or it is someaggregation nodein the WSN itself. The
securityand trustworthinessof thesenodesin a WSN are of
utmost importance.Hence, we assumethat nodescan rely
on routing or any other information from the basestations
and the data aggregation points in the network. However in
some situations,aggregation points may not be considered
trustworthy.

B. Threat Models

As discussedin [Karl03], securitythreatsin a WSN canbe
divided into two major categories- Mote ClassAttackers and
the LaptopClassAttackers. Anotherdivision canbe basedon
the basisof Insider Attacks andOutsiderAttacks.

Mote ClassAttackers possessthe capabilitiessimilar to a
sensornodeor a few sensornodes.However, a laptop class
attacker may have an accessto more powerful devices, such
as laptops. Hence, they possesshigher processingpower,
betterradio transmittersandmoresensitive antennas.

Outsider attacks are more common in WSN, where the
attackerhadnospecialaccessesto thesystemin thebeginning.
However insiderattackscanbemuchmoredangerousthanthe
outsiderones.Insider attackscan be mountedfrom compro-
mised nodesrunning malicious code and are much dif�cult
to detect.Thesecan also be mountedfrom moteswhosekey
material,codeor the datahasbeenstolenby the adversary.

C. Attacks on Routing in WSN

Most of the network layer attackscan be categorized into
the following classesof attacks.

² SelectiveForwarding

WSNs are usually multi-hop networks and hence
basedon the assumptionthat the participatingnodeswill
forward the messagesfaithfully. Malicious or attacking
nodescanhowever refuseto routecertainmessagesand



drop them. If they drop all the packets through them,
then it is called a Black Hole Attack. However if they
selectively forward the packets,thenit is calledselective
forwarding. These attacks are typically most effective
when the attacker is explicitly includedon the pathof a
data�o w. However, an attacker may alsobe able to jam
the network by simply causingcollisions of packets of
interest.

To include himself on the path of the data �o w,
the adversary can use two major strategies which
correspond to the Sink Hole Attacks and the Sybil
Attacks.

² SinkHole Attacks

Sink Hole attacks are based on the idea that the
adversary can lure some or most of the traf�c in a
certain region of the network, by spoo�ng or replaying
an advertisementfor a high quality link to the base
station. Some routing protocols try to verify the
bidirectional reliability of a route with end to end
acknowledgementswhich contain information regarding
the reliability or latency information.Whenwe consider
the laptop-classadversarieswith a powerful transmitter
which canactuallyprovide a high quality link betweena
nodeand the basestation,then the adversarycan easily
dupethe othernodes.

The adversarycreatesa large sphere of in�uence, which
will attract all traf�c destined for the base station
from nodeswhich may be several hops away from the
compromisednode.

² Sybil Attack

In this attack,a single nodepresentsmultiple identities
to all other nodesin the WSN. This may misleadother
nodes,andhenceroutesbelievedto bedisjoint w.r.t. node
can have the sameadversary node. This attack poses
a major concernfor Geographical Routing Algorithms
which requirethe location of a nodeto ef�ciently route
the message.If the sameadversarynodeshows as to be
at more thanoneplace,thenmostof the geographically
addressedpacketswill get routedto this adversarynode,
leadingto Selective Forwarding.

² WormholeAttacks

An adversary can tunnel messagesreceived in one
part of the network over a low latency link and replay
themin anotherpartof thenetwork. This is usuallydone
with the coordinationof two adversarynodes,wherethe
nodestry to understatetheir distancefrom eachother,
by broadcastingpackets along an out-of-boundchannel
availableonly to the attacker.

As shown in Fig. 5, this is an example of Worm Hole
Attack on TinyOS Beaconingbasedrouting protocol,
in which a tree is created with the base station as
the root and all other nodes communicate through
their parentsto the basestation. Here as seen in the
�gure, two adversariesmislead the other nodesin the
network by using a powerful out-of-bound channel
between them. Hence a node which is much far
(several hops) to the base station, gets the view that
if it uses the adversariesalong the routing path, then
it will beableto reachthebasestationin just a few hops.

D. SecureRouting: Countermeasures

Now as we have discussedsome of the major attacks
on WSN routing protocols, we can proceed to know the
techniquesavailable in literatureto counterthem.

² SelectiveForwarding

A compromised node can be forced to be always
at a data �o w path and hence launch a selective
forwarding attack as discussed earlier. Two major
countermeasuresexist for suchattacks.

Multipath routing can be used in combination with
random selection of paths to destination, to counter
selective forwarding attacks. Packets routed over n
disjoint paths which have no common node, are
completelyprotectedagainstselective forwardingattacks
involving atmost n compromisednodes and are still
probabilisticallysafefor over n compromisednodes.

As �nding completelydisjoint paths is relatively hard,
braided pathscan be usedwhich representpathswhich
have no common link or which do not have two
consecutive commonnodes.Theseprovide probabilistic
protection against selective forwarding attacks. This
schemewhen integrated with dynamic choice for next
hop at every intermediatenodefor a packet will further
reducethe chancesof a selective forwardingattack.

² SinkHole and Worm Hole Attacks

Sinkhole and Wormhole Attacks are very dif�cult
to detect esp. in WSNs which use a routing protocol
in which routes are based on advertised information
such as remainingenergy or an estimateof end-to-end
reliability or minimum hop count to basestation.

A classof routing protocolswhich is resilient to such
kind of attacks is basedon the geographicallocation
of the nodes, eg. GPSR (Greedy Perimeter Stateless
Routing) [Karp00] and GEAR (Geographicand Energy
Aware Routing) [Yu01] protocols. These geographic



routing protocols are able to �gure out the actual
location of the adversarynodesand do not rely on the
misleadingadvertisementsby them. Hencethe traf�c is
routedto the basestationalong a path which is always
geographicallyshortest.

Another techniqueproposedin literature[Hu02], is able
to tackle wormholeattacksbut requiresvery tight time
synchronizationamongthe nodeswhich is infeasiblein
practicalenvironments.

² Sybil Attacks

Identity veri�cation is imperative to detectand mitigate
sybil attacksin a WSN. In a traditionalnetwork, identity
veri�cation canbe doneusinga singlesharedsymmetric
key andpublic key algorithms.However this is infeasible
for WSN dueto computationalconstraints.

One of the major countermeasuresto Sybil Attack
[Douc00]is by using a unique sharedsymmetric key
for each node with the basestation. In this way, two
nodescan use a Needham- Schroeder like protocol to
verify eachother's identity and then setupa sharedkey
to implement an authenticated,secure and encrypted
link between them. In this scheme,when a node is
compromised,it will be then restrictedto communicate
only with its veri�ed neighbors. In this way, the
compromisednodeis only presenton the data�o w path
of a limited number of nodes, thereby mitigating the
affectsof Sybil Attack.

So,in orderto ensurethatno insidernodein thenetwork
is able to verify and authenticateitself with every other
node in the network, the basestation can always limit
the numberof neighborswith which a node is allowed
to have sharedkeys. In this way, the affects of Sybil
Attack canbe mitigated.

² AuthenticatedBroadcastand Flooding

Hello �ood attacks and acknowledgement spoo�ng
also form a major category of attacks on routing
protocols in WSNs. Authenticationis the key solution
to such attacks. Authenticated broadcast protocols
such as ¹ Tesla [Perrig01] are examples of ef�cient
protocolswhich althoughbeingbasedon symmetrickey
cryptography requiresminimal packet overheads.¹ Tesla
achieves the asymmetry necessaryfor authenticated
broadcastand �ooding by using delayedkey disclosure.
Replay is prevented becausemessagesauthenticated
with previously disclosed keys are discarded.¹ Tesla
alsohasthe advantagethat it doesnot requiretight time
synchronizationbetweenthe nodesin a WSN.

The downsides of �ooding, namely high messaging

Fig. 5. WormholeAttack on a TinyOS Beaconingbasedrouting protocol in
a WSN.

and energy costs,as well as potential lossescausedby
collisions, are taken care in recent techniquessuch as
SPIN [Kulik02] and other gossipingalgorithms.These
protocols reduce messagingand collision overheads
and still provide robust probabilistic disseminationof
messagesto every nodein the network.

E. Summary

Many techniques such as Link Layer encryption and
authentication,multipath routing, identity veri�cation and
authenticatedbroadcastseemto be goodsolutionfor security
in a WSN. However, attackssuchasSinkholeandWormholes
pose lots of challengesto securerouting protocol design.
GeographicRouting Protocols is one example of routing
protocols which are able to withstand most of the WSN
routing based attacks, as the legitimate nodes are able
to estimate the location of the adversary nodes. Hence
attacks such as Sybil are rendered ineffective. Effective
countermeasuresarestill lacking against theseattacks,which
can be applied after the design of these routing protocols
has completed.So there exist a severe needto designsuch
routing protocolsin which theseattacksare ineffective.

IV. POTENTIAL IDEAS AND CRITIQUE

A. Node AddressHopping

In sensornetworks, every mote (node) is assigneda node
id within a rangesay [1,n]. Now, let us assumean attacker
inserts a malicious node (intrusion) in the network which
launchesa Denial of ServiceAttack on the routing protocol
by injecting misleading routing packets in the network
destinedfor nodes with addressesin this range. However,
if we do a periodic hopping of the Range of Node Ids,
for example we use a Memory-LessRandom Distribution
for generatinga new set of Node Ids for the n nodes in
our network. Then it could becomequite dif�cult for the
malicious node to introduce routing inconsistenciesin the
network. This mechanismis used in real networks, but is
novel to the areaof WSNs.

The major advantage is that this is a simple but very
ef�cient solution to both the problemsof Network Intrusion
andDenial of ServiceAttackson RoutingProtocols.This has
very low overheadsas we do not needthe routing tablesto
be resentand updated,as every nodewhich is not malicious
can easily predict the new node ids of its neighboursbased



on the generatingfunction. This is also scalableas thereare
no constraintsover the availablenodeid spacein the present
WSNs.However thereis a minor computationaloverheadof
this schemedue to the local updatationsat eachnode. We
assumethat time synchronizationis already presentin the
network, which is usually the case.

B. Periodic Authentication

Network Layout: We have a sensornetwork of n nodes
where the nodes are assignedNode Ids 1 to n. We have
a key-establishmentand trust setup in the network which
is either basedon a single network-wide sharedsymmetric
key or a large pool of symmetric keys in a random-key
pre-distribution protocol.

Attack: We supposethere is a network intrusion attack,
where the attacker insertsa Malicious Node in the network
with a node id in the range[1,n]. We also assumethat the
secretinformation which was presentin the network prior to
intrusionhasalsobeencompromisedwith the intruder.

This secret information can be a single network-wide
shared symmetric key in the most trivial trust protocol.
Or it can be even a major subsetof randomly distributed
symmetrickeys in caseof the random- key pre-distribution
protocol. So our basic problem now converges to how to
detect the Malicious Node, even if it has got hold of this
secretinformation.All the authenticationmechanismswhich
relied on this secretinformation will fail, whether it is the
TinySec(MAC layer level authentication)or it is a Network
Layer Level Encryptionof DataPayload.

Possible Solution: Our major problem is to detect the
Malicious Node,onceit hasenteredthe network andgot hold
of the secretinformation (say S-old). So when, one level of
authenticationhasfailed,we needa mechanismto detectthis.
A possiblesolutioncanbeto haveanotherlayerof a ”periodic”
authenticationscheme(sayP-Auth), which getsinvoked after
certain intervals of time and the secretinformation (say SP)
for this is generatedon the �y , usinga mechanismwhich we
assumeis not compromisedwith theintruder. This mechanism
canbeassimpleasusingS-oldin reversedorderasSP. SPcan
be even generatedon the �y asa function f(P, S-old) whereP
is the numberof periodic intervals elapsedsincethe network
cameinto being.
There are two major reasonsfor the correctnessof this
solution:

² We are invoking this P-Auth protocol periodically and
its secretinformation is generatedon the �y . Hencethe
malicious node which we supposehas got hold of the
older secretinformation S-old, will still not be able to
passthis P-Auth test as we assumethat an intruder can
get hold of the embeddedsecretkeys and information,
but not the mechanism.

Fig. 6. Berkeley Mica2 SensorMotes in Action

² Moreover as this mechanismis invoked periodically
amongall the network nodesexcept the maliciousnode,
we are sure that at the next periodic instance,we can
be sure to detectthe maliciousnode in the system.We
can even the reducethe overheadsby only running this
protocolover a randomfraction of selectednodesin the
network.

V. CONCLUSION

The challengingconstraintsanddemandinghostiledeploy-
ment environments,make network security in WSNs more
challengingas comparedto the traditional networks. Many
problemshave their solutionsusing asymmetrickey or com-
putationally intensive protocols, but they do not suite the
requirementsof these tiny power and memory constrained
devices.Hencetherestill exist a major needto evolve novel
securitytechniquesfor WSNswhich aremuchmoreef�cient
andtake careof theconstraintsof thesetiny devices.Through
this study, we have exploredthecurrentresearchpotentialand
its future directionsin this �eld of Security in WSNs,along
with a critical analysisof the presentsecuritymechanisms.
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