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program binary

… 55 89 e5 83 ec 2c 57 56 53 8b 45 0c 8b 00 a3 90 a3 05 08 85 c0 74 2b 83 c4 … 

push ebp  mov esp, ebp  sub 0x2c, esp  ...

in 0x83,eax  in [dx],al  sub 0x57,al  ...

[AAAI 2008]

Model compiler-specific “function entry points”

Compute max-likelihood labels P (addr is FEP| . . . ,λ) ∝ · · ·

F1 from .86 - .99 depending on compiler 
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Color bit field 

214 possible colors

14 instruction categories

sparse in practice
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[PASTE 2010]

program binary

… 55 89 e5 83 ec 2c 57 56 53 8b 45 0c 8b 00 a3 90 a3 05 08 85 c0 74 2b 83 c4 … 

Compiler labels modeled as CRF...
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...

yi yi-1 yj yj+1sequence labels ∈ {icc,gcc,...,data}

[PASTE 2010]

94% accuracy labeling mixed-compiler sequences

+18% accuracy increase in function finding

program binary
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01001
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[ISSTA 2011]

compiler family
GNU, Intel, 
Microsoft

source language version optimization level

C, C++, Fortran [several] low, high

functions

s1 s2 s3 ...

c1 c2 c3 ...

o1 o2 o3 ...

v1 v2 v3 ...

language

family

optimization

version

idioms + graphlets
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1.  Author labels 2. Parallel corpus
3. Linguistic 

homogeneity

(CS 537)

4 16

several contest years

8-16 programs per contestant

C and C++ programs

4 16

C programs

some provided/template code

Ideal:
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54,705 idioms

37,358 graphlets

117,997 supergraphlets

8,062 call graphlets152 library calls
1,900 features

20 random 
programmers

94.7% 93.7% 84.3%Top-5

CJ 2009 CJ 2010 CS 537

77.8% 76.8% 38.4%Exact

1. CS537 has much less data
2.  Template code + instructor 

guidance confound results

Students have less distinctive styles?

x 20 experiments
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D
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Large-margin Nearest 
Neighbors (LMNN)

Weinberger, Saul 2009

semi-definite program ☹
one-time cost☺
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[0,1] → 1 is better
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Program Modeling

Compiler Toolchain

Authorship Attribution

Outline

Future Directions
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semi-open world provenance

component sharing (e.g. command and control)

programmer movement between groups
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Component models
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semi-open world provenance

component sharing (e.g. command and control)

programmer movement between groups

mixture of styles

01110101101
01010101011
10101001010
10111000100
10010110101
10011010101
01010101001

01110101101
01010101011
10101001010
10111000100
10010110101
10011010101
01010101001

style vs. functionality?

infinite mixture models

interpreting style clusters
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program binaries
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