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Abstract

False alarms and timely identification of new attacks are dfvthe biggest challenges to the
effective use of network intrusion detection systems (NLDS potential means for addressing
these shortcomings in modern NIDS is employing multiplstriiuted network intrusion detection
systems (DNIDS). In this paper we consider the potentiakbienof DNIDS by addressing two
open problems. The first problem is how to combine data fronitiphel intrusion sensors in a
network. This is known as the fusion problem. The secondlprobs how to identify the most
important data provided by multiple sensors in a networkis Thknown as the filtering problem.
We develop a series of analytic and simulation models tosastbe potential benefits of DNIDS
for reducing false alarms and improving timeliness of déecfor different fusion and filtering
strategies. Our analysis explores the trade-offs wherifuand filtering are used together and
shows that significant improvements are possible.

1 Introduction

Malicious traffic in the form of self-propagating worms, waées, port scans and denial of service
attacks is a profound threat to both the Internet itself anithé infrastructures that use the Internet for
communication. Unfortunately, protecting networks froralitious traffic remains a vexing problem
in both the research and operational communities. Curresttggractices for protecting networks from
malicious traffic are to deploy a multi-layered securityrastructure that includes network intrusion
detection systems (NIDS). While NIDS are useful for idgnitig malicious activity in a network, they
generally suffer from two major drawbacks: high false alaates and perspective from a single vantage
point, which limits their ability to detect distributed onardinated attacks.

One promising approach to addressing the above-mentitroettemings is through the useaif-
tributed network intrusion detection syste(@NIDS). A DNIDS is composed of diverse set of sensors
that coordinate to identify malicious traffic. Sensor dsmrappears in three formgformation, tem-
poral , andgeographical Different sensors can measure different features of métwaffic or might
use different detection algorithme., they can provide fundamentally different information abthe
network traffic (hence the term information diversity), ainican be used to improve intrusion detection
capabilities. Since many attacks consist of multiple stepssor measurements can become correlated
across time (hence the term temporal diversity). Cormdasiensor readings or events that occur at
different times can also lead to improved intrusion detectiSeveral classes of malicious traffic (such
as worms) can have a widespread effect in the network. Tlmsoss that monitor different sets of
network addresses will have a “similar” affect on their mgament under such widespread attacks
(hence the term geographical diversity). In the contexintfusion detection, geographical diversity
can be used to improve both the time-to-detection and fsen rate. Our focus for this work is to
investigate how to combine data from geographically ded8lIDS in order to improve false-alarm
rates and timeliness in detecting attacks.



In this paper, we use simple models for summarizirey,(filtering and combiningi(e., fusing data
in DNIDS in order to explore the problem space. Our approadb iconsider statistical (as opposed
to signature-based) intrusion detection using threshgldie., an alarm is raised if a sensor reading
goes above a specified threshold. In such a system, a falee iglaefined as an alarm raised during
normal conditions. The primary reason for false alarmsatisgtical detection systems is the variance
of network traffic during normal operations. Therefote,reduce the false-alarm rate of statistical
detection in DNIDS it is very important to reduce the variamd the normal traffic

We assume that we havé identical sensors located at different geographical #ites an alarm is
raised at a central site if the average reading of the seegoeeds a threshold Since the sensors are
deployed at different sites, averaging their readings khealuce the variance of the normal component
of the traffic. Moreover, since the attack component of théitr typically is correlated at different
sites, averaging should not affect (sometimes increakesydriance of the attack component. Thus,
the questions become what is the granularity of the datastiaild be passed to the central site and
how should the data be combined at the central site? To thihtthis paper makes the following
contributions:

 Analytical formulation: Sectior B provides an analytical formulation for studying teduction
in the false-alarm rate by averaging readings across \&8ensors.

e Simulation analysis: Section[# provides a simulation-based evaluation of theaghpn false
alarm rate and timeliness of detection using two differeathmads for filtering and fusion.

2 Related Work

2.1 Network Traffic Characteristics

General properties of Internet traffic have been studiezhsly for many years - standard references
include [8/22[ 14]. These studies have been focused onlissiialy baselines or invariant properties
for typical network traffic behavior in the wide area. We dramvthese studies both as a means for un-
derstanding the characteristics of benign network traffatta inform our choices for generating traffic
in our simulation experiments. One of the most importantlisgelating to our work is that typical
network traffic has self-similar scaling properties.( high variability) which significantly complicates
detection of anomalies via statistical means.

A good deal of work has also been done to characterize Iritgrtnesion and attack activity. Moore
et al.[19] examined the prevalence of denial-of-service attadisg backscatter analysis. [n[17], the
authors analyze the details of the Code Red worm outbrealp@oviie important perspective on the
speed of worm propagation. In a follow-on work, Moatal. [18] provide insights on the speed
at which counter measures would have to be installed to iintiib spread of worms like Code Red.
In [B5], Yegneswarart al. explore the statistical characteristics of Internet isitba activity from a
global perspective. A related study of unwanted Interredfity, i.e., Internet background radiation
is presented in[[21]. Background radiation consists primaf scans and the remnants of worms
traffic that continually cycle throughout the Internet. &ig, the profiles of worm outbreaks have been
characterized in several papers including [2/7,7, 16]. Apantant contribution of these studies is the
development of models for the propagation and scanningvoahaf worms. In particular, the authors
in [27] demonstrate that the equations used to model epgrowth rates in finite systems of equally
vulnerable entities can be naturally adapted to the donfdimternet worms. These results also inform
our simulation models.



2.2 Anomaly, Attack and Intrusion Detection

A wide variety of techniques for detecting anomalies, &$zend intrusions have been developed and
investigated. The most common of these is misuse detectimchwis employed in standard network
intrusion detection systems including Snartl[24] and Er8]]2Wanget al. describe a interesting
method for detecting SYN flood attacks based on change peiiction [32]. Statistical methods
for network anomaly detection, the focus of our work, haverbmvestigated in_[1%, 25, 83]. Other
anomaly detection methods include information retrieé€gldlata mining([1B], inductive learning [28],
statistical signal processing based on change point d@tefC], and multiresolution analysis![5].
For a detailed treatment of network intrusion detectiom, rader can consult surveys and textbooks
including [1[20]. While all of this literature is related ¢oir study, our specific focus is on investigating
the problem space related to combining and analyzing datesinbutednetwork detection systems.

The problem of event recognition in distributed sensoremments continues to receive attention
in both the signal processing and sensor networking comimeaniOur intention to to investigate the
utility of the techniques developed in these studies in fhecHic context of Internet intrusions and
attacks. For example, Barkat and Varshney treat the probleitentifying events in a distributed
radar system where each device makes a local detectiorniateaisd sends these results to a fusion
center which then merges this data to make a final detecticiside using & out of n voting rule [6].
Chamberland and Veeravalli treat a similar problem in car@ésensor networks in[9]. A study with
a similar objective as ours but a different approach is desdrin [4]. That work proposes a change
point detection heuristic for identifying attacks usingalxom multiple sensors.

The general aspects of distributed network intrusion dietesystems (DNIDS) have been treated
in a number of papers including [25/3) L1} 12]. These stutyiecally treat the problems associated
with physical infrastructure required for measurement @mamunication in DNIDS as well as some
of aspects of treat detection in DNIDS. EMERALD is an exangfla modular DNIDS that includes
both monitoring and analysis components|[31]. The analysmponent of EMERALD uses both
signature-based and Bayesian methods to detect intrufdshseld.orgl[30] takes a completely differ-
ent approach to the DNIDS problem. Where as the systems iabieee (for the most part) target a
centralized security management authority, Dshield asdegs from NIDS and firewalls around the
Internet, aggregates them and then reports summariesrasiort and attack activity. System adminis-
trators can use this information to configure and tune thegiusty infrastructure. Finally, commercial
entities such as Symantec offer managed security and earhjing services to customers based on the
use of DNIDS [10]. While each of these systems and studieso# perspective on the problem of
distributed intrusion detection, none has taken a firstgglas approach to evaluating the capabilities
or utility of these systems against specific classes of threa

2.3 The DOMINO Infrastructure

In prior work we have developed a novel distributed intrasietection infrastructure which we call
DOMINO (Distributed Overlay for Monitoring InterNet Outbaks) [34]. DOMINO is a secure, scal-
able, robust data sharing infrastructure composed of adggaeous set of intrusion sensors distributed
around the Internet. DOMINOQO's objective is to improve timeks and accuracy of detecting malicious
traffic. The infrastructure itself is composed of a hier&rahset of systems with decreasing levels of
trust. As shown in Figuriel 1, DOMINO participants include:

» Axis overlay: The central component of DOMINO responsible for the bulk atedsharing and
connected via a peer-to-peer overlay network. All commation between the axis nodes and
between axis nodes and the satellites is authenticatexy®ad and facilitated via the DOMINO
summary exchange protocol.
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Figure 1. DOMINO Node Organization. Axis Figure 2: Empirical evaluation of reaction time
nodes participate in a peer-to-peer overlay networkor the SQL-Snake outbreak as more networks are
while satellite and terrestrial nodes form a hierarchyadded to a distributed detection system.

below.

 Satellite communities: Smaller networks of nodes that implement a version of the O™
communication protocol. These nodes are organized asartigrbelow an axis node or another
satellite node. Data from these nodes is considered to bérlesworthy than from axis nodes.

» Terrestrial contributers: The least trustworthy nodes in the network, but potentiallkarge
source of data.

The importance of DOMINO to this work is that it provides awvieonment to empirically test and
evaluate the fusion and filtering functions.

We performed an off-line analysis of the potential for amisited intrusion detection system like
DOMINO for reducing thereaction timefor attack detection in’[35]. That study used a set of logs
collected by Dshield.org during the time of the SQL-Snakiébaak in May 2002. (That worm was not
a rapid propagator compared to prior outbreaks like CodeadRddNimda.) To perform our evaluation,
we randomly selected 100 /24 networks and calculated thdyhaverage number of scans and the
average number of sources using port summary data of po8 (MS-SQL) for the first two weeks of
May. We definereaction timeas the elapsed time between thabreak inflection poinand the first
alarm after that point. The simple rules we chose for alarmegaion were:

» 200% increase in number scans from hourly average, and
* 100% increase in the number of sources from hourly aveage,

» number of sources is greater than five.

Figurel2 shows thdecrease in observed reaction tim&om an average of more than an hour with
a single node to almost zero as we add sufficient axis nodesa@matelys0).

3 Analytical Model

Let XV and X“ be random variables that model some feature of the netwaffctduring nor-
mal and attack conditions. Assume that the random variaseaon-negative (which is true for most
measurements, such as number of scans at a certain port)sp€hb#ic feature modeled by the ran-
dom variables depends on the attack being considered. Ban@g, for detecting worms the random
variables might represent the number of scans at the partavorm exploits.

For the rest of the section, we assume that we have a sensondinétors the specific feature of
the network traffic being modeled by”" and X“. Assume that the sensor raises an alarm using the
following simple thresholding schemRaise an alarm if the sensor measurement is above a threshold



t. In this case, the false-alarn¥’@) and the false-negativeF (V) rate are given by the following
expressions:

FA = PXY >0t
FN = P(X*<t)

False alarm rate is defined as the probability that an alamaisedduring normal conditions. Analo-
gously, the false-negative rate is defined as the probatilit an alarms not raisedduring conditions
that a network is under attack. For intrusion detection,dbgctive is a low false-alarm and false-
negative rate.
Let X be arandom variable. Chebyshev’s inequality is shown below
E(X?)

P(‘X|2k) < 7

Another formulation of the Chebyshev’s inequality is thédwing (wherey = E(X)):

Var(X)
L2

P(IX —p[=k) <

Assume that the threshotdis greater thanu = E(X?). Using Chebyshev’s inequality we get the
following upper bound on the false-alarm rate:

Var(X™N)
T (= p)p?

It is important to notice that the false-alarm rate is digeptoportional to the variance of the random
variableX”. If we set the thresholdequal tou + r/Var(X), then the false-alarm rate is bounded
by 5. AsVar(X") — 0, FA — 0, i.e, as the variance of the normal traffic goestahe false-alarm
rate goes td.

Assume that the random variab\&!, which models the specific network feature under attack con-
ditions, is the sum of two random variabl&s¥ (measurement under normal conditions) ah¢addi-
tional measurement caused due to an attaek) X4 = X + Z. In this case, we have the following
sequence of equations bounding the false-negative rate:

FA

FN = P(XN4ZzZ<t)
< P(XN<t)P(Z <)
= (1-FA) P(Z <)

The formula given above assumes that andZ are independent. Notice th&(Z < t) is the ideal
false-negative rate (denoted bByV,,..;); we cannot hope to do better than observing the “pure” lttac
traffic without normal traffic added to it. Also, notice &4 — 0, N — F'N,;.,. Moreover, as
Var(X") — 0, FA — 0. In other wordsas the variance of the normal traffi€ ¥ tends to0, the
false-negative rate tends to the ideal false-negative. ratence, reducing the variance of the normal
traffic lowers both the false-alarm and false-negative rate

3.1 Averaging sensor readings

Assume that we have sensors. Intuitively, these sensors measure networkctfaffia disjoint set of
addresses. LeX? and XY + Z; be the reading of sensémunder normal and attack conditions. We
make the following assumptions:



 The normal measuremeit?, - -- | X are independent and identically distributed (iid).

« Foralli andj, X}¥ andZ; are independent.

If X1,---,X, are random variables with finite varianegs - - - , o2, andS,, = X; +---, X,,, then
Var(S,) = Zai —i—QZCov(Xj,Xk) (@D)
k=1 >k

In particular, if theX; are mutually independent,
Var(S,) =0} + -+ 02

During the normal conditions the average of the sensor ngads given by the following expres-
sion:

n

Using equatiofil1 the variance afY is X, whereo?, is the variance of the normal traffic?. There-
fore, the false-alarm rate (which is given by the expresgioN ™ > t)) is bounded b%. Recall

that the false-alarm rate for the single sensor rate WanHﬂbe;—Qﬁ)Q. Hence by averaging the false
alarm rate was reduced by a factor of As noted before, reducing the variance of the normal traffic
reduces the false-alarm and false-negative rate. o

During the attack conditions the average of theensor measurements (denoted¥y) is given
by the following expression:

XA = XN4+7Z
In the expression given abova,is given by the following expression:

Zl+"'+Zn
n

7:

Assume thatZ;s are identically distributed and have variamge Let p; ; be the correlation coefficient
betweenZ; andZ;. Recall thatCov(Z;, Z;) andp; ; are related by the following equation:

pijoy = Cov(Z;, Z))
Using equatiofl]l the variance &fis given by the following expression:
— 1
Var(Z) = ﬁ(na% + 207%, Z; Pik)
J

Assume that the attack componefytare correlated,e., for all j andk, p;; > o for some0 < a < 1.

In this case, we have the following lower boundiéar(Z2):
Var(Z) > o%a

Notice that as1 — oo, Var(X¥) — 0 andVar(Z) — ac%. In other wordsas readings from more
sensors are averaged, the variance of the normal traffic goes to0 and the variance of the attack
traffic stays above a positive lower bound



4 Experimental Evaluation

We evaluate the performance trade-off of fusion and filgestrategies for worm detection in terms
of accuracy and overhead. Our metrics for accuracy are 1 @& to response (reaction time) and
2) average number of alerts generated during normal opagaffalse alarms). We estimate bandwidth
overhead as a function of the number of data units exchangtegebn the participating nodes.

4.1 Traffic Model

We begin our simulation analysis by selecting models fohbairmal and worm traffic. Her&(¢)
refers to the additional traffic introduced due to the owdhkréV(t) is the background noise traffic on a
particular port andX (t) is the aggregate traffic.

(2)

Volume of scans X(t)

Figure 3: Simulated Background and Worm Traffic for diffargriection rates )

Simulating worm traffic: Two well studied models for simulating worm traffic includeetsimple
homogeneous infection model$_[27] and the two-factor worodeh which extends the Kermack-
Mckendrick “classic epidemic model”. The primary diffepenis that the latter also considers the
clean-up of infected host§1[7]. We pick the former model fesimplicity and because we are primarily
concerned with decisions during the growth-phase of worthreakf. This growth rate of the volume
of scans is expressed by the logistic equation describevbel

oK (t=T)

= T ReT) ®)

We assume that due to variability in network connectivity &pology, there are “lags” that affect
when the inflection point of an outbreak is observed at aenmaiworks. We assume that this offset
follows a normal distribution. Thus the model for traffic thg an outbreak becomes:

a

eK(t-i—e—T)

1+ eK(t+e=T) (4)

In the above equatior is the infection rate}/ is volume of scans observed during peak infection,
T is the inflection point. As a point of reference, the valuesGodeRed outbreak whefle = 11.9,
K = 1.7 infections/hour. In our experiments, we fixand K to these values except in cases where
we explicitly state otherwise. The mean and variance of ffsebfunctione were fixed to be 0 and 0.3
respectively.

Z(t) =M

1The two-phase model might be more appropriate for very sfmeading worms like SQL-Snake where the percentage
of susceptible population and correspondingly infectimtie ) are very small.
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Simulating background noise: Our model for the background traffic is a Pareto distributian
commonly used heavy tailed distribution whose probabdawsity function is given as follows:

P(z) = ab®z—(@+D (5)

A noteworthy aspect is that far < 2 heavy tailed distributions, such as the Pareto distriljtio
have infinite variance. Here is referred to as the shape parameter aiglthe location parameter.
Figure 3 provides an example of the background and wormdrgéinerated at twenty nodes for three
different values of’, wherea was fixed atl.5 andb was fixed att.0 for these experiments.

4.2 Data Filtering Strategies

We begin by describing three strategies for exchanging iati@rmation in a distributed worm defense
infrastructure such as DOMINO.

» Scan Basis:A simple strategy is to exchange complete header informatiall scans that are
observed in the network. This represents maximal filteripgsénsor nodes. While such an
approach can provide high fidelity alerts and the flexibildyperform sophisticated analysis, it
might not be feasible due to privacy concerns or commurtnaiverhead.

* Summary Basis: An alternate strategy is to filter at sensors by summariziegvolume of ac-
tivity seen at various ports. The centralized server comighly aggregate the volume summaries
across all the sensdfsThis simple strategy makes sense when you have diversersgnswgid-
ing logs from networks of various sizes.

2This aggregation model is similar to the one adopted by DSBLErg.
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» Vote Basis: The final strategy we consider is one in which sensors makea ttecision and
then simply pass alert/ no-alert data to the central sefliee global decision function is then
parametrized simply by the votes sent by the participatodes. This strategy represents mini-
mal filtering by sensor nodes.

4.3 Measuring Communication Overhead

We first evaluate the overhead of the three filtering strategs a function of the number of data units
that are exchanged under the three strategies. We assunaetthg is trivial and hence set its weight to
1 data unit. Like voting, summaries grow linearly with thewher of nodes, and are simply a constant
sizeC' bigger than votes. We sét to be 100. Finally, data exchange for scan basis grows badth wi
the volume of traffic and the number of nodes. Here we assucteaditional scan corresponds to
one more data unit. The trade-off between data exchangeadimd)strategies is illustrated in Figure 4.
The results, in some sense, can also be thought of as repngsefiormation loss due to filtering and
thereby suggest compression methods as an interestirgioliréor future work.

4.4 Evaluating performance: Fusing Summaries

We first consider the performance implications of fusing swaries at a centralized server. Under this
scenario, our fusion algorithm generates a single gloteat dlthe signal to noise ratiGv) exceeds a
pre-defined threshol@). We estimate the/(¢) and N (¢) from X (¢) as follows:
t—1 .
X
N(t) = X(t) — % (6)
Now Z(t) can be simply obtained by subtractingt) from X (¢). Figure [5(a) shows the variance



of (w) at each site during the 20 hour simulation period and prevateintuition for pickingd. The
fundamental trade-off here is between false alarms antioedane. It seems thatvalues greater than
1.5 might be resilient to false alarms. A different perspecis provided by Figure15(b) that shows
how aggregating data from more nodes reduces varianceasfd results in a more reliable signal.
The impact off and additional sensors on reaction and time and false alarstsown in Figurél6.
This confirms our intuition from the previous graph:values between 1.5 and 2.0 provide reduced
reaction time without many false alarms. Tthealues chosen for the moving average detector might
be dependent on the underlying variance and we are invéatigather statistics such as the f-test that
normalizes for the variance.

4.5 Evaluating performance: Fusing Votes

We perform a similar evaluation of the performance of thet@eneration based on fusing votes. Each
individual sensor generates an alarm using the same thHdegh& global alert is raised if at least 20%
of the participants raise an alarm. Results for this stsaseg shown in Figurgl 7.

5 Conclusions

In this paper, we explored the problem of combining data fobstributed network sensors with
the goal of improving timeliness and accuracy in identifymitacks. The contribution of this work
is in defining the problem space, creating an analytic fraomkevior understanding the utility of dis-
tributed detection and demonstrating the utility of distited detection in simulation with two simple
threshold-based data fusion methods. Our analysis shatvsdambining data from distributed sensors
reduces the noise caused by benign traffic while enhancengitinal caused by the attack traffic. Our
simulations demonstrate that even simple summary datarf@sid voting schemes can be effective in
increasing timeliness of attack identification and in redgdalse alarm rates. These results indicate
that distributed detection methods have great promisedtariling networks from malicious attacks.

We are in the process of extending this work in three ways. firBeis in a deeper exploration
of the analytic methods for fusing data. It seems clear thatsanple threshold-based methods can
be improved. The second area of investigation is in applgungresults to empirical data that we are
collecting in conjunction with the DOMINO project. The tHiarea is to expand our analysis to include
both information and temporal diversity.
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