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IP	
  protocol	
  (IPv4)	
  

•  ConnecKonless	
  
– no	
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  guarantees	
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  Message	
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Classless	
  Inter-­‐Domain	
  rouKng	
  (CIDR)	
  

128.168.0.0/16	
  

a.b.c.d	
  /	
  x	
  	
  

x	
  indicates	
  number	
  of	
  bits	
  used	
  for	
  a	
  rouKng	
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IP	
  addresses	
  with	
  same	
  /x	
  prefix	
  share	
  some	
  porKon	
  of	
  route	
  



IP	
  and	
  CIDR	
  addressing	
  

backbone	
  

ISP1	
   ISP2	
  

Prefixes	
  used	
  to	
  setup	
  hierarchical	
  rouKng:	
  	
  
	
  -­‐	
  An	
  organizaKon	
  assigned	
  	
  	
  a.b.c.d/x	
  	
  
	
  -­‐	
  It	
  manages	
  addresses	
  prefixed	
  by	
  a.b.c.d/x	
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5.6.7.8	
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backbone	
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RouKng	
  has	
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  we’ll	
  get	
  to	
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  later	
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  -­‐	
  No	
  source	
  address	
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  -­‐	
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  spoofing	
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Spoofed	
  source	
  IPs	
  

ISP1	
   ISP2	
  	
  

A9acker	
  can	
  send	
  packet	
  with	
  fake	
  source	
  IP	
  
Packet	
  will	
  get	
  routed	
  correctly	
  
Replies	
  will	
  not	
  

1.2.3.4	
  

5.6.7.8	
  

Backbone	
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8.7.3.4	
  

source:	
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dest:	
  1.2.3.4	
  

Send	
  IP	
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  5.6.7.8	
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  an	
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  this?	
  



Denial	
  of	
  Service	
  using	
  	
  
spoofed	
  packets	
  

ISP1	
   ISP2	
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  to	
  use	
  ingress	
  filtering	
  to	
  prevent	
  simple	
  DoS	
  
	
  -­‐	
  A9acker	
  doesn’t	
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  packets	
  with	
  src	
  5.6.7.8	
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  less	
  effecKve	
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  Egress	
  filtering	
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  sKll	
  work	
  at	
  ISP2	
  



ReflecKon	
  a9acks	
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   ISP2	
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  a	
  valid	
  packet	
  sends	
  a	
  reply	
  to	
  8.7.3.4	
  
	
  -­‐	
  A9acker	
  can	
  bounce	
  an	
  a9ack	
  against	
  8.7.3.4	
  off	
  1.2.3.4	
  	
  
	
  -­‐	
  Frame	
  1.2.3.4	
  
	
  -­‐	
  Hides	
  a	
  single-­‐packet	
  exploit	
  even	
  be9er	
  	
  
	
   	
  (1.2.3.4	
  in	
  foreign	
  country)	
  

1.2.3.4	
  

5.6.7.8	
  

Backbone	
  	
  

ISP3	
  	
  

8.7.3.4	
  



Anonymous	
  single-­‐packet	
  	
  
a9acks	
  

ISP1	
   ISP2	
  	
  

1.2.3.4	
  contains	
  a	
  buffer	
  overflow	
  in	
  web	
  server	
  

1.2.3.4	
  

5.6.7.8	
  

Backbone	
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src:	
  8.7.3.4	
  
dst:	
  1.2.3.4	
  
	
  
HTTP/1.1	
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AAAAAAAAAAA….	
  

Untraceable	
  packet	
  of	
  death	
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dst:	
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HTTP/1.1	
  	
  GET	
  
exploit	
  buffer	
  

Untraceable	
  single-­‐packet	
  exploit	
  +	
  payload	
  



IPv4	
  fragmenKng	
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  of	
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  20	
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  up	
  to	
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  link	
  layers	
  only	
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  MTU	
  of	
  1500	
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IP	
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  of	
  next	
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  and	
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  packet	
  if	
  
necessary	
  into	
  smaller	
  chunk	
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8-­‐bit	
  	
  
Kme	
  to	
  live	
  (TTL)	
  

8-­‐bit	
  	
  
protocol	
  

16-­‐bit	
  	
  
header	
  checksum	
  

32-­‐bit	
  	
  
source	
  IP	
  address	
  

32-­‐bit	
  	
  
desKnaKon	
  IP	
  address	
  

opKons	
  (opKonal)	
  



IPv4	
  fragmenKng	
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Source-­‐specified	
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idenKfying	
  datagram	
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0	
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where	
  b1	
  	
  =	
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  Fragment	
  (0)	
  	
  /	
  Don’t	
  Fragment	
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  Fragment	
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  /	
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Fragment	
  offset	
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  8-­‐byte	
  
units	
  



FragmentaKon	
  a9acks	
  

ISP1	
   ISP2	
  	
  

FragmentaKon	
  is	
  a	
  mess:	
  
•  Teardrop	
  DoS	
  	
  (mangled	
  fragmentaKon	
  crashes	
  reconstrucKon	
  
	
  	
  	
  	
  	
  code).	
  Set	
  offsets	
  so	
  that	
  two	
  packets	
  have	
  overlapping	
  data	
  

1.2.3.4	
  

5.6.7.8	
  

Backbone	
  	
  

ISP3	
  	
  

8.7.3.4	
  



FragmentaKon	
  a9acks	
  

ISP1	
   ISP2	
  	
  

FragmentaKon	
  is	
  a	
  mess:	
  
•  Teardrop	
  DoS	
  	
  (mangled	
  fragmentaKon	
  crashes	
  reconstrucKon	
  
	
  	
  	
  	
  	
  code).	
  Set	
  offsets	
  so	
  that	
  two	
  packets	
  have	
  overlapping	
  data	
  
•  Such	
  manipulaKons	
  also	
  allow	
  avoiding	
  IDS	
  systems	
  

•  IDS	
  scans	
  packets	
  for	
  exploit	
  strings	
  
•  Add	
  random	
  data	
  into	
  packets,	
  overwrite	
  later	
  during	
  	
  
	
  	
  	
  	
  	
  reconstrucKon	
  due	
  to	
  overlapping	
  fragments	
  

•  DoS	
  by	
  filling	
  up	
  fragmentaKon	
  buffers	
  

1.2.3.4	
  

5.6.7.8	
  

Backbone	
  	
  

ISP3	
  	
  

8.7.3.4	
  



IP	
  traceback	
  

•  Spoofed	
  IPs	
  means	
  we	
  cannot	
  know	
  where	
  
packets	
  came	
  from	
  

•  IP	
  traceback	
  is	
  problem	
  of	
  determining	
  the	
  
originaKon	
  of	
  one	
  or	
  more	
  packets	
  



IP	
  traceback	
  

ISP1	
   ISP2	
  	
  

IP	
  traceback	
  approaches:	
  
•  Logging	
  –	
  each	
  router	
  keeps	
  logs	
  of	
  packets	
  going	
  by	
  
•  Input	
  debugging	
  –	
  feature	
  of	
  routers	
  allowing	
  filtering	
  egress	
  	
  
	
  	
  	
  	
  	
  port	
  traffic	
  based	
  on	
  ingress	
  port.	
  Associate	
  egress	
  with	
  ingress	
  	
  
•  Controlled	
  flooding	
  –	
  mount	
  your	
  own	
  DoS	
  on	
  links	
  selecKvely	
  to	
  
	
  	
  	
  	
  	
  see	
  how	
  it	
  affects	
  malicious	
  flood	
  
•  Marking	
  –	
  router	
  probabilisKcally	
  marks	
  packets	
  with	
  info	
  
•  ICMP	
  traceback	
  –	
  router	
  probabilisKcally	
  sends	
  ICMP	
  packet	
  
	
  	
  	
  	
  	
  with	
  info	
  to	
  desKnaKon	
  	
  

1.2.3.4	
  

5.6.7.8	
  

Backbone	
  	
  

ISP3	
  	
  

8.7.3.4	
  



IP	
  traceback	
  
Management Network Router Distributed Post-mortem Preventative/
overhead overhead overhead capability capability reactive

Ingress filtering Moderate Low Moderate N/A N/A Preventative
Link testing
Input debugging High Low High Good Poor Reactive
Controlled flooding Low High Low Poor Poor Reactive

Logging High Low High Excellent Excellent Reactive
ICMP Traceback Low Low Low Good Excellent Reactive
Marking Low Low Low Good Excellent Reactive

Table 1: Qualitative comparison of existing schemes for combating anonymous attacks and the probabilistic marking approach we
propose.

operators are not available, if they are unwilling to assist, or if they
do not have the appropriate technical skills and capabilities, then a
traceback may be slow or impossible to complete [21].

2.2.2 Controlled flooding
Burch and Cheswick have developed a link testing traceback tech-
nique that does not require any support from network operators [6].
We call this technique controlled flooding because it tests links by
flooding them with large bursts of traffic and observing how this
perturbs traffic from the attacker. Using a pre-generated “map”
of Internet topology, the victim coerces selected hosts along the
upstream route into iteratively flooding each incoming link on the
router closest to the victim. Since router buffers are shared, packets
traveling across the loaded link – including any sent by the attacker
– have an increased probability of being dropped. By observing
changes in the rate of packets received from the attacker, the victim
can therefore infer which link they arrived from. As with other link
testing schemes, the basic procedure is then applied recursively on
the next upstream router until the source is reached.

While the scheme is both ingenious and pragmatic, it has several
drawbacks and limitations. Most problematic among these is that
controlled flooding is itself a denial-of-service attack – exploiting
vulnerabilities in unsuspecting hosts to achieve its ends. This draw-
back alone makes it unsuitable for routine use. Also, controlled
flooding requires the victim to have a good topological map of large
sections of the Internet in addition to an associated list of “willing”
flooding hosts. As Burch and Cheswick note, controlled flooding
is also poorly suited for tracing distributed denial-of-service attacks
because the link-testing mechanism is inherently noisy and it can
be difficult to discern the set of paths being exploited when mul-
tiple upstream links are contributing to the attack. Finally, like all
link-testing schemes, controlled flooding is only effective at tracing
an on-going attack and cannot be used “post-mortem”.

2.3 Logging
An approach suggested in [37] and [41] is to log packets at key
routers and then use data mining techniques to determine the path
that the packets traversed. This scheme has the useful property that
it can trace an attack long after the attack has completed. However,
it also has obvious drawbacks, including potentially enormous re-
source requirements (possibly addressed by sampling) and a large
scale inter-provider database integration problem. We are unaware
of any commercial organizations using a fully operational trace-
back approach based on logging2.

Historically, the T3-NFSNET did log network-to-network traffic
statistics and these were used on at least one occasion to trace IP
spoofing attacks to an upstream provider [43].

2.4 ICMP Traceback
Since the first writing of this paper, a new traceback proposal bas
emerged based on the use of explicit router-generated ICMP trace-
back messages [4]. The principle idea in this scheme is for every
router to sample, with low probability (e.g., 1/20,000), one of the
packets it is forwarding and copy the contents into a special ICMP
traceback message including information about the adjacent routers
along the path to the destination. During a flooding-style attack,
the victim host can then use these messages to reconstruct a path
back to the attacker. This scheme has many benefits compared to
previous work and is in many ways similar to the packet marking
approach we have taken. However, there are several disadvantages
in the current design that complicate its use. Among these: ICMP
traffic is increasingly differentiated and may be filtered or rate lim-
ited differently from normal traffic, the ICMP Traceback message
relies on an input debugging capability (i.e. the ability to asso-
ciate a packet with the input port and/or MAC address on which
it arrived) that is not available in some router architectures, if only
some of the routers participate it seems difficult to positively “con-
nect” traceback messages from participating routers separated by a
non-participating router, and finally, it requires a key distribution
infrastructure to deal with the problem of attackers sending false
ICMP Traceback messages. That said, we believe that the scheme
is promising and that hybrid approaches combining it with some of
the algorithms we propose are likely to be quite effective.

3. OVERVIEW
Burch and Cheswick mention the possibility of tracing flooding at-
tacks by “marking” packets, either probabilistically or deterministi-
cally, with the addresses of the routers they traverse [6]. The victim
uses the information in the marked packets to trace an attack back
to its source. This approach has not been previously explored in any
depth, but has many potential advantages. It does not require inter-
active cooperation with ISPs and therefore avoids the high manage-
ment overhead of input debugging. Unlike controlled flooding, it
does not require significant additional network traffic and can po-
tentially be used to track multiple attacks. Moreover, like logging,
packet marking can be used to trace attacks “post-mortem” – long
after the attack has stopped. Finally, we have found that marking
algorithms can be implemented without incurring any significant
overhead on network routers. The remainder of this paper focuses
on fully exploring and characterizing this approach.

3.1 Definitions
Figure 1 depicts the network as seen from a victim . For the
purposes of this paper, may be a single host under attack, or a
network border device such as a firewall or intrusion detection sys-
tem that represents many such hosts. Every potential attack origin
is a leaf in a tree rooted at and every router is an internal
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  SMTP,	
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8-­‐bit	
  	
  
code	
  

ICMP	
  	
  
(Internet	
  Control	
  Message	
  Protocol)	
  

ICMP	
  message	
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  datagram	
  
containing	
  
UDP	
  datagram	
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hdr	
  

8-­‐bit	
  	
  
type	
  

16-­‐bit	
  	
  
checksum	
  

ICMP
hdr	
  

4-­‐byte	
  
more	
  of	
  header	
  (depends	
  on	
  type)	
  

message	
  …	
  



8-­‐bit	
  	
  
code	
  =	
  0	
  

ICMP	
  	
  
(Internet	
  Control	
  Message	
  Protocol)	
  

ICMP	
  message	
  

IP	
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containing	
  
UDP	
  datagram	
  

IP	
  
hdr	
  

8-­‐bit	
  	
  
type	
  (0	
  or	
  8)	
  

16-­‐bit	
  	
  
checksum	
  

ICMP
hdr	
  

Echo	
  request	
  (used	
  by	
  ping)	
  

16-­‐bit	
  	
  
sequence	
  number	
  

16-­‐bit	
  	
  
idenKfier	
  	
  

opKonal	
  data	
  



UDP	
  (user	
  datagram	
  protocol)	
  
data	
  

IP	
  datagram	
  
containing	
  
UDP	
  datagram	
  

IP	
  
hdr	
  

16-­‐bit	
  	
  
source	
  port	
  number	
  

16-­‐bit	
  	
  
desKnaKon	
  port	
  number	
  

16-­‐bit	
  	
  
UDP	
  checksum	
  

UDP
hdr	
  

16-­‐bit	
  	
  
UDP	
  length	
  

length	
  =	
  header	
  len	
  +	
  data	
  len	
  



TCP	
  (transport	
  control	
  protocol)	
  

•  ConnecKon-­‐oriented	
  
– state	
  iniKalized	
  during	
  handshake	
  and	
  maintained	
  

•  Reliability	
  is	
  a	
  goal	
  
– generates	
  segments	
  
– Kmeouts	
  segments	
  that	
  aren’t	
  ack’d	
  
– checksums	
  headers,	
  	
  
–  reorders	
  received	
  segments	
  if	
  necessary	
  
– flow	
  control	
  



TCP	
  (transport	
  control	
  protocol)	
  
data	
  

IP	
  datagram	
  
containing	
  
UDP	
  datagram	
  

IP	
  
hdr	
  

TCP	
  
hdr	
  

16-­‐bit	
  	
  
source	
  port	
  number	
  

16-­‐bit	
  	
  
desKnaKon	
  port	
  number	
  

32-­‐bit	
  	
  
sequence	
  number	
  

32-­‐bit	
  	
  
acknowledgement	
  number	
  

4-­‐bit	
  
hdr	
  len	
  

6-­‐bits	
  	
  
reserved	
  

16-­‐bit	
  	
  
window	
  size	
  

6-­‐bits	
  	
  
flags	
  

16-­‐bit	
  	
  
TCP	
  checksum	
  

16-­‐bit	
  	
  
urgent	
  pointer	
  

opKons	
  (opKonal)	
  

data	
  (opKonal)	
  



TCP	
  (transport	
  control	
  protocol)	
  
data	
  

IP	
  datagram	
  
containing	
  
UDP	
  datagram	
  

IP	
  
hdr	
  

TCP	
  
hdr	
  

URG	
   urgent	
  pointer	
  valid	
  

ACK	
   acknowledgement	
  number	
  
valid	
  

PSH	
   pass	
  data	
  to	
  app	
  ASAP	
  

RST	
   reset	
  connecKon	
  

SYN	
   synchronize	
  sequence	
  #’s	
  

FIN	
   finished	
  sending	
  data	
  

TCP	
  flags:	
  



TCP	
  handshake	
  

SYN	
  	
  seqC	
  ,	
  0	
  	
  
Client	
  C	
   Server	
  S	
  

SYN/ACK	
  	
  seqS	
  ,	
  seqC+1	
  	
  

ACK	
  seqC	
  +	
  1,	
  seqS	
  +	
  1	
  	
  	
  

SYN	
  =	
  syn	
  flag	
  set	
  
ACK	
  =	
  ack	
  flag	
  set	
  
x,y	
  	
  =	
  x	
  is	
  sequence	
  #,	
  y	
  is	
  acknowledge	
  #	
  



TCP	
  teardown	
  

FIN	
  	
  seqC	
  ,	
  seqS	
  	
  	
  
Client	
  C	
   Server	
  S	
  

ACK	
  	
  seqC+1	
  	
  

ACK	
  	
  seqS	
  +	
  2	
  	
  	
  

SYN	
  =	
  syn	
  flag	
  set	
  
ACK	
  =	
  ack	
  flag	
  set	
  
x,y	
  	
  =	
  x	
  is	
  sequence	
  #,	
  y	
  is	
  acknowledge	
  #	
  

FIN	
  	
  seqS	
  +	
  1,	
  seqC	
  +1	
  	
  



TCP	
  SYN	
  floods	
  

ISP1	
   ISP2	
  	
  

Send	
  lots	
  of	
  TCP	
  SYN	
  packets	
  to	
  1.2.3.4	
  
•  1.2.3.4	
  maintains	
  state	
  for	
  each	
  SYN	
  packet	
  for	
  some	
  amount	
  
	
  	
  	
  	
  	
  window	
  of	
  Kme	
  
•  If	
  5.6.7.8	
  sets	
  SRC	
  IP	
  to	
  be	
  8.7.3.4,	
  what	
  does	
  8.7.3.4	
  receive?	
  

1.2.3.4	
  

5.6.7.8	
  

Backbone	
  	
  

ISP3	
  	
  

8.7.3.4	
  



TCP	
  handshake	
  

SYN	
  	
  seqC	
  ,	
  0	
  	
  
Client	
  C	
   Server	
  S	
  

SYN/ACK	
  	
  seqS	
  ,	
  secC+1	
  	
  

ACK	
  seqC	
  +	
  1,	
  seqS	
  +	
  1	
  	
  	
  

How	
  are	
  secC	
  and	
  seqS	
  
selected?	
  

IniKal	
  sequence	
  numbers	
  must	
  
vary	
  over	
  Kme	
  so	
  that	
  different	
  
connecKons	
  don’t	
  get	
  confused	
  



Predictable	
  sequence	
  	
  
numbers	
  

ISP1	
   ISP2	
  	
  

1.2.3.4	
  

5.6.7.8	
  

Backbone	
  	
  

ISP3	
  	
  

8.7.3.4	
  
4.4BSD	
  used	
  predictable	
  iniKal	
  sequence	
  numbers	
  (ISNs)	
  
•  At	
  system	
  iniKalizaKon,	
  set	
  ISN	
  to	
  1	
  
•  Increment	
  ISN	
  by	
  64,000	
  every	
  half-­‐second	
  

What	
  can	
  a	
  clever	
  a9acker	
  do?	
  



Predictable	
  sequence	
  	
  
numbers	
  

ISP1	
   ISP2	
  	
  

1.2.3.4	
  

5.6.7.8	
  

Backbone	
  	
  

ISP3	
  	
  

8.7.3.4	
  

src:	
  8.7.3.4	
  
dst:	
  1.2.3.4	
  
	
  
seq#(8.7.3.4)	
  
FIN	
  

src:	
  8.7.3.4	
  
dst:	
  1.2.3.4	
  
	
  
seq#(8.7.3.4)	
  
“rsh	
  rm	
  –rf	
  	
  /”	
  

Forge	
  a	
  FIN	
  packet	
  from	
  	
  
8.7.3.4	
  to	
  1.2.3.4	
  

Forge	
  some	
  applicaKon-­‐layer	
  
packet	
  from	
  8.7.3.4	
  to	
  1.2.3.4	
  

ConnecKon	
  b/w	
  1.2.3.4	
  and	
  8.7.3.4	
  



Predictable	
  sequence	
  	
  
numbers	
  

ISP1	
   ISP2	
  	
  

1.2.3.4	
  

5.6.7.8	
  

Backbone	
  	
  

ISP3	
  	
  

8.7.3.4	
  Fix	
  idea	
  1:	
  
•  Random	
  ISN	
  at	
  system	
  startup	
  
•  Increment	
  by	
  64,000	
  each	
  half	
  second	
  

Be9er	
  fix:	
  
•  Random	
  ISN	
  for	
  every	
  connecKon	
  

SKll	
  issues:	
  
•  Any	
  FIN	
  accepted	
  with	
  seq#	
  in	
  receive	
  window:	
  217	
  a9empts	
  



TCP/IP	
  security:	
  other	
  issues	
  

•  CongesKon	
  control	
  abuse	
  
– can	
  allow	
  cheaper	
  DoS	
  

•  No	
  crypto	
  
– We’ll	
  talk	
  about	
  IPsec	
  and	
  TLS	
  later	
  

•  BGP	
  rouKng	
  	
  
– we’ll	
  talk	
  about	
  later	
  

•  DNS	
  (mapping	
  from	
  IP	
  to	
  domain	
  names)	
  
– We’ll	
  talk	
  about	
  later	
  



More	
  about	
  DoS	
  

ISP1	
   ISP2	
  	
  

DoS	
  is	
  sKll	
  a	
  big	
  problem	
  

1.2.3.4	
  

5.6.7.8	
  

Backbone	
  	
  

ISP3	
  	
  

8.7.3.4	
  

How	
  big?	
  



Backsca9er	
  

ISP1	
   ISP2	
  	
  

Can	
  we	
  measure	
  the	
  level	
  of	
  DoS	
  a9acks	
  on	
  Internet?	
  
•  If	
  we	
  can	
  measure	
  spurious	
  packets	
  at	
  8.7.3.4,	
  we	
  might	
  
	
  	
  	
  	
  	
  infer	
  something	
  about	
  DoS	
  at	
  1.2.3.4	
  

1.2.3.4	
  

5.6.7.8	
  

Backbone	
  	
  

ISP3	
  	
  

8.7.3.4	
  



Types	
  of	
  responses	
  to	
  floods	
  
ings.

2 Background

Denial-of-service attacks consume the resources of a re-
mote host or network that would otherwise be used for
serving legitimate users. There are two principal classes
of attacks: logic attacks and flooding attacks. Attacks in
the first class, such as the “Ping-of-Death”, exploit ex-
isting software flaws to cause remote servers to crash or
substantially degrade in performance. Many of these at-
tacks can be prevented by either upgrading faulty soft-
ware or filtering particular packet sequences, but they re-
main a serious and ongoing threat. The second class,
flooding attacks, overwhelm the victim’s CPU, memory,
or network resources by sending large numbers of spu-
rious requests. Because there is typically no simple way
to distinguish the “good” requests from the “bad”, it can
be extremely difficult to defend against flooding attacks.
For the purposes of this study we will focus solely on
flooding attacks.

2.1 Attack types

There are two related consequences to a flooding attack –
the network load induced and the impact on the victim’s
CPU. To load the network, an attacker generally sends
small packets as rapidly as possible since most network
devices (both routers and NICs) are limited not by band-
width but by packet processing rate. Therefore, packets-
per-second are usually the best measure of network load
during an attack.
An attacker often simultaneously attempts to load the

victim’s CPU by requiring additional processing above
and beyond that required to receive a packet. For exam-
ple, the best known denial-of-service attack is the “SYN
flood” [6] which consists of a stream of TCP SYN pack-
ets directed to a listening TCP port at the victim. For
each such SYN packet received, the host victim must
search through existing connections and if no match is
found, allocate a new data structure for the connection.
Moreover, the number of these data structures may be
limited by the victim’s operating system. Consequently,
without additional protection, even a small SYN flood
can overwhelm a remote host. There are many similar
attacks that exploit other code vulnerabilities including
TCP ACK, NUL, RST and DATA floods, IP fragment
floods, ICMP Echo Request floods, DNS Request floods,
and so forth.

2.2 Distributed attacks

While a single host can cause significant damage by
sending packets at its maximum rate, attackers can (and

Packet sent Response from victim

TCP SYN (to open port) TCP SYN/ACK
TCP SYN (to closed port) TCP RST (ACK)
TCP ACK TCP RST (ACK)
TCP DATA TCP RST (ACK)
TCP RST no response
TCP NULL TCP RST (ACK)
ICMP ECHO Request ICMP Echo Reply
ICMP TS Request ICMP TS Reply
UDP pkt (to open port) protocol dependent
UDP pkt (to closed port) ICMP Port Unreach
... ...

Table 1: A sample of victim responses to typical attacks.

do) mount more powerful attacks by leveraging the re-
sources of multiple hosts. Typically an attacker com-
promises a set of Internet hosts (using manual or semi-
automated methods) and installs a small attack daemon
on each, producing a group of “zombie” hosts. This dae-
mon typically contains both the code for sourcing a va-
riety of attacks and some basic communications infras-
tructure to allow for remote control. Using variants of
this basic architecture an attacker can focus a coordinated
attack from thousands of zombies onto a single site.

2.3 IP spoofing

To conceal their location, thereby forestalling an effec-
tive response, attackers typically forge, or “spoof”, the IP
source address of each packet they send. Consequently,
the packets appear to the victim to be arriving from one
or more third parties. Spoofing can also be used to “re-
flect” an attack through an innocent third party. While
we do not address “reflector attacks” in this paper, we
describe them more fully in Section 3.3.

3 Basic methodology

As noted in the previous section, attackers commonly
spoof the source IP address field to conceal the loca-
tion of the attacking host. The key observation behind
our technique is that for direct denial-of-service attacks,
most programs select source addresses at random for
each packet sent. These programs include all of the most
popular distributed attacking tools: Shaft, TFN, TFN2k,
trinoo, all variants of Stacheldraht, mstream and Trin-
ity). When a spoofed packet arrives at the victim, the
victim usually sends what it believes to be an appropri-
ate response to the faked IP address (such as shown in
Table 1). Occasionally, an intermediate network device
(such as a router, load balancer, or firewall) may issue
its own reply to the attack via an ICMP message [21].

From	
  Moore	
  et	
  al.,	
  “Inferring	
  Internet	
  Denial-­‐of-­‐Service	
  AcKvity”	
  



Internet	
  telescopes	
  

ISP1	
   ISP2	
  	
  

1.2.3.4	
  

5.6.7.8	
  

Backbone	
  	
  

ISP3	
  	
  

8.7.3.4	
  
7.4.0.0/16	
  

12.4.0.0/8	
  

Setup	
  some	
  computers	
  to	
  watch	
  traffic	
  sent	
  to	
  darknets	
  
•  Darknet	
  =	
  unused	
  routable	
  space	
  

0	
   232	
  

2001:	
  	
  	
  400	
  SYN	
  a9acks	
  per	
  week	
  	
  	
   2008:	
  	
  	
  4425	
  SYN	
  a9acks	
  per	
  24	
  hours	
  



PrevenKng	
  DoS:	
  Prolexic	
  approach	
  

1.2.3.4	
  
Filtering	
  box	
  

Lots	
  of	
  SYNs	
  

Lots	
  of	
  SYN/ACKs	
  

Few	
  ACKs	
  

Just	
  need	
  a	
  beefy	
  box	
  to	
  help	
  with	
  filtering.	
  	
  
Companies	
  pay	
  Prolexic	
  to	
  do	
  it	
  for	
  them	
  



Distributed	
  DoS	
  	
  

•  Botnets	
  change	
  the	
  game	
  
– What	
  have	
  we	
  seen	
  today	
  that	
  changes?	
  

•  Estonia	
  
– First	
  “cyber”	
  war	
  
– sustained	
  DDoS	
  for	
  over	
  10	
  hours	
  
– Estonian	
  soluKon:	
  stop	
  foreign	
  connecKons	
  




