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SoCware-‐as-‐a-‐service	  Infrastructure-‐as-‐
a-‐service	  	  

Cloud	  
providers	  

Cloud	  compuFng	  
NIST: Cloud computing is a model for enabling convenient, on-
demand network access to a shared pool of configurable 
computing resources (e.g., networks, servers, storage, 
applications, and services) that can be rapidly provisioned and 
released with minimal management effort or service provider 
interaction.  

PlaHorm-‐as-‐a-‐
service	  	  



A	  simplified	  model	  of	  public	  cloud	  compuFng	  

Owned/operated	  	  
by	  cloud	  provider	  

User	  A	  

User	  B	  

virtual	  machines	  (VMs)	  

virtual	  machines	  (VMs)	  

Users	  run	  Virtual	  Machines	  (VMs)	  on	  cloud	  provider’s	  infrastructure	  

Virtual	  	  
Machine	  
Manager	  

Virtual	  Machine	  Manager	  (VMM)	  
manages	  physical	  	  server	  resources	  for	  VMs	  

To	  the	  VM	  should	  look	  like	  dedicated	  server	  

Mul$tenancy	  (users	  share	  physical	  resources)	  



Trust	  models	  in	  public	  cloud	  compuFng	  

User	  B	  

Users	  must	  trust	  third-‐party	  provider	  to	  

User	  A	  

not	  spy	  on	  running	  VMs	  	  /	  data	  

secure	  infrastructure	  from	  external	  a9ackers	  

secure	  infrastructure	  from	  internal	  a9ackers	  



User	  B	  

Trust	  models	  in	  public	  cloud	  compuFng	  

User	  A	  

Bad	  guy	  

Threats	  due	  to	  
sharing	  of	  physical	  
infrastructure	  ?	  

Users	  must	  trust	  third-‐party	  provider	  to	  

not	  spy	  on	  running	  VMs	  	  /	  data	  

secure	  infrastructure	  from	  external	  a9ackers	  

secure	  infrastructure	  from	  internal	  a9ackers	  

Your	  business	  compeFtor	  
Script	  kiddies	  
Criminals	  
…	  



A	  new	  threat	  model:	  

User	  A	  

Bad	  guy	  

A9acker	  idenFfies	  one	  or	  more	  vicFms	  VMs	  in	  cloud	  

2)	  Launch	  a9acks	  using	  physical	  proximity	  

1)	  Achieve	  advantageous	  placement	  via	  launching	  of	  VM	  instances	  

Exploit	  VMM	  vulnerability	   Side-‐channel	  a9ack	  DoS	  



1	  or	  more	  targets	  in	  the	  cloud	  and	  we	  want	  to	  a9ack	  
them	  from	  same	  physical	  host	  

Launch	  lots	  of	  instances	  (over	  Fme),	  
with	  each	  a9empFng	  an	  a9ack	  	  

Can	  a9ackers	  do	  be9er?	  



1)	  Cloud	  cartography	  

2)	  Checking	  for	  co-‐residence	  

Outline	  of	  a	  more	  damaging	  approach:	  

map	  internal	  infrastructure	  of	  cloud	  
map	  used	  to	  locate	  targets	  in	  cloud	  

check	  that	  VM	  is	  on	  same	  server	  as	  target	  
-‐	  network-‐based	  co-‐residence	  checks	  
-‐	  efficacy	  confirmed	  by	  covert	  channels	  

Placement	  
vulnerability:	  
a9ackers	  can	  
knowingly	  	  
achieve	  	  
co-‐residence	  	  
with	  target	  3)	  Achieving	  co-‐residence	  

brute	  forcing	  placement	  
instance	  flooding	  aCer	  target	  launches	  

4)	  LocaFon-‐based	  a9acks	  
side-‐channels,	  DoS,	  escape-‐from-‐VM	  



Pick	  target(s)	   Choose	  launch	  parameters	  
for	  malicious	  VMs	  

Each	  VM	  checks	  	  
for	  co-‐residence	  

Frequently	  achieve	  	  
advantageous	  placement	  

Case	  study	  with	  Amazon’s	  EC2	  

“Cloud	  cartography”	  

Cross-‐VM	  side	  	  
channel	  a9acks	  	  
to	  spy	  on	  vicFm’s	  	  
computaFonal	  	  
load	  

Secret	  
data	  

1)	  given	  no	  insider	  informaFon	  
2)	  restricted	  by	  (the	  spirit	  of)	  Amazon’s	  acceptable	  use	  policy	  (AUP)	  

(using	  only	  Amazon’s	  customer	  APIs	  and	  very	  restricted	  network	  probing)	  

We	  were	  able	  to:	  



Some	  info	  about	  EC2	  service	  (at	  Fme	  of	  study)	  

Linux-‐based	  VMs	  available	  
Uses	  Xen-‐based	  VM	  manager	  

5	  instance	  types	  (various	  combinaFons	  of	  virtualized	  resources)	  

Type	   gigs	  of	  RAM	   EC2	  Compute	  Units	  (ECU)	  

m1.small	  (default)	   1.7	   1	  

m1.large	   7.5	   4	  

m1.xlarge	   15	   8	  

c1.medium	   1.7	   5	  

c1.xlarge	   7	   20	  

3	  “availability	  zones”	  	  (Zone	  1,	  Zone	  2,	  Zone	  3)	  

1	  ECU	  =	  1.0-‐1.2	  GHz	  2007	  Opteron	  or	  2007	  Xeon	  processor	  

launch	  
parameters	  

User	  account	  

Limit	  of	  20	  instances	  at	  a	  Fme	  per	  account.	  	  
EssenFally	  unlimited	  accounts	  with	  credit	  card.	  



(Simplified)	  EC2	  instance	  networking	  

Xen	  
VMM	  

Edge	  
routers	  

External	  IP	  

External	  
DNS	   Internal	  

DNS	  

External	  	  
domain	  
name	  

External	  	  
domain	  name	  or	  IP	  

Internal	  IP	  

Internal	  IP	  
Dom0	  

IP	  address	  
shows	  up	  in	  
traceroutes	  

Our	  experiments	  indicate	  
that	  internal	  IPs	  	  
are	  sta$cally	  assigned	  to	  	  
physical	  servers	  

Co-‐residence	  checking	  	  
via	  Dom0:	  
only	  hop	  on	  traceroute	  	  
to	  co-‐resident	  target	  



Pick	  target(s)	   Choose	  launch	  parameters	  
for	  malicious	  VMs	  

Cloud	  cartography	  

5	  instance	  types	  	  
	  	  	  	  	  	  	  	  	  (m1.small,	  c1.medium,	  m1.large,	  m1.xlarge,	  c1.xlarge)	  

3	  “availability	  zones”	  	  	  
	  	  	  	  	  	  	  	  	  (Zone	  1,	  Zone	  2,	  Zone	  3)	  

User	  account	  

launch	  
parameters	  



Pick	  target(s)	   Choose	  launch	  parameters	  
for	  malicious	  VMs	  

Cloud	  cartography	  

5	  instance	  types	  	  
	  	  	  	  	  	  	  	  	  (m1.small,	  c1.medium,	  m1.large,	  m1.xlarge,	  c1.xlarge)	  

3	  “availability	  zones”	  	  	  
	  	  	  	  	  	  	  	  	  (Zone	  1,	  Zone	  2,	  Zone	  3)	  

launch	  
parameters	  

User	  account	  



Internal	  IP	  address	  
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Mapping	  6,577	  public	  HTTP	  servers	  running	  on	  EC2	  (Fall	  2008)	  

Associate	  to	  each	  /24	  an	  esFmate	  of	  Availability	  zone	  and	  Instance	  Type	  

Internal	  IP	  	  External	  IP	  	   DNS	   /24	  
Availability	  zone	  	  
Instance	  Type	  



Achieving	  co-‐residence	  
“Brute-‐forcing”	  co-‐residence	  

1,686	  	  	  public	  HTTP	  servers	  as	  stand-‐in	  “targets”	  
running	  m1.small	  and	  in	  Zone	  3	  	  (via	  our	  map)	  

1,785	  	  “a9acker”	  instances	  launched	  over	  18	  days	  

Each	  checked	  co-‐residence	  against	  all	  targets	  
using	  Dom0	  IP	  

Results:	  

78	  unique	  Dom0	  IPs	  	  

141	  	  /	  1,686	  (8.4%)	  	  	  had	  a9acker	  co-‐resident	  

Lower	  bound	  on	  true	  success	  rate	  

A9acker	  launches	  many	  VMs	  over	  
a	  relaFvely	  long	  period	  of	  Fme	  in	  	  	  
target’s	  zone	  and	  of	  target	  type	  

Experiment:	  

SequenFal	  placement	  locality	  	  
lowers	  success	  



Achieving	  co-‐residence	  
Instance	  flooding	  near	  target	  launch	  abuses	  	  
parallel	  placement	  locality	  

Launch	  many	  instances	  in	  parallel	  
near	  Fme	  of	  target	  launch	  



Achieving	  co-‐residence	  

1)	  Launch	  1	  target	  VM	  (Account	  A)	  

2)	  5	  minutes	  later,	  launch	  20	  “a9ack”	  VMs	  
	  	  	  	  (alternate	  using	  Account	  B	  or	  C)	  

Repeat	  for	  10	  trials:	  

3)	  Determine	  if	  any	  co-‐resident	  with	  target	  
	  	  	  	  	  using	  Dom0	  IP	  

4	  /	  10	  	  trials	  succeeded	  

Instance	  flooding	  near	  target	  launch	  abuses	  	  
parallel	  placement	  locality	  

Launch	  many	  instances	  in	  parallel	  
near	  Fme	  of	  target	  launch	  

Experiment:	  



Achieving	  co-‐residence	  
Instance	  flooding	  near	  target	  launch	  abuses	  	  
parallel	  placement	  locality	  

How	  long	  is	  parallel	  placement	  locality	  good	  for?	  

40	  “target”	  VMs	  (across	  two	  accounts)	  
20	  “a9ack”	  VMs	  launched	  hourly	  

Experiment:	  



Achieving	  co-‐residence	  
Instance	  flooding	  near	  target	  launch	  abuses	  	  
parallel	  placement	  locality	  

What	  about	  commercial	  accounts?	  

Free	  demos	  
of	  Internet	  appliances	  
powered	  by	  EC2	  

2	  a9empts	  

1st	  –	  coresident	  	  
w/	  40	  VMs	  

2nd	  –	  2	  VMs	  coresident	  	  
w/	  40	  launched	  

Several	  a9empts	  

1st	  –	  coresident	  	  
w/	  40	  VMs	  

Subsequent	  	  
a9empts	  
failed	  



Checking	  for	  co-‐residence	  

Dom0	  

IP1	  

IP2	  

IP3	  

IP4	   IP8	  

IP7	  

IP6	  

IP5	  

IP0	  

How	  do	  we	  know	  Dom0	  IP	  is	  valid	  co-‐
residence	  check?	  

Use	  simple	  covert	  channel	  as	  ground	  truth:	  

Hard	  
disk	  VM1	  

Sender	  transmits	  ‘1’	  
by	  franFcly	  reading	  
random	  locaFons	  

Receiver	  Fmes	  reading	  
of	  a	  fixed	  locaFon	  

Sender	  transmits	  ‘0’	  
by	  doing	  nothing	  

VM2	  

Covert	  channels	  require	  control	  of	  both	  VMs:	  
we	  use	  only	  to	  verify	  network-‐based	  co-‐residence	  check	  



Repeat	  3	  Fmes:	  
1)  20	  m1.small	  Account	  A	  
2)  20	  m1.small	  Account	  B	  
3)  All	  pairs	  w/	  matching	  Dom0	  à	  send	  5-‐bit	  message	  across	  HD	  covert	  channel	  

Experiment	  

Ended	  up	  with	  31	  pairs	  of	  co-‐resident	  instances	  as	  indicated	  by	  Dom0	  IPs	  

Checking	  for	  co-‐residence	  

Result:	  a	  correctly-‐received	  message	  sent	  for	  every	  pair	  of	  instances	  

Zone	  1	  Control	  1	   1.164	  

Zone	  1	  Control	  2	   1.027	  

Zone	  2	  Control	  1	   1.113	  

Zone	  2	  Control	  2	   1.187	  

Zone	  3	  Control	  1	   0.550	  

Zone	  3	  Control	  2	   0.436	  

Co-‐resident	  VM	   0.242	  

During	  experiment	  also	  
performed	  pings	  to:	  	  
*	  2	  control	  instances	  in	  each	  zone	  
*	  co-‐resident	  VM	  

Median	  RTT	  (ms)	  

Dom0	  check	  works	  

RTT	  Fmes	  also	  indicate	  	  
co-‐residence	  



Pick	  target(s)	   Choose	  launch	  parameters	  
for	  malicious	  VMs	  

Each	  VM	  checks	  	  
for	  co-‐residence	  

Frequently	  achieve	  	  
advantageous	  placement	  

“Cloud	  cartography”	  

So	  far	  we	  were	  able	  to:	  

Hardware	  

Hypervisor	  

OS1	  
	  
	  

P1	   P2	  

OS2	  
	  
	  

P1	   P2	  

Drivers	  Drivers	  

This	  shouldn’t	  ma9er	  if	  VMM	  provides	  	  
good	  isolaFon!	  



ViolaFng	  isolaFon	  

•  Hard	  drive	  covert	  channel	  used	  
to	  validate	  Dom0	  co-‐residence	  
check	  already	  violated	  isolaFon	  

•  DegradaFon-‐of-‐Service	  a9acks	  
– Guests	  might	  maliciously	  contend	  
for	  resources	  

– Xen	  scheduler	  vulnerability	  
•  Escape-‐from-‐VM	  vulnerabiliFes	  
•  Side-‐channel	  a9acks	  

Hardware	  

OS1	  

P1	   P2	  

Hypervisor	  

OS2	  

P1	   P2	  



Cross-‐VM	  side	  channels	  using	  CPU	  cache	  contenFon	  

A9acker	  VM	  

VicFm	  VM	  

Main	  	  
memory	  

CPU	  data	  cache	  

1)	  Read	  in	  a	  large	  array	  (fill	  CPU	  cache	  with	  a9acker	  data)	  

2)	  Busy	  loop	  (allow	  vicFm	  to	  run)	  

3)	  Measure	  Fme	  to	  read	  large	  array	  	  (the	  load	  measurement)	  



Cache-‐based	  cross-‐VM	  load	  measurement	  on	  EC2	  

Repeated	  HTTP	  get	  requests	  

Performs	  cache	  load	  measurements	  

Running	  Apache	  server	  

Instances	  co-‐resident	   Instances	  co-‐resident	   Instances	  NOT	  co-‐resident	  

3	  pairs	  of	  instances,	  2	  pairs	  co-‐resident	  and	  1	  not	  
100	  cache	  load	  measurements	  during	  HTTP	  gets	  (1024	  byte	  page)	  and	  with	  no	  HTTP	  gets	  



Cache-‐based	  load	  measurement	  of	  traffic	  rates	  on	  EC2	  

3	  trials	  with	  1	  pair	  of	  co-‐resident	  instances:	  
1000	  cache	  load	  measurements	  during	  	  
0,	  50,	  100,	  or	  200	  HTTP	  gets	  (3	  Mbyte	  page)	  per	  minute	  for	  ~1.5	  mins	  

Varying	  rates	  of	  web	  traffic	  

Performs	  cache	  load	  measurements	  

Running	  Apache	  server	  
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Local	  Xen	  Testbed	  

Machine	   Intel	  Xeon	  E5430,	  
2.66	  Ghz	  

CPU	   2	  packages	  each	  
with	  2	  cores	  

LLC	  Size	   6MB	  per	  package	  

VM	  

VM	  



Resource	  Freeing	  A9acks	  (RFAs)	  

•  Goal:	  
– Reduce	  performance	  loss	  from	  contenFon	  	  

•  IntuiFon:	  
– Performance	  suffers	  from	  contenFon	  for	  a	  target	  
resource	  

–  Introducing	  new	  workload	  on	  a	  vicFm	  can	  shiC	  
their	  usage	  away	  from	  target	  	  



Ingredients	  for	  a	  successful	  RFA	  

•  Shi.	  resource	  away	  from	  the	  
target	  resource	  

•  Create	  a	  bo0leneck	  on	  an	  
essenFal	  resource	  used	  by	  the	  
vicFm	  without	  affecFng	  the	  
beneficiary	  

•  Freeing	  up	  the	  target	  resource	  

	  

Net	  

Clients	  

ProporFon	  of	  Network	  usage	  
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Dynamic	  CGI	  Pages	  

StaFc	  Pages	  

ShiC	  resource	  usage	  
	  via	  public	  interface	  



Example	  RFA:	  Network	  bandwidth	  

•  Vic7m	  runs	  Apache	  webserver	  
hosFng	  staFc	  and	  dynamic	  
content	  (CGI	  pages)	  	  

•  Beneficiary	  also	  runs	  Apache	  
webserver	  hosFng	  staFc	  content	  

•  Contending	  for	  network	  
bandwidth	  

Net	  

Clients	  



•  Helper	  sends	  CPU-‐intensive	  
CGI	  requests	  

•  Creates	  CPU	  bo0leneck	  on	  
vicFm	  

•  Frees	  up	  bandwidth	  
–  Increasing	  beneficiary’s	  share	  of	  
bandwidth	  from	  50	  to	  85%	  

Example	  RFA:	  Network	  bandwidth	  

	  
	  
	  
	  
	  
	  
	  
	  

Net	  

Helper	  
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CPU	  	  
UFlizaFon	  

Clients	  



Example	  RFA:	  Cache	  contenFon	  

•  Vic7m	  runs	  Apache	  webserver	  
hosFng	  staFc	  and	  dynamic	  
content	  (CGI	  pages)	  	  

•  Beneficiary	  runs	  cache-‐sensiFve	  
workload	  

•  Contending	  for	  cache	  
Net	  

$$$	   Clients	  



Example	  RFA:	  Cache	  contenFon	  

Figure 6: Cumulative runtime distribution of (top) the
web server domain (with load 2,000 rps) and (bottom) the
LLCProbe domain under both no RFA and with RFA 320 in
pinned core case.
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Figure 7: Offered vs. observed load on web server with varying
RFA intensities when all the VMs float across all cores.
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Figure 8: Normalized performance (baseline runtime over run-
time) for SPEC workloads on our local testbed for various RFA
intensities. All values are at a web server request rate of 3000
rps.

ducing legitimate foreground traffic, while without sharing a core it
requires displacing some legitimate traffic.

Second, in this floating case the beneficiary will for some per-
centage of the time be scheduled to run on a core or package as
Dom0 . Since Dom0 handles all incoming and outgoing packets, it
may frequently interrupt the beneficiary and pollute its cache state.
When we pin LLCProbe and the web server to different packages
(no shared cache) but let Dom0 float, LLCProbe still experiences
interference. At a load of 2000 rps on the web server, LLCProbe
suffered a 78% degradation in performance just due to Dom0 ’s in-
ference. The RFA we explore can only alleviate contention from
Dom0 by forcing a drop in the web server’s foreground traffic rate
(by exhausting its VM’s CPU allocation as shown in Figure 7).

Finally, we analyze a spectrum of SPEC benchmarks. Each SPEC
benchmark is run three times with an idle webserver, an active web
server, and an active web server with various RFA intensities where
all the VMs (including Dom0 ) float across all cores. Figure 8 de-
picts the normalized performance of seven benchmarks under no
RFA and intensities of 320 and 640. That is, the reported fractions
are computed as t′/t where t is the average runtime (request latency
is computed and used for SPECjbb) and t′ is the average baseline
performance when no traffic is sent to the victim. All benchmarks
benefit from the RFA, with the general trend that cache-sensitive
benchmarks (as indicated by a larger drop in performance relative
to the baseline) achieve more gains from the RFA. For example, the
640 RFA increases normalized performance of SPECjbb from 0.91
to 0.97, a 6 percentage point improvement in performance and a
66.5% reduction in harm due to contention. The smallest improve-
ment occurs with hmmer, which shows only a 1.1 percentage point
improvement because it only suffers a performance loss of 1.6%
without the RFA. Across all the benchmarks, the 640 RFA achieves
an average performance improvement of 3.4 percentage points and
recovers 55.5% of lost performance. These improvements come
largely from the ability of the RFA to reduce the request rate of the
victim web server.

5.2 Evaluation on EC2
The above experiments clearly indicate that RFAs can provide sub-
stantial gains in a controlled setting. To verify that the attacks will
also work in a noisier, more realistic setting, we turn to Amazon’s
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Elastic Compute Cloud (EC2). There are several reasons it is im-
portant to evaluate RFAs in a real cloud setting. First of all, the
success of the RFA is highly dependent on the overall load of the
physical machine. The instances in question (the beneficiary and
the victim) make up only a portion of the total possible load on a
single machine. If the other instances on the machine are heavy
resource users, they will constantly interfere with the beneficiary
and overshadow any performance benefit from slowing the victim.
Thus, if most physical machines in EC2 are constantly under heavy
load, we are unlikely to see much effect from an RFA on a single
victim. Furthermore, EC2’s Xen configuration is not publicly avail-
able and may prevent RFAs. Thus, to understand if RFAs actually
behave as an attacker would hope, it is necessary to verify their
effectiveness in a live setting like EC2.

Ethical considerations. When using EC2 for experiments, we are
obligated to consider the ethical, contractual, and legal implications
of our work. In our experiments, we use instances running under
our accounts in our names as stand-ins for RFA victims and benefi-
ciaries. We abide by the Amazon user agreement, and use only the
legitimate Amazon-provided APIs. We only attempt to send rea-
sonable levels of traffic (slightly more than 2000 rps for a small
web page) to our own instances (the stand-ins for victims). We
do not directly interact with any other customer’s instances. Our
experiments are therefore within the scope of typical customer be-
havior on EC2: running a utilized web server and a CPU intensive
application. Our experiments can therefore indirectly impact other
customer’s service only to the same extent as typical use.

Test machines. To test an RFA, we require control of at least two
instances running on the same physical machine. As AWS does
not provide this capability directly, we used known techniques [25]
to achieve sets of co-resident m1.small instances on 12 different
physical machines in the EC2 us.east-1c region. Specifically, we
launched large numbers of instances of the same type and then used
RTT times of network probes to check co-residence. Co-residence
was confirmed using a cache-based covert channel. Nine of these
were the same architecture: Intel Xeon E5507 with a 4MB LLC.
We discarded the other instances to focus on those for which we
had a large corpus, which are summarized in Figure 9.

Machine # Machine # Machine #
E5507-1 4 E5507-4 3 E5507-7 2
E5507-2 2 E5507-5 2 E5507-8 3
E5507-3 2 E5507-6 2 E5507-9 3

Figure 9: Summary of EC2 machines and number of co-
resident m1.small instances running under our accounts.

Each instance ran Ubuntu 11.04 with Linux kernel 2.6.38-11-
virtual. For each machine, we choose one of the co-resident in-
stances to play the role of the beneficiary and another one to be the
victim. The beneficiary was configured with various benchmarks
while the victim had the same Apache installation and configuration
as in the local testbed (see Section 5.1). Any remaining co-resident
instances were left idle.

We used separate m1.small instances to run the victim load and
the RFA traffic generator. We note that despite offering load of
2000 rps on EC2, the achieved load was only around 1500 on aver-
age and sometimes slightly less in the presence of RFAs.

Experimental procedure. We chose a subset of the benchmarks
(sphinx, mcf, LLCProbe, and bzip2) used in the local testbed for
the experiments on EC2. We ran each benchmark on a beneficiary
instance while a co-resident victim received requests made by a

client load generator as well as an RFA helper, both located on
separate EC2 instances that were not co-resident with the benefi-
ciary and victim. We used an intensity of 512ms and changed the
duration of each RFA request to 16ms, as that was most effective
in our experiments. For each benchmark we run the benchmark no
RFA, followed by running it with the RFA, and we repeat this three
times. (For LLCProbe, each single run of the benchmark was in
fact five sequential runs to gather more samples.) This gives 4 data
points (10 for LLCProbe). The interleaving of no-RFA and RFA
helped limit the effects of unexpected intermittent noise (e.g., from
other co-resident VMs outside our control) that may effect mea-
surements. Throughout these experiments the client load generator
sends web server requests at a configured rate. We also measure the
baseline with no background traffic once at the start of measure-
ments for each benchmark.

Aggregate effectiveness. We start by looking at average perfor-
mance of the RFA’s across all nine machines. Figure 10 depicts the
results as normalized average runtimes (average runtime divided by
average baseline runtime). Thus higher is better (less slowdown
from interference). What we see is that the RFAs provides slight
performance improvements across all the instances and, in partic-
ular, never hurts average runtime. While the absolute effects are
small, they are not insignificant: the RFA improved LLCProbe per-
formance by 6.04%. For the SPEC benchmarks (not shown), we see
that the degradation due to the victim (the No-RFA) is, on average,
less than observed on the local testbed. This may be due to the dif-
ferent architectures and software configurations, or it may be due
to higher contention in the baseline case due to other co-resident
instances (owned by other customers). Given the smaller gap be-
tween baseline and No-RFA, there is less absolute performance to
recover by mounting an RFA. Nevertheless, as a fraction of lost per-
formance, even here the beneficiary receives back a large fraction
of its performance lost to interference.
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Figure 10: Normalized performance (average baseline runtime
over over average runtime) across all machines on EC2 for var-
ious workloads.

Per-machine breakdown. To understand the effect further and, in
particular, to get a better sense of whether other (uncontrolled) co-
resident instances are causing contention, we breakdown the results
by individual machine. Figure 11 depicts average runtimes for each
machine and for each of the four benchmarks. (The error bars for
LLCProbe denote one standard deviation — for the other bench-
marks we omitted these due to having three samples.) As it can be
seen, the baseline, No-RFA, and RFA performances all vary signif-

Arranged	  for	  co-‐resident	  placement	  of	  	  
m1.small	  instances	  from	  accounts	  under	  our	  control	  
	  
Pair	  of	  co-‐resident	  instances	  used	  as	  stand-‐ins	  for	  vicFm	  and	  
beneficiary	  
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1)	  Cloud	  cartography	  

2)	  Checking	  for	  	  
co-‐residence	  

4)	  Side-‐channel	  	  
informaFon	  leakage	  
Resource-‐freeing	  a9acks	  

What	  can	  cloud	  providers	  do?	  
-‐	  Random	  Internal	  IP	  assignment	  

3)	  Achieving	  	  
co-‐residence	  

-‐	  Isolate	  each	  user’s	  view	  of	  	  
internal	  address	  space	  

Possible	  counter-‐measures:	  

-‐	  Hide	  Dom0	  from	  traceroutes	  

-‐ 	  Allow	  users	  to	  opt	  out	  of	  	  
mulFtenancy	  

-‐ 	  Hardware	  or	  soCware	  	  
countermeasures	  to	  stop	  leakage	  
[Ber05,OST05,Page02,Page03,	  
Page05,Per05]	  
-‐	  Improved	  performance	  isolaFon	  

Amazon	  provides	  dedicated	  
instances	  now.	  	  

They	  cost	  a	  lot	  more.	  

Amazon	  doesn’t	  report	  Dom0	  
in	  traceroutes	  anymore	  

Newer	  instances	  on	  EC2	  use	  
virtual	  private	  networks	  by	  

default	  



Untrusted	  provider	  

•  A	  lot	  of	  work	  aimed	  at	  untrustworthy	  provider	  
•  A9estaFon	  of	  cloud:	  
– Homealone:	  use	  L2	  cache	  side-‐channels	  to	  detect	  
presence	  of	  foreign	  VM	  

– RAFT:	  Remote	  Assessment	  of	  Fault	  Tolerance	  to	  
infer	  if	  data	  stored	  in	  redundant	  fashion	  

– Keep	  data	  private:	  searchable	  or	  fully-‐
homomorphic	  encrypFon	  
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We	  show	  that	  cache-‐load	  measurements	  enable	  cross-‐VM	  keystroke	  detecFon	  

Keystroke	  Fming	  of	  this	  form	  might	  be	  sufficient	  for	  the	  
password	  recovery	  a9acks	  of	  [Song,	  Wagner,	  Tian	  01]	  
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