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ABSTRACT

A Network Intrusion Detection System (NIDS) resides at tHgesof a network and is tasked
with identifying and removing all occurrences of maliciawaf ¢ traversing the network. At its
heart is a signature matching engine that compares eaclobiyteoming and outgoing traf c to
signatures representing known vulnerabilities or explaind ags or drops traf ¢ that matches a
signature.

Signature Matching is fundamentally a language recogmifimblem. Signatures are com-
monly represented as regular expressions, which can behethtgsimultaneously by nite au-
tomata. Unfortunately, standard nondeterministic nité@mata (NFAs) and deterministic nite
automata (DFAs) induce a space-time tradeoff when combameldare unsuitable for NIDS use.
NFAs are small and compact but too slow, whereas DFAs ardastonsume too much memory.
Other alternatives such as Itering induce a tradeoff betwaccuracy and execution time.

We argue that the tradeoffs associated with signature nmgt@re not fundamental obstacles,
but instead result from limitations in existing models. Wasip that with richer, more complex
matching models, we can devise mechanisms that obviate thedeoffs and have acceptable
memory and performance pro les.

In an analysis of an existing NIDS, we show that the use ofdt@duces worst-case behavior
that is six orders of magnitude slower than the average aad&an be invoked by an adversary
to enable perpetual evasion. We present an enhanced matitegmacceptably small increase in

memory, that brings the worst case to within one order of ntage of the average case.



Xiv

Next, for DFA-based matching we present a rst-principlésiacterization of the state-space
explosion and subsequent memory exhaustion that occuns @RAs are combined, and we give
conditions that eliminate it when satis ed. We then showt theiough the careful inclusion of
auxiliary state variables, we can transform automata ddtleg satisfy these conditions and do not
lead to memory exhaustion. With this enriched model, weeghmatching speeds approaching
DFAs with memory footprints similar to NFAs.

A NIDS operates in a constrained, adversarial environm@&iis work makes contributions

towards enabling robust signature matching in such enments.



Chapter 1

Introduction

Network Intrusion Detection Systems (NIDS) have becoméaticomponents of modern net-
work infrastructure. Functionally, at the core of any NIDOf®te resides a signature matching or
payload inspection engine that potentially compares ebgty of incoming and outgoing traf c
to signatures from a database containing known exploitsisuses. In practice, though, imple-
mentations must balance a number of con icting demands.whidt speeds, signature counts,
and signature processing requirements continue to inengetsare bounded by the limits of raw
processing speeds, relatively small memories, and the toeedintain wire-speed performance.
Failure to address these demands opens the door to evasianagncompromise the ef cacy of a
NIDS.

This work concerns the development and analysis of teclesigqund models for performing
regular expression-based payload inspection of streadatg such as network traf c. Network
intrusion detection provides the motivation and contextthe work, but the results are general
and may be applicable to other domains as well [76]. My thiedisat richer computation models

can help improve the capability, performance, scalabitityd robustness of payload inspection.

1.1 Network Intrusion Detection Systems

The use of a NIDS to protect network resources is in part afaerpf the continuing evolution
of the Internet away from its original intended use. Inljigihe Internet was designed for military
use with the overall objective of reliably interconnectiexgsting but disparate networks together.

Within this overall objective, a ranked list of priority ad@sign goals [22] guided the development



of the architecture. Military use presumes hostile envinents, and the highest stated priority was
to maintain communication in the presence of lost hostks|inr entire networks [10]. Accounting
and management of resources, which includes addressingetheity of those resources, was
ranked lowest. The importance of and need for accountgbis understood, but as Clark [22]
points out, “During wartime, one is less concerned with iieticaccounting of resources than with
... rapidly deploying them in an operational manner”.

Today, the Internet permeates many facets of society anthd@sme a key communications
conduit for activities ranging from banking and nanciahtrsactions, to public utility and critical
infrastructure management, to recreation and entertaibhnkairther, it is arguably more common
for computing devices and networks to be connected to tlegriat in some way than not. Either
directly or indirectly, the Internet serves as a gatewaydonsiderable assets, to private or sensi-
tive information, and to mechanisms that can be used to alpmranage, or disrupt these assets
and information. Thus, whether through intended maliceamident, there is signi cant risk to
the disruption of network communication or the unauthatiaecess of connected networks and
information.

Unfortunately, the overall Internet architecture stillai@s the traits of its original design. With
the steady increase in both the frequency and sophisticafionalicious activity on the Internet,
support for security—including access control, authetitbny, nonrepudiation, and integrity—has
signi cantly grown in importance. But, these capabilitiae not intrinsic to the architecture and
effectively must be patched in. Of course, one approachns-trchitect the Internet to re ect the
change in priorities. The recently proposed Accountabteriret Protocol [5] among others, for
example, attempts to do just that by placing accounting gaeduntability, squarely as the highest
priority. Approaches such as these may eventually yield, fowt there are signi cant hurdles in
the way. The current Internet has become part of our infuatitre: the costs of “replacing” it are
high, the timescales are long, and proposals are still bgitdorth, evaluated, and re ned. And,
if history is a guide, such changes are likely to occur inaatally. For the time being, it seems

that we must do our best with the current architecture.



In this environment, devices such as a NIDS have been dea@topshoehorn security features
into network functionality. At a high level, a NIDS is essaily a Iter. Simply put, its task is
to identify and discard malicious or unwanted traf c befanech traf ¢ reaches its intended tar-
get, without disrupting the ow of legitimate traf c. Regding terminology, intrusion detection
focuses on identifying and agging unwanted traf ¢, wheseatrusionpreventionadditionally
removes the traf c. From the perspective of this work, thi#edence between detection and pre-
vention is simply a policy decision, though; we use the tamtrusion detection generally to refer

to both detection and prevention.

1.2 NIDS Requirements: Between a Rock and a Hard Place

Functionally, NIDS operation can be described very sudlyinpattern match all network traf-
c against the signature database as it traverses the NIB&breport (or drop) matching payloads.
The operational requirements are daunting though, and &®rmance needs continue to grow

at a faster pace than resource availability. Some of thereafer this are as follows:

1. Increase in signature counts.Despite recent focus on developing and maintaining secure
software, software continues to be produced with vulnéditeds, new vulnerabilities are dis-
covered in existing software, and novel attacks and exptmhtinue to appear. This trans-
lates to new signatures that must be written and added toditadase. Adding signatures is
unfortunately all too common an occurrence. Over a two yeaiod (from April 2005 to
April 2007), for example, the number of signatures in therSnde database [91] increased
almost three-fold, from 3,166 to 8,868. The direct consegads that larger numbers of

signatures must be matched against payloads, increagrgéti on the NIDS.

2. Increase in signature complexity.Intrusion detection is in many respects a cat-and-mouse
game. Network attacks continue to increase in complexitinaasion detection systems
evolve to respond to them. However, countering evasion§8,/88], mutation [56], and
other attack transformation techniques [92] requiresfadlyecrafted signatures that cover

large classes of attacks but still make ne enough distordito eliminate false positive



matches. Signature languages have thus evolved from siexpleit-based signatures to
more complex session [93,102,117] and vulnerability-d4$&, 113] signatures, with higher

processing costs.

3. Increase in network speedsOrganizations are relying more and more on intrusion detec-
tion devices to protect their networks, even while netwqrkexds are increasing and NIDS
are being placed deeper into the network (toward the coraydwm the edges). Many
mid-size or larger networks are routinely run at 100 Mbps,dp&§ or even 10 Gbps. To be
effective, a NIDS must be able to inspect packets at linesragminst the signatures in the
database, regardless of the underlying network speedirB&d do so can lead to inadvertent
denial-of-service attacks if a NIDS must drop packets dugRb) resource exhaustibrRaw
processor speed increases are leveling; oising network speeds and traf ¢ loads ultimately

result in fewer processor cycles per packet that can be dévtotmatching signatures.

4. Presence of an active adversaryWhen performance is a driving metric, as it is for a NIDS,
one frequently seeks to optimize the common case. In sgea#itsitive settings, however,
one must assume the presence of an active adversary seekiisgupt operation and induce
worst case behavior. The extent of the disruption is bourmethe difference between
the average and worst cases, but in some cases it is larggtetmibe used as a denial of
service attack or to enable evasion [29,99]. In such an adveat environment, a NIDS must

perform packet inspection under the assumption that thetvaaseas the average case.

It is fair to say that a NIDS resides between a rock and a hackeplAttacks and exploits have
been growing in frequency and sophistication for many yearscontinue to do so. Traf ¢ loads
increase with rising network speeds and deployment of NIB\&ags in larger and larger networks.
On the other hand, raw processing speeds are leveling ofsigndtures require more processing

power to match. Evasion and denial of service are two of tlee-present consequences of failing

LAlternatively, for intrusiondetection lapses may occur in which malicious packets enter the m&twadetected.
2Multicore processors can yield throughput gains, provisigitient parallelization can be extracted and synchro-
nization costs are small.



to satisfy these constraints. To remain effective undehslemanding circumstances, a NIDS

must combine suf ciently expressive signature languagis &f cient matching techniques.

1.3 Payload Inspection, the heart of a NIDS

Intrusion detection is a multi-layered process involvingnmtasks. A NIDS resides in-network,
but it must identify exploits and intrusions targeted at-modts. Thus, a NIDS must emulate the
network-level behavior of the hosts it is protecting so tihaan detect exploits as reconstructed
by the protocol stack in the host. This behavior includessembling streams of data from (po-
tentially) out-of-order, fragmented packets, performtreditional header-based packet classi c-
ation [46,107,110], and normalizing alternative traf caalings such as in HTTP URLs [38, 90].

Despite all this work, these tasks are just precursors tatheal process of matching signa-
tures. In the lowest layer, at the heart, there resides inNIBS a pattern matching engine that
potentially compares every byte of incoming and outgoirag d¢rto signatures from a database
containing known exploits or misuses. This process is galyereferred to asignature match-
ing, deep packet inspectipor payload inspectioh Payload inspection directly bears the weight
of the con icting demands described in the previous sectind is the most processing-intensive
component of intrusion detection. Measurements on deplsystems have shown [18] that pay-
load inspection alone accounts for up to 75% of the total ggsing time; our own experiments
are consistent with these results. Ideally, we would like time-complexity of DFAs and the
space-complexity of NFAs.

NIDS performance is limited to the speed at which networkdrean be matched against sig-
natures. Thus, thlanguageused to express signatures and, correspondingly, the ttatduses
and procedures used to represent and match input to stnnfysi language have a tremendous
impact on performance. To keep up with line speeds, sigeatoir portions thereof must be com-
bined and matched simultaneously in a single pass over pl. i6tring-based signatures, initially
popular, have fast multi-pattern matching procedures(@] but limited expressivity. Modern sig-

natures commonly use the full capabilities of regular egpi@ns, which are highly expressive yet

3We use all three terms interchangeably in this work.



compact. From the perspective of matching procedures)aegupressions are typically imple-
mented as either deterministic nite automata (DFAS) oraeterministic nite automata (NFAS).
Like strings, DFAs are fast—requiring only a single tableKop per input symbol-and can be
readily combined into a single automaton that recognizesutiion of the component languages.
However, DFAs often interact poorly when combined, yiegdancomposite DFA that is typically
much larger than the sum of the sizes of the DFAs for individignatures and often signi cantly
exceeds available memory. Our own experiments in Chapteo® shat DFAs corresponding to
actual NIDS signatures require several gigabytes of memory

At the other extreme, combined NFAs have a small memory fodtgout their matching time
can be large. Because they are nondeterministic, NFA imgfeations must use some strategy
for exploring possible state sequences while searching faatch. A “depth- rst search” imple-
mentation requires backtracking over many possible namdehistic paths when searching for an
accepting path. On the other hand, a “breadth- rst searebids backtracking but must simulta-
neously maintain and update a distinct pointer for eachiplesgath in each component signature.
For ever-expanding signature databases used in intrugtaciibn, these costs are not amenable
to real-time inspection.

A payload inspection engine must be both compact and fasigpast NIDS requirements.
But, DFAs and NFAs induce a trade-off requiring either largatching times or large memory

usage, both of which are unsuitable for high-speed netwavk@nments.

1.4 Thesis and Contributions

This work concerns the development and analysis of teclesigqund models for performing
regular expression-based payload inspection of streaddtagsuch as network traf c. The genesis
of this work stems from the observation that in many cases tithe-space tradeoffs associated
with signature matching are not the result of fundamentataies, but rather the consequences
of limitations in existing models. We posit that with theroduction of richer, more complex
models for signature matching, we can construct algoritantsdata structures that bridge the gap

between the tradeoff points and provide acceptable memmuyparformance characteristics.



For example, the disparity between worst-case and averageperformance for some NIDS,
while demonstrably large, can be reduced to manageablés lbyeusing memoization in some
cases to avoid unnecessary computation at the expenseyd shght increase in memory usage.
As another example, through the careful inclusion and mdatpn of simple auxiliary state vari-
ables, we can devise automata-based matching mechaniatrevthd the time-inef ciencies of
NFAs and the memory-inef ciencies of DFAs. From the DFA pegstive, a slight decrease in
matching performance yields a dramatic reduction in the orgrfootprint. These examples illus-
trate that by tolerating slightly degraded behavior on dde sf the tradeoff (time or space), we
can obtain signi cantly improved behavior on the other siddanipulation and management of
these tradeoffs is a fundamental theme of this work.

In evaluating this thesis, we perform detailed analysesxddtiag NIDS to guide our work
and give insight into the practical constraints of payloasbection. In the process, we discover
new attack techniques and threats targeted directly at &NtiIf. We formally characterize the
state-space explosion that occurs when DFAs are combimedywe propose and evaluate novel
models that naturally extend DFAs yet avoid the memory comion associated with state-space
explosion. Finally, we develop novel methods for perforgnédge compression on automata to
further reduce memory usage.

Ultimately, our goal is to develop the theory, models, anglbathms for making regular
expression-based multi-pattern matching of streaming gaactical at high speeds. However,
this work is not the last word on this subject; rather, it ipld that these contributions will lay the
groundwork and prove useful to further research in autorbated inspection.

We brie y describe our contributions in the sections belowdgresent them in detail in suc-

ceeding chapters.

1.4.1 Threat Models Against a NIDS

The purpose of a NIDS is to detect malicious or unauthoriotility present in network traf c,

but as a network-attached device it is itself a potentiajear Successfully attacking a NIDS



enables evasion by allowing malicious or restricted datpass through the NIDS and enter or
leave the network undetected.

We explore NIDS evasion through the use of a denial-of-sernechanism known as an algo-
rithmic complexity attack [29]. Given an algorithm whoseratacase performance is signi cantly
worse than its average-case performance, an algorithmplexity attack occurs when an attacker
is able to trigger worst-case or near worst-case behaviea tfaf ¢ streams are involved in such
attacks. The rstis the unauthorized or malicious paylaadh as an attack, that needs to traverse
the NIDS without being detected. The second is aimed squateéhe NIDS and serves as a cover
by slowing it down so that incoming packets (including theetattack) are able to slip through
undetected. Evasion is most successful when the true ateeks the network, and neither it nor
the second attack is detected by the NIDS.

We present an algorithmic complexity attack that exploitgst-case signature matching be-
havior in the Snort NIDS. By carefully constructing packetyfjmads and sending them into the
network, our attack forces the signature matcher to repgabacktrack during inspection, yield-
ing packet processing rates that are up to 1.5 million tin@ses than average. We term this type
of algorithmic complexity attack dacktracking attack Our experiments show that hundreds of
intrusions can successfully enter the network undeteateidglthe 5-minute course of the attack.
Further, a single attack packet sent once every three sedsrehough to perpetually disable a
NIDS.

We follow with a countermeasure that uses memoization testdermediate state that must
otherwise be recomputed. This defense against the bakkigpattack relies on the use of better
algorithms that reduce the disparity between average amdtwase without changing function-
ality. Empirical results show that this solution con neetprocessing times of attack packets to
within one order of magnitude of benign packets. We notedhlthbugh the countermeasure does
not eliminate the disparity between average and worst;dasigni cantly reduces the magnitude
and practical potency of the attack.

This work had immediate practical value to those using thBSemployed in our analysis.

But, the long-term value is both more subtle and more insitrec First, it shows explicitly the



danger of relying on average-case performance in advatsmvironments. Second, the solution
we propose solves this particular problem, but it is not seagly generalizable to other matching
architectures. Nevertheless, it highlights the inadegwdstandard mechanisms for multi-pattern

signature matching, which insights lead directly to thetrmantribution.

1.4.2 DFA State Explosion and Extended Finite Automata

As stated earlier, DFAs have a fast matching procedure amdbeaasily combined, but DFA
combination often leads to an untenable explosion in thie-s@ace which can easily exhaust
available memory. In some cases, the combined DFA state spaxponential in the sizes of the
source DFAs. We examine this phenomenon in detail and peopeshanisms for obviating it.
This work is divided into three parts.

First, we present a rst-principles characterization atetspace explosion. We describe, for-
mally, why it occurs and give ideal conditions that elimm#&twhen satis ed. We introduce the
notion of ambiguityfor DFAs, distinct from non-determinism, that capturesstheonditions and
show how violation of this property leads directly to stafgace explosion. We then illustrate how
auxiliary state variables can be used to “factor out” the ponents of automata that lead to am-
biguity. When these components are removed, automata ciedde combined without any state
explosion. Intuitively, appropriately including auxifiavariables changes the shape of automata
and restructures the state space so that computation stateecmaintained more ef ciently than
by using explicit DFA states alone.

Second, we introduce a formal model, terntedended Finite Automata (XFAghat extends
the standard DFA model with ( rst) a nite set of auxiliary xiables and (second) explicit instruc-
tions attached to states for updating these variables. Xtem&on from DFAs is natural: a DFA
is simply an XFA with no added auxiliary variables. Variableannot affect state transitions, but
they can in uence acceptance. This model provides a formahé&work for associating auxil-
iary variables to automata. The model is fully determiwistnd yields combination and matching
algorithms that are straightforward extensions to thos®feAs. We present algorithms for con-

structing XFAs, combining XFAs, and matching XFAs to input.
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Third, and nally, a primary advantage of this model is thaliows for systematic analysis and
optimization. When many individual XFAs are combined, tesulting automaton accumulates all
the individual variables and may replicate instructionsoas many states. Even when no state-
explosion occurs, this can lead to large per- ow state ammt@ssing times. Taking inspiration
from common principles used in optimizing compilers [74]e Wevise optimization techniques
for systematically reducing both the number of instrucsi@md the number of variables. These
techniques include exploiting runtime information and @, coalescing independent variables,
and performing code motion and instruction merging.

In summary, Extended Finite Automata provide a model foibéing transformations that re-
move ambiguity from DFAs. In this model, individual XFAs cae combined together, and the
combined XFA can be pattern matched at (fast) speeds agpngathose of DFAs while at the

same time retaining (small) memory footprints similar togh of NFAs.

1.4.3 Edge Compression

XFAs provide a framework for eliminating DFA state explasivhen individual automata are
combined. Nevertheless, individual automata states hdaega memory footprint themselves.
Speci cally, each state in an automaton contains a trasit@ble that holds the next-state tran-
sition for each possible input symbol. For example, a onte-lyide input alphabet h&&b6in-
put symbols. Using 4-byte state identi ers, a single trtiosi table require256 symbols 4
bytes/symbol totaling; 024bytes of memory. A 2-byte wide input symbol can double theamat
ing rate in principle, but the transition table grows in sia62 144bytes of memory per state.

Many have observed that transition tables contain redundésrmation that can be removed
through compression [1, 30, 55, 64, 84]. When entries in @sit@n table contain the same next-
state identi er, those entries can be replaced by a sidgfaulttransition that is followed for each
removed symbol. Alternatively, some input symbols indute same next-state transition in the
transition tables at every state. These input symbols farracaivalence class, and there may be

several classes of equivalent symbols. To reduce tranddible size, symbols in an equivalence
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class can be replaced by a single designated symbol in thss eind indexed during matching
using analphabet compression table

Single alphabet compression tables for DFA state commessve been used extensively in
compiler-writing tools such as LEX and YACC [2,55, 84] and/édeen recently explored in the
signature matching context as well [13]. We re ne this teigue by introducingnultiplealphabet
compression tables, built from the observation that many seinput symbols have equivalent
behavior for large numbers of states, but not necessallilgtales. We develop heuristics for
partitioning the set of states in an automaton and creatingpcession tables for each subset in a
way that yields further reductions in memory usage.

Using compression tables does require more processing simee the per-byte cost now in-
cludes lookups into these tables. However, experiments shat once the overhead of the rst
compression table has been paid for, inclusion of additioampression tables comes at no ad-
ditional runtime cost. We conduct further experiments carmg the performance and memory
usage of multiple alphabet compression to default-traomsitompression and to the combined
compression scheme, and we show how to integrate alphabgiression and default-transition

compression so that both are employed simultaneously.

1.5 Dissertation Organization

This dissertation is structured as follows. In Chapter 2 wevey prior work performed and
provide general background and context to properly franreoaun work. We give a brief history
of intrusion detection, describe threats against a NIDSmadhanisms that circumvent them, and
discuss proposed languages and models for performingtsignaatching at wire speeds.

In Chapter 3 we present the Backtracking Algorithmic ComipeAttack, highlighted in Sec-
tion 1.4.1 as our rst contribution. We provide details o&tBnort architecture to which it applies,
we describe mechanisms for crafting the attack input, angresent the memoization-based tech-
nique for countering the attack. For both the attack and #ferdse mechanism, we report mea-

surement results obtained from live experiments in a ctletfcetting.
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In Chapters 4, 5, and 6 we present the Extended Finite Aueomatlel for matching regular
expressions, our second major contribution. Chapter 4dmenal matching semantics for regular
expressions in the signature matching environment. Ch&gteuses on the formal underpinnings
including state space explosion and matching models, wkeZdapter 6 contains algorithms for
manipulating XFAs, including construction, combinatiomatching, and optimization.

We present our third major contribution, multiple Alphaktmpression, in Chapter 7. Finally,

Chapter 8 concludes.
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Chapter 2

Background and Related Work

In this chapter, we review previous work to give context aragirfe our own work. We begin in
Section 2.1 with a brief history of intrusion detection, amel informally characterize and contrast
the many facets of general intrusion detection.

Intrusion detection systems are themselves subject tokatla Section 2.2 we survey general
threats against a NIDS and describe work performed to deoeetiminate the threats altogether.
These threats include, in part, exploiting inherent amitiggiand triggering algorithmic complex-
ity attacks. Finally, in Section 2.3 we survey work perfodrteward enabling ef cient signature

matching in a NIDS and contrast it with our own.

2.1 Intrusion Detection

In its most general sense, intrusion detection refers tptbeess of detecting unauthorized or
malicious activity on any computing resource. Early workaattomated intrusion detection can be
traced back to almost 30 years prior to the time of this wgitis4, 57]. In a 1980 report, Ander-
son [6] proposed using programs to automatically inspedit éngs that identify and track misuses
and other anomalous behavior. Beginning in 1983 and spgrseveral years, Denning [31] devel-
oped an intrusion detection model intended to be “indepetwfeany particular...type of intrusion”
and therefore suitable as the basis for a general-purpdsesion Detection Expert System, or
IDES, as it was termed at the time. Other products becam&ahiaialthough most were directed
toward nding intrusions on individual hosts. The year 198@rked the introduction of tools ex-

plicitly targeted toward network intrusion detection perhed on local area networks [49], and
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increased commercial and government interest in intrudetection technology soon followed.
Since then, intrusion detection has grown to the point thet mow a ubiquitous component of
modern computer and network systems [73, 115].

Intrusion detection systems can be characterized alony @ees. We brie y consider two:
host vs. network intrusion, and anomaly vs. misuse detectid host-based IDS [42] resides
directly on an individual host and monitors system process&l memory usage for the presence
of malicious behavior. Exploit-based systems identifycspe known intrusions such as buffer
over ows, heap over ows, format string attacks, and so fortModel-based systems construct
models of speci ¢ process behavior (such as typical syst@hsequences) and look for deviations
from that behavior. A network IDS, on the other hand, resigesetwork and monitors traf c
to and from many hosts. Network-based and host-based systerme complementary roles: a
host-based system constructs detailed knowledge aboahtii®nment and behavior of a speci ¢
computer system, but it imposes monitoring overhead andbd&sowledge of activity outside the
machine itself. On the other hand, a network-based systamleserve the activity of many hosts
on a network, but its knowledge of any speci ¢ host is limitaad often incomplete.

Looking at the other axis, anomaly detection relies onstiatl techniques for performing in-
trusion detection. These systems construct a baselinelmbaermal behavior against which cur-
rent behavior is compared. Signi cant deviations from thed®l are agged as intrusions. Several
techniques have been proposed for nding deviations, usiathods such as maximum entropy es-
timation [45], dimensionality reduction through prina@gomponents analysis [66], wavelet-based
signal analysis [11], and sketch-based change detectigntféname a few. Misuse detection, on
the other hand, compares traf ¢ to instances of speci c rees1 Misuses are characterized by
speci ¢ signatures, expressed as strings or regular egfmes, that are all compared to traf c as
it passes through the detector. Traf c that does not matghraisuse signatures is benign by
de nition. There are many commercial NIDS offerings alonghwpopular open-source systems
including Bro [85] and Snort [91].

As with host- and network-intrusion detection, anomaly amiduse detection are likewise

complementary. Anomaly detectors can nd new attacks aadsds of intrusions, but the false



15

positive rate is high. Signi cant changes in the nature af thaf c may need to be observed
before a deviation is identi ed. Misuse detectors perforerywdetailed analysis of traf c, but
detection is limited to the known signatures in their dassyahey cannot detect novel attacks
without updated signatures. Recent work has investigaigthiques for automating the signature
construction process. Proposals such as EarlyBird [98lpgnaph [58], and Polygraph [79] can
be interpreted as techniques that in part bridge anomakctien and misuse detection by rst
identifying anomalies and then automatically construgtimsuse signatures from them.

The focus of this dissertation is misuse network intrusietedtion. In particular, our work
focuses speci cally on the mechanisms for matching sigrestto traf ¢ at line rates. Neverthe-
less, our techniques may have value in other domains invplRigh-speed matching of streaming
data [76].

2.2 Threats Against a NIDS
2.2.1 Adversarial Environments and Ambiguity

A NIDS operates in an adversarial environment; to be effectt must be robust to adversarial
activity designed to foil or bypass detection. However,iegng such resilience continues to be
an elusive goal. In early foundational work, Ptacek and News [88] outline inherent dif cul-
ties with network intrusion detection and describe threeegal categories of attacks: insertion,
evasion, and denial of service. Amsertionattack inserts data into the stream that the NIDS pro-
cesses but an end host discards. Converselgyvasionattack carries data that bypasses a NIDS
but reaches the intended target. Both of these attacks neyrbiguities or subtleties in network
protocol speci cations and subsequent differences in eng@ntation to succeed. For instance, an
attacker can send a packet whose Time-To-Live (TTL) eldes so that the packet reaches the
NIDS but expires and is dropped before arriving at the dasn. Failing to recognize the short
TTL at the NIDS leads directly to an insertion attack oppoity Finally, denial of servicattacks
are resource consumption attacks that exhaust memoryg$sing cycles, or network bandwidth
to defeat the NIDS. Many techniques have been proposed tesgithese problems; each of them

has limitations.
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One approach to removing ambiguities is to introduceoamalizer[47, 71] that intercepts
traf c and transforms it to a canonical form before undergpNIDS analysis and entry into the
network. Handleyet al.[47] introduce a normalizer that identi es incorrect or aigioous elements
in IP, TCP, and UDP protocol headers and either correctsrtbe @ drops the packet. Normaliza-
tion may lead to a change in end-to-end semantics; Haradlal consider this issue and describe
other trade-offs involved in normalization. Ruletal. [94] explore normalization of application
layer data in packet payloads and propose a combined naatialh and matching mechanism for
HTTP traf c.

Ideally, a NIDS should faithfully emulate the relevant bebaof all hosts on the network so
that its interpretation of traf c matches the hosts' intestation. Unfortunately, some ambiguities
cannot be resolved by a normalizer and stem from implemientdifferences in the hosts them-
selves both at the protocol level and the application |e9@) 96]. In this case, adopting a speci c
normalization policy provides protection to only some df tiosts on the network. To address this,
Shankar and Paxson [96] propose using a database of hosghy which a NIDS can query the
key traits of a host to resolve ambiguities and properly eteuthe relevant host during matching.
Active Mapping provides a sort of context-sensitivity to EJI$; the authors argue that some form
of context-sensitivity is required to resolve per-host ayuliies.

Finally, to examine protocols such as HTTP, a NIDS must erabte application-level streams
from distinct, out-of-order, possibly duplicated packeStream Reassemblgs the process is
called, is also a source of ambiguity and can lead to evasidrdanial of service. For instance,
packets with identical sequence numbers and other strefammiation can contain distinct pay-
loads. Only the destination end-host knows which fragmehtoe accepted; evasion is possible
when the NIDS incorrectly guesses which fragment the entlwitlsaccept. Dharmapurikar and
Paxson [33] examine the issues with stream reassemblyaii,d#tow how adversaries can disrupt
operation, and characterize the damage they can causedé&helpp hardware-based mechanisms
that are resilient to adversaries, and use techniques sumaceful degradation when under attack.
Even so, they observe that the effects of an adversary caiways be removed, and in some cases

must be tolerated.
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2.2.2 Algorithmic Complexity Attacks

Denial of Service attacks targeting a NIDS can also distuptdetection process. One way to
achieve denial of service is to exhaust resources such daldeanemory and processing cycles on
the NIDS. For instance, to perform stream reassembly a NIDSt maintain connection state for
each individual data stream. Dregaral. [35] report experimental results showing that up to 4,000
new connections are created per second on a moderatelyriatg®rk of (presumably) benign
traf ¢, and that the number of connections tends to grow ¢vee and can quickly exhaust memory
without some form of management. An attacker who estaldigied never closes) several streams
can induce memory exhaustion by forcing the creation of €sige connection state [33, 88].

Denial of service can also be induced by triggeradgorithmic complexity attackswvhich
occur when an attacker is able to induce worst-case behavian algorithm whose worst-case
is signi cantly beyond its average case. These attackso#xpborly designed and implemented
algorithms rather than program correctness aws or amiygdiypically, an attacker induces these
attacks by crafting input to invoke the worst case, possiblr several iterations of the algorithm.
Crosby and Wallach [29] demonstrate the ef cacy of algariib complexity attacks by exploiting
weaknesses in hash function implementations to effegtiteh randomizedd(1) lookups into
O(n) linear scans. Using this technique, they reduce the packeepsing rate of the Bro NIDS
[85] from 1200 packets per second to only 24 packets per skdarpreliminary follow-on work
they illustrate how to achieve slowdown attacks againgtleegexpression matching engines [28].

In Chapter 3 we describe a variant termed the backtrackiggrighmic complexity attack.
Through careful construction of attack payloads, our &tfacces the signature matching compo-
nent of the popular Snort NIDS [91] to repeatedly backtraoélding processing rates that are up
to 1.5 million times slower than average. In live, contrdliexperiments, we use this attack as a
cover to successfully and perpetually evade detectiontarattacks.

The strength of these attacks draws on the difference betexsgage- and worst- case behavior
of algorithms. In principle, this class of attacks can benetated by avoiding algorithms with
large performance gaps, or by designing explicitly for tr@st-case. But in practice, worst-case

performance of existing algorithms is often unacceptadniel, one common approach is to employ
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architectures with fast, approximate techniques backesldwyer, more involved algorithms [34,

63, 94]. For example, Dreget al. [35] proposes an adaptive Itering technique to dynamigall
adjust for load changes. Snort [91], on the other hand, wesspsenices of successively more re ned
matching predicates to reduce average-case execution tinie precisely this architecture that

opens the door to algorithmic complexity attacks.

Other techniques have been proposed to address the penfoenmequirements of intrusion
detection. Leeet al.[67] dynamically divide the workload among multiple modsilenaking ad-
justments as necessary to maintain performance. Load stieddperformed as necessary to dis-
tribute the load to different modules, or to lower its prigriAlternatively, Kruegekt al.[62] have
proposed achieving high speed intrusion detection byildiging the load across several sensors,
using a scatterer to distribute the load and slicers andsesalslers to provide stateful detection.
Still other approaches seek to provide better performagplitting up (and possibly replicating)
a sensor onto multiple cores or processors [26,111]. Thegmaches show that allocating more
hardware can better protect large networks with large ansoohtraf ¢, but they do not directly
address worst-case complexity attacks.

Both [67] and [85] propose the use of monitors to track thewese usage and performance
history of a NIDS. In [67], if a monitor discovers abnormalbng processing times, the current
operations are aborted and optionally transferred to aidmerity process. For [85], on the other
hand, the monitor simply triggers a restart of the NIDS. le ¢feneral case, such techniques may
provide a useful mechanism for ensuring guaranteed minirparformance rates at the cost of
decreased detection accuracy. However, such mechanisuls ire periodic lapses in detection
capability.

The backtracking algorithmic complexity attack arisesrirthe inadequacy of standard NFA-
based regular-expression matching techniques for imnudetection. DFA-based approaches have
constantO(1) complexity per byte and are thus immune to complexity atgadiut they have
untenable memory requirements. In Chapters 5 and 6, we pedprtended Finite Automata as a

model for addressing these weaknesses.
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2.3 Signature Matching

Signature matching is at the heart of intrusion detectioth iarthe focus of this work. At a
high level, signature matching is simply a language redagmprocess in which input strings (the
payload) are tested for membership in the languages de geldset of signatures. Two comple-
mentary facets of languages shape the behavior and chastcseof signature matching mecha-
nisms: the language used for writing signatures, and themmrsg model used for identifying and
accepting elements of the language. Unfortunately, theset$ also introduce con icting trade-
offs; e.g, more expressive language models typically require moreptex and time-consuming
matching procedures. We brie y describe related work orhldatets below and highlight some
of the tradeoffs involved.

We note that a related but distinct problem is the automattarsection problem: given a set
of DFAs D with common alphabet, does there exist a string2  such that for eacb 2 D,

x 2 L(D)? In other words, the problem is to discover whether the saetion of the automata in
D recognizes more than the empty language. This problem mcespomplete [41]. In contrast,
for signature matching, the stringis supplied as input and the problem is to ef ciently nd whic

automata irD accept the pre xes ox.

2.3.1 Signature Languages

Languages for expressing signatures have grown in conplagiattacks and evasion attempts
have become more sophisticated. Simpler languages areghoient to match, but have limited

expressive power. Complex languages are more expressiveabe a longer matching procedure.

2.3.1.1 Exploits and String-based Signatures

String-based signatures were initially popular for intamsdetection and still nd some use
today, most notably as fast pre- Iters that guard more ca@xphatching mechanisms [82]. Such
signatures have two advantageous properties. First, tieeyesy ef cient. Common string match-

ing algorithms [14,59] use skiplists, suf x automata [78hd other heuristics [72] to complete in
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linear time or less. For these algorithms, each byte of tlyopa is examined at most once, and
the per-byte cost is bounded and small.

Second, strings can be combined and matched simultaneowestya single pass of the input
payload. In particular, the Aho-Corasick algorithm [1] guzes a concise automaton-like struc-
ture linear in the total size of the strings with a xed worsise performance bound that matches
all strings in a single pass. Other proposed multi-stringcmag techniques [25, 116] provide
different tradeoffs [114] between matching speed and mgmsage. Simultaneous multi-pattern
matching is crucial to NIDS performance, allowing the numbgsignatures to grow over time
without affecting matching performance.

A number of improvements have been made to the basic stringhing paradigm, including
parametrized matching [7, 8], approximate matching [75fching with wildcards [3], and other
methods [24, 39]. These techniques seek to retain the bbsieney of string matching while
increasing the expressivity of the underlying signatugisl other work has focused on improving
matching performance through the use of hardware [69, 18], @r through other algorithmic
means. For example, Tuek al.[109] apply path compression and bitmaps to eliminate soime o
the space costs inherent to the Aho-Corasick algorithmy Tégort memory requirements that are
reduced by a factor of 50 without any decrease in performance

Unfortunately, strings are fundamentally limited by thksick of expressivity. In adversarial
settings, many transformation techniques [32, 56, 90, 88tammonly employed to produce dis-
tinct variations in attack signatures; a string-basedaetevould need a distinct string for each of
these variations, which can easily number into the thousaAd a simple example, a case insen-
sitive version of “root” can be easily captured with the riegiexpression ([Rr][O0][Oo0][Tt]) but
requires 16 distinct strings using a string-based approdtius, requirements for signature lan-
guages have evolved from simple exploit-based paradigit®se that can succinctly characterize

classes of exploits, among other capabilities.
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2.3.1.2 \ulnerabilities and Regular Expressions

String-based signatures are effective for performinggoatmatching in search of speci ¢ ex-
ploits, but they are not suf cient for expressing more gegratterns or vulnerabilities. Due to
these limits, modern systems [20, 85, 91] have migratedrisvacher models that provide greater
exibility than strings. Currently, regular expressionS3] have become thde factostandard
for expressing signatures. Regular expressions arelgtnoire expressive than strings, but like
strings they can be succinctly expressed and combined amchathsimultaneously using au-
tomata. Indeed, Sommer and Paxson [102] argue that theasexleexpressivity of regular expres-
sions combined with their ef cient matching procedureséfr in input size) yields fundamental
improvements in signature matching capabilities.

One advantage of regular expressions is their ability to@hgeéneral vulnerabilities, such as
a buffer over ow, as opposed to speci ¢ exploits that target vulnerability. Brumleyet al. [17]
propose techniques for automatically constructing vidbéity-based signatures built from regu-
lar expressions. The principal advantages of this appraeaethe elimination of human error in
signature construction and resilience to polymorphicckidaGiven a vulnerable application, input
that produces an exploit, and a runtime trace leading updceiploit, the approach constructs
a regular expression signature that in principle captulesxgloit variations. Our work is com-
plementary to theirs. We focus on signature and regularesgion matching, whereas they study
signature creation.

In the Shield approach [113], “vulnerability-speci c, drfi-generic” Iters are inserted into a
host's network stack and executed on each packet that redlchecripts. These lters determine
whether a packet's contents satisfy a vulnerability caoditand blocks the packet or alerts the
user if an exploit is detected. For text-based protocolgl8luses regular expressions to express
vulnerabilities, although the full capabilities of theelts are more general.

Regular expression signatures are also used to providé@dimatching context. Sommer
and Paxson [102] propossontextual signatureswhich incorporate protocol event sequencing

(e.g, ordering of commands and responses) into string matchihgs allows standard matching



22

algorithms to be performed in the context of the protocgklevents that have been received. Ru-
bin et al.[93] extend this notion witlsession signaturesvhich model entire attack sequences from
connection initialization by the attacker to attack ackiemgment by the victim (to the attacker).
Yegneswaramt al.[117] introducesemantics-aware signaturésat incorporate session-level and
application-level protocol semantics into signhaturescheaf these techniques aims to reduce false
matches by providing a rich context in which to perform sigina matching.

All of the work discussed above in this subsection employgile expressions either as a
target for signature creation, or as the language used ferirlg. In contrast, our work examined

the models used fanatchingregular expressions to input, regardless of their constmor use.

2.3.1.3 Other Languages

With regard to expressive power, regular expressions goergar to strings. Thus, it is nat-
ural to ask whether even more expressive mechanisms suabngextfree or context-sensitive
languages would provide even further bene t. For thesesda®f formal languages the answer is
in the af rmative, since they are both super-sets of regldaguages [53]. However, to the best
of our knowledge the practical consequences of employidgeri language models is not fully
understood with regard to the wire-speed performance reménts of matching payloads.

As a case in point, automata corresponding to regular egjgresignatures can be combined
and matched simultaneously with little (if any) increaseuntime cost, but this may not be practi-
cally feasible or even possible for matching mechanismsaremexpressive languages. For exam-
ple, both Bro [85] and Shield [113] de ne custom scriptingdmages for expressing signatures,
but it is not clear whether scripts in these or other langsageild be fully combined and executed
simultaneously as is done with nite automata. Further,ahitg procedures for more expressive
languages may impose untenable runtime costs. For examp@léiost intrusion detection context
(where runtime performance is important but not as stritigdrmoth Wagner and Dean [112] and
Gifn et al. [43] report that context-sensitive models were prohileitjvexpensive and unsuitable

for practical use.
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It would be interesting to further explore the suitabilitiricher language models for network-

based intrusion detection, but such exploration is beybadtope of this work.

2.3.2 Matching Models for Regular Expressions

Whereas the choice of signature language determines thesswe power of a signature
scheme, the matching model de nes the runtime charadtist the memory usage and per-
formance — associated with determining whether input g&ribelong in the language. In this
dissertation, our focus is on matching models for regul@ressions.

Matching models for regular expressions are based on niteraata. It is well-known that
regular expressions and nite automata are inherently eoted [53]. Speci cally, a language
is regular if and only if it is accepted by a nite automaton6@], Theorem 2.5.1). Thus, for a
regular expressioR, we can determine whether any input sequence is a membee tdriguage
L(R) de ned byR by feeding it to a nite automatof (R) corresponding t&. If F(R) accepts
the input, then the input is a member of the langua@®). Signature matching is fundamentally
a language recognition problem, with the caveat that meshii@in multiple languages must be
evaluated simultaneously.

Regular expressions are typically represented as eithed&terministic Finite Automata (NFAS)
or Deterministic Finite Automata (DFAS). Individual autata can be readily composed to form a
single composite automata (we give an algorithm in Secti8h #ut they often do not scale when
combined. As indicated in Chapter 1, NFAs can compactlyeggnt multiple signatures but may
require large amounts of matching time, since the matchpeyation needs to explore multiple
fruitless paths in the automaton. DFAs are fast, requirinly a single table lookup per input sym-
bol, but they exhibit polynomial or exponential growth iretbtate space when combined. Thus,
in their basic form, NFAs and DFAs as used in intrusion débedie at opposite extremes from a
memory-performance perspective and are not suitable fr fipeed signature matching.

Using DFAs (for their speed) as a starting point, many teghes have been proposed to re-
duce the memory footprint of combined DFAs. Memory redutii® achieved in two ways: by

reducing the total number of automaton states, and by radubie footprint of individual states.
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Since the total memory footprint is a function of the numbgstates, reducing the number of
states yields the most signi cant reduction, and reduchegfootprint of individual states provides
second-order results. Nevertheless, both mechanismsdiliceénsome increase in the matching
time since additional computation is performed per byte.@k&mine these costs in detail later in

this dissertation.

2.3.2.1 Reducing the Number of States

In early work, Yuet al. proposedDFA Set-Splitting118], a state reduction technique that
combines signatures into multiple DFAs (instead of a silifid) such that total memory usage is
below a supplied threshold. Regular expressions are higaitly selected for combination until the
resulting automaton exceeds its “fair share” of memory, laiciv time it becomes immutable and a
new combined automaton is begun. The process repeats lietipbaessions have been included.
Set-splitting controls state-space explosion by capgieg@mount of memory a group of DFAs can
consume when combined, at the cost of introducing additiDRAs to be matched. As a result,
set-splitting traces a curve between NFAs and DFAs in a spaxeplot: as the memory threshold
is increased, the number of DFAs that must be simultaneausliched shrinks, decreasing the
inspection time. The primary advantage of this techniquis isimplicity, although large signature
sets may require many DFAs to be matched in succession.

Becchi and Cadambi [12] propose State Merging, in whichrimition about states themselves
is moved into edge labels in a way that allows states to be swdb The algorithm employs a
heuristic-driven iterative approach for selecting caatidstates to be merged. The authors report
total memory savings of up to an order of magnitude, but perémce results are not given. We
also reduce the number of DFA states, but our work seeks turedie the cause of state-space
explosion in combined DFAs.

Lazyapproaches to DFA evaluation [44] can reduce the effectivabrer of DFA states, al-
though the overall total number remains the same. Beginaimyg with an NFA (compact but
slow) and a start state, lazy approaches dynamically bb#dDFA at runtime by constructing

transitions and states only as needed, as determined byghe Lazy construction draws on the
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fact that although the state space is large, the workingfsasited orhot states is typically much
smaller. Although in its current form this technique wast pgoposed for XML Stream Processing,
recent work [70] has con rmed that working set sizes aretreddy small for intrusion detection
signatures as well. The cost, of course, is increased exadirne when new transitions and states
are constructed and exposure to algorithmic complexitgc#t. This approach is orthogonal to
our own and can be applied to any DFA-based matching scheme.

Auxiliary variables can be used to reduce the memory remmergs of an automaton. This
approach, common to software veri cation [9,52] and modedaking [23], associates one or more
variables with an automaton and uses them to track matchatg siore compactly than explicit
states alone can do. But, to the best of our knowledge, mabntiques for including these variables
are ad-hoc and not designed for high speed payload insped@eveloped concurrently with our
own work, Kumatet al.[63] present heuristics that use ags and counters for rebering whether
portions of signatures have been seen. Like us, they uséaayxiariables for reducing the state
space, although there are some fundamental differenaes, thieir technique is heuristic and seeks
only to reduce the number of states, whereas we begin witmaellaccharacterization of state space
explosion and then show how auxiliary variables can elit@ma Second, the interaction between
states, variables, and transitions is not formalized, argdnot clear how individual automata can

be combined and manipulated. We provide an extensible farmodel explicitly designed for this.

2.3.2.2 Reducing the Size of a State

The second way to reduce the overall memory size is to recheenemory footprint of indi-
vidual states, a process referred toeglgle compressiorsince pointers for the transitions leading
out of a state constitute the bulk of a state's footprint,u@dg the number of outbound point-
ers can reduce the size of a state signi cantly. Most edgeptession techniques are variations
of two themes: default transitions, and alphabet comprassihese techniques trace their roots
back to automata compression techniques developed foritmpiting tools such as LEX and
YACC [30,55, 84]. We brie y describe some of them here.
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A default transition replaces entries for multiple symbiisa transition table with a single
entry that is followed whenever the removed symbols arerveseat the state. During matching,
the default transition is followed to its destination stéte the current state there is no transition
table entry for the current input symbol. Depending on thestaction, it is possible that a single
input symbol may require traversing chains consisting oessd default transitions before the
proper destination state is reached.

Johnson [55] introduced the use of default transitions f&Azompression during devel-
opment of the YACC parser generator. He used auxiliary areayd performed careful place-
ment of state identi ers to achieve compression. The papéiteo-Corasick multi-pattern string
matcher [1] also employed default transitions extensjvedythat only transitions that made for-
ward progress toward matching some pattern were distineflyesented.

In an intrusion detection environment, one of the centralllehges with default transition
schemes is quickly determining whether the current inpumtsyl is contained in the state, or
whether the default transition must be followed. Recettlymnaret al.[64] proposed a hardware-
based technique, ZF-As, with heuristics for construction that limit the maximuength of default
transition chains that must be followed. During matchirdggyt use hardware-supported hashing
to quickly identify whether or not a default transition shaipe followed at a given state. In
further work, the hardware dependency has been removeddwyrasg the availability of wide
pointers [65] into which transition information is encodexhd the construction heuristics have
been reformulated to reduce default transition chain lesfiirther [13]. Finally, Ficarat al.[37]
propose an enhancement that follows only one default tiansat the cost of continually copying
transition table entries on each input symbol.

Alphabet compression is complementary to default tramsstiand draws on the fact that some
input symbols induce the same behavior at all states in a BE&h input symbols form an equiva-
lence class, and all but one symbol from each equivalenss ckn be removed from the transition
tables of all states. During matching, an alphabet compmes$able maps symbols to their respec-

tive equivalence classes. Our experiments with this teghenusing the Flex scanner have yielded
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memory reductions of up to 50 although the reduction comes at a high execution time cest i
volving multiple memory accesses that are not suitable fgih4speed matching. Further, tools
like Flex perform matching using repeated invocations eflifrA and assume different semantics.
Recently, Becchi and Crowley have examined single alphed@ipression tables in the context
of intrusion detection [13]. In our work on edge compressiancontrast, we explore the use of
multiple alphabet compression tables that yield even &mthemory reductions without additional

runtime cost.

2.3.2.3 Hardware and Other Approaches

Many hardware approaches have been proposed to circuniestitrte-space tradeoff inherent
to DFA and NFA matching. Hardware-based solutions can |edizad the processing required to
achieve high performance by processing many signaturearallpl rather than explicitly com-
bining them. Sidhu and Prasanna [97] provide a hardwareebBi-A architecture that updates
the set of states in parallel during matching. Sourdis anelfatikatos [105] employ content-
addressable memories (CAMS) to increase the performamtteefuand Clark and Schimmel [21]
present optimization techniques (such as examining nelbgtes per clock cycle) and achieve
regular expression matching at rates of up to 25 Gbps. Breida. [15] also employ multi-byte
transitions and apply compression techniques to reducentraory requirements. These tech-
niques show promise for high performance matching. Howeaemlication of NFAs introduces
scalability issues as resource limits are reached (Clack@ehimmel are able to t only 1500
signatures on their prototype). In addition, hardware mégphes in general lack the exibility for
evolving signature sets that is implicit to intrusion deiee, and they restrict applicability to those
instances where the hardware cost can be justi ed and cuktdware support is available. In
general, our focus on mechanisms for signature matchirtpereiequires nor precludes the use
of custom hardware. Our work focuses on the inherent spatglexity of combining automata
and mechanisms for avoiding the space costs, independé¢né aarget architecture. In our ex-
periments, we assume only a generic computing platformisting of a modern general purpose

processor with a standard amount of memaryg( a 3 GHz process with 4 GB of memory).
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Moving beyond signature matching, other extensions toraata have been proposed in the
context of information securityExtended Finite State Automata (EFS&Yend traditional au-
tomata to assign and examine values of a nite set of varg@abl8ekar and Uppuluri [95] use
EFSAs to monitor a sequence of system calls. Extensionh,as&EFSA, fundamentally broaden
the language recognized by the nite-state automaig, EFSAS correspond to regular expression
for events (REEs). On the other hand, XFAs can be viewed ap@miaation of a regular DFA,
but XFAs do not enhance the class of languages that can bgniezed. It will be interesting to
consider XFA-type optimizations to EFSAs.

Eckmannet al. [36] describe a language STATL, which can be thought of ase4sitate au-
tomata with transitions annotated with actions that arckéiacan take. The motivation for STATL
was to describe attack scenarios rather than improve thaegfcy of signature matching. Au-
tomata augmented with various objects, such as timed atofghand hybrid automata [51],
have also been investigated in the veri cation communitgr &ample, hybrid automata, which
combine discrete transition graphs with continuous dyraisystems, are mathematical models
for digital systems that interact with analog environme#its with EFSAs, these automata (which
are usually in nite-state) fundamentally enhance the leagges they recognize.

Time-space tradeoffs like that induced by DFA and NFA matghare pervasive to Computer
Science. As illustrated with DFA Set Splitting [118], in $utadeoffs memory use can be reduced
at the cost of slower program execution, or alternativéig, computation time can be reduced at
the cost of increased memory use. In complexity theory,aeters investigate whether addition
of a restriction on the space inhibits one from solving peof in certain complexity class within
speci ¢ time bounds. For example, time-space tradeoff loh@unds for SAT were investigated
by Fortnow [40]. Time-space tradeoffs have also been egplar the context of attacks [77, 83].
We are not aware of existing work on time-space tradeoffe@cbntext of signature matching for
NIDS.
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Chapter 3

NIDS Evasion via Backtracking Algorithmic Complexity Attacks

In this chapter, we examine algorithmic mechanisms for amly denial of service in a NIDS.
Many common algorithms have performance whose worst-ocasavior is distinct from its average-
case. For example, hash lookup I@&4) (constant) complexity on average, but in the worst-case
degenerates to &B(n) linear traversal. Similarly, Quicksort operatesn log n) time on av-
erage, but in its worst-case @(n?) [27]. For both examples, the worst-case behavior is trigder
by the runtime input to the algorithm. By design, typicalutgwill exhibit average-case complex-
ity. However, inputs can be supplied that exploit algoritand/or implementation knowledge to
trigger the worst-case. In hostile environments wheretrtipet is controlled at least partially by an
adversary, this presents an opportunity for an attackerdadge degraded performance.

A NIDS has similar behavioral properties at both small anddascales. At the small scale,
processing components such as classi cation, normatinatind stream reassembly require the
use of algorithms with differentiated average- and woestec At the large scale, it is common
for NIDS designers to employ fast but approximate matcheuhhiques backed by slower, more
detailed matching in order to meet performance requiremeiithus, the system itself may be
architected such that average-case and worst-case argydished. Finally, engineers, software
designers, and network operators can collectively cordhoinputs and parameters that affect
NIDS performance except for one, the runtime traf c input.

An algorithmic complexity attack [29] is an attack in whicharefully crafted inputs produce
worst-case behavior that exhausts processing resourdedegmades performance, leading even-

tually to denial of service. To use rewall terminology [19)nder such conditions a “fail-open”
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NIDS allows packets to pass unexamined, whereas a “faslecddONIDS drops packets. For exam-
ple, as discussed in Chapter 2, Crosby and Wallach [29] sthdwes to induce worst-case hash
function behavior to reduce performance in the Bro NIDS [8624 packets per second (this aw
has since been removed in Bro).

In this chapter we introduce the Backtracking Algorithmior@plexity Attack. Through care-
fully crafted input patterns, our attack forces the largals signature matching component of the
Snort NIDS [91] to repeatedly backtrack during inspectigie]ding packet processing rates that
are up to 1.5 million times slower than average.

Our countermeasure to the backtracking attack is an algordt, semantics-preserving en-
hancement to signature matching based on the concept of izatina. The core idea is straight-
forward: whereas the backtracking attack exploits the nafed signature matcher to evaluate
signatures at all successful partial match offsets, a mestion table can be used to store interme-
diate state that must otherwise be recomputed. Our def@y@esa the backtracking attack relies
on the use of better algorithms that reduce the disparitwéen worst and average case without
changing functionality. Even so, it does not eliminate tlegf@rmance gap entirely, as we will
show.

Our result applies directly to Snort [91], a popular opensse NIDS that provides both NIDS
and IPS functionality and claims more than 150,000 activersusSnort uses a signature-based
architecture in which each signature is composed of a seguehoperations, such as string or
regular expression matching, that together identify airisimisuse. In our experiments, we use
Snort over both traces and live traf c. In addition, we prdia practical implementation of the
defense by extending Snort's signature matching functigndirectly.

In summary, our contributions in this chapter are two-fokirst, we discuss NIDS evasion
through algorithmic complexity attacks. We present a higdffective real attack, the backtracking
attack, that yields slowdowns of up to six orders of magretaad is feasible against the (esti-
mated) tens of thousands of networks monitored by Snort.of8cwe present an algorithmic

defense, based on the principle of memoization, that camthe slowdown to less than one order
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Predicate Description Type

content :<str > | Searches for occurrence ofstr > in payload multiple-match
pcre :=regex= Matches regular expressiemegex=against payload multiple-match
byte _test Performs bitwise or logical tests on speci ed payload bytes | single-match
byte _jump Jumps to an offset speci ed by given payload bytes single-match

Table 3.1: Subset of Snort predicates used for packet itispedultiple-match predicates may
need to be applied to a packet several times.

of magnitude in general and to less than a factor of two in nnases. We provide a practical
implementation of this solution and show its ef cacy in adigetup.

We organize this chapter as follows. In Section 3.1 we dkscBnort's rule-matching archi-
tecture. Sections 3.2 and 3.3 present the backtrackingkadtad the countermeasure, respectively.
Section 3.4 details our experimental results, and Sectibre@nsiders other types of complexity

attacks. Section 3.6 concludes.

3.1 Rule Matching in Snort

Our work is performed in the context of the Snort NIDS. Snonpéoys a signature-based ap-
proach to intrusion detection, de ning distinct signatsirer rules, for each misuse to be searched
for. Each signature is in turn composed of a sequengaedicatesthat describe the operations
that the signature must perform. Section 3.1.1 gives anveerof the language used to specify

these rules. Section 3.1.2 describes the algorithm use@dtcmules against packets.

3.1.1 Expressing Rules in Snort

Snort's rules are composed of a header and a body. The hepéeires the ports and IP
addresses to which the rule should apply and is used duregl#issi cation stage. The body has
a sequence of predicates that express conditions that aseddeed for the rule to match. A rule

matches a packet only if all predicates evaluated in sequsncceed. Of the predicates that are
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alert tcp $EXT _NET any -> $HOMEET 99
(msg:"AudioPlayer jukebox exploit";

content:"fmt=", /IP1
pcre:"/*(mp3|ogg)/",relative; //P2
content:"player="; /IP3

pcre:"/.exe|.com/" relative; //P4
content:"overflow" relative;  //P5
sid:5678)

Figure 3.1: Rule with simpli ed Snort syntax describing ai@nal vulnerability.

part of Snort's rule language, we focus on those used to aadhe packet payloads. Table 3.1
summarizes the relevant rules.

Figure 3.1 depicts a signature using a simpli ed version 0d$s rule language. The header
of the rule instructs Snort to match this signature agailhst@P traf c from external sources to
servers in the home network running on port 99. The body ofrtike contains threeontent
predicates, twecre [87] predicates, and two termsisgandsid , used for noti cation and book-
keeping. The rule matches packets that contain the stnirtg followed immediately bymp3or
0gg, and also contain the strimpgayer=, followed by.exe or.com, followed byoverflow .

Predicates have one important side effect: during rule hiragca predicate records the position
in the payload at which it succeeded. Further, when a preglazntains aelative modi er, that
predicate inspects the packet beginning at the positiorhathwthe previous predicate succeeded,
rather than the start of the payload. For example, if pradi®8in Figure 3.1 nds the string
player= at offseti in the payload, the subsequertre predicate P4) succeeds only if it matches

the packet payload after position

3.1.2 Matching signatures

When matching a rule against a packet, Snort evaluates #tkcates in the order they are
presented in the rule, and concludes that the packet doesatoch the rule when it reaches a
predicate that fails. To ensure correctness, Snort patgntieeds to consider all payload offsets

at whichcontent or pcre predicates can succeed. We term thesétiple-matchpredicates.
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Payload| fmt=aac player=play 000 fmt=mp3 rate=14kbps player=cmd.e xe?overflow
Offset | 01234567890123456789012345678901234567890123456782345678901234567
1 2 3 4 5 6

(P5,59,67)
(P4,51,59) (P4,51,59)
(P3,31,51) (P3,31,51) (P3,31,51)
(P2, 4, f) (P2,28,31) (P2,28,31) (P2,28,31) (P2,28,31)
(P1, 0, 4) (P1, 0, 4) (P1, 0,28) (P1, 0,28) (P1, 0,28) (P1, 0,28 ) (P1, 0,28)

Figure 3.2: Packet payload matching the rule in Figure 3dlcamresponding stack trace after each
call to getNextMatch on line 3 of Algorithm 3.1.

In contrast, predicateByte test andbyte jump are single-match meaning that any distinct
predicate invocation evaluates the payload once.

In the presence of a multiple-match predicBt&nort must also retry all subsequent predicates
that either directly or indirectly depend on the match posibf P. For example, consider matching
the rule in Figure 3.1 against the payload in Figure 3.2. Tdretq") inP2indicates thaP2must

nd a match in the payload immediately after the previousdicate's match position. If Snort
considers onlyPIs rst match at offset 4, therP2 will fail since P2is looking for mp3or ogg
but nds aac instead. However, if Snort also considét$s second match at offset 282 will
succeed and further predicates from the rule will be evalllaBnort explores possible matches by
backtracking until either it nds a set of matches for all gigates or it determines that such a set
does not exist.

Algorithm 3.1 presents a simpli ed version of the algoritrused by Snort to match rules
against packets. All predicates support three operations. When a predicatevaluated, the
algorithm callsgetNewlnstance to do the required initializations. The previous matchtsef is
passed to this function. TlgetNextMatch function checks whether the predicate can be satis ed,
and it sets the offset of the match returned by calls togb#vatchOffset predicate. Further
invocations ofgetNextMatch return true as long as more matches are found. For each & thes

matches, all subsequent predicates are re-evaluatedydeedtaeir outcome can depend on the

1The Snort implementation uses tail calls and loops to lirddjwmate functions together and to perform the func-
tionality described in Algorithm 3.1. The algorithm preseshhere describes the behavior that is distributed through
these functions.
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MatchRule(Preds):

1 Stack  (Preds[0]:getNewlInstance (0));

2 while Stack:size > 0do

3 | if Stack:top:getNextMatch () then

4 || if Stack:size == Preds:sizethen return True;

5 || ofst  Stackitop:getMatchOffset ();

6 || Push(Stack; PredgStack:size].getNewlInstance (ofst));

7 | elsePop(Stack);

8 return False;

Algorithm 3.1: Rule matching in Snort. The algorithm returiisue only if all predicates
succeed.

offset of the match. The rule matching stops when the lastipaée succeeds, or when all possible
matches of the predicates have been explored. Figure 3Wssthe stack at each stage of the
algorithm. Each stack record contains three elements: ridigate identi er, the offset passed to
getNewlnstance at record creation, and the offset of the match foundetNextMatch (f if no

match is found). In this example, the algorithm concludes the rule matches.

3.2 NIDS Evasion via Backtracking

The use of backtracking to cover all possible string or ragekpression matches exposes a
matching algorithm to severe denial of service attacks. &efully crafting packets sent to a host
on a network that the NIDS is monitoring, an attacker carggigvorst-case backtracking behav-
ior that forces a NIDS to spend seconds trying to match thgetad rule against the packet before
eventually concluding that the packet does not match. Forute in Figure 3.1P2will be eval-
uated for every occurrence of the strifigt= in the packet payload. Furthermore, whenever this
string is followed bymp3 P2will succeed and the matcher will evalu®8& and if P3succeeds it
will evaluateP4 If fmt=mp3appears, times,P3is evaluateadh; times. If there ar@, occurrences
of player=, P4will be evaluated, times for each evaluation &3 which gives us a total af; n,

evaluations foP4 Similarly, if these occurrences are followed by repetitions of.exe or.com,
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Payload| fmt=mp3fmt=mp3fmt=mp3player=player=player=.exe.exe. exe
Offset | 0123456789012345678901234567890123456789012345678234
1 2 3 4 5

Figure 3.3: A packet payload that causes rule matching tktkek excessively.

P5is evaluatedh; n, nztimes. Figure 3.3 shows a packet that hass n, = n3 = 3 repetitions.
Figure 3.4 shows the evaluation tree representing the qgaigei evaluated by the algorithm as it
explores all possible matches when matching Figure 3.Inag#ie payloads in Figure 3.2 and in
Figure 3.3. Our experiments show that with packets contduim this manner, it is possible to
force the algorithm to evaluate some predicates hundredsilbdbns of times while matching a
single rule against a single packet.

The amount of processing a backtracking attack can causndsystrongly on the rule. Let
n be the size of a packet in bytes. If the rule lkasnconstrained multiple-match predicates that
performO(n) work in the worst case, an attacker can force a rule-matchiggrithm to perform
O(nk) work. Thus the following three factors determine the powie backtracking attack against

arule.

1. The number of backtracking-causing multiple-matohtent andpcre predicatek. The rule
from Figure 3.1 ha& = 4 because it has 4 backtracking-causing multiple-matchigaéss (in-
cluding P5which does not match the attack packet, but still needs Weisa the packet before
failing). Note that not alcontent s andpcres can be used to trigger excessive backtracking.
Often, predicates that have constraints on the positioeg thatch cannot be used by an at-
tacker to cause backtracking. An example of such a predisaite rst pcre from Figure 3.1,

predicateP2, which has to match immediately after the m=bntent .

2. The size of the attack packetsWe can use Snort's reassembly module to amplify the effect o
backtracking attacks beyond that of a single maximum sizexkgt. The rule from Figure 3.1
is open to attacks of complexi®(n*). When Snort combines two attack packets into a virtual
packet and feeds it to the rule-matching engmeloubles, and the rule-matcher does 16 times

more work than for either packet alone.
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Figure 3.4: Predicate evaluation trees in Snort. The le# tepresents the 6 predicate evaluations
performed on the payload in Figure 3.2, and the right treevsttbe 43 evaluations performed for
the payload in Figure 3.3. Numbers on edges indicate payfiadts where a predicate matched.

3. The total length of the strings needed to matchkhmedicates If these strings are short, the
attacker can repeat them many times in a single packet. mhisnces the constants hidden
by the O-notation. Lets,,... S be the lengths of the strings that can cause matches fd« the
predicates. If we make their contribution to the procestimg explicit we can compute for each
string the exact number of repetitions. If we divide the pacdktok equal-sized portions, each
lled With repetitions of one of these strings, we obtain= bm=kc=sc. The cost of the attack
is O( . i) = O(nk=(kX Q _, Si)). Other factors such as the amount of overlap between these
strings, the length of the strings needed to match predi¢hte do not cause backtracking, and
the details of the processing costs of the predicates alsenne the processing cost. These

factors remain hidden by the constants inside@aeotation.

Approximately 8% of the 3800+ rules in our ruleset were sptibée to backtracking attacks to
some degree. Our focus is on the most egregious attackdshwipically yielded slowdowns rang-
ing from three to ve orders of magnitude. We quantify theesigth of these attacks experimentally

in Section 3.4.
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MemoizedMatchRule reds):

1 Stack  (Preds[0]:getNewlInstance (0));

2 MemoizationTable ; ;

3 while Stack:size > 0do

4 | if Stack:top:getNextMatch () then

5 | | if Stack:size == Preds:sizethen return True;
6 || ofst  Stackitop:getMatchO set();

7 || if (Stack:top;ofst) 2 MemoizationTable then

Push(Stack; P reds[Stack:size]:getNewlInstance (ofst));

8 \;M emoizationTable = MemoizationT able [f (Stack:top;ofst)g;

10 | elsePop(Stack);

11 return False;

Algorithm 3.2: The memoization-enhanced rule-matching algorithm. £i2e7, and 8 have
been added.

3.3 Memoization, a remedy for backtracking

As illustrated above, rule-matching engines are open tdtbaaking attacks if they retain
no memory of intermediate results, which for Snort are prath evaluations that have already
been determined to fail. Thus, matching engines can beddrcannecessarily evaluate the same
doomed-for-failure predicates over and over again, asreiguw indicates.

Algorithm 3.2 shows our revised algorithm for rule matchthgt uses memoization [27, 89].
It is based on the observation that the outcome of evaluaisgquence of predicates depends
only on the payload and the offset at which processing stafise memoization table holds
(predicate;o set) pairs indicating for all predicates, except the rst, thifsets at which they
have been evaluated thus far. Before evaluating a preditetelgorithm checks whether it has
already been evaluated at the given offset (line 7). If tredjmate has been evaluated before,
it must have ultimately led to failure, so it is not evaluateghin unnecessarily. Otherwise, the
(predicate;o set) pair is added to the memoization table (line 8) and the peadiis evaluated

(line 9). Note that memoization ensures that no predicateatiated more thamtimes. Thus, if a
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Figure 3.5: The memoization algorithm performs only 13 praté evaluations instead of 43 as it

avoids the grayed-out nodes. The CPS optimization redineesumber of predicate evaluations
to 9, and the monotonicity optimization further reducesdhaluations to 5.
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rule hak®predicates performing work at most linear in the packetsjzsemoization ensures that
the amount of work performed by the rule matching algoritisratimosO(k® n n) = O(kh?).
Figure 3.5 updates Figure 3.4 to re ect the effects of memuban. The greyed out nodes in the
large tree from Figure 3.5 correspond to the predicatesvibatd not be re-evaluated when using
memoization. For the most damaging backtracking attac&sagrules in Snort's default rule set,
memoization can reduce the time spent matching a rule aghiepacket by more than four orders
of magnitudgwith the optimizations from Section 3.3.1, more than velers of magnitude).

To implement memoization, we used pre-allocated bitmap#hi® memoization table, with a
separate bitmap for each predicate except the rst. Theaizbe bitmaps (in bits) is the same
as the sizev (in bytes) of the largest virtual packet. Thus if the largasinber of predicates in a
rule ism, the memory cost of memoizationy$m 1)=8 bytes. In our experiments, memoization
increases the amount of memory used in Snort by less than 0.1%

A naive implementation of memoization would need to inii@lthese bitmaps for every rule
evaluated. We avoid this cost by creating a small array thltshup to 5 offsets and an index into
the array. When a rule is to be evaluated, only the index inéoatrray needs to be initialized to
0. If the number of offsets a predicate is evaluated at exx&edve switch to a bitmap (and pay
the cost of initializing it). It is extremely rare that pa¢genot speci cally constructed to trigger

backtracking incur the cost of initializing the bitmap.
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3.3.1 Further optimizations

We present three optimizations to the basic memoizaticorihgn: detecting constrained pred-
icate sequences, monotonicity-aware memoization, anidliagounnecessary memoization after
single-match predicates. The rst two of these signi cgnmtduce worst case processing time, and
all optimizations we use reduce the memory required to perfmemoization. Most importantly,
all three optimizations are sound when appropriately &gplhone of them changes the semantics
of rule matching.

Constrained predicate sequencesWe use the namearker for predicates that ignore the
value of the offset parameter. The outcome of a marker andl piredicates subsequent to the
marker are independent of where predicates preceding thkeem@atched. As a result, markers
break a rule into sequences of predicates that are indepenfileach other. We use the name
constrained predicate sequen@@PS) for a sequence of predicates beginning at one marker an
ending just before the next marker. For exam8,n Figure 3.1 looks for the stringlayer=
in the entire payload, not just after the offset where thevipres predicate matches becaul@
does not have theelative modier. Thus the rule can be broken into two CPS&4:-P2 and
P3P4P5

Instead of invoking the rule-matching algorithm on the entule, we invoke it separately for
individual CPSes and fail whenever we nd a CPS that cannoimbéched against the packet.
The algorithm does not need to backtrack across CPS boasdaess backtracking is performed
because the rst predicate in each CPS is invoked at most.oRcethe example in Figure 3.5,
detecting CPSes causes the algorithm not to reRisindP2onceP2has matched, thus reducing
the number of predicate invocations from 13 to 9.

Monotone predicates: Some expensive multiple-match predicates used by Snod trees
monotonicity property that we informally de ne as followd: the set of matches returned from
predicatep at any offseb is always a subset of the set of matches returned from evatuat an
earlier offset, then predicapas monotone. For these predicates we use the more aggressast-
offset memoizatiorin this optimization, we skip calls to a monotone predichiehas previously

been evaluated at an offset smaller than the offset for theguinstance. For example, say we
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rst evaluate a monotoneontent predicate starting at offset 100 that does not lead to a nwdtch
the entire rule. Later we evaluate the same predicatersfieati offset 200. The second instance is
guaranteed to nd only matches that have already been exgbloy the rst instance. With basic
memoization, after each of these matches of the seconthoestae check the memoization table
and do not evaluate the next predicate because we know iteadl to failure. But, theontent
predicate itself is evaluated unnecessarily. With monicttyraware memoization, we do not even
evaluate theontent predicate at offset 200.

The monotonicity property generalizes to some regular@&sgons too, and it can be de ned
formally as follows: letS; be the set of matches obtained when predipateevaluated at offset
0;, andS, the matches for starting offset. If for all packets andBo; 0, we haveS, S,
thenp is monotone. In our example from Figure 3.1, @ntent s andpcres are monotone with
the exception of the rspcre, P2 because it matches at most omwenediately aftethe position
where the previous predicate matched.

Lowest-offset memoization helps reduce worst case protgsecause for some predicates
the number of worst-case invocations is reduced f@(n) to 1. For the example in Figure 3.5,
this optimization would have eliminated the second andlitewraluations for predicaté®, andP5
(and forP3also if CPSes are not detected). This further reduces thdeuai predicate instances
evaluated from 9 to 5.

Unnecessary memoizationBasic memoization guarantees that no predicate is evaluoabee
thann times. For some rules with single-match predicates we cavige the same guarantee even
if we omit memoizing some predicates. If we employ memoaratiefore evaluating a single-
match predicate, but not before evaluating its successocam still guarantee that the successor
will not be evaluated more tham times (at most once for every evaluation of our single-match
predicate). Also, if we have chains of single-match presd is enough to memoize only before
the rst one to ensure that none is evaluated more thdmes. Thus, our third optimization is
not to perform memoization after single-match predicagegh asbyte _test andbyte _jump
(see Table 3.1), except when they are followed by a monotoediqgate. For our rule set, this

optimization reduces by a factor of two the amount of memasgdfor memoization.
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Rule Processing time (seconds/gigabyte) Slowdown Slowdown
Protocol ID Trace Backtracking attack w.r.t. avg traf ¢ w.r.t. same protocol
trafc Original | Basic Memo.| Memo+Opt. Original Memo+Opt | Original Memo+Opt

IMAP 1755 200.6 89,181 1,802 91.9 4,329 4.46 444 0.46
IRC 1382 146 | 1,956,858 1,170 87.6 94,993 4.25 134,031 6.00
MS-SQL | 2003 119.3 18,206 715 140.4 884 6.82 152 1.17
NetBIOS | 2403 729.7 357,777 57,173 122.0 17,368 5.92 490 0.17
Oracle 2611 110.5| 6,220,768 3,666 174.0 301,979 8.45 56,296 1.57
SMTP 3682 132.8 | 30,933,874 2,192 126.4 | 1,501,644 6.14 232,936 0.95

SMTP 3682, w/o reassembly 1,986,624 903 103.1 96,438 5.00 14,960 0.78
SMTP ‘ 2087 ‘ 132.8 175,657 5,123 164.5 8,527 7.99 1,323 1.24

Table 3.2: Strength of the backtracking attack and feasilaif the memoization defense. Columns
7-8 show the overall slowdown under attack when memoizasiowt and is used. Columns 9-10
show similar slowdowns with respect to the same protocol.

3.4 Experimental Results

We performed empirical evaluations with traces and in a feéting. In Section 3.4.1, we
present measurements comparing backtracking attack {saeké traces of typical network traf-
c. Our results show that three to six orders of magnitudenslowns achieved with the back-
tracking attack are reduced to less than one order of magmglowdown under memoization. In
Section 3.4.2, we show actual evasion using a non-memoimptementation, and the resulting
recovery with the memoized version.

For our experiments we used the Snort NIDS, version 2.418gewed to use the Aho-Corasick [1]
string matching algorithm. Snort is run on a 2.0 GHz Pentiupre@cessor and is loaded with a
total of 3812 rules. We instrumented Snort using cycle-eateuPentium performance counters.
When enabled, instrumentation introduced less than 2%hewaek to the observed quantities of
interest. We found that our measured observations werastenswith the instrumentation results

collected by Cabrerat al.[18].
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3.4.1 Trace-based Results

For benign traf ¢, we obtained two groups of three tracesheeaptured on different days at
distinct times. The rst group of traces were captured onlithie between a university campus and
a departmental network with 1,200 desktop and laptop coenpud number of high-traf ¢ servers
(web, ftp, ntp), and scienti c computing clusters genargthigh volumes of traf c. These traces
are 7 minutes long and range in size from 3.1 GB to just over 8 B second group of traces
were captured in front of a few instructional laboratorietating 150 desktop clients. They are
also 7 minutes long and range in size from 816 MB to 2.6 GB.

We created attack traf c by generating ows correspondingséveral protocols and supplying
payloads that are constructed in a similar manner to theopaytonstruction outlined in Sec-
tion 3.2.

In the trace-based experiments, we fed the benign traf c aaick traf c traces into Snort
and observed the performance. We performed these expdamath and without memoization
enabled. Figure 3.6 shows the slowdowns experienced dwsekiracking attacks targeting several
rules and the corresponding defense rates. It summarieemfitormation in Table 3.2. In each
group, the leftmost bar represents the cost of packet psoug$or the speci ed protocol relative
to 20.6 s/GB, the combined average packet processing rateanr traces. For Rule 1382 (IRC),
the rate is less than 1, re ecting the fact that the averagjectprocessing time for IRC traf c is
less than the baseline.

The central bar in each group shows the slowdown observedhbkets crafted to target the
speci c rules indicated at the base of each group. The adtaegult in processing times that are
typically several orders of magnitude slower than the bhaselwith the most egregious attack
coming in at a factor of 1.5 million times slower. Finally, tine rightmost bar of each group we
see the result of each attack repeated with the memoizagiemsle deployed. In most cases, Snort
performance when under attack is comparable to if not b#ttar when not under attack.

Table 3.2 details the attacks and the defenses quantiyatoreseveral different protocols. For
each attack, Columns 1 and 2 give the protocol and the tatdgeide ID to which the attack be-

longs, respectively. Column 3 shows the average processirggfor each protocol. Columns 4



43

T

1000000

[] benign traffic, unmodified Snort =
B attack traffic, no memoization 3
attack traffic, w/ memoization+o

100000
10000

1000k

Slowdown (log scale)

100k

10k

(IMAP)  (IRC) (MS-SQL) (NetBIOS) (Oracle) (SMTP) (SMTP)
1755 1382 2003 2403 2611 3682 2087

Targeted Rule ID

Figure 3.6: Relative processing times for benign and atteafic, and attack traf ¢ with memo-
ization. Memoization con nes the slowdown to less than ordeoof magnitude.

through 6 show the raw processing times for attack packetsensn unmodi ed Snort, Snort with

basic memoization, and Snort with fully optimized memaimat Columns 7-8 give overall slow-

downs and Columns 9-10 supply the slowdowns on a per-prbbasis. The backtracking attack
achieves slowdowns between 3 and 5 orders of magnitude les from many protocols. When
memoization is employed, the overall slowdown is con ne@vithin one order of magnitude. Per-
protocol, memoization con nes most attacks to within a ¢éaaf two of their normal processing

time.

Rows 7 and 8 highlight the impact that reassembly has on theepsing time. In this experi-
ment, when reassembly is performed the size of the virtueketefed to the rule-matching engine
is only twice the size of a non-reassembled packet, but thegssing time is almost 16longer.

The effects of the three memoization optimizations can ba by comparing Columns 5 and 6
in Table 3.2. The strength of the optimizations varies bytgrol, ranging from just under a factor
of 10 to just over a factor of 30, excluding the NetBIOS outlier the Snort rule set, NetBIOS
rules contain many predicates that can be decomposed instramed predicate sequences. These

rules bene t considerably from the optimizations.
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Figure 3.7: Live Snort evasion environment. Snort moni@iset-
work composed of web and mail servers.

Recall that the attacks applied are all low-bandwidth &gadven though the overall slow-
down rate using memoization is up to an order of magnitudeesicthese rates appbnly to the
attack packets (which are few in number) and not to the oMeealormance of Snort. Under mem-
oization, processing times for attack packets fall wittiie hormal variation exhibited by benign
packets.

In the rightmost column, slowdowns less than 1.0 indicas with all the optimizations in-
cluded, Snort was able to process backtracking attack paokere quickly than it could process
legitimate traf c. In other words, our optimizations alles Snort to reject these attack packets

more quickly than it otherwise was able since fewer ovenatirate evaluations are performed.

3.4.2 Evading a Live Snort

In this section we demonstrate the ef cacy of the backtmaglattack by applying it to a live
Snort installation. We rst show successful evasion by gpyg the attack under a variety of
conditions. We then show that with memoization, all the feripundetected attacks are observed.

Figure 3.7 shows the topology used for testing evasion israkperiment. To induce denial of
service in Snort, we use an SMTP backtracking attack thatects to a Sendmail SMTP server in
the protected network. We are using this attack to mask a Hi@t] exploit normally recognized

by Snort. Both the Nimda exploit and its SMTP cover are semhfthe same attacking computer.
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Test | Description of backtrack attack Exploits | Required
detected| rate (kbps)
1 | Control; no attack 300/300 N/A
2 | twopackets every 60 sec. 220/300 0.4
3 | twopackets every 15 sec. 6/300 1.6
4 | onepacket every 5 sec. 4/300 2.4
5 | onepacket every 3 sec. 0/300 4.0
6 | twentypackets initially 0/300 0.8
7 | onepacket every 3 sec. 300/300 N/A
(memoization enabled)
8 | twentypackets initially 300/300 N/A
(memoization enabled)

Table 3.3: Summary of live Snort experiments. Without mezaei
tion, 300 intrusions pass into the network undetected.

Each Nimda exploit is sent one byte at a time in packets spasetond apart. To simulate real
world conditions, we used the Harpoon traf c generator [[lid3ontinuously generate background
traf c at 10 Mbps during the experiments.

We measure the effectiveness of the backtracking attackdyamber of malicious exploits
that can slip by Snort undetected over various time frames. iMifiated a new Nimda exploit
attempt every second for 5 minutes, yielding 300 overlagptrusion attempts. Table 3.3 shows
the results. Test 1 is the control: when the backtrackindagtxis not performed, Snort recognizes
and reports all 300 exploits despite our fragmenting themTdst 2, we sent two backtracking
attack packets every 60 seconds for the duration of the erpat. Snort missed only one-third
of the attacks, detecting 222 out of 300 intrusion attemiptslest 3, we increased the frequency
of the backtracking attacks to 2 packets every 15 secondppirg the detection rate to just 2%
of the transmitted exploits. Test 4 decreased the detecsiteneven further, and in Tests 5 and
6 the attacker successfully transmitted all 300 exploithauat detection. Aside from high CPU
utilization during the attacks and an occasional, sporpdit scan warning directed at the SMTP
attack, Snort gave no indication of any abnormal activityntrusion attempt.

These experiments show that the transmission rate neededd¢essfully penetrate a network

undetected is quite low, with both tests 5 and 6 requiring rmwenthan 4.0 kbps of bandwidth.
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Test 5, in particular, suggests that perpetual evasion eaachieved through regular, repeated
transmissions of backtracking attack packets.

Tests 7 and 8 demonstrate the effectiveness of memoizalibase tests repeat Tests 5 and
6 with memoization enabled (including all optimizationgyith memoization, Snort successfully
detected all intrusions in both tests.

In summary, these experiments validate the results of aoetbased experiments and illustrate
the real-world applicability of the backtracking attacksiblg carefully crafted and timed packets,
we can perpetually disable a NIDS without triggering anyrraks, using at most 4 kilobits per
second of traf c. Correspondingly, the memoization deferan effectively be used to counter

such attacks.

3.5 Discussion

Often, algorithmic complexity attacks and their soluti@@®m obvious once they have been
properly described. Nevertheless, software is still writthat is vulnerable to such attacks, which
begs the question—how can a NIDS or IPS designer defend stagaamplexity attacks that he
has not yet seen? A possible rst step is to explicitly coesidorst-case performance in critical
algorithms and to look at whether it is signi cantly slowéain average case and can be exploited.
For example, Crosby and Wallach [29] have shown that in tleeNBDS, failure to consider worst-
case time complexity of hash functions leads to denial ofiser With this mindset, we brie y

consider mechanisms employed by existing NIDS with an eyatds triggering the worst case.

Deterministic nite automata (DFA) systems can experieagponential memory requirements
when DFA's corresponding to individual rules are combinedsome cases, automata are built
incrementally [102] to reduce the footprint of a DFA that nahotherwise tin memory. Be-
cause each byte of traf c is examined exactly once in a DFAckbracking does not occur.
However, it may be possible for an adversary to construckgtaahat trigger incremental state
creation on each byte of payload, resulting in consistentlyeased computation costs and po-

tentially leading to memory exhaustion.
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Nondeterministic nite automata (NFA) systems reduce themory requirement costs of DFA
systems by allowing the matcher to be in multiple states goeatly. In practice, this is
achieved either through backtracking or by explicitly maining and updating multiple states.
In the rst case, algorithmic complexity attacks are ackigWby triggering excessive backtrack-
ing. In the second, the attacker tries to force the NIDS toatpdeveral states for each byte

processed.

Predicate-based systems such as Snort can be slowed ddwraitacker can cause more pred-
icates to be evaluated than in the average case. We havenfg@sn attack that forces the
repeated evaluation of a few predicates many times. In asfitattacks can be devised that
seek to evaluate many predicates a few times. For exampbet &nploys a multi-pattern string
matcher [1] as a pre- Iter to pare down the rules to be matdoeaach packet. Constructing

payloads that trigger large numbers of rules can lead tosswee predicate evaluations.

We have performed preliminary work that combines the se@mithird observations above
to yield packet processing times in Snort that are up to 10064 slower than average. These
results, combined with those of this paper, suggest thatiteiddressed, algorithmic complexity

attacks can pose signi cant security risks to NIDS.

3.6 Conclusion

Algorithmic complexity attacks are effective when theygger worst-case behavior that far
exceeds average-case behavior. We have described a newhalgo complexity attack, the back-
tracking attack, that exploits rule matching algorithm$\NdDS to achieve slowdowns of up to six
orders of magnitude. When faced with these attacks, a iral{NIDS becomes unable to keep
up with incoming traf ¢, and evasion ensues. We tested tttesck on a live Snort installation and
showed that the protected network is vulnerable under ttasla along with the tens of thousands

of other networks protected by Snort.
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To counter this attack, we have developed a semanticspnegalefense based on the princi-
ple of memoization that brings Snort performance on attaatkpts to within an order of magni-
tude of benign packets. In some cases, the techniques eaddipw Snort to evaluate the packets
even faster than average.

In general, it is not clear how to nd and root out all sourcésigorithmic complexity attacks.
To do so requires knowledge of average- and worst-case gsingecosts. Without a formal model
of computation, such knowledge is dif cult to obtain and #em acquired in an ad-hoc manner.
Mechanisms for formally characterizing and identifying@ithms and data structures that are
subject to complexity attacks can serve as useful analgsls for developers of critical systems,

such as NIDS.
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Chapter 4

DFA Matching Semantics

In our second main contribution, we present an alternatieglehto DFAs for performing
signature matching. As a prelude to that work, in this shioaipter we formally de ne the language
speci cation and matching semantics for regular express@nd deterministic nite automata in
the context of intrusion detection. We start by reviewingnstard de nitions for DFAs. We then
extend DFAs as necessary to enable multi-pattern matcHisggeaming data, and we show that
with these extensions, matching can be modeled precisely age state transducer. Finally,
we present an algorithm for combining multiple DFAs into agle DFA that matches all the

component DFAs simultaneously.

4.1 Deterministic Finite Automata

A deterministic nite automaton (DFA) is a 5-tup(&; ; ;qo; F) where
Qis a nite set of states,
is a nite alphabet,
is a function fromQ to Q,
(p is a designated start state, and

F Qis asetof accepting (or nal) states.
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Figure 4.1: A DFA recognizing the regular ex-
pressior/ .*ab.*cd/. Starting in state 0, the in-
put is accepted if the DFA is in state 4 after the
last symbol is read.

The function is a total function over the states and alphabet that mapsssit@Q crossed
with alphabet symbols in back to states. For each stat2 Q and each symbol 2 | thereisa
transitionfrom g to some stateg’2 Q (note: = qis possible).

When supplied an input sequence ?, a DFA begins at starting statg and moves from
state to state as each symbokirs read. If the DFA is in an accepting, or nal, state when tast|
symbol ofx is read, then we say that the DR&ceptdts input. We use the terrourrent stateto
refer to the state the DFA is in at any given point in the inpguence.

Pictorially, we can represent a DFA as a directed graph irclwbtates are nodes in the graph,
edges between nodes are transitions, and each edge igllahbigl@ symbol from the input alphabet

. Since istotal, there ar¢ | labeled edges out of each state to other states in the DFAwd=igl
shows a DFA withQ = f0; 1; 2; 3;4g states, = fa;b;c;d), gy =0, F = f4g, and as depicted.
Note the back-arc from state O to itself labeledf cg is a graphical shorthand representing all
edges whose labeled transition is BoWWe may alternatively express this[as] .

DFAs are inherently tied to regular expressions. A regukression is a mechanism for con-
cisely specifying classes of languages, some of which mag bige. A DFA, on the other hand,
is a language acceptor and is used for recognizing whethieing & a member of a language or
not. Moreover, the class of languages accepted by niteraata is exactly the class of languages
speci able using regular expressions. In other words, for segular expressioR, there is a DFA
D such thaD accepts all strings ih (R), the language described B The DFA in Figure 4.1,

for example, accepts all strings in the language speci edhgyregular expressiot*ab.*cd/
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read as “an arbitrary number of symbols, followed by the segeab, followed by an arbitrary
number of symbols, followed by the sequemrci. Note that throughout this work, as a notational
convenience we delimit regular expressions with a forw#adrs(“/”) at the beginning and the end

of the expression.

4.2 Streaming Data and Transducers

Streaming applications can be characterized by their lategl streams, which can be viewed
as a single sequence of input of indeterminate length. Fesetlapplications, which include intru-
sion detection, one is typically interested in nding mataippatterns up to the currently-scanned
byte in the input, rather than accepting (or rejecting) there stream as a whole. This change in
semantics affects both the regular expressions used tisgiee underlying languages as well as
the structure of the automaton used for matching.

Recall that regular expressions are language speci eractommodate streaming data, reg-
ular expressions need to be adjusted so that their desdebhgdages include thentire stream up
to the current byte, even the previous portion not direclgvant to the signature. In practice, this
is achieved by pre xing the regular expression with a Kleetwsure over the full alphabet ¢),
typically denoted as.* ”. This construct has the effect of prepending into the laggi(speci ed
by the regular expression) all alphabet symbol sequenceds tipe occurrence of the language
strings themselves. For example, the regular expredsiah.*cd/ in Figure 4.1 contains this
pre x already. On the other handab.*cd/ speci es a language whose strings must begin with
the sequencab and is therefore not suitable for stream matching.

Automata semantics must be similarly adapted. Two progertiust be amended. First, per
the de nition, a DFA accepts its input only if it is in an acdiyy state after all the input has been
scanned. The adjustment is to change the matching procéalaeknowledge acceptance each
time the DFA moves into an accepting state. This has theteffedlowing the automaton to accept
the input up to the current byte without regard to the remaiiraf the input. Second, DFAs emit
a binary “accept” or “reject” to indicate acceptance, buéaming applications typically match

many regular expressions simultaneously, each of whichahdistinct ID that must be emitted
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whenever accepted. Ignoring how we combine DFAs for the nmbyvee address this change by
associating one or more IDs with each accepting state anitleenn as appropriate.

From a strict de nitional perspective, we can model DFAshwihese two changes as deter-
ministic nite state transducers [53]. A nite state transzer is a DFA augmented with an output
alphabet and a function that maps states or edges to symbuoidlie output alphabet. Transduc-
ers that emit output symbols on states, as is the case hererared Moore machines; those that
emit on edges are termed Mealy machines. During matchiagstiucers emit the output symbols
associated with each state (or edge) each time it is visited.

In our formulation, Moore machines are the relevant modekntally, a Moore machine is a

6-tuple(Q; ; ;o) where

Q (states), (alphabet), (transition function), and, (start state) are as in DFASs,
is the output alphabet, and

is a mapping fromQ to  specifying the output associated with each state

(which may be empty for some states).

Note that there is no set of nal states in a Moore machine. Nlbere machine model captures
streaming data matching semantics precisely. To wit,istaith a DFA, we set (the output
alphabet) to be the set of all regular expression IDs, andamstouct to map accepting states
in the DFA to the output symbol in corresponding to the proper ID. Thus, matching can be
interpreted as the process of converting the input to a sesguef matching regular expression
IDs.

Throughout this dissertation, we assume Moore machinedrsrer semantics for simultaneous
matching of multiple regular expression patterns by makiregsimple changes to DFA matching
described above. Nevertheless, the changes from standakdniatching are minor. Thus, to
remain consistent with accepted practice, we continuefey te the process generically as DFA

matching.



53
4.3 Combining Automata

Automata combination refers to the process of combiningdwmore distinct automata into
a single, composite automaton which, when executed, ivaiguit to executing all the individual
automata simultaneously. This process is central to mgdi@ performance demands of signa-
ture matching. We give a formal description of DFA combioatand present an algorithm for

ef ciently combining automata.

De nition 4.1 LetD; =(Qq; ; 1;S1;F1) andD, = (Qz; ; 2;S2; F2) be two DFAs with com-
mon alphabet . Thestandard product constructioof D, andD, is the DFAD =(Q; ;;s;F),

where

for eachq; 2 Q; andp 2 Q», there is a distinct element= hy; i 2 Q,
s = bh.y; Sol,
for eachqua; thp 2 Q1 andpa; oy 2 Q2 and 2, if 1(Gha; ) ! @y @nd
2(Ga; ) ! Gen, then (Mha; Gl ) !'h Cpa; Gonl
for eachhoy; i 2 Q,if g 2 F; or 2 F» (or both), thery; i 2 F.
We denote the product constructién of automataD, andD, asD = D; + D,. Further,

L(D)= L(D;)[ L(D,). The standard product construction for Moore automata isedesimi-
larly.

Denition 4.2 LetM; = (Q1; ; 1; 1; 1;S1) andM, = (Qz2; ; 2; 2; 2:S2) be two DFAs
with common alphabet. Then, the standard product construction oMof andM, is the Moore
automatorM =(Q; ; ;; ;s ) where

Q, , ands are as de ned for DFA combination above,

foreach ; 2f [ gand ,2f ;[ g,thereisadistinctsymbdl ;; i 2

( is a symbol not occurring in ; or ),

for eachq, 2 Q; andg 2 Qy, there are three cases to consider:
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Combine(MooreMachine rst, MooreMachine secondl

worklist WL
MooreMachine ¢

c.addStateh(rst.start, second.stair}
hrst.start,second.startoutputsym.append ( rst.start.outprgym)
hrst.start,second.startoutputsym.append (second.start.outsyim)
c.setStartlfrst.start, second.stair}

WL = f h rst.start, second.starty
while (jWLj > 0)do
hs,i = WL.pop ()

foreach ( 2 )do

sP= rst.getNextStates, )

t°= second.getNextState( )

if hs%tY 2 c.stateghen
c.addStater&%t%)
hs% t49 .outputsym.appendsC.outputsym)
hs% t9% .outputsym.appendtf.outputsym)
WL.push (hs%t%)

| c.addTranstg; ti he% t9%, )

© 0 o 0~ W N

A R
~N o o0k W N PP O

=
[ee]

return c
Algorithm 4.1: Standard product construction for Moore machines.

iy
[<e]

i if 1(q)! 1and 2() isunde ned, then (hoy;pi) = h 1; i;
i. if o(p)! sand 1(q) is unde ned, then (hgy; i) = h; Ji;
ji. if q(qw)! 1and (q)! 2 then (hoy;cpi) = h g oi.

The construction above produces combined automatajith j M,j states, wherg j denotes
the number of states. Nevertheless, some combined staiebananreachablg;e., there is no
sequence of transitions from the start state leading to theachable state. Algorithm 4.1 gives
a worklist-based algorithm for computing the product camgion of Moore automata that avoids
constructing unreachable states. In line 7, the combiread stiate initializes a worklist which is
added to by each newly created state (line 17). In eachierdahe algorithm pops a state from the
worklist, follows transitions out of it, and places new s&bn the worklist as necessary. Iteration
continues until the worklist is empty, when all combinedesshave been created and processed.

Since the number of states in the two input machines is rtite,algorithm must terminate.
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) (@) 2

Figure 4.2: Standard product construction (right) for DFe&sresponding té.*wisc/  (upper
left) and/.*win/  (lower left).

Output symbols attached to states are represented asdisthith output symbols are ap-
pended. For each state= Is;ti in the combined automaton, we simply copy the output symbols
from s andt into q (Lines 15 and 16). The correctness of this follows from thet that en-
tering composite statq when matching is equivalent to entering stasesndt simultaneously,
implying that the symbols in botk andt need to be emitted. Alternatively, for DFA matching
we replace Lines 15 and 16 with a statement that mgr&s accepting if eithes or t is accept-
ing. Figure 4.2 illustrates the combination algorithm faotDFAs corresponding to the regular

expressions*wisc/  (upper leftin the gure, with ID 1) and.*win/  (lower left, with ID 2).
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Chapter 5

State-Space Explosion and Ambiguity

This chapter and the next are devoted to mechanisms foriagdige time-space tradeoff asso-
ciated with automata-based matching. We begin in this enaygth a rst-principles characteriza-
tion of state-space explosion that lays the groundworkifettéchniques we develop to circumvent
the tradeoff. We describe, formally, why it occurs and giedl conditions that eliminate it when
satis ed. When these conditions are met, automata can le¢/fcembined without any state ex-
plosion. In preparation for the next chapter, we then itatst how auxiliary state variables can be

used to “factor out” the components of automata that vidlagése conditions.

5.1 Combining DFAs Considered Harmful

DFAs corresponding to NIDS signatures explode when conabifibat is, the size of the state
space, and hence the number of states, increases draigaticah DFAs are combined. The mag-
nitude of DFA state space explosion depends strongly onyihestof signatures being matched.
For simple string-based regular expressions of the ferms=, wheres 2  is a sequence of
alphabet symbols, the number of states required to recegngignatures is bounded above by
the total size of the strings, @& (n) if we bound the size of the largest string. Other types of
patterns can cause the number of states to increase qeatlyasind exponentially in the number
of signatures.

Consider “counting” regular expressions of the fofrh nns,[* nn]fkg/, read as “newline
followed by the sequencg, followed byk non-newline characters”. Signatures of this form are

commonly used to identify and stop exploits aimed at triggebuffer over ow vulnerabilities.
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Figure 5.1: The combined DFA for corresponding to the exgimess/.* nna[*nn]f200y/ and
/.*bc/  replicates the second expression 200 times, once for eastiing state (for clarity, some
edges have been omitted).

The left-hand automaton in Figure 5.1 shows the DFA for aatigre of this form. Note that the
counting range speci er200g is a form of syntactic sugar that replaces 200 repetitior{$ af] .

In this case, there are 200 states used solely for countmgumber of successive non-newline
symbols observed.

By itself, this DFA is relatively innocuous, since the numbéstates is linear in the number
of symbols in the expression. However, when combined witleoDFAs, even those for simple
string-based regular expressions, the total number oéstatultiplies. The right-hand side of
Figure 5.1 shows the DFA resulting from the cross producthef ¢counting DFA with a simple
string-based automaton. For clarity, some edges have le@eoved. In general, the combined
DFA needs to concurrently track the independent matchiogness of both source DFAs. For this
example this means that the DFA corresponding*oc/ is replicated at each of the counting
states in the rst DFA. This require®(nk) states for tracking a single such counting automata and
n strings andd(n?k) states for tracking such signatures amustrings.

Other signature patterns can lead to an exponential growttei state space when their DFAs
are combined. This occurs, for example, with signaturehefform/.*s ,.*s ,/, read as “sub-
patterns; followed by an arbitrary number of characters followed byp-gatterns,”. Figure 5.2
shows the result of combining the DFAs for the signaturesb.*cd/ and/.*ef.*gh/ . For
each signature of this type, the combined DFA needs to reraembether it has already seen the
rst sub-pattern so that it knows whether or not to acceptsbeond sub-pattern. For example, in
Figure 5.2 the DFA is in stateV when neitherab nor ef has been observed. Similarly, it is in

stateRV whenab but notef is seen, stateX whenef but notabis seen, and stafX when both
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Figure 5.2: The combined DFA for expressidifab.*cd/ and/.*ef.*gh/  must use states to
“remember” which subpatterns have occurred (for claritynse edges have been omitted).

ab andef have been seen. In general, to remembardependent bits of information, the DFA
needs at leas®” distinct states. For this case, an analysis of the genethéxample shows that if
the strings are of length then the actual number of states used by the combined DEANE2").

Both of these examples illustrate the growth in the stateephat occurs when DFAs are
combined. Intuitively, we can generalize this phenomer®folows. When a set of DFAs are
combined, the combined automaton tracks the matching essgof the individual automata si-
multaneously. As alluded to by the state names in FiguresaBdl5.2, states in the combined
automaton are equivalent to tuples of individual statemftbe source automata. Thus, in the
combined DFA, there is a distinct state for each reachabhebatation of states in the source
DFAs. As shown above, signatures often overlap or (paydialbsume each other, leading to
interleaved matching progress with many distinct comliimest of reachable states.

Beyond this, DFA states typically require 1,024 bytes eaotthat large numbers of states can
quickly exhaust memory. In a later section, we informallggent a mechanism for restructuring
the state-space so that even though state-space expltBioocrs, it does not affect the number

of automaton states.

5.2 Understanding State-Space Explosion

In this section we formally characterize state space eigmioand give suf cient conditions

for guaranteeing that such explosion will not occur. We sl incorporating auxiliary state
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variables can be used to transform automata so that theystiese conditions and eliminate such
explosion in automata states directly. This charactadngirovides the underlying foundation that

motivates our work on extended nite automata.

5.2.1 State and Path Ambiguity

State-space explosion centers around the notion of antiigehich we de ne as follows. Let
D =(Q; ;;qo;F) be a DFA with state®, input symbols , transition function , start statey,
and accepting statés Q. For stateq 2 Q we de ne paths(q) to be the set of paths froop to
g. In the presence of cyclepathgqg) may be in nite. SinceD is deterministic, we can uniquely
represent each path2 paths(qg) by the corresponding sequence of input symbdgls).

We say that statgq is unambiguousf and only if the following conditions hold:

1. there exists a nite sequencg, 2 7 such that for each path 2 paths(q),
()=y xqfory2 7%
2. forsome 2 pathg(q); ( )= xq(i.e,y= ).

In other wordsg is unambiguous if and only if all paths tphave the same suf x4 and at least
one path tayis speci ed solely byx,.
A DFA D is unambiguousf and only if all states irD are unambiguous and the following

conditions also hold:

3. foreachy 2 7, 9f 2 F suchthay x; 2 paths(f);

4. letm(f ) be the path corresponding x¢ for statef 2 F. Then, for eacly 2 Q,
g2 m(f) for somef 2 F.

For an unambiguous automatdn the rst three conditions ensure that all strings in the-lan
guage accepted Iy are of the form  x; wheref 2 F. The fourth condition ensures that there
are no super uous states that do not advance matching mesdgogvard acceptance and is unnec-
essary if the DFA has been minimized. Note that ambiguityffer@nt from nondeterminismi;e.,

an ambiguous state may be reached by many distinct sequéntdse succession of states is still
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deterministic in the input. Finally, we say that a patl2 paths(q) is ambiguous if there is an

ambiguous state in.

5.2.2 Combination and State Explosion

State-space explosion results from the interaction betvs&ses in ambiguous and unambigu-
ous paths when automata are combined. During combinati@mbiguous states in the pre x of a
path from one automaton get replicated when combined withigmous states in a path in another
automaton. This phenomenon occurs because the combinemia@on must now track progress
in matching both the unambiguous path and, independeh#yaimbiguous path. Of course, the
amount of replication observed depends on how extreme andgiee the ambiguity is in the two
source automata and how much interaction occurs betwean #hetomata with limited levels of
ambiguity introduce comparatively small amounts of regdiicn, whereas a path of in nite length
can cause an entire automaton to be copied and leads direetkponential replication.

To illustrate, consider the examples in Figure 5.3. In thgsire and in most others, we show
all states but for clarity eliminate many transitions. Igyie 5.3a, automata for the expressions
[*atom/ and/*a[mv]id/ are combined. Only the rst automaton is unambiguous, bet th
ambiguity in the second automaton is limited to allowingyoehmor av in the transition between
the two states. When combined, the unambiguous and amlsquattis do not interact, and no
state replication occurs in this case. In general, thoughreplication is limited to a few states.

Figure 5.3b describes the case in which the regular exjpnessal*a][ a]b/ (read as: “an
a followed by two nona characters, followed bi”) is combined with the expressiattcdef/

In the rst automaton, paths to StatBs S, andT are all ambiguous (the path Tois ambiguous
because no path = yx wherex = b andy = exists). In the combined automaton shown
in the gure, a full copy of both original automata is requdreo that both expressions can be
matched. However, states in the pre x of the single unambigupath in/'cdef/ must also be
partially replicated so that the combined automaton capgntg track the progress in matching
both/cdef/ and the “don't care” transitions in the rst automaton. Indltase, the number of

paths to ambiguous states is nite, but additional unambigupaths in the rst regular expression
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(a)/.*atom/ and/.*a[mv]id/ (b) /.*a[*a]["a]b/ and/.*cdef/ (c)/.*ab.*cd/ and/.*ef*gh [/
Figure 5.3: Depending on the structure of the underlyingmauaita, the combined automaton sizes
may be linear (left), polynomial (middle) or exponentiabfit) in the limit (some edges removed
for clarity).
would be partially replicated along these as well, so thadractice a large number of additional
states may need to be created.

Figure 5.3c depicts the case in which both regular exprassiontain a Kleene closurg () in
the middle of the expression. This introduces ambiguousspattin nite length since the closure
can consume an in nite number of symbols. When combined \aitbther automato#i, the
closure effectively replicate& in many cases. When the two automata in the gure are combined
the result is similar to a cross-product of states, sincewlmeautomata are heavily interleaved and
states must be created that track each possible positidreindt automaton with each possible
position in the second. Wham expressions of this form are combined, the number of redquire

states in the combined automata is exponential in

5.2.3 Eliminating Ambiguity Using Auxiliary Variables

From a systematic perspective, we can eliminate stateespgulosion by rst identifying the

conditions in which it cannot occur, and second, specifyiagsformations that translate offending
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automata into automata that satisfy the conditions witlahatnging semantics. In this context,
ambiguity in automata as de ned above provides a suf ciagitaf conditions, and we relate them

to state space explosion by the following theorems.

Theorem 5.1 Let D; andD, be DFAs withD; + D, their standard product combination. Df;

andD, are unambiguous, thgb, + D,j < jD4j + jD,j, wherejDj is the number of states in D.
Theorem 5.2 If D; andD, are unambiguous, thdh;, + D, is unambiguous.

We provide a brief sketch of a proof. As described in Secti@l5 an unambiguous DAA =
(Q; ; ;9o; F) recognizes languages of the fofm x; jf 2 Fg. Consequently, the languabéD)
can be expressed aé’(P ¢ Xf) . But, this has the same structure as languages recognized by
Aho-Corasick-constructed DFAs (see [1, section 8]). Thusmmbiguous DFAs are equivalent
to Aho-Corasick automata. Now, combining Aho-Corasickoaudta is equivalent to taking the
strings from one automaton and inserting them into the othkreover, the number of states in
an Aho-Corasick automaton is bounded abovePng1 ivil, wherejy;j denotes the length of the
stringy;. From this, Theorem 1 is established and Theorem 2 imméyifaiéows.

Theorem 5.1 simply places a bound on the number of autom&dtesghat are produced by the
combination process. Theorem 5.2 states that unambigudipsed under standard combination.

We de ne state-space explosion formally as a pairwise phearmmn that occurs whenever
jD1+ Dy J Dyj+ jDyj for two automateD, andD,. Theorem 1 is overly restrictive since in
reality a larger class of expressions than strings of theafor s can be combined without any ap-
preciable blowup (Figure 5.3a, for example). Further, aloim®d automaton that exhibits a modest
increase in the number of states beyond the additive suns abihponent DFAs is perfectly ac-
ceptable in many cases. Despite these restrictions, Timebreis suf cient for the purposes of
characterization and provides an ideal: if, as in stringamiaig, we can ensure that the additive
sum of states always dominates the combined sum for any at@Qnimen state-space explosion
can never occur.

Given these conditions, the next task is to identify a meigmarfor transforming automata. As

stated earlier, by augmenting DFAs with auxiliary varialee can represent the state space more
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Figure 5.4: Adding a bit td.*ab.*cd/ transforms the automaton so that it is not ambiguous.
Dotted lines show less-important edges.

compactly than explicit states alone can do. Intuitivelgarporating auxiliary variables changes
the “shape” of an automaton since part of the computatiote $éanow stored in the variables.
By carefully controlling how these variables are incorgechand manipulated, we can in turn
transform an ambiguous DFA into an equivalent automatoh lggs ambiguity or none at all.

As an example, consider agdifiab.*cd/ , whose DFA is ambiguous (staeis ambiguous).

In addition, assume that we can associate a single bit wighettpression that can be freely manipulated
(set, reset, and tested). Ignoring the method of constmudtir the time being, we can use this bit to
“remember” whether the rst substring has been observedotr Im so doing, the shape of the automaton
itself is transformed as illustrated in Figure 5.4. Whengtaicted appropriately, the new automaton along
with the bit preserves the semantics of the regular exgasdlost importantly, in the new automaton all
states are unambiguous and the automaton satis es thetmnfiir avoiding state-space explosion.

Next, considef nna[* nn] f 200g/ whose DFA was shown in Figure 5.1. The DFA for this expression
contains 200 ambiguous states whose sole purpose is to tmudistance in the input from the sequence
nna in which a newline is not observed. As shown, when combinet ather DFAS, unambiguous paths
are partially or fully replicated at each of these “countstgtes.”

To eliminate the ambiguity in this automaton, we introducgiraple counter whose value can be set
(initialized to a value), reset (indicating the counterueabkhould be ignored), decremented, and compared
to zero. The transformation incorporating the counter iegiin Figure 5.5. The state variable replaces

the 200 counting states, leading to a sharp reduction inideeaf the automaton. Most importantly, the
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if (c==0)
accept(sigl)
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Figure 5.5: Adding a counter to* nna[* nn] f 200g/ . The resulting automaton is unambiguous.

careful inclusion of the counter has yielded an automatoosststates are unambiguous and satis es the
unambiguity condition. Note that the counter is decremepiethe start state. For this counter we assume
a semantics in which the variableiigactive until initialized. We discuss this property in more detail i
Section 6.5.

In both of these examples, we have in essence “factored batambiguity of the DFAs and placed
it into auxiliary state variables that manipulate some arpef the matching state more compactly than
explicit DFA states can. Figures 5.6 and 5.7 show the saméic@tion operation as Figures 5.1 and
Figures 5.2, respectively, except that the ambiguous DRARea gures are replaced by their semantically
equivalent unambiguous XFA counterparts. In both gurdse input XFAs are unambiguous, and the
resulting combined XFAs are also unambiguous, as per Thebr2. Theorem 5.1 is also easily checked.

In general, the amount of auxiliary state we introduce asméffiect on the underlying automaton is very
uid. At one extreme, DFAs corresponding to strings have mb&uous forms that require no auxiliary
state. At the other end, we can reduce an automaton to a siragée(with transitions to itself) by incorporat-
ing an appropriate combination of possibly many differgmiets of state variables. Of course, the number
of state variables may then be very large, and updating thes e time consuming. Transforming an
ambiguous automata to an equivalent unambiguous form ntepdince auxiliary state that lies somewhere

between these extremes.
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C..
if (c==0)
accept(sigl)

C._
if (c==0)
accept(sigl)

C__
if (c==0)
accept(sigl)

C._

if (c==0)
accept(sigl)

accept(sig2)

Figure 5.6: The combined automaton corresponding to theesgmnd.* nna[* nn] f 200g/ and
/.*bc/ . The inputs on the left are unambiguous as is their comtwnatn the right.

if (b1)
accept(sigl)

d

if (b2)
accept(sig2)

e —@)

Figure 5.7: The combined automata for expressiorab.*cd/ and/.*ef.*gh/ . All automata
are unambiguous.

if (b2)
accept(sig2)

OO
if (b1)
accept(sigl)

5.2.4 Generalizing Ambiguity

The conditions we have given to support these conclusiomseny strict. Here, we take rst steps
toward generalizing the notion of ambiguity to better cleéggaze polynomial state replication as illustrated
in Figure 5.3b. A languagé ?is nite if and only if the number of sequencgsj in L is nite.
LetD = (Q; ;;qo;F) be a DFA. We say that a state2 Q is nitely unambiguousif and only if
Lp(q) = ?Rq, whereRgisa nite setof strings. In this case, all suf xes of pathstaitely unambiguous
stateq belong to the seRq. Thus, nite unambiguity generalizes our earlier de nitioAs before, DFAD

is nitely unambiguous if all of its states are nitely unarguous.
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Consider two nitely unambiguous DFAB; = ( Qy; ; 1;0%; F1) andD, = (Q2; ; 2;05; F»). The

languages 1 andL , accepted byp 1 andD,, respectively, have the following form:

P
Hence, the language acceptedby+ D, is givenas * ( @F.[ F, Ra) and the size of the DFB 1+ D>

P P
is bounded above by ;¢ [,  2gr,(g] J- Thus, we can bound the amount of replication that occurs.

To summarize, we have presented a formal framework for c@niaing state space explosion and
have shown that in this framework, auxiliary variables canused to eliminate explosion. In the next
section, we formalize the ideas presented here into anaiixplbdel that speci es how auxiliary variables

are incorporated into automata.
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Chapter 6

Extended Finite Automata

In the previous chapter we gave a formal characterizatiostaik-space explosion and showed by ex-
ample how auxiliary variables can be employed to remove theiguity from automata. In this chapter,
we present a formal model for incorporating variables initoenata and explore its consequences for sig-
nature matching applications. This model, terniedended Finite Automafd 00, 101], or XFAs for short,
extends the standard DFA model with auxiliary state vaéalaind instructions for manipulating them, yet
at the same time retains many of the advantageous traits &§ DIFor example, the model is fully deter-
ministic in the states and input, and enables combinatiomaatching algorithms that are straightforward
extensions to those for DFAs.

This chapter proceeds by rst giving the formal model for X$4Section 6.1), and then discussing
algorithms for constructing XFAs (Section 6.2), combinXigAs (Section 6.3), and matching XFAs (Sec-
tion 6.4). Following that in Section 6.5 we present a set ¢ifojzations inspired from compiler construction
principles that further reduce memory usage and increagerpgnce. In Section 6.6, we present a series

of experimental results showing the behavior of XFAs, anccaeclude with a discussion in Section 6.7.

6.1 Formal Models

XFAs generalize DFAs to include variables along with instions for manipulating those variables.
Practically, variables are stored in an auxiliary memorgoagated with an automaton. Subject to certain
constraints, instructions for manipulating variables barattached to either edges or states.

We formally represent the space of auxiliary variable valused by Extended Finite Automata as a
nite set termed thedata domain denoted a®. Each distinct setting of the variables is represented as
a distinct data valud in the data domain. We associate a data valuwith the current state;, whose

values change as the automaton processes its input. Togatise extend the notion of a current state to a
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currentcon guration (¢;; di). We similarly extend starting states and accepting (or) séhtes in DFAS to
starting and accepting con gurations in XFAs. With eachngiéion or state we associate apdate function
U:D! D (orfornon-deterministic XFAs anpdate relationd D D) which speci es howd is to be
updated. For the common case in which the data domain is mog bedated on a transition, we associate
the identity function with the transition.

Below, we present two equivalent models for XFAs: one witstiinctions attached to edges, and one

with instructions attached to states. Each serves a digtimpose.

De nition 6.1 An edge-based nondeterministic extended nite automaltoxiFA) is described by thé&-
tuple(Q; ; ;D;U;QD o;F), where

Q is the set of states,
is a nite set of symbols (the alphabet),
Q ( [f g Qisthe transition relation,
D is the nite set of values in the data domain,

U:Q ( [f g Q! 2P DPisthe pertransitiompdate relatiorwhich de nes how

the data value is updated on every transition,

QDy Q D isthe setof initial con gurations consisting of initialaes paired with

initial data domain values,

F Q D isthe setof accepting con gurations.

XFAs add two additional components (a data domain and antepe@tation) to the classical non-
deterministic nite automaton (NFA). Further, as descdlsbove, XFAs change the initial state and the
acceptance criteria to include elements of the data domain.

As stated above, a con guration is a tufglg; d whereq 2 Q andd 2 D. Con gurations extend the
notion of state in DFAs to include a data domain value. Siriyil@perations manipulating states in DFAs
are extended to manipulate con gurations in XFAs. Thus XBAs, there is a transition from con guration
(q;d) to (¢ dY on an input symboh 2 (denoted by(q;d) * (¢ d9) if and only if (q;a;f) 2 and
(d;d%) 2 U(q; a;d). Further, astringua,  ay is accepted by an XFX if and only if there is a sequence
of transitions(ap; do) f* (on; dy) (g 10k 1) P (o dy) such that(ge; dk) 2 F. The set of strings
accepted b is the languagé (X).



69

An XFA X is state deterministié the transition relation is a function fromQ to Q. X isdata
deterministidf for all (q;a;d) 2 Q Q, U(q; a; ) is a function fromD to D. X is deterministidf it
is both state and data deterministic. For deterministic XRAe provide a tighter de nition for andU as

follows:

De nition 6.2 An edge-based deterministic extended nite automaton (XisAdescribed by th&-tuple
(Q;D; ;U ;(q;do); F), where
Q is the set of states,
is a nite set of symbols,
:Q I Qs the transition function,
D is the nite set of values in the data domain,
u:Q D ! D isthe per transitiompdate function
(0p; do) is the initial con guration,

F Q D isthe setof accepting con gurations.

In the deterministic de nition, both andU are functions instead of relations. The transition functio
has the same type as for DFAs. For the update fundtipa con guration (state and data value) and an
input symbol uniquely determine the updated data value.
The above de nitions attach instructions to transitiong instructions can alternatively be attached to
states. From a language perspective, edge-based andhasme-XFAs are equivalent: for any edge-based
XFA Xg there is a state-based XBA; such that_ (X¢) = L(Xs) and vice versa. We de ne a state-based

XFA as follows.

De nition 6.3 A state-based deterministic extended nite automaton (XFAdescribed by th&-tuple
(Q; ;:;D;U; (;Vvo);F), where
Q is the set of states,
is a nite set of symbols,

:Q I Qs the transition function,



70

D is a nite set of values,
U:Q D! D isthe perstateupdate function
(gp; do) is the initial con guration,

F Q D isthe setof accepting con gurations.

Formally, the only difference between edge-based and-bted XFAs is the type of the update
function U. In the latter casel is a function from only states and domain values to domainesl
(U:Q D! D). Even so, each model has its advantages, and the algonitlenmesent for ma-
nipulating XFAs employ both models. XFAs are constructearfiregular expressions using the edge-based
model (Section 6.2). At the same time, combination, matghémd optimization algorithms are more ef -
cient for state-based XFAs (Sections 6.3—6.5). Algoritfiondransforming a constructed edge-based XFA
to a state-based XFA are straightforward and given later.

According to the de nitions, all auxiliary state is maint&d in principle using a single (possibly com-
posite) variable, although in practice we can have manyndisvariables without any loss of generality.
Further, although XFAs are formally de ned in terms of abstrdata domains, in most cases we can map
data domains and update functions to fairly common higlketldata types such as bits, counters, and bit-
maps. Combination routines then automatically combinenttierther. Note also that according to the
de nition, a standard DFA is simply an XFA with a data domaontaining only one element.

We argue that the XFA model, whether edge-based or staedbhas fundamental advantages for in-
corporating variables and in some sense is the most natxtexigon for adding variables. As with DFASs,
transitions are a function of states and input symbols ontyae not in uenced by variable values. Sim-
ilarly, variable update functions are a function of stated sariable values only (for state-based XFASs).
This distinct separation — decoupling transition behafriom variable values — is one of the key enabling
features of the model. On the one hand, retaining DFA-lik@gitions allows us to adapt and use com-
mon DFA operations with only slight modi cation in most casdn particular, XFAs can be constructed
individually and later combined using standard technigiatching is also more ef cient, since variable
values do not need to be queried prior to following transsioOn the other hand, the use of explicit instruc-
tions provides fertile ground for systematically applyiotimizations and analysis techniques common to

compiler construction.
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Finally, and also with reference to the suitability of theAXRodel, distinctions between edge-based
and state-based XFAs are analogous to the distinctionssleetMealy and Moore automata, respectively,
under certain assumptions. Recall that Mealy and Moore mastextend DFAs with an output alphabet
and a mapping function from edges (for Mealy automata) aestéfor Moore automata) to the output
symbols. If from an automaton's perspective we view updatecfions as opaque objects, then distinct
instructions can be interpreted as distinct output symtis an XFA emits during traversalThus, XFA
models share the same characteristics as Mealy and Moorelsndgor example, to recognize the same

language, state-based XFAs require more states than poneisig edge-based XFAs.

6.1.1 Cost Models for XFAs

DFAs are fast and ef cient, requiring only a single tablekap per byte along with a test for acceptance
at each state. The complexity is th0§1) per byte andD(l) for a stream of bytes. Let be the execution
time cost of an individual table lookup. Then, DFA cost iper byte, or | for a stream of bytes.

For XFAs, the cost model is slightly more complex, sincerinsion execution must also be accounted
for. LetjU(q; d)j denote the number of high-level instructions for manigantavariables that are attached
to a transition for edge-based XFAs, gl g)j the number attached to stajdor state-based XFAs. Let
jF (q)j denote the number of acceptance conditions to check ateptatestly, letm; = maxj U(q; )jjq 2
Q; 2 g, andn; =maxj U(q)j + F(q)jq2 Qg.

With these de nitions, we can model the execution time cd&idge-based XFAs as+ (mj+ F)
per byte, and the execution time cost of state-based XFAs+4as n; per byte, where is the cost of
executing a single instruction. Note that acceptance tiomdi are implemented at the high level using
simple instructions and are modeled identically as updatetfons from a cost perspective.

These models assume that state(s) with the maximum numlrestoictions are exclusively traversed
for each byte of the input and thus re ect worst-case behravio fact, the average number of executed
instructions per byte may be much smaller. Neverthelessytirst-case cost model given above provides a

lower bound.

1Equivalency conditions regarding the output symbol on taet state of Moore machines are relevant for XFAs
as well [53], but also treated analogously.
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6.2 Constructing XFAs

The steps for compiling a regular expression to an XFA arédlaino those for constructing a DFA
from a regular expression using the standard Thompson rmtisin [108]: parsing the regular expression
and constructing a non-deterministic automaton wihansitions, removing-transitions, determinizing
the states, and minimizing the automaton. For XFAs, we neeggrdvide algorithms corresponding to
these four steps. The key difference is the inclusion of th&tract data domain. Parsing is modi ed to
initially populate the data domain and introduce updatatiehs that manipulate values in the domain.
Each of the remaining steps is extended to transform theseegits appropriately as the transitions and
states are determinized and minimized, yielding an edgedbFA with abstract variable values and update
functions. Finally, the last step maps these values andifurscto concrete data types such as bits, counters,
or their combinations, with edge-based instructions fonipalating them. We illustrate the techniques in
this section with a running example that constructs an X@fthe regular expressidrtab.*cd/

The construction techniques described here add data domlaies to transitions between states. Thus,
they employ the edge-based XFA model. After constructiaoimplete and an XFA is produced, we may
optionally transform the edge-based XFA to a state-basedl XF

It is important to note that all variables are fully speci aticonstruction. Unlike some models, there
is no dynamic creation or destruction of variables. For epl@msignatures of the form*x. fngy/ need
n+1 bits to track then positions (which may themselves includexdrbetweerx andy. Thus, an XFA for

this expression would include an+ 1 -bit bitmap; no dynamic variable creation is employed.

6.2.1 Extending Regular Expressions

Transforming a regular expression into an XFA requirekstg a balance between using states and
transitions on one hand and executing instructions thatpoéate variables on the other. At one extreme
we can produce a (possibly large) DFA which uses no variadelsat the other extreme a (possibly slow)
program that does not rely on state information at all. Thereregular expressions for which the best
XFA lies at one of these extremes. For expressions sudhfsls , wheres is a string, a simple DFA
with no variables is ideal. At the other extreme, the exanifgen Figure 6.2 which recognizé’s f ng/

gives an XFA that is effectively just a program: there is agirstate which does not in uence at all how
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If (counter==n) { accept(); } ‘

@ @ o Q’ counter=0 @’

Figure 6.1: The DFA for. fng/ (n arbitrary Figure 6.2: An XFA recognizing fng/.
symbols).

the auxiliary memory is updated or when acceptance hapgems: to construction, we augment regular
expressions with new or re-interpreted operators to continere the resulting XFA lies along this spectrum.
We expand the grammar of regular expressions with an additimperator that introduces data domain
values and changes the shape of the resulting XFA. We algtterpret an operator to introduce data
domain values. We call regular expressions with these sidaadomain-augmented regular expressions
The set of domain-augmented regular expressions (deiiEed over an alphabet is recursively de ned
as follows:
2 RE .
2 RE .
8a2 ;a2 RE .
if E; 2 RE andE; 2 RE ,thenE4jE; 2 RE .
if E; 2 RE andE; 2 RE ,thenE; E,2 RE .
if E2 RE ,thenE? 2 RE .

if E;2 andE, 2 ,thenE#E, 2 RE . (parallel concatenation)

if E2 RE ,integem 0, integerm 0,andn m,thenEfn;mg 2 RE . (integer

ranges)

if E 2 RE ,then(E) 2 RE .

Next, we de ne the language corresponding to this augmegtathmar. Given an expressidh 2

RE ,letL(E) 2 ?denote the language correspondingtoWe de neL (E) recursively as follows:

LG)= 5.

L()=f g
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| ID | Signature |
2667 | .*[/ nn]ping n.asp

3194 | *bat"#.*&

2411 | .* nnDESCRIBE#[" nn] f 300g

3466 | .* nnAuthorization: ns*Basic ns#[" nn] f 200g

1735 (*new XMLHttpRequest#.*file://)|(.*file://#.*new XML HttpRequest)

AN

Table 6.1: Snort signatures for HTTP traf c annotated whhb parallel concatenation operatét.

8az2 ;L(a)= fag.

if E = EqjEy, thenL(E) = L(E1)[ L(Ey).

if E= E1 E», thenL(E) = fXx1Xojx1 2 L(E1) andx, 2 L(E>)g.
if E= E® thenL(E) = fxixo x«jO i Kk;xi 2 E%.

if E = E1# E», thenL(E) = fXx1X2jx1 2 L(E1) andx, 2 L(E2)g.

if E = E¥n;mg,thenL(E)= fxix2 %O n k mforl i kxi2E%.

In the de nitions above, we introduce two operators: palationcatenationH# E»), and integer
range constraintd{f n; mg). Parallel concatenation is semantically equivalent ama@ard concatenation,
and integer ranges produce a subset of the strings produc&f b All other operators have behavior
identical to their standard regular expression countésparhus, neither operator changes the underlying
language.

During NXFA construction, these two operators introducleiga from the data domain into the nonde-
terministic XFA. Integer ranges, a form of syntactic sugaie already present in the signatures (although
we do re-interpret them to introduce a counter). Thus we oelgd to decide where to use the parallel
concatenation operato#'. Currently, this is a partly manual step.

The previous chapter showed that string-based automatamarabiguous and therefore not vulnerable
to state-space explosion. The purpose of the parallel ¢enatdon operator is to break up a regular ex-
pression, or parts of one, into string-like subexpresstbas are individually suitable for string matching.
For example, we annotate s;: s/, wheres; ands, are strings, ag: si#: S/ . Put another way,
we add the#' operator right before subexpressions such.asand [* nn] f kg that repeat characters from
either the whole input alphabet or a large subset theredfle®1 shows examples of regular expressions

representing actual NIDS signatures from our test set atedtwith #. Note that for signature 2667 we
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have not used any parallel concatenation as the expresssuf ciently string-like already. This signature
will be compiled to an XFA without any added variables. Fgnsiture 3466, we do not insert# in front

of ns* because the character classcontains few characters (the white spaces). For signatiues as
1735 which is a union of sub-expressions we apply the ruleséerting # to the sub-expressions of the

union separately.

6.2.2 Parse Trees and NXFAs

The rst step in XFA construction is to parse the domain-aegited regular expression. This step
is straightforward and only minimally changed from that &dandard regular expressions. Parallel con-
catenation is left-associative and has precedence immegdizelow standard concatenation. Integer range
constraints have the same precedence as Kleene Cl&sureAll other operators are unchanged.

After parsing, the next step is to construct a non-detesti;mKFA with epsilon transitions via a bottom-
up traversal of the parse tree. Parallel concatenationraeder range operators introduce formal versions
of a bit and a counter to the constructed NXFA, respectiv€ljher operators produce NXFA constructs
structurally identical to those used for standard regut@ressions, modi ed to incorporate identity update
functions along their edges.

We give recursive construction de nitions for each operdielow. Figure 6.3 shows two generic nonde-
terministic XFAs, NXFA 1 and NXFA 2, upon which the recursige nitions are built. In the descriptions,
NXFA 1 and NXFA 2 corresponding to arbitrary regular expiessE; andE, respectively. Without loss
of generality, we assume that there is a single start stateaasingle accepting state in each automaton,
although there may be multiple initial and accepting domailues. NXFA 1 has initial con guration do-
main valuesdi; and accepting domain valuels;. Initial and accepting domain values for NXFA 2 are
de ned analogously. We further assume that domain valuésden the two NXFAs are distinct, since if
not domains can simply be remapped to new values if necesgafgss otherwise noted, when NXFA 1
and NXFA 2 are combined using one of the operators below,gbelting domairD is simply the union of

the respective domairi3; andD ».

1. basis(R = 2 ). The basis case applies to occurrences of individual syshliothe alphabet

parsed from the regular expression. In this case, a twe-statomaton is created with a single

2character classes such[agiou] or [* nn] also fall into this category.
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Figure 6.3: Source NXFAs used for recursive constructiomitiens for concatenation, union,
and so forth. The NXFAs have starting con gurations and atiog con gurations as shown.

a

d @ %
(d,d)

Figure 6.4: The basis case for NXFA construction. A singiasition with an attached symbol has
one domain value. Its starting con guration i€gp; d) and its accepting con guration (& ; d).

transition between them labeled with the observed symisahawn in Figure 6.4. This automaton
has a domaiD = fdg consisting of a single element, which serves as the initahain value and
the accepting domain value. The identity functi@hd) attached to the edge links the initial and

accepting con guration values.

2. concatenation(E; E»). Figure 6.5 depicts the construction process correspgrtdi concatenation.
From the state perspective, as with standard concatenatiofiransition links the accepting state
of the left-hand automaton to the starting state of the rigbst automaton. For domain values,
the initial domain values are the same as the left-hand aatmmand the accepting domain values
are the same as for the right-hand automaton. The updat®re&ttached to the-transition maps

accepting domain values from the left-hand side to init@h@in values in the right-hand side.

3. alternation (E1jE2). The construction corresponding to alternation is givefrigure 6.6 and also
mirrors the DFA construction de nition. Here, we arbitrigripick the initial domain values of the
rst alternative (NXFA 1) to be initial domain values for thieew NXFA. In the -transitions from the

start statey we supply update relations that map them as appropriatestodirect alternative. We
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9 oz @

din) @ {@,d)1d, dyand
d dy} &

Figure 6.5: NXFA construction for concatenation. The epsilransition links accepting domain
values on the left hand side to initial domain values on tgbktrhand side.

{dypd)|d, dy}

{(dd)[d

dy }

di, or
d dp}

{@dyndy)ld;, dy
andd, d,}

{(ddd dy}

Figure 6.6: NXFA construction for the alternation operatid he accepting domain values are the
union of the accepting values in either source NXFA.

attach identity relations to thetransitions connecting the accepting states in the sautmmata to
the new accepting statg. Finally, the accepting domain values fiprare the union of the accepting

domain values in stateg, andg ».

4. Kleene closure(E?). Kleene closure is depicted in Figure 6.7. In this consion; the new start
state has initial domain valudsl;g corresponding to the initial domain values for stge. The
accepting domain values are also the faig, which follows since the evaluation of NXFA 1 is
optional. Update relations attached ttransitions serve the purpose of mapping accepting domain

values (fromg 1) to initial domain values.

5. parallel concatenation(E1# E»). Parallel concatenation has the same semantics as sfarmlar

catenation but is structurally distinct. Whereas standartatenation as described above connects
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{(@d)|d dy}
oy,
{di}
{(@d)|d dy} {(dypd)|d; dy

andd, dy}

{(dydy)[d; dy
andd, d;}

Figure 6.7: Kleene Closure construction for NXFAs.

two NXFAs together in sequence by linking the acceptingestaf one to the starting states of an-
other, parallel concatenation usesansitions to link all states in the rst NXFA to the statate of

the second NXFA. Thus, parallel concatenation is strutijusasuperset of standard concatenation.
We use appropriately constructed update relations to erthait semantics remain the same as for

standard concatenation despite the structural change.

Figure 6.8 shows the construction. As the gure showgansitions are added from every state in
NXFA 1 to the start state of NXFA 2. The initial conditions dh@se of NXFA 1, and the accepting

conditions are the same as for NXFA 2. Update relations ade@ads follows:

(a) For each of the addedtransitions, we attach update relations that map domdimesanD

(recall,D is the union of domainB ; andD ) to the starting domain values Df; .

(b) To each transition in NXFA 2 we add tuples in the updatatieh mapping NXFA 1's starting

domain values to themselves.

(c) For each -transition out of an accepting state in NXFA 1 into a staytitate of NXFA 2, we
add tuples to the update relation that map accepting donadies in NXFA 1 to starting values
in NXFA 2.

Together, these update relations ensure that an overaptng con guration can be reached if and
only if an accepting con guration for NXFA 1 is rst observedllowed by an accepting con gura-

tion for NXFA 2. Speci cally, the proper initial domain vadufor NXFA 2 is only set by following
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{di1}

(@0 1d;! D61 {d,)}

{(dydy)dy! {du}dy! {di}}

{(@ud)]dy! D dyt @ab}|

{(dydy)|d,?

D,d,! {dy}}

g9! Q, s! ! ,set U(g,s,q)=
U@@s.q) " {(dydy)|dy! {di}}

Figure 6.8: Parallel Concatenation of two NXFAs. The updalation in the -transition fromg ;
to ¢p2 contains tuples that link the domain values in the accemomgguration of NXFA 1 to the
initial con guration of NXFA 2.

the -transition from an accepting con guration for NXFA 1 (Iteft). All other -transitions from
NXFA 1 to NXFA 2 move the domain to a “poison” value with regacdNXFA 2 (Items 5a and 5b:
an initial domain value for NXFA 1) that can only be reset bgt accepting NXFA 1.

The effect of this construction is that both NXFAs can be ratt“in parallel” by introducing the
formal version of a bit that uses the data domain to enforeeséfiyuencing requirements of concate-
nation. WherR; has a leading® as is the case for strings, this construction eliminatesithkiguity

associated with the at the beginning oR that is present with standard concatenation.

6. Integer Ranges(E1f n; mg). Integer ranges of the for&;f n; mg are used to indicate th&t; must
occur at leasth times and no more tham times in immediate succession, wh€e n;n m,
andm 1 :3Integer ranges already exist as a form of syntactic sugarefyular expressions. For
XFAs, we re-interpret them to perform the repetition congtin the domain values rather than in
explicit states. When ambiguous counting states are felyaced by counting domain values, the

associated ambiguity can be reduced or even eliminatedHigtdires 5.1 and 5.6).

SNoten < 1 or else the resulting automaton is not nite.



80

Figure 6.9 illustrates the construction process for integages. Since counting is performed in
the domain, the construction is structurally identicalte Kleene closure constructibriTo properly
count repetitions in the domain, we must construct a domaihat is the cross product of the domain
D, for NXFA 1 with the counting rang®::m (we consider the case whene = 1 below). This
follows from the fact that NXFA 1 needs to manipulate its ovonthin values in each iteration of
the counting. By crossing the domain values we can ensuteNftKBA 1 manipulates its domain
independently while at the same time the counting statesis pteserved. Converting to the new

domain is a two step process:

(a) First, we introduce a simple mapping, termdd ; ) to translate from the ordered pair pro-
duced by the cross product to a single domain value in the menathD . Since bottD; and

the counting range are nitéyl ( ; ) is also nite and can be pre-computed.

(b) Second, we translate all update relations in NXFA 1 toriw domain as shown in the gure.
Since the update relations in NXFA 1 must exist for each dogntalue, we compute the cross

product (and translate usindg ( ; )) for each possible counting value.

Conceptually, NXFA 1 manipulates the rst component of thideyed pair produced by the cross
product, whereas the counting domain manipulates the sezmmponent. The mapping functitvh
simply translates the ordered pair to a new single value aistiseas a notational and implementation
convenience. In the gure, thetransitionsgy ! Q1 andgg ! ¢ map the initial domain values for
NXFA 1 associated with a counter value of 0 to their translateunterparts i . In the transitions
1! qrandgi! ¢, the counting domain values are incremented and the aogegtimain
values for NXFA 1 are mapped back to the initial domain val{@swith Kleene closure). Finally,
the accepting conditions for the entire automaton are thescof the acceptable counting ramgan

with the initial domain values for NXFA 1.

Figure 6.9 shows that counters are incremented up to a wadxewhich is computed as follows: if
m = 1 , thenmax= m, otherwisemax= m + 1. Further, wherm = 1 | the accepting counting
values are xed ah rather than running over the rangem in the accepting conditions attached to
stategr . Finally, we also add update relations to the ! ¢ transition that map accepting domain

values in NXFA 1 to the starting domain values in NXFA 1 (andglhe accepting conditions of the

“In fact, Kleene closure is a special case of integer rangedichn =0 andm = 1 .
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{d]|

d,0), M(d, d d. for c=n,...,m,
{ (M(d,0), M(d,0)) | 1} ord
d=M@d; c)}

Wy 7
A

{MEO), M@O)[d  dy} |

'gq Q,!'s , replace (d,r)  U(q,s,q’) with | |{(d,d,) |
{(d,dy)]| for c=0,1,...,max,
for c=0,1,...,max, ford; {dy}andd; {d;},
d, =M(d,c)andd, = M(r, c) } d, = M(d;, c) and d, = M(d;, c+1) }

Figure 6.9: Integer range construction for NXFAs, giving ttonstruction foE;f n; mg. The value
maxis set depending on the valuesrofindm, andM ( ; ) maps to a new domain incorporating
counter values.

newly constructed NXFA), crossed with the valmax Formally, these update relations are expressed
as follows:

f (M (d1; max); M (dz; max))jds 2 di1;d2 2 dirg

These changes ensure that winers 1 , the automaton will accept whenever at leasepetitions

of NXFA 1 have occurred.

For the expressioh*ab.*cd/  in the running example, we insert a parallel concatenatjperator
after theab sub-expression to yielf*ab#.*cd/ . Figure 6.10 depicts the corresponding parse tree, and
Figure 6.11 shows the NXFA withtransitions constructed from a traversal of the parse tt@mking at
the NXFA, one can observe that the only way to reach the aicgepon guration(s;d) = (15;5) is by
rst reaching state 7 with a domain value of 2, and then follogvthe -transition out to state 10, which

nondeterministically moves the current domain value to 3.

6.2.3 Determinization and Minimization

Once a non-deterministic XFA has been constructed, thestegs involve -elimination, state deter-

minization and data-domain determinization, and minittidzaof states and data domains. These steps are
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Figure 6.10: Parse tree produced from the augmented regxjaessiort.*ab#.*cd/

(0,0)
m oo ’(00)‘ ’(01) ’(11) ‘ ’(12) ‘ ’(zz) ‘
(0,0)
(1,0)
(2,0)
(2.3)
(3.0
(0.0) (4.0
(1,0) (5.0
(2,0)
(3.0)
(4.0)
(5,0)
(8) (9) (17) (12— —(13) )9
10 8 9 11 12 13 14 15
(0,0) (0,0) 7/ 0o | = Joo | < 00| = 00 OE
33) B3 |, (34) (4.4) (4.5) (5.5)
(0,0)
(3.3)

Figure 6.11: Basic NXFA fof.*ab#.*cd/ constructed from the parse tree in Figure 6.10.
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similar to those used for determinizing standard NFAs, heytintroduce the additional complication of
needing to appropriately manipulate the relations (andtians) that update the data domain.

Epsilon Elimination. The rst step in the determinization process is to elimaaipsilon edges;
i.e., edges with no associated symbol, also known-g&nsitions. We rst introduce de nitions for-
reachability, relational composition, andtlosure, and we extend update relations to paths and sp#dit.
With these de nitions, we then describe how to eliminatiansitions. For each of the de nitions below,

assume we have constructed a nondeterministic XFA witansitionsX = (Q;D; ; ;U; QD o;F).

De nition 6.4 A stateq® 2 Q is -reachablefrom another statg 2 Q if there is a path frong to o°

consisting exclusively of-transitions.

De nition 6.5 Given two relationd; D D andU, D D, therelational compositiorJ, U;
is given as follows: fod;;d, 2 D, (dg;d2) 2 Up U ifand only if 9d 2 D such that(ds;d) 2 U; and
(d;d2) 2 Us.

Note that De nition 6.5 is the standard de nition for relatial composition. Next, we extend update
relations to paths and sets of paths. Considerapath qu ! p ! I Ok+1 from op to Qk+1
consisting only of -transitions. Then, the update relatiof ) corresponding to path is U(ox; ; Qk+1)

U(k 1; ;9k) U(p; ;a3) U(a; ;g2). Generalizing, the update relation corresponding setaf
pathsf 1;  gis given byS};l u( ).

Finally, we de ne -closure for nondeterministic XFAs.

De nition 6.6 The -closureof stateq is the set of tuples constructed as follows? U9 2 -closurdq) if
S
and only if there exists anreachable path fromto o, whereU®= "~ , ... U( ), andpaths(q; )

is the set of -paths fromg to o°

Once the -closurgq) has been computed for all statg® Q, we can construct a non-deterministic

XFA X%=(Q:D; ; U%QDY: F9Y with -transitions removed as follows:

Fora2 ,atransitionq;a;d) 2 Cifand only if

—(q;a;P) 2 ,or
— 91 2 Q such thatPis -reachable fromy and(q; a; q) 2
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EliminateEpsilon(Q; D; ; ;U ;QDy;F):
0o . .

ue ;
foreach(g;s;g)2 \ Q Qdo
foreach(di;df) 2 U (g;s; ¢ ) do
foreach (Greachable ; Areachable ) 2 ComputeEpsilonReachable (¢ ; d; ) do
L 0 O[f (G ;'S; Geachable )0;

ue ue [T ((G;S; Geachable ); (di; reachable ))T;

~N o o~ WN R

8 QD§ ; ;
foreach (qp; dp) 2 QDg do
10| QDG  QDg[ ComputeEpsilonReachable (qp; do);

11 return (Q;D; ; SU%QDJ;F);

©

ComputeEpsilonReachableq; d)
12 Result f (q;dg;
13 foreach (g ;d;) 2 Result do
14 | foreachqg 2 f gj(g; ;q) 2 gdo
15 UResult Result [f g¢rg f dij(di;di) 2 U (G; ;0¢)0;

16 return Result;

Algorithm 6.1: -elimination for NXFAs.

U%q; a; ) is equal to the following relation:

[
Ug;a;d) [ U Ugiad):

(q;U1)2  closure ()

LetG QDg be the set of con gurations such thgg 2 G, 9(q; d) 2 F in which(q; d)
is -reachable frong. Then,F°= F [ G.

For(d) 2 Q D, (¢%d) 2 QDY if and only if (¢% d% is -reachable from some
initial con guration (g;d 2 QDo.

The last item above states that the start con guratiQm] in X ®are precisely those con gurations
that are -reachable from the start con gurations . Algorithm 6.1 gives the procedure for removing
transitions. Informally, the algorithm extends standaslimination by composing update functions along
chains of “collapsed”-transitions from the original NXFA and places these newtiehs into the appro-
priate transition in the-free NXFA. These composed functions keep track of the péssihanges to the
data domain value along the collapsed edges. In the runmmg@e, Figure 6.12 shows the NXFA from

Figure 6.11 after epsilon elimination has completed. Aftaming Algorithm 6.1, we then remove states
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from the NXFA that are not accepting and have no paths leddilagcepting states.¢., dead states). Fig-
ure 6.13 shows the result of this process. Note that in Fi§ut8, there are four starting con gurations:
states 0, 8, and 12, each paired with domain value 0, and&taiged with domain value 1.
Determinization. Epsilon elimination produces anrfree automaton that is nondeterministic in both
its states and its domain. We perform determinization in stages, determinizing transitions rst and
update relations (yielding update functions) second. Bttps extend the classic subset construction [53]
for computing deterministic automata. Lét= (Q;D; ; ;U;QD o;F) be a nondeterministic XFA with
-transitions removed, and 1&°= (Q%D® : 2U%QDJ;F9Y be the eventual state-determinized XFA,
whereq is a starting state iQD J. As with the subset construction, stateificorrespond to sets of states

in X. Consider rst a state determinization scheme constrgcXifas follows:
08 = fo; p; i kg, Where for each statg 2 f ou; &p; i3 k0, G iS a starting state iX .
D%= D.
0_ S . : ,
dg = fdig, wheref d;g are the sets of starting domain values<in

Let® = fq;:gngandp® = fpj;inpng. %p®2 QOifand only if9 2 such that8gk 2
q®qgc ! p (or g has no transition on)®, wherep, 2 p®andpP contains only states that are the

targets of transitions on from states irgC.

fpunpng 2 Afqg:oiogng; )ifandonly if9qc 2 fo;angp 2 f Pj; i Png such thatp, 2
(% ).

m

Sn S,
Udfasnamg, s fpyisp@) = (L 1ty Utk 5pa).
(fg;:0gng;d) 2 FOifand only if 9qc 2 f ; ::2; gmg such tha(gg;d) 2 F.

This formulation computes the subset construction inddeetly of the domain values and constructs
update relations using a simple set union operation. Umfately, this construction is awed, anti® may
not accept the same languageXas To see why, suppose that ¥1° we have a statéq;; qpg and there
are transitiongy ! ¢ andg ! ¢ in X. In this construction, the update relatibhassociated with
(fopg; ; fai; Q) is the union of the update relatiohs andU, associated witlip; ;g 1) and(; ;q 2),
respectively. Assume thdtp; d;) 2 U; and(do;d2) 2 U, but(dp;d2) 2 Uy and(do;d1) 2 Uz, Since

Sfor at least oney 2 f g ;:::; gn g, we must havey ! p
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(0,0) ﬁ:
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©.0)- @5
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Figure 6.12: The NXFA from Figure 6.11 correspondingd.tab#.*cd/ , after -transitions have
been removed.

d
{15)
(0,0)
(5.5)

(0,0)-
(4.5)

(0,0)-
34

Figure 6.13: The -free NXFA corresponding td.*ab#.*cd/  after dead states have been re-
moved.
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(state,domain) D  (state,domain) D  (state,domain) D

ho,0! O h4,2! 14 h,0! 28
ho,2i! 1 hi4,3! 15 h,0! 29
ho, 2! 2 hi4,4! 16 h8,0! 30
ho,3! 3 hi4,5! 17 h8,0! 31
ho,4! 4 h2,a!' 18 h8,0! 32
ho,5! 5 h2,a! 19 h8,0! 33
hi5,0! 6 h12,a! 20 h8,0! 34
hi5,a! 7 hi2,a! 21 h8,0! 35
hi5,2! 8 hi2,a! 22 h6,0! 36
h5,3! 9 h2,a! 23 h6,0! 37
hi5,4! 10 h,0! 24 h6,0! 38
h5,5! 11 h,0! 25 h6,0! 39
hi4,0! 12 h,0! 26 h6,0! 40
hi4,13! 13 .0l 27 h6,0! 41

Table 6.2: The mapping froimstate, domainpairs inQ D to the new domain used in Figure 6.14.

(do; d1) 2 U%and(do; dp) 2 US the con gurations(f qu; opg; d1) and(f au; cpg; do) are both reachable in
X %from the con gurationff gog; dog. However, con gurationga;; do) and(ap; d1) are not reachable from
(qo; do) in X . This can lead to extra accepting pathsf

One way to remedy this is for each stat@ Q to have its own copy of the relevant update relations to

manipulate. Thus, we s&t°= Q D and update the construction above as follows:

Letq) = fou;p; s kg as above. TherQD = (¥ hg; dii)jg 2 f ar; op; o kg and(qg; di) 2
QDog.

Ford® = fg;:;gngandp® = fpj;onpagin QO (holdii; % dai 2 1%q; ;p 9 if and only if
(d1;d2) 2 U(q; ;ps) for someq 2 f ap;cp; i oegandps 2 f pj; iz png.

(% hg; di) 2 FOifand only if (g; d) 2 F for someg 2 f ou; tp; i kO

By transforming to domait® D, we preserve the dependencies in the update relationsxisate in
XFA X. We give the algorithm for performing state determinizatia Algorithm 6.2. In the running
example, the nondeterministic XFA in Figure 6.13 has st@tes f 0; 4; 6; 8; 12, 14; 159 and domairD =

f0; 1;2;3;4;5g. Thus, the size of domai@ D is 42. Figure 6.14 shows the state-deterministic XFA that
results from applying Algorithm 6.2 to the NXFA in Figure 8.1For clarity, we map each domain element

in Q D to adistinct integer using the mapping shown in Table 6.2.



(0,0) (0,30) (33,22)
(0,18) (30,18) (33,33)
(0,25) (30,30)

(0.25) (33.22) (38.30)
(0.30) (33.33) (38.33)

(0,0) (25,18)
(0,18) (25,30)
(0,25) (25,38)
(0,30) (30,18)

(30,30)
(33,22)
(33,33)

(0,0) (25,18)

(0,18) (25,30)
(0,25) (25,38)

(0,30) (30,18)

(0,0) (18,12) (33,22)
(0,18) (22,17) (33,33)
(0,25) (30,18)
(0,30) (30,30)

Figure 6.14: The state-deterministic XFA fotab#.*cd/
date relations over the domaipy D arise from the mapping in Table 6.2.

0,4,6,8,12 I

(0,30) (30,30)

(0,0) (0,30)
(0,18) (30,18) (33,33)
{a.b.c} |(025) (30.30)

(33,22)

(0,0) (25,18) (30,30)
(0,18) (25,30) (33,22)
(0,25) (25,38) (33,33)
(0,30) (30,18)

(0,0
(0,18) (22,17)
(0,25) (30,18)

(18,12) (33,22)

(33,33)

(0,0) (12,6) (33.22)
(0,18) (17,11) (33,33)
(0,25) (30,18)
(0,30) (30,30)

(0,25) (30,30)

(0,0) (0,30) (33,22)
(0,18) (30,18) (33,33)

(0,0) (25,18)

(30,30)
(33,22)
(33,33)

to State
0,4,8,12

88

constructed with Algorithm 6.2. Up-
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DeterminizeTransitions@Q; D; ; ;U ;QDg;F):

D° Q D;
/I Data value in new NXFA = con guration in old
D QDo;

/I New states are sets of old states

@ f ©j9do 2 D:(ap; do) 2 QDog;

Q% f dg;

o . .

w

foreachq®2 Q°do

foreachs2 do

¢ f ai9G2(qg:siq)2 g

Q% Q°f du; /I Accum. reachable sets of old state
/I New states have 1 trans. per symbol

° OIf (dsi)g;

U f ((g:d);(ar:de)ja 2 ¢ g 2 7

(di;dr) 2 U (g5s;G)0;
/l Update relations preserve semantics

U UOIf (disi)g U

FO f (% (q;d)jo’2 Q°* g2 ¢°~ (q;d) 2 Fg;
return (Q%D% ; %U%fgdg D FY;

Algorithm 6.2: Algorithm for determinizing transitions.

N

© 00 N O U~ W

11

12
13

DeterminizeData@Q;D; ; ;U ;fqpg Dg;F):
dd Do; /I New data values = sets of old data valueg
DO f dig;

/I QD accumulates all reachable con gurations
QD f (o;df)g;

UO . .

foreach (g;d% 2 QD do

foreachs2 do

OF (G;9);

d? f drj9di 2 d%(di;df) 2 U (G;S;G)0;
D° DO[f dlg; /I Accum. reachable sets of old valug
QD QD I[f (a;df)g;

/I Build deterministic update functions
LU UO[f ((g;8); (d; dP))g;

FO  (q:Pj(q:cf) 2 QD ~9d 2 d%(q;d) 2 Fg
return ((Q;D% ; ;U % (cp;d8); F9; QD);

S

(7]

Algorithm 6.3: Algorithm for determinizing NXFA data domains.
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New Domain Domain Value Sets New State State Sets from
Value from Domain Determ. ID State Determin.
0 f0,18,25,39Q P f0,4,8,13
1 f0,18,25,30,38 Q f0,4,6,8,13
2 f0,12,18,25,36 S f0,4,8,12,14
3 f0,6,18,25,30 T f0,4,8,12,1§
4 f0,18,22,25,30,38
5 f0,18,22,25,30,33,38
6 f0,12,17,18,22,25,30,83
7 f0,6,11,18,22,25,30,83

(a) Sets of domain valuesnew domain value (b) Sets of statés new state ID
Table 6.3: The simplifying mapping from sets of domains agtd of states in Figure 6.15 to single
domain values and single state IDs used to produce Figuée 6.1

Data domain determinization is the second half of the deteérattion process. Algorithm 6.3 accepts
as input a state-deterministic XFA and produces an XFA gsuithat is both state- and data-deterministic.
Data-determinization applies the same notion of subsettoaction for determinizing states to update re-
lations in the data domain. Let = (Q;D; ; ;U;QD o;F) be the state-deterministic input XFA and
X%=(Q;D% :;U%QDJ;FY be the corresponding deterministic XFA. In principle, foethew domain
D%= 2P, However, the algorithm uses a worklist that adds new domalnes toD °as necessary so that
only the domain values that are reachable from the startimggairation are included. Algorithm 6.3 also
outputs the se®D (Line 13) that contains all con gurations that are reacledbbm the starting con gura-
tion. This set is used at a later stage.

Figure 6.15 shows the deterministic XFA resulting from gjom Algorithm 6.3 to the state-deterministic
XFA in Figure 6.14. Analogous to state determinization, atedelations are now upddienctionsde ned
over domain values iD °that correspond to sets of domain valueDin Note that although the update
functions associated with transitiob are not de ned on the entire data doma?, they are de ned on
all data valuesi®2 DPthat can occur in any state Admittedly, the use of sets of domain values and sets
of states makes the gure hard to read and obscures the steust the update functions. In Figure 6.16 we
show the same XFA as Figure 6.15 with the sets of domains @sdds&states replaced by the correspon-
dence given in Table 6.3. The Domain value BS&t18; 25; 30g (the initial domain value) in Figure 6.15

corresponds to valu@in Figure 6.16, and so forth.



({0,18,25,30},  {0,18,25,30})
({0,18,22,25,30,33},{0,18,22,25,30,33})

({0,18,25,30,38F, {0,18,22,25:30,33})
({0,18,22,25,30,33,38},{0,18,22,25,30,33})

({0,18,25,30,38},  {0,18,25,30})
({0,18,22,25,30,33,38},{0,18,22,25,30,33})

0,4,6,8,12
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¢,18,25,30,38},

{0,18,25,30,38})
(0,18,22,25,30,33,38},{0,18,22,25,30,33,38})

({0,6,18,25,30},

({0,18,25,30}, {0,A2,18,25,30})
({0,18,22,25,30,33},{0,12,17,18,22,25,30,33})

({0,18,25,30}, {0,18,25,30,38})
(0,18,22,25,30,33}, {0,19/22,25/30,33,38})

{0,18,25,30,38})
ll,18,2225,30,33},{0,18,22,25,30,33,38})

I X

({0,12,18,25,30}, &

({0,12,17,18,22,25,304,33},{0,18,22,25,30,33,38})
AN

{0,18,25,30,38}) \

({0,12,18,25,30}, {0,18,25,30})
({0,12,17,18,22,25,30,334{0,18,22,25,30,33})

({0,12,18,25,30}, {0,12,18,25,30})

({0,12,17,18,22,25,30,33}, {0,12,17,18,22,25,30,33} )

/({0,18,25?0.38},

({0,18,22,25,30,33,38},{0,12,17,18,22,25,30,33})

{0,12,18,25,30})

\

({o,e,m,zs,ac?, {0,12,18,25,30})

({0,6,11,18,22125,30,33}, {0,12,17,18,22,25,30,33})

{0,6,11,18,22,25,30,33}

{ac}

c
£0,12,18,25,30},

0,12,17,18,22,25,30,33}, {0,6,11,18,22,25,30,33})

{06 18 25 30}) to State

0,4,8,12

Figure 6.15: The state- and domain-deterministic XFA fdab#.*cd/
minization has completed. Each domain value in the reguKiRA corresponds to a set of domain

values in the input state-deterministic XFA.

({0,6,18,25,30}, {0,18,25,30})
({0,6,11,18,22,25,30,33}, {0,18,22,25,30,33})

after domain deter-
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to State
=]

Figure 6.16: The state- and domain-deterministic XFA/fsab#.*cd/  with state and domain
values replaced according to the map in Table 6.3.
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Minimization . Once the XFA has been determinized, the next step is to qpenfidinimization. The
minimization process for XFAs is also split into two partstal domain minimization and state minimiza-
tion. Each component of minimization employs the kernehef standard Hopcroft-Ullman minimization
algorithm [53] for nding equivalent data domain elemeniglestates, respectively.

Consider a DFAM = (Q; ; ;qgo;F). Minimization of M nds the coarsest equivalence relation
R Q Q that satis es the following conditions:

(q; ) 2 Rimpliesthaty 2 F $ g 2 F.
(; ) 2 RimpliesthatBa2 ;( (q;a); (;a)) 2 R.

Let R be the set of all relations satisfying the conditions abd¥e. say thaR; 2 R is coarser than
R, 2 R ifand only if R,  R31. Algorithms for computing the coarsest equivalence retatire given
in [53]. Once the coarsest equivalence relafiois computed, all the states @ in the same equivalence
class can be merged.

Consider a deterministic XFX = (Q;D; ; ;U; (qo;do); F). Analogous to the above, assume we

nd the coarsest equivalence relati®h (Q D) (Q D) that satis es the following conditions:

((9;9); (> dY) 2 R implies thatq = Q°(con gurations with different states are never

equivalent).
((a;9;(a;d)) 2 Rimplies tha(q;d) 2 F $ (q;d) 2 F).

((g;d; (g; ) 2 RimpliesthaBa2 (( > U(q;a;d(d) ); (2 U(q;a; ) (d)) ) 2
R (note:g’= (q;a)).

In this case, if for a statgand two data valued; andd, we have((q; ti); (q; &)) 2 R, then con gura-
tions(q; di) and(q; &) can be merged. Recall that during determinization, the damaain was expanded
fromD toQ D. The equivalence relatioR above allows us to merge data values for each st&teQ.
Algorithm 6.4 gives the procedure for minimizing the datardon.

Minimizing states follows a similar formulation. For a gt@t2 Q, we de ne the seA D such that
8d 2 D, if (g;d 2 F, thend 2 A. Next, recall thatU(q; ) is the set of tuples comprising the update
function attached to transition leading out of statg. We deneU = f(;U (q; ))j 2 9. U isthe
set of all update functions out of grouped by alphabet symbol. We then de eféects () = (A;U ).
Intuitively, effects (q) captures the update functions and accepting data valuesiatesl with state.

We nd the coarsest equivalence relatiBn Q Q that satis es the following conditions:
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ReduceDataDomain(Q;D; ; ;U ;(tp;do);F);QD):
I* Pg Holds for each state the finest partition of possible data va
be necessary.
Po ; Workset ; ;
foreachq2 Q do
partiton ff dj(q;d) 2 Fg;fdj(q;d 2 QD Fgg fg
Po Po[f (q;partition )g;
if jpartition j > 1thenWorkset Workset[f qg;
while Workset 6 ; do
g  Workset[O];
Workset Workset f o g;
foreach (g;s) 2 (q;2)j((d;2:;) 2 gdo
if 9d° 2 Po(g):@9 2 Po(q ):8di 2 d%U (g;s)(d) 2 d? then
newpartition
foreachd® 2 Pq(qg) do
foreachd? 2 Pq (¢ ) do
& f dijdi 2 d° U (g;9)(dh) 2 ifg;
L if d°6 ; then newpartiton  newpartition [f d%;

Po  Pq f (4;Po(g))g[f (q;newpartition )g;
| Workset  Workset[f gg;

QD° f (g;Pjq2 Q" d°2 Po(q)g:

D® f d%9g2 Q:(q;d) 2 QDY%;

dg f dj(qp;d® 2 QDO dy 2 d%O];

FO f (q;d)j(q;d) 2 QDO (q;dY0]) 2 Fg;

lues known to

Ul f ((g;s);(d%d?)j(g:d?) 2 QDO ( (g;s);d?) 2 QD U (g;s)(dI0]) 2 dfg;

return (Q; ; ;F;D %q;dS; U%A%QDY;

*/

Algorithm 6.4: Reducing the size of the data domain by combining the etgnvaon gu-
rations.
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ReduceStatesD; D; ; ;U ;(qp;do);F):

/* P Holds the finest partition of states known to be necessary. * /
1P ;o
2 foreachq2 Q do
3 if 9EC 2 P such that GetStateEffect( q)= GetStateEffect( EC]0]) then
4 | P P f ECg[f ECIf qgg
5 | elseP P[ff qgg
6 while 9EC 2 P suchthat9q; 2 EC;q2 2 EC;s2 :@Cs 2 P:f (a1;9); (p;s)g EC; do
7 NewECs ; ;
8 foreachq2 EC do
9 if 9EC?2 NewECs suchthat8s2 :9EC; 2 P:if (q;9; (ECY0];s)g EC; then
10 | NewkECs NewECs f EC%[f EC°[f qgg
11 else NewECs NewECs[ff qgg;
12 P P f ECg[ NewECs;

Q% P;

O f ((d%s);)ig’2 Q% o 2 Q% (q10];s) 2 g
@ f ofa°2 Q°* g 2 og[O];

ue f ((d%s);U (q10%s)j’2 Q°*s2 g;

FO f (o’ d)jg’2 Q% (q0];d) 2 Fg;

return (Q%D; 5 % U% (a8 do); FO);

[ T e S U
0 N O O~ W

GetStateEffect] 2 Q)
19 A f di(q;d 2 Fg;
20U f (s5U(q;9)js2 g
21 return (A;U );

Algorithm 6.5: Reducing the size state space by combining the equivaksiess

(; ) 2 R implies thateffects (1) = effects (p);
(th;0) 2 Rimpliesthat8 2 ;( (an; ); (G )) 2 R.

Then, with the equivalence relatiGthcomputed, two states in the same equivalence class can gedner
into one. The procedure for minimizing states is given in&lthm 6.5. Minimization has no effect on the

XFA in the running example.

6.2.4 Finding Ef cient Implementations

For performance reasons, an XFA does not explicitly UsendF to manipulate and test data values.
Instead elements df andF are appropriately mapped to high-level data types that anee ref ciently
computed and more easily managed. Thus, the last step imthpgilation process is to map abstract data

domain operations to ef cient, concrete instructions foampulating data values. Intuitively, this step
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replaces domain values and update functions with highet-Mariables and instructions that manipulate
them.

To perform the mapping, the compiler makes use of generia-tjgite templates that formally relate
domain values and update functions to high-level types. WM#hsuitable mapping is found, as described
below, the compiler substitutes the appropriate companehthe template into the XFA. We call these

templates Ef ciently Implementable Data Domains (EIDDajlale ne them as follows:
De nition 6.7 An ef ciently implementable data domain (EID¥)a6-tuple(D; do; E; Ug; C; Ac), where

D is the nite set of values in the data domain,
do is the initial data domain value,
E is a set of symbolic names for ef cient-to-compute updatections,

Ue : E! DP is a mapping from these names to fully de ned (determin)sticdate

functions onD that can be associated with XFA transitions,
C is a set of symbolic names for ef cient-to-check acceptacmaditions,

andAc : C ! 2P is a mapping from these names to acceptance conditionsahatec

associated with XFA states.

To illustrate, Figure 6.17 shows an EIDD for a simple bit fatted according to the grammar we have
de ned in our implementation. In the gure, the domain hatelements and an initial value 6f E
holds the high level names of the operations applied to ttee hoop, set, andreset . Uemaps these
names to the corresponding update functions. Note thattegdactions are total over the domain. For
example, the update function feet —f (0,1),(1,1) g-implements the total functiod! 1;1! 1 over
the domainD = f0;1g. Continuing,CandAc specify acceptance condition names and relate them to
speci ¢ domain values. Thenconditional acceptance condition will accept on any valu®inwhereas
conditional _hi accepts only if the data value is 1 during matching. Finalyyough not part of the EIDD
itself, itemsCGeand CG& map the high-level operations to the low-level instrucsiohat are executed. In
this case, the instructions are in the format used by ouopype interpreter.

Although De nition 6.7 speci es that the update functiomskE must be “ef cient to compute” and the

acceptance conditions fro@ “ef cient to check”, we cannot give a single de nition for vat it means to

6CGaandCGastand for “Code Generation—edges” and “Code Generatia@gance”, respectively.



eidd_t bit_full = f
D =f0..1g¢,
d =0,
E = fnoop, set, resed,
Ue =
(noop, f(0,0),
(set, f(0,1),
(reset, f0,0),
g,
C = f nonaccepting,
Ac = f
( nonaccepting,
( conditionallo ,
( conditionalhi,
( unconditional ,
g,
CGe =f
(noop, ),
(set, [%i, bit
(reset, “T[%i, bit
g,
CGa =f
(nonaccepting ,
(conditionallo ,
(conditionalhi ,
(unconditional ,
g

(1,1)9),
(1,1)0),
(1,0))

conditional , unconditionad,

fg ),
fog ),

fig ),
f0,19)

,set()]""),
,reset()]"")

)

" [%i, bit , test ,0,([%i,accept])]"’
[%i, bit , test ,1,([%i,accept])]"’

AN

[%i,accept]'")

Figure 6.17: an EIDD specifying the mapping for a simple bit.
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be ef cient as this depends strongly on the platform XFAs oun For example, on some platforms we may
de ne ef ciency as the use of ve or fewer machine code instiions to perform the update or to check the
condition, on others we may use different de nitions.

Algorithm 6.6 presents the basic procedure for mapping Ed. Note the use of two unconventional
notations. First, for some sefswe useA[0] to denote an arbitrary element of the set; the correctnetteof
algorithm does not depend on which element gets chosen aadawvtr we use this notation we know that
A 6 ;. Second, the conditions of some while loops and if-statesnare of the forr®a 2 A, and in these
cases we assume that inside the body of the loop or the @rstatta is bound to one of the elementsAf
As above, it is not important for the correctness of the atgor which element is chosen.

Given an XFA(Q;D; ; ;U ;(t;do);F) and an EIDD(D% d3; E; Ug; C; Ac), this algorithm com-

putes a mapping that consists of three components:

1. D%D :Q D ! D%maps all con gurations fronQD (the set of all reachable con gurations,
produced by the Algorithm 6.3—Data Determinization) toues in the new data domaih’speci ed
by the EIDD,

2.E :Q I E maps all transitions to ef cient update functions, and
3. Co : Q! C maps all states to ef cient acceptance conditions.

The mapping:)gD for data domain values is froQD to D °rather than fronD to D thus mapping only
those con gurations that are reachable to the EIDD's dombliote that the EIDD domaib °can be much
smaller tharD (and typically is) because different valuesdfcan map to the same value B without
affecting semantics, as long as there is no state wherepteultalues fronD can occur simultaneously. In
the running example, for instance, the data domain sizedisced from 8 to 2. Below are the conditions

that a valid mappin(ngD , E ; Cq) satis es to ensure that it preserves the semantics of the. XFA
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802 Q;9c2 C sitt (q;9 2 Cq
8(0;d 2 QD; 9d°2 D sit: ((q;);d) 2 DYy
8(g;s) 2 Q :9e2 E sit: ((g;s);e) 2 E
Do (Cb; do) = f

8(q;d) 2 F D25 (0;d) 2 Ac(Co(d))
8(q;)2QD F D25 (0; 0 2 Ac(Co(q))
8((g;d);s) 2 QD Do ( (a:9);U (g;9)(d)) =

Ue (E (6;9)(DQp (;d))

Algorithm 6.6 nds a mapping if one exists or declares faduyy returning an empty mapping. The
loop at line 11 expand%D when it nds situations in which a transition= (g;s) has already been
mapped inE and a con guration(qg ; d;) of the source state fdralso has been mapped ID'gD, but the
con guration resulting from applying the update functiarf, (¢ ;di) = ( (g;s); U (g;s)(di)), has not
been mapped i%D yet. In this caséq ; dr ) can be mapped to the value frdbP which is the output
of E (g;s) for inputD%D (g;di). E is expanded by choosing an unmapped transition on line 1%Hwand
trying all possible mappings for it in the loop on line 16. Sesmappings for edges can lead to con icting
mappings for certain con gurations; tl&ndinconsistency function detects such mappings.

The recursive calls ifrindValidMapping continue until all transitions are labeled with a symbolic
update function. When this happens (or even earlier) the &dine 11 will assign a mapping ID%D to all
con gurations that are reachable froftp; do). Thus if the function ever returns on line 14, all transigon
from have a mapping it , and all the con gurations fronQD have a mapping irﬁ)gD. Since the
loop on line 16 tries all possible update functions, we knbat if there is a mapping from transitions to
update functions that leads to a valid mapping of con guasi to values fronD ©, the algorithm will nd
it. Otherwise, it will signal failure by returning ; ;).

In the running example, Algorithm 6.3 returns a state deieistic XFA with the following set of

reachable con gurations (using the mapping in Table 6.3):

QD = 1(P;0); (P;4);(Q;1);(Q;5);(S;2); (S:6); (T3 3); (T 7)g:
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MapXFAtoEIDD( (Q;D; ; ;U ;(to;do);F); QD;EIDD ):
(D% d8;E;Ug;C;Ac) EIDD ;
E
D2 f ((q;do);dd)g;
(D3p;E ) FindValidMapping (D ;E );
if (Do ;E )=(;:;)then return (;3;53) ;
Co
foreachq2 Q do
L%orrect f c2 Cj8((q;d);d0) 2 D(OgD :d°2 Ac(o) 0 (9;d 2 Fg[O];
CQ CQ [f (d; Correct )9
return (DQp ;E ;Co);
FindValidMapping(D&p ; E ) ;
while 9(s: ((g;di);d)) 2 DZp:@F 2 DE(( (4;5);U (g;9)(d));d?) 2 D3y "E (g;5) 2 E do
D& D@p [ (( (4;s);U (a;8)(dh)); Ue (E (a;s)(d)g;
if FindInconsistency (D%D ;E )thenreturn (;;;);
if JE j=jQj j jthen retun (D&p;E );
trans f (¢;9)j(g;s) 2 Q @2 E:((g;s);e) 2 E g[0];
foreache 2 E do
LResult FindValidMapping (D%D ;E [f (trans;e)Q);
if Result 6 (;;;) then return Result;
return (;;;) ;
Findinconsistency@ dp, ; E )
foreach(g;s;d) 2 Q D do
if 9d?2 D% dP 2 D%((g;di);d) 2 Dy * (( (G;8);U (g;9s)(di));d?) 2 DYy then
\jf 9e2 E:((g;s);e) 2 E " (d%d?) 2 Ug () then
return true ;

foreachq2 Q do
| if 82 C:9((q;d);d) 2 DQp :: d°2 Ac(c) 0 (a;d) 2 F then return true ;

return false ;

Algorithm 6.6: Basic algorithm for nding a mapping of an XFA to a given EIDD
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With the XFA in Figure 6.16 as input along with QD given aboveldhe EIDD in Figure 6.17, Algo-

rithm 6.6 produces the following mappings:
D3 (Q D! DOY:

(P;O) O QD! 0 (52! 0 (T;3)! O
P;4! 1 Q5! 1 (s;6)! 1 (T;7)! 1

E(Q ! E):

(P;a)! set

all otherQ I noop
Co(Q! C):

P ! nonaccepting
Q! nonaccepting
S! nonaccepting

T ! conditionalhi

Figure 6.18 shows the constructed XFA with domain valuetacsa by theD(%D mapping above. Fig-
ure 6.19 shows fully constructed XFA with high-level vatedafter all mapping substitutions have been
performed (“C"-like instructions are used rather than thased by the prototype interpreter).

In principle, the use of EIDD templates is just an optimiaati We could alternatively provide a fully
generic template and let a matching algorithm constructhilgl-level types without any guidance (or
restriction) from the template. But in practice, the matghalgorithm as presented hagEj! /) worst-case
complexity and thus would not scale well. One improvemeriticlv cuts down unnecessary exploration,
is to greedily pick the transitions for which the number ofpible symbolic functions that can be mapped
to without leading to inconsistencies is minimal. We alsd'g@en pre-computation to rule out symbolic
functions that cannot map to given transitions because sifvaiches in the number of input values mapped
to an output value. These optimizations are sound; neithémesn can cause the algorithm to miss an

existing solution.



102

to State
=]

Figure 6.18: The XFA in Figure 6.16 with domain values repthby a successful mapping B
in the EIDD @%D contains the mapping).
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if (b1)
accept(sigl)

-{a,c}
to State
P

Figure 6.19: The fully constructed XFA with high-level mapgs.
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to State Q

)
~.[rac]
if (b1) . if (b1) to State P
accept(sigl) accept(sigl)
(a) edge-based XFA (b) state-based XFA

Figure 6.20: Edge-based and State-based XFAs correspptadine augmented regular expression
[ *ab#.*cd/

6.2.5 Edge-based to State-based XFA Transformations

The construction process as described produces edge-K&dadrom regular expressions. Although
edge-based XFAs have fewer automaton states than stad-K&#\s, they are operationally inef cient.
For example, instructions on edges is cumbersome both fmahuanalysis and for maintaining in code.
Algorithms for combining, matching, and optimizing XFAseaalso more involved. Fortunately, unlike
construction, these algorithms operate on high-levelleuyivariables rather than low-level data domains.
Further, conversion to state-based XFAs is straightfowse sketch the procedure brie y: for every state
S, we create a copy d (along with its outgoing transitions) for each incomingniséion toS that has a
distinct set of instructions on that transitforWWe then move these instructions to the corresponding sopie
of S and retarget the incoming transitions appropriately. Figb.20 shows edge-based and state-based
XFAs corresponding to the regular expressidab.*cd/ , which after being annotated, has the form
/*ab#.*cd/ . In Figure 6.20a, stateé has an incoming transition from stafeon symbolb with a bit set
instruction. Statd® is copied, renamed to stale and the bit set instruction is attached to it. We employ

the state-based XFA model for all the remaining operatioaglescribe in this chapter.

’1f all incoming transitions t& have the same instructions attached to them, no replictinecessary.
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6.3 Combining XFAs

Although state space blowup occurs when DFAs are combired)Irthat the fault lies in the “shape”
of the source automata and in their violation of the condgigiven in Chapter 5, not in the combination
process itself. XFA combination is a straightforward exstien to DFA combination. This is a consequence
of the XFA model: transitions are fully deterministic in &a and input only, and variables are separable
[52] up to renaming.

Algorithm 6.7 gives the procedure for combining two XFAs. tRlthat this algorithm is virtually iden-
tical to Algorithm 4.1 given in Chapter 4 for combining DFAS he chief difference is that instead of
appending output symbols, we now append instructions tcaued states.

Here, lines 15 and 16 add instructions to combined statestieir original counterparts. For combined
stateqq = Is; ti, we copy the instructions fromandt into g. As before, correctness follows from the fact
that entering statgis equivalent to entering statesindt simultaneously, so that instructions in bathnd
t need to be executed. Figure 6.22 shows the results of congpiiné XFAs in Figures 6.21a and 6.21b. For
illustration purposes, names of states in the gure contiansource states from which they are composed.
Note that this automaton has only 15 states, whereas theicechDFA (not shown, for brevity) requires
2,194 states.

Recall from Section 6.1.1 that the worst-case executior wwst model for XFAs is + n; per
byte, where is the cost of a table lookup, is the cost of executing a single instruction, andis the
maximum number of instructions at any state. For a combingdnaaton, and remain unchanged,
but nj may increase since states in the combined XFA accumulateiatiozns from both source XFAs.
Thus, combination does not affect the state lookup timeitlmay affect the instruction execution time. In
Section 6.5, we propose optimizations aimed at redugjnthe maximum number of instructions per state.

Combining many XFAs is an incremental process: new sigeataan be combined with an existing
automaton as necessary without needing to reconstrucemitiom scratch. One implicit precondition is
that the variable value in the starting con guration be tlaeng in each automaton. In practice, the last

phase of the construction process ensures this when majapinigh-level types and instructions.
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Combine(XFA rst, XFA secondl

worklist WL
XFA c

c.addStateh(rst.start, second.stair}
hrst.start,second.stairtinstrs.append ( rst.start.instrs)
hrst.start,second.stairtinstrs.append (second.start.instrs)
c.setStartlfrst.start, second.stair}

WL =f h rst.start, second.stairty

while (jWLj> 0)do

hs,i = WL.pop ()

foreach ( 2 )do

s?= rst.getNextStates, )

t°= second.getNextState( )

if hs%t9 2 c.stateghen
c.addStater6°t%)
hs® t9 .instrs.appendsf.instrs)
hs® t9 .instrs.appendfinstrs)
WL.push (hs%t%)

| c.addTranstg; ti he% t%, )

© 00 N o O~ W N -

R e o
~N o ok W N B O

iy
[ee]

19 return c

Algorithm 6.7: XFA combination. Instructions are copied from sourceegab “paired”
states.

MATCH(XFA M, uchar* buf, int len)

1 state curState = M.start
2 execlnstrs ( curState.instrs)
3 fori Otolendo

4 curState = curState.nextState(buf [i])
5 execlnstrs ( curState.instrs)

Algorithm 6.8: Algorithm to match an XFA against an input buffer.
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if (b1)
accept(id2)

cl- -
if (c1==0)
accept(id2)

(a) XFA for /.*retr.*passwd/ (b) XFA for /.* nncmd[*nn] f 200g/
Figure 6.21: When combined, instructions get replicatetdaty states.

6.4 Matching to Input

XFA matching employs the same Moore-machine semantics Asniidtching, described in Chapter 3.
That is, accepting states output a unique symbol from anubetphabet when reached, regardless of the
position of the input. This straightforward extension to/Datching is also a consequence of the XFA
model.

XFA matching, given in Algorithm 6.8, simply extends this d&b by executing programs attached to
states when they are reached. In our framework, and as tedity the gures, acceptance conditions are
implemented as instructions. Thus, no special acceptaste are needed. An indication of an accepted

expression is emitted and processed identically to anyr atls&ruction.

6.5 Optimization

The conditions and model in Sections 5.2 and 6.1 allow XFAbdandependently constructed and
easily combined without blowup, but this exibility comesacost. As XFAs are combined, variables and
their instructions from the source XFAs accumulate in therbmed XFA. For a combined XFA composed
from several individual automata, many auxiliary variabiaust be maintained (increasing per- ow state
size), and states may contain many instructions to exeowige@sing execution time).

In this section, we present a set of optimization technighas systematically reduce both program
sizes and per- ow state requirements of combined XFAs. figkhspiration from techniques developed

for compiler construction [74], we present three distinptimizations: exploiting runtime information
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// m d ’I cl- -
A if (c1==0)
[Mnpr] accept(id3)
<lb1=1
cl- -
RN if (c1==0)
2; =0 N i(:‘l(;:i——O) . accept(id3)
= ==0) ~ if (b1)
ac(ieptESId3) J accept(id2)

Figure 6.22: XFA produced by combining the XFAs in Figurelé and 6.21b.

and support, combining independent variables, and mowvirthraerging instructions. The rst and last

techniques reduce instruction counts, whereas the seedngdes both per- ow state and instruction counts.

6.5.1 Exposing Runtime Information

Some regular expressions, such.dsnncmd[*nn] f 200g/ , induce counters that are decremented after
every byte once initialized. For example, when the XFA indfe&g6.21b is combined with other automata,
the decrement and test instructions get replicated to nidsestates, as shown in Figure 6.22, even though
no state explosion occurs. When many such automata are gethhilistinct decrement instructions get
propagated among all states. Executing these instrucditoesery state can signi cantly impact processing
times during matching.

Once initialized, the counter in this example will be decestied on all states except those that follow a
reset instruction. Thus, when the counter is initialized given payload offset, the offset at which it would
reach 0 is also known. By maintaining this offset directlyg wan eliminate the decrement instruction
altogether. This highlights our rst optimization, whick to provide runtime support for replacing (and
eliminating) common or expensive operations.

Continuing, we extend the runtime environment with a soligcholding the payload offsets at which
the counter would reach 0 along with a pointer to the instomstto be executed when it does. After each
symbol is read, the offset value at the head of tffset listis compared to the current payload offset, and

the consequent instructions are executed on equality. dmtttomata, initialization and reset instructions
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are replaced with those that insert into and remove from ffsevlist, respectively. This does increase the
processing overhead slightly, but the optimization regdaexplicit updates of (potentially) many counter

variables with a singl®©(1) check after each byte read.

6.5.2 Combining Independent Variables

Some logically distinct state variables can be reduced foglesactual variable. For example, if one
counter is active in some set of states and another courgetive in a disjoint set, then the two counters can
share the same memory location without interference, hepthh reduced memory and smaller programs.
This scenario is similar to the register assignment prolfezed by a typical compiler: multiple variables
can share the same register as long as they cannot be sieuutp “live.”

Thus, the goal of this optimization is to automatically itiBnpairs of variables that are compatible at
each state in an XFA. We achieve this goal through a two-stegegs: a data ow analysis rst determines
the states at which a variable is active, and a compatil@liglysis uses this information to iteratively nd
and combine independent variables. These techniques &pphany kinds of state variables, although
for presentation purposes we focus on a fairly simple deerging counter. To aid the discussion, we
depict instructions in the format used by our interpretather than the C-like language used thus far, which
we describe brie y. Instructions have the forinstr id,args] . Initialization instructions set an initial
value and also point to the instructions to be executed wineodunter reaches 0. Consequertgcrement
andtestinstructions are combined into a single instruction thatrdments a counter and compares it to 0,
executing the previously supplied instructions if so. Paaraple, the instructiofctrSET 1,200,[ALT
3]] initializes counter 1 to 200. When the counter reaches Onsteuction[ALT 3] signals that signature
3 has matched. Finallyesetinstructions make a counter invalid, or inactive (see bglawe that it will not
be manipulated until anotheetinstruction occurs.

We illustrate with the running example in Figure 6.23. Thigntest XFAs correspond to expressions
/ nna[™ nn] f 200g/ and/ nnb[* nn] f 150g/ that are combined to give the XFA in the middle of Figure 6.23
(the “clouds” have meaning at a later stage and can be igmaedl In the end, optimization nds that the

two counters in the combined automaton are independenteghates them to one counter.
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[ctrRST 1] ’[CtrSET 1,200,[ALT 3]] [ctrSET 1,200,[ALT 3]]
[ctrDEC 2]
a [ctrRST 1]

[ctrRST 2]

[ctrDEC 1]
[ctrDEC 2]

Figure 6.23: The counter minimization process applied taomata for signatures
/.* nna[*nn]f200g/ and/.* nnb[*nn]f150g/. The optimization results in the elimination of
one of the original counters.

[ctrDEC 1]
[ctrSET 2,150,[ALT 7]]

[CtrSET 1,150,[ALT 7]]

6.5.2.1 Data ow Analysis

As informally described in Section 5.2.3, counters ardaliit inactive with status changes occurring
whenever initialization or reset instructions are exedutEhe goal of this step is to determine the activity
of each counter at each state in the combined automaton,fevémse states without instructions. This

requires a precise de nition of active and inactive cousteiven as follows:

De nition 6.8 Let Q be the set of states containingset operation for counte€. Then,C is active at
stateS if there is a path from a state @@ to S in which no state in the path containseset operation for

C. OtherwiseC is inactive.

In other wordsC is active atS if and only if there exists at least one input sequence enali§gcontaining
aset but no subsequemeset for C. The termactivity refers to the active or inactive status of a counter.
Operations applied to an inactive counter are effectiveip-ap.

To calculate activity, we de ne a data ow analysis that tsto the classic monotone data ow frame-
work [74,80]. Static data ow analyses comprise technigused at compile time to produce correct but
approximate facts about behavior that arises dynamicatyrdgime. During execution, different input may
yield different behavior depending on that input; statichi@iques must therefore produce correct (if ap-
proximate) results for all possible inputs. Data ow anagsand their applicability to program optimization
are well-studied and at the foundation of many common camnpiptimizations including register alloca-
tion, constant propagation, and partial subexpressionigdition [74]. To the best of our knowledge, ours

is the rst work that extends the technique to nite automata
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Inactive

Active

Figure 6.24: The value lattice that orders abstract couatds. Inactiveis the initial value.

The rst step in an analysis is to identify the abstract valuer facts that the counter can assume and
order them in a lattice structure. Here, the valaetive andinactiveare arranged in the lattice given in
Figure 6.24. Second, a directed graph with a designatetirgide is supplied by the XFA itself. Third,
ow functions de ne the effects that instructions have ortkaossible value in the lattice. For a court@er

with set, reset , anddecr-and-test instructions, the ow functions are de ned as follows:

fset(C) ! ACtiV? fdecr and test (C) rC
freset (C) ! Inactive fpreserve (C) e

For set andreset , C becomes active and inactive, respectivedecr-and-test  does not chang€s
value, ancpreserve is the identity function used when there is no instructioa atate.

These components de ne a standard forward- ow “may havedlgsis. The analysis algorithm prop-
agates facts for each counter among the states, applyinduaations whenever they are encountered. It
terminates when the facts have converged to a single valugtgte. Upon completion, a counter is marked
as inactive at a stat® if and only if Cis de nitely inactive on all paths leading 6. Conversely, if there is
any path tdS in which Cmay be active, the@is active atS. Hence, the results are correct but approximate.

In Figure 6.23, the clouds in the middle XFA show the activifyeach counter at each state prior to
instruction execution as computed by the analysis. Theteosiiare inactive at statdX because all paths
to MX pass throughy, which resets both counters. Similarly, the counters atieemn KX because there

is a path fromMX that sets counter 1 (making it active) and a path fikihthat sets counter 2.

6.5.2.2 Compatibility Analysis

Two counters can be reduced to one if they emepatibleat all states in the automaton. At a single
state, two counters are compatible if their operations aigigy status can be combined without changing
the semantics of either counter. We determine compatililjt computing the cross product of operations

and activity status and pairwise comparing each elemerg.cdmpatibility matrix in Figure 6.25a contains
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Inactive Active Inactive Active
rdp set| reset set decr pres rtp set| reset set test pres
‘g rd,p | rnd,p set| reset set decr pres ‘g rt,p | nt,p set| reset set test pres
£ set| set — | set - - - £ set| set set| set - test -
reset | reset set| reset set - - reset | reset set| reset set — -
2| set| set —| set - - - Q| set| set setl set set -  —
S| decr| decr -| - - decr - S test| test -| - - - -
pres | pres — - - - pres pres | pres — - - - pres

(a) Counter Compatibility

(b) Bit Compatibility

Figure 6.25: Compatibility matrices for counters and b#gecifying which operations are com-
patible at a state along with the surviving operation.

this information for the simple counters in this example. with the data ow analysis, activity at state
refers to the activity of the counter upon entranc&i@rior to instruction execution.

In the matrix, thepreservecolumn handles the cases in which a counter has no instnuatithe state in
guestion.r,d,p coalesces the entries for theset decrementandpreserveoperations, which have identical
behavior for inactive counters. If two operations are cotitphey, the corresponding entry holds the operation
that survives if the counters are combined. A dash indichi@soperations are not compatible. Operations
to active counters are incompatible with most other openati but inactive operations are mostly compati-
ble. The exception is an inactiget , which transitions a counter to the active state and is fberenostly
incompatible. The lower half of the rightmost column sped the cases in which a state has instructions
for only one counter, but the data ow analysis determined thsecond counter is also active. Combining
the two counters and using the operation of the counter ptedehe state could change semantics of the
second active counter, so the counters are in fact not calnhgpat

Algorithm 6.9 shows the process for identifying and redgoaguivalent counters. For each pair, the
algorithm cycles through all states and compares the paigube areCompatfunction, which extracts
activity status and operations for andc, at states and invokes the counter compatibility matrix. Lines
8-10 perform the actual reduction for a pair of counters #ratcompatible at all states. When a reduction
results in the elimination of one or more instructions atedestthe operation that remains is returned from
the compatibility matrix via a call to thgetReduced function. Note that compatibility is not transitive;
when a pair of counters has been reduced, the resulting ddiipabetween thisnewcounter and other
counters must be re-established. This is satis ed by Linewlfich causes the algorithm to fall out to the

outermost loop after a reduction has been performed. Inuhaing example, the rightmost automaton
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FIND _.EQUIVALENT(XFA M)

1 do

foreach pair of countersd; ,c;) do
compatible =true

foreach states 2 M.statesdo

if areCompag, c1, c;) == FALSEthen
| compatible = false ; break

o 0 b~ wWwDN

if compatiblethen

foreach states 2 M.statesdo

9 op = getReduced ¢, ¢ )

10 Lcombine counters; andc; , keeping operatioop

o

11 break;

12 while compatible = true

Algorithm 6.9: Counter compatibility. Two counters are equivalent and loa reduced to
one if they are compatible at each state.

shows the results after compatibility analysis has deteechithat counters 1 and 2 are compatible. All
references to counter 2 are replaced by a reference to aolirded irrelevanteset anddecr operations
are removed.

In our experiments, this optimization completes quicklgspite theO(n3) worst-case runtime of the
data ow and compatibility analysis. With one exception {alhcontained 172 bits) the procedure com-

pleted in less than one minute per test set.

6.5.2.3 Compatibility for Optimized Counters and Bits

The techniques described here apply directly to optimizaghters (produced from the rst optimiza-
tion) as well as to simple bits. Recall that counters optadiwith the rst optimization do not have explicit
decrement operations. To compensate, we rstinsert a fakesthent instruction in each state and for each
of these optimized counter. We then perform the analysiscaatesce counters if possible, after which the
fake instructions are removed.

For bits, the compatibility matrix varies slightly from tiseunter compatibility matrix supplied, re ect-
ing the fact that the consequent for a bit test is supplietiénidst instruction itself rather than in theet
instruction as is the case for counters. We present an uppdatepatibility matrix for bits in Figure 6.25b.

In the matrix,,t,p combines the entries faeset test andpreserve Here, allset options are compatible.
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bitTST 1, [alert 1]

bitTST 2, [alert 1]

Figure 6.26: Combined automata forx.*y/  and/.*x.*z/ . A different data ow analysis can
eliminate a bit.

We conclude the discussion of this optimization with theeasbation that other data ow analyses can
be designed that identify further reduction opportunithest this analysis misses. For example, Figure 6.26
shows a combined XFA for expressiotix.*y/  and/.*x.*z/  that share a common pre x and use one
bit each. A data ow analysis that uses more than just agtisituld determine that a single bit is suf cient

for both of these expressions.

6.5.3 Code Motion and Instruction Merging

Many expressions yield automata that set or reset a singlévithen they are combined, individual
states may contain many subl assignmeninstructions. However, the cost of updating a single bihes t
same as that for an entire word; by coalescing bit operatidrsse bits fall within the same word we can
shorten the number of instructions in programs and simattasly reduce the number of writes to memory.

This optimization operates on each state independentlg BEsic mechanism is to move bit assign-
ment instructions so that those belonging to the same werd@jacent. Such sequences are then replaced
by a composite one-word mask and an instruction that appiiesnask when executed. There are sub-
tleties, though. First, there are data hazards [50]: bigassent instructions cannot be moved across other
instructions that use or manipulate the bit values withdw@nging semantics. As an example, in the se-
quencelbitSET 2] ,[bitTST 4,([alert,42])] JbItRST 4] , instruction 3 cannot move left because
bit 4's value is used by instruction 2. Second, merged insivas should combine bits belonging to the
same word only. Thus, the task is to move and merge as mamyctiehs as possible while satisfying both
conditions.

In practice, we use a simple greedy heuristic that identiresy opportunities for merging. The heuris-

tic rstidenti es all bit assignment instructions that lwalg to the same word. Next, it looks for data hazards
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between neighboring pairs of assignments. When a pair witazard-free movement direction is found,
the instruction is moved along this direction to its neighbthe process repeats until no more moves are
performed. For each word, the optimizer merges adjacest binstructs the mask, and replaces the in-
structions with a single bit mask instruction. This optiatipn is performed last of all, after the data ow

analysis.

6.6 Experimental Evaluation

6.6.1 Toolset

We have developed a fully-functional evaluation prototsims implements the algorithms described in
this chapter and performs matching of XFAs and other autartahetwork traf c. Our prototype suite is
divided into four separate applicationg2xfa xfamanipg combineg andtrace_apply. We describe each of

these tools as follows:

1. re2xfa- implements all of the XFA construction algorithms desedhn this chapter,

producing XFAs from annotated regular expressions sugglginput.

2. xfamanip- manipulates existing XFAs, including performing optimimns and edge-

based to state-based transformations.
3. combine- performs cross-product combination of two or more XFAs.

4. trace apply - performs XFA matching. When given an XFA and a tcpdump-faited

trace, this tool extracts and feeds payloads into the XFArapdrts matching signatures.

In addition, for comparison purposes we have also implesteatDFA compiler that builds minimized
DFAs from regular expressions. These tools produce DFAR Wieé same general format as XFAs and
can be freely used in tools in the XFA toolsetd, combineandtrace.apply) for like comparisons. Both
XFA and DFA implementations assume a 256-symbol alphalpet lfgte symbols) and can parse all regular
facets of pcre-style [87] regular expressitin¥hus, our implementation can faithfully represent thedkin
of signatures seen in commercial NIDS systems.

For XFAs, instructions are executed using an interpretéit lto trace.apply. Some experiments

also use compiled instructions, which we describe belowalfyi, since our primary goal is to study the

8Some pcre extensions to regular expressions include nmatcioinstructs that are not regular. We do not imple-
ment those.



116

feasibility of XFAs, standard NIDS operations such as dgfrantation and normalization are beyond the

scope of our experiments and not performed here.

6.6.2 Initial Feasibility Experiments

We rst report early experiments testing the feasibility ¥FAs. These experiments use only bits
(no counters) as auxiliary memory with instructions atestiio edges. For our test set we used a Snort
signature set obtained in March 2007. We gathered trac@gedfaf ¢ gathered at the edge of the University
of Wisconsin's Computer Sciences Department network anieated at different times, with each trace
containing between 17,000 and 86,000 HTTP packets. We meegsuformance as the number of CPU
cycles expended per byte of payload. All experiments weréopeaed on a standard Pentium 4 Linux

workstation running at 3 GHz with 3 GB of memory.

6.6.2.1 Constructing XFAs

In this section we describe the steps used to construct susét. First, we used the Snort2Bro tool
(included in the Bro [85] software distribution) to do antial parsing and conversion of Snort's HTTP
signatures into Bro format, which we then passed througiptscthat created the individual regular ex-
pressions. These scripts also inserted the parallel cenatbn operator into approximately 97% of the
applicable signatures. We indiscriminately gathered lmhignt-side and server-side signatures, yielding
1556 signatures in total. We eliminated 106 signaturesdasons discussed below, giving us a signature
set size of 1450.

In Step 2, we manually selected the appropriate instrucgamplate (EIDD) and added the remaining
parallel concatenation operators where necessary. In masgs, this process required just a few seconds
per signature and was aided by the fact that many signataxesdimilar formats. Some signatures required
the construction of a new EIDD when observed, which typjciaitiuced a one-time cost of up to an hour or
two. In total, we spent approximately two days on this phasgejncluding EIDD creation time. Table 6.4
breaks down the signatures according to their general tygegaves the number of variables (bits) needed
per signature.

Next, we fed each signature and its matching EIDD toré@&xfaapplication, which produced an XFA.
XFA construction time varied by EIDD: some completed witeetonds whereas others require an hour or

more, as summarized by Table 6.5. In our test set, 85% of gmagires completed within 10 seconds each.
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| Examples (some simpli ed) | #Sigs| EIDD name | Variables]
Zcalendar(J[-  _Jadmin) n.pl 814 | null nothing
Jemd"#.5& 5 | set-only bit 1 bit
F<OBJECT#[">]*classid=11cf-9377 341 | hit 1 bit
*< n0QNOBNO#([*>] n0)*c nOI N0s=n01n0cn0- N09N03n0 213 | bit plus parity 2 bits
(*[ nnY]cgi60#.*auth)|(.*auth#.*[ nrv]cgi60) 56 | two set-only bits | 2 bits
(st n.cgi#* n.nf)|(* n.n/#E*st  n.cgi) 21 | 2 bits plus overlap 3 bits

Table 6.4: Signature types and their mappings to XFAs.

Run time # of
(seconds) | signatures.
<1 37.1%
1::10 48.1%
10::100 0.1%
10G:1; 000 1.2%
1;000:10; 000 13.5%

Table 6.5: Distribution of XFA construction times.

Finally, in step 4 we combined each of the XFAs produced inpifeeious step using the incremental
combination algorithm outlined in Section 6.3. Combinatid all individual XFAs into a single equivalent
XFA required just over 10 minutes. Table 6.6 characteriresiumber of instructions on edges and states in
the combined XFA. 95% of the transitions have exactly ong&icion, and 98% of the states have at most
one instruction. The nal XFA had 41,994 states (requirirgiMB), used 193 bits (25 bytes) of auxiliary
memory, and required 3.5 MB of instruction memory.

In general, the most manual-labor-intensive aspect ofgiusess occurs when EIDDs are selected for
regular expressions. For existing signature sets this iseatione process, and our experience indicates
that when new signatures are produced, a security expertdomeone who writes the initial signatures)
familiar with our approach could easily annotate a regulgression, produce an XFA, and add it to an
existing combined XFA within a matter of minutes, dependimgthe XFA construction time in Step 3.
Even if a novel signature requires a new EIDD to be de %hetlis is also a one-time cost.

Signatures were removed from this test set for two reasanst, Bome complex signatures compose bits
and counters in ways that are prohibitively time-consuntimmap to EIDDs using our prototype. Second,

there are some signatures whose individual DFAs consumanexpial amounts of memory and for which

9EIDDs are declarative and parsed by our prototype. They essupplied at runtime and do not require a recom-
pile.
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[#insts [ 0] 1] 2] 3] 4[5]6[7] 8] 9[10[1i][12]
% Edges| 1.0|94.8|27|047|080|—-|—-|—-10.13 - -1 -1 0
% States| 78.9| 20.0| 0.9 | 0.03 - =-|1=-1-1005]005| —-| —-| -

Table 6.6: Distribution of instructions on edges and statestries marked '—'
contribute less than .01%.

our construction algorithms also run out of memory, everugfioa compact XFA does exist. Signatures
of the form/.*a. fngb/ among others fall into this category, for example. In bothesa the dif culties
arise from using signatures that are not necessarily dedifpr deterministic automata. Thus, although
many signatures with counters are straightforward to céerguid map to EIDDs, for this experiment we
eliminated all counter-based signatures from our test set.

In summary, these results demonstrate that XFAs can belyeanfistructed for large numbers of real-
world signatures. We produced XFAs for 93% of Snort's HT Tghsitures. Construction of this set required
a day of manual effort, but admittedly, this process drewvthgan our own experience. When being
performed by people with less experience, construction talg longer. Nevertheless, our experience

suggests that new XFAs can be quickly constructed and incatgd in many cases.

6.6.2.2 Performance and Memory Usage

We compared XFAs to traditional DFAs and to multiple DFA-&dsolutions [118], using the same
1450 signatures for each of these techniques that were osed-A construction. Our attempt to build a
single, combined DFA for all signatures failed after only@& of 1450 signatures had been processed, at
which time over 15 GB of memory was needed for the partial imaton.

Recall that in the Set-Splitting approach to multiple DFAtaléng, an upper memory bound is given
and DFAs are heuristically grouped and combined into as famaosite DFAS as possible such that the total
memory usage is less than the supplied bound. We implem#meSet-Splitting heuristics and produced
multiple DFAs (MDFASs) for several memory limits ranging 1fno66 MB (the smallest memory size that
could hold all signatures) to 512 MB.

Table 6.7 summarizes the performance and memory usageduodily for each of the techniques.
DFAs, if realizable, would have the best performance butdlgest memory consumption; the reported ex-

ecution time was obtained using the largest partially core®iDFA that could be tinto our test machine's
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Automata Total Memory Num Exec Time
Type Automata| (cycles/byte)
XFA 43MB + 3.5MB 1 226.8
DFA > 15GB n/a 34.8
432 MB 67 4,374

397 MB 107 8,071

mDFA 277 MB 147 11,341
191 MB 346 25,735

98 MB 587 44,671

66 MB 786 62,601

Table 6.7: Machine size and execution times for XFAs, DFAs] Multiple DFAs for several
memory settings. XFAs approach DFA performance yet retaiallsmemory sizes.

memory. The six mDFA points shown exhibit the tradeoffs ewincreased memory vs. increased time,
with their execution time being largely a function of the rhwen of created automata. The combined XFA
compares favorably as these results show: compared to ¥tdvast data point (the penultimate mDFA en-
try), the XFA requires 10 less memonandis 20 faster. On average, the XFA executed 1.12 instructions
per byte, roughly consistent with the data in Table 6.6.

Figure 6.27 compares the mDFAs to XFAs graphically. In that,ghe y-axis re ects total memory
usage and for XFAs includes both instruction memory andleuyimemory (46.5 MB). Both axes are on
a logarithmic scale. Entries toward the bottom left requéduced resources (either space or time). The
plus marks (‘+") in the plot show the points for several mplé DFA instances and in a sense represent the
true cost of realizable DFA-based approaches. The pointsalithe tradeoffs obtained through pure DFA
approaches and suggest lower bounds given speci ¢ time angnerequirements. The DFA point, if we
could plot it, would reside close to the left edge, severdeos of magnitude beyond the extent of the graph.

The XFA result, represented by a star, is below and to theolethe curve suggested by the DFA-
based approaches, indicating that XFAs require fewer resswverall. The XFA yields superior results as

compared to mDFAs both in memory usage and performance.

6.6.3 Optimizations and State-based Experiments

In the second set of experiments we move beyond simple féshiy examining the effects of opti-
mization, state-based matching performance, and otheacteaistics applied to several sets of signatures.

We use the same test environment as before for these expesime
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Figure 6.27: Memory vs. run-time for mDFAs and XFAs. XFAs aamth smaller and faster than

mDFAs for many memory ceilings.

We evaluated XFAs on FTP, SMTP, and HTTP signatures fromtgAat and Cisco Systems [20].
We used the same procedure as before to produce edge-bassedi&f regular expressions. We then
converted to state-based XFAs and combined the XFAs togpérgrotocol. We also built standard DFAs
for each of the regular expressions and combined these ptxgod as well.

Table 6.8 summarizes properties of the combined XFAs, sigpwie number of states, the types and
guantities of variables, along with the memory requireraernh each test set, the top row describes the
automaton before any optimizations are performed. Coludraasd 4 give the number of states in the com-
bined DFA and XFA, respectively, and illustrate the magiétof the savings when state-space explosion is
eliminated. In some cases, the combined DFA size may be a graferestimate: Cisco FTP, for example,
exhausted memory after only 23 DFAs were combined. Columasdb6 show the number of variables
used by each test set, Columns 7 and 8 give the maximum aray@eumber of instructions per state, and
Columns 9 and 10 give the amount of auxiliary memory needestéwing mutable variables and immutable
programs. We used two-byte counters when computing thaliarmemory requirements.

We applied the three optimizations in Section 6.5 in coneewrder and show relevant results in
Tables 6.9a, 6.9b, and 6.9c. In Table 6.9a and all subsedpigles, we use a forward slash to separate
generic and implicit counters. As the table shows, a largetion of generic counters were converted to an
implicit form. Since these new counters require no expligitrement instruction, the average number of

instructions per state is considerably reduced as showminn@hs 3 and 5. Table 6.9b shows the effect of
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Figure 6.28: Instructions per state for Snort HTTP, befte#)(and after (right) optimization.

the analyses for coalescing independent variables. In datasets, the analysis discovers that a signi cant
percentage of generic and implicit counters can be coadesdete that variables must have the saype
to be considered. For example, generic counters can besoealevith other generic counters but not with
implicit counters. For bits, the reduction opportunitiee enore modest. We believe that improved results
can be obtained with a more re ned analysis. Finally, TahRc@eports the results of code motion and
instruction merging applied to bit instructions. Not susprgly, the largest reductions come from the sets
with the most bits.

Table 6.8 summarizes the cumulative effect of the optinoratin the bottom row of each set. Fig-
ure 6.28 shows histograms of the number of instructionstagée $or Snort HTTP before and after optimiza-
tion. Note the log scale on the y-axis. After optimizatiamstjover half of all states have no instructions,

and all remaining states have 11 or fewer instructions.ddistms for other sets are similar.

6.6.3.1 Memory Usage and Performance

Next, we analyze the memory and runtime performance of XFAesmapplied to traces of live traf c.
We wrote a translator that converts instructions on staieS source code (with a distinct function for
each state) and compiled the code to a shared library whostidus are linked to the appropriate state
during initialization. During inspection, programs areeented after the input symbol is read and the state
transition is complete. Support for runtime informatios,ig used in Optimization 1, is compiled into the
library as well.

For comparison purposes, we again evaluate multiple DFéxsabith the FFAs [64] edge-compression
scheme, which we brie y described in Chapter 2. Note thAFE&s employ multiple DFASs to reduce the

total number of states. For multiple DFAs, we supplied mene®ilings ranging from 4K total states to
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Num # States Variables Instrs per statg Aux memory (bytes)
Rule set Sigs DFA XFA | #Dbits #ctrs| max avg| variables program
oL m|om e 3 g 0 wul s
Coptmized | |3 2418 o ol o1 "ol o1 na
Coptmized | 03| >3M 18268 70 0ol 5 ol 3 goomk
o w|eem s B g2 % owmoa oo
Coptmied | 10223 3879 o o) 0 ool o g
“opmizea | 55| >3 meez 5 oo 70 %5 R

Table 6.8: Combined automata for several protocols, befodeafter optimization.

No-Opt Opt1l Opt1l Opt 2 Opt 2 Opt 3

Inst/ ctrs Inst/ Inst/State | Inst/State
Rule set ctrs  state| gen/imp statg | bits ctrs| bits ctrs max avg| max avg
Snort FTP 46 38.67 8/38 4.18 8 8/38 8 22 7 081 5 0.66
Snort SMTP| 31 21.48 10/21 1.59 11 10/21 6 4/6 21 0.73| 21 0.69
Snort HTTP | 15 1591 0/15 1.24 172 0/15| 171 0/6 16 1.09| 11 1.03
Cisco FTP 12 12.35 0/12 2.65 11 0/12| 10 0/3 7 0.46 4 0.33
Cisco SMTP 3 5.20 0/3 0.34 8 0/3 8 0/2 9 0.33 7 0.28
CiscoHTTP| 10 10.48 0/10 0.69 13 0/10| 12 0/2 8 055 7 042

(a) Opt 1: Exploit runtime information ~ (b) Opt 2: Coalesce independc) Opt 3: Instruction merging
vars

Table 6.9: Consecutively applying optimizations 1, 2, and 3



123

512K total states. During runtime we matched multiple DFAs1odifying our matching code to main-
tain multiple state pointers. For the’?BA evaluation, we applied the4PA edge compression algorithm
to each combined DFA in each mDFA group. ThéFA proposal requires custom hardware to hash an
input symbol to the correct compressed transition entry.adapt to a software-based environment, we
used a simple bitmap-based structure to identify the narssition. This makes the hash function as fast as
possible (simulating the hardware assist) with only a mowost in memory usage.

As before, execution time tests were performed on 10 GB sraeptured on the link at the edge of
the University of Wisconsin Computer Sciences departniergdvork at varying times. Runtime mea-
surements were collected using cycle-accurate perforenapnanters and are reported as average cycles
per payload byte. During execution, each automaton is egnly to packets belonging to its respective
protocol.

Figure 6.29 gives space-time comparisons for each te% gatall plots, the x-axis (processing time)
and y-axis (memory usage) increase on a log scale. The dashezhl line gives the runtime for the largest
subset of DFAs that we could combine and t into memory. Mulli DFAs (mDFAS) trace out a curve
showing the trade-offs between memory usage and processieg Each plus mark ('+') in the gures
corresponds to a distinct memory ceiling from which mDFAwgys were created.

D?FAs build on mDFAs and follow a similar curve with a reducedmuey footprint. We performed
D?FA edge compression for each multiple DFA point in the gusesl show the results as diamonds in the
graph. DFA edge compression decreases the memory footprint bugases the access time and generally
follows the Multiple DFA curve. For XFAs, we plot the combth@automata along with the cumulative
effects of each optimization, leading toward the lower ftner. In the gures, Optimization 1 exhibits
the largest visible improvement. By eliminating instrocts on many states, both memory and runtime
are reduced by up to an order of magnitude. In general, thenskegptimization also achieves signi cant
reductions, although here they are largely subsumed bynggtion 1. Optimization 3 reduces memory

but has a negligible effect on performance.

10 An early version of this work that appeared in SIGCOMM 20081Jlcontained a calculation error that improperly
plotted XFA results in Figure 6.29. That error is correcteden
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Figure 6.29: Memory versus run-time trade-offs for Muld@FAs, D2FAs, and XFAs.
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XFA mDFA/D?FA

Rule set 8K States | 64K States| 512K States
Snort FTP 11] (4) 8] (2 41 (2 6

Snort SMTP| 23| (11) 22| (11) 22| (4) 12

Snort HTTP | 36 | (77) 154| (41) 82| (27) 81

Cisco FTP 10| (4) 8| (2 41 (2) 6

Cisco SMTP 71 (6 12| (3) 6| (3) 9

Cisco HTTP 8| (23) 46| (14) 28| (8) 24

Table 6.10: Per- ow state in bytes for XFAs and mDFAs at vaganemory ceilings. Parentheses
hold the number of mDFAs at each setting.

6.6.3.2 Per- ow State

A network link typically carries many streams of traf ¢ sidtaneously. Each stream is calledaav,
and packets from many ows are multiplexed one after the otiea link. When a packet is received off
the link, it must rst be associated with its proper ow. This the ow reassembly process described in
Chapter 2.

Payload inspection for a ow occurs in a disjointed mannepaskets are received. A NIDS maintains
per- ow statethat preserves the necessary matching context betweereke{s that are logically adjacent
in a stream, but in fact may be physically separated by padkein many ows. When matching for
a packetp; from ow F has completed, the per- ow state fér is updated to re ect the full matching
context. Later, when packpt:1 has been received, the per- ow state is rst retrieved sd thatching can
resume at the proper point.

For large links with many ows, the per- ow state requirentsrcan be signi cant. Table 6.10 depicts
the per- ow state for mDFAs/BFAs at various memory ceilings and for XFAs. mDFAs requirdsdinict
current state pointer for each automaton in a group, affeAd have these same requirements. We assume
2-byte state pointers for 8K and 64K ceilings and 3-byte fgotfor 512K ceilings. XFA per- ow state
contains a state pointer along with all the variables thastrbe maintained. We quantify this by adding a
2-byte state pointer to each of the optimized variable mgmaatries (column 9) in Table 6.8. Reductions
in per- ow state for XFAs are a direct result of optimizati@ As Table 6.8 indicates, per- ow state can
be reduced by up to a factor of six. In Table 6.10, per- ow stitr XFAs is comparable to mDFAs in all

cases. For large test sets, XFA state can be much smallemdieyyg on the mDFA memory ceiling.
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bmap[ctr%k]=F;
ctr+;
bmap[ctr%k]=F;
ctr++;

bmapl[ctr%k]=F;
ctr++;

if (bomap[ctryok])
accept();

["ab]

bmapl0..k-1]=F
ctr=0

bmap[ctro%k]=T;
ctr++;

bmap[ctr%k]=T; bmap[ctro%k]=F;
ctr++; ctr++;

Figure 6.30: An XFA recognizing*a. fngb/. Inthe instructionsk = n+ 2.

6.7 Limitations and Discussion

The XFA model provides a framework that extends DFAs for ipooating auxiliary variables yet
extends DFAs in a natural manner. Even so, there is still nwatk remaining. We brie y describe a

subset of the open issues below.

6.7.1 Mapping to EIDDs

The basic procedure for mapping an XFA with abstract dataalosito an appropriate EIDD, given
in Algorithm 6.6, uses a backtracking algorithm that we hembanced to aggressively identify and prune
fruitless searches. Even so, some mappings require an mouo@ of computation time to complete.
Further, each EIDD must specify all the high-level variaiylges (typically just bits and counters in various
forms) to be used by an XFA. Common expressions that simpdg reme or more bits or counters have
standard patterns and can be mapped quickly. However, exmpgular expressions in which bits and
counters are composed into complex data types require lgqeahplex EIDDs. These are dif cult to
specify. In principle, we could de ne a fully generic EIDDahprovides many compositions of bits and
counters from which Algorithm 6.6 selects only those thatdeds. But in our prototype, the resulting
mapping times would be infeasible. More work needs to be doneake this mapping faster and to reduce

human involvement. Alternative construction procedurey mlso be worth considering.
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6.7.2 Expressions with Exponential State

Some signatures require exponential amounts of spacegdhrconstruction process, even though they
have a compact XFA representation. For example any detesticimutomaton recognizing*a. fngb/
needs to remember which of the previaus- 1 bytes in the input werea' so that it knows to accept if
it sees ab' in the nextn + 1 input characters. DFAs require at le@8t? states for this case. Similarly,
during construction an XFA also needs at le2lstt distinct con gurations, although ultimately these can
be contained partially in auxiliary memory rather than omlyexplicit automaton states. For example,
an XFA corresponding to this regular expression, given iguFé 6.30, needs only two states, a counter,
and a bitmap wittk = n + 2 bits of auxiliary memory. The number of con gurations is exgntial,
but the number of distinct states is small. For small valudes,ave can annotate the regular expression
(as/.*a#. fngb/), construct an EIDD, and build the XFA in Figure 6.30. Howewence the number
of con gurations is exponential im, we quickly run out of memory during construction mgyrows. We
found dozens of such regular expressions among Snort's web, rsuch as rule 3519, which recognizes the
regular expressioh*wgPassword=[" nr nn&]f294g/ .

Fortunately, XFAs are not an exclusive solution and can s#yeeaombined with other techniques to
achieve full generality. For instance, we may use substimgedlters [91, 94] that identify only subparts
of signatures and invoke full signature evaluation using\BfNFAs, or other techniques when the subparts
are matched. Alternatively, multiple DFAs [118] may alsoused.

In general, we observe that signatures are written with atergstanding of the underlying matching
engine's capabilities. Signatures that are written for &ANbased engine (such &%a. fngb/) are not
necessarily appropriate for a deterministic engine and-viersa. As shown, signatures that can be repre-
sented compactly for nondeterministic automata may regexponential state for deterministic automata.
In many cases, small changes to a regular expression tumtoisbmething we can build XFAs for ef -
ciently. For example, it is possible to recognizea[*a] fngb/ as an XFA with two states and a data
domain of sizen + 2 used essentially as a counter. Of course, whether such ebamg possible without

changing the intent of the rule requires human judgment aiheést performed by the signature writer.
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6.8 Summary and Conclusion

The Big Bang Theory [48] asserts that a compact, highly cesged mass exploded into a mostly
empty universe, leaving scattered pockets of organizedemarthis is not too dissimilar from combined
DFAs, which experience explosive growth yet are full of redancy. Our running hypothesis in this XFA
work is that the systematic use of auxiliary variables antihoigations provides a practical mechanism for
de ating explosive DFAs.

In this and the previous chapter we presented a formal cteization of state-space explosion and
showed how auxiliary variables can be used to eliminate & pvésented XFAs, a formal model that extends
standard DFAs with auxiliary variables and instructionsrf@anipulating them. We de ned optimizations
over this model that signi cantly improve performance aratcbase per- ow state.

Many research problems remain open. Our treatment of sfziee explosion is preliminary, and
stronger results may allow us to better predict and controfibetter understanding of the interplay be-
tween protocol parsing and signature matching may yielgpEmautomata and better performance. But,
even with our current prototype, measurements show largeawements over previous solutions. We are

optimistic that in the end, XFAs will yield a fast, scalablechanism for deep packet inspection.
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Chapter 7

Edge Compression with Alphabet Compression Tables

The memory footprint of a DFA can be reduced in two ways: byug#og the number of states, and
by reducing the size of each state. In the previous chaptersiroduced Extended Finite Automata and
showed how they could be used as a framework for reducingroirelting state space explosion. This led
directly to smaller numbers of states in an automaton. kc¢hapter, we look at the second mechanism for
reducing memory—reducing the sizes of individual states.

We propose a lightweight compression technique for redyttie memory requirements of states in a
DFA. We start from the observation that for NIDS signatumstinct input symbols often have identical
behavior in their DFAs. In these cases, Alphabet Compression Table (ACdan be used to map such
groups of symbols to a single symbol that is retrieved by det&dokup. Alphabet compression tables
were rst proposed for use in compiler-writing tools such¥&CC [2,55] and have been recently explored
in the signature matching context as well [13]. We re ne tl@ishnique by introducingnultiple alphabet
compression tables [60]. Speci cally, we develop heueistior partitioning the set of states in a DFA and
creating compression tables for each subset in a way thialsyfigrther reductions in memory usage.

As with XFAs, the use of compression tables or other edge cesspn techniques does increase the
execution time since the appropriate transition needs toléeompressed” before it can be followed. For-
tunately, for alphabet compression tables our experingaw that the inclusion of additional compression
tables beyond the rst introduces no additional perforneneerhead. In essenaeultiple alphabet com-
pression comes for free.

This chapter is organized as follows. In Section 7.1 we &areviewing algorithms for single alpha-
bet compression tables. We then introduce multiple alphets@pression tables and present algorithms
for constructing them. Many mechanisms for compressingstate memory have been proposed in the

literature. We surveyed many of them in Chapter 2. In Secfi@) we describe how compression tables
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Figure 7.1: A DFA recognizing the regular ex-
pression.*)ab(.*)cd. Starting in state 0, input
is accepted whenever state 4 is reached.

interact with two other techniques,?BAs [64] and Set Splitting [118], which are used extensivalypur

evaluation. Our experimental results are contained ini@2¢t3. Finally, Section 7.4 concludes.

7.1 Alphabet Compression Tables

Recall that a DFA is a directed graph with labeled edges usedffciently matching regular expres-
sions to input. Nodes are termstates edges between nodes are cati@ahsitions and each edge is labeled
with a symbol from the input alphabet For each stat8 in the DFA, there is an edge for each input sym-
bolin from S to some stat&%in the DFA. The set of transitions out &fis referred to as thgansition
tablefor S, and each state has its own table. A non-empty subset ofdtesstre marked asceptingand
there is a distinct starting stasg. Figure 7.1, reproduced from Figure 4.1, shows a DFA thabgeizes
the regular expressiop*)ab(.*)cd

The DFA matching procedure keepsurrent statevariable that is initialized to stat. During match-
ing, the DFA reads input characters one at a time and updagesutrent state by following the appropriate
transition out of the current state to the destination sRReaching aacceptingstate indicates that the input
thus far is a string in the language de ned by the regular espion® Figure 7.2 depicts this procedure at a
Speci ¢ state.

Alphabet compression tables for DFAs arise from the obsienvahat for any given transition table,
there are often many input characters that lead to the samtestege. Such identical behavior forms a
binary relation between input symbols and patrtitions thato equivalence classes. Individual transition

tables can then store a single entry for an entire equivelefass, and a shared lookup table can be used

In the more traditional de nition, a DFA signals a match oifiyt is in an accepting state after reading the last
input character. All the results we present apply to thamniteon as well.
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State 0 State 1 State 2 State 3

25 12 12 25

25| ™ 127 12 25

25 12 12 25

41 4 4 6 ===

41 2 4 41

41 8 4 5

5 2 8 41

5 8 8 5
input_char=1
crt_state=1 next_state=12

Figure 7.2: Atits core, DFA matching involves
looking up the next state given the current state
and an input symbol in a DFA.

to map from the observed input character to the approprigtévalence class entry in the compressed
transition table (Figure 7.3a). Since this alphabet cosgion table (ACT) is shared by all states, it will
be accessed for every input character, and thus likely eesidhe cache of the processor. Therefore,
while alphabet compression adds one extra lookup to théyterprocessing, it does not have a signi cant
negative performance impact as there is no need for an efftchip memory access.

Before discussing the algorithm for building alphabet coespion tables, we clarify some of the nota-
tion used in the algorithms in this chapter. Our notatioreseheavily on the use of sets whose elements can
be characters, states, or other sets (with all elements eif laesng of the same type). We use the standard
de nition for set equality:f 1; 2g = f 2; 1g, butff 1;2g;f 3;49g 8 f1;2; 3; 4g (actually two such sets would
never even get compared by our algorithms since their elesaea of different types). As usual, the size of
a setS given byjSj only counts the number of elements in the top-level set, aes dhot give a recursive
count of all atomic elements. For se&sandB, the statemenfA[ = B is shorthand folA = A[ B.
Finally, we represent hash tables as associative arraysismdtandard notations.§. hashtablekey])
for performing lookups, using sets both as keys and valussine cases. To simplify the algorithms, we
introduce the convention that for hash tables whose valieeseds, looking up a non-existent value returns
the empty set rather than explicitly signaling failure.

We say that a statgistinguishes betwedwo characters if the transitions corresponding to those-ch

acters go to different states. Thus in Figure 7.1, charatt@ndd are distinguished between by each of
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Alphabet compression table ACTO ACT1
0 0 0
| ol State0 Statel State 2 State 3 [ o| -] o] State0 State 1 State 2 State 3
70 25| ™ 12 12 25 70 70 0|25| 10{12}5 |0|12 0|25
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B 41 8 4 5 1] | [ 3] 0| 8 0| 5
[ 4] 5 2 8 41 5] | [
5| 5 8 8 5 Sl | [ 3]
input_char=1 index=0 input_char=1 index=0
crt_state=1 next_state=12 crt_act=1 next_act=0
crt_state=1 next_state=12
(a) DFA using a single ACT (b) DFA using multiple ACTs

Figure 7.3: Basic DFA lookup augmented with one or more dghaompression tables.

states 1 and 3, but not by 0, 2 and 4. On the other hand, chemac@adf are not distinguished between
by any state. When using a single compression table therangjae partition of the symbols in the input
alphabet that minimizes the total memory usage. Algorithingives the procedure that computes this par-
tition in a single traversal of the states of the DFA. Staytivith a partition of size one whose single entry
is the full set of input characters, the algorithm progneslyire nes the partition to account for distinctions
between input characters that manifest themselves asttoaissto distinct states out of the same source
state. Upon completion, the algorithm nds the smallest benof sets of input symbols where all the
elements in each set induce the same sequence of traveageglistthe automata. Per-state transition tables
are correspondingly reduced frgmj to  entries. Conversely, for any two characters that are irechffit
sets, there is at least one state that has transitions &yeliff states for these two characters. Given the out-
put of Algorithm 7.1, building the actual alphabet compiressable and the compressed transition tables is
straightforward. Note that the complexity of this algonittis O(nj j) wheren is the number of states and

j ]is the size of the input alphabet.

7.1.1 Multiple Alphabet Compression Tables

It is often the case that many characters behave identiéadla large fraction of stateS but are
individually distinguished between by a small (perhapsriayping) set of states. When using a single
ACT for all states as in the previous section, individualreleéers of such groups will need separate entries

in each of the compressed transition tables, limiting thenoy savings that can be achieved. If instead
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SingleAlphabetPartition(StateSet States):

1 CrtBestPartition =f g

2 foreachstates 2 States do

3 | NextPartition =fg

4 | foreachcharacter groug 2 CrtBestP artition do
5 NextT oChars = EmptyHashTable

6 foreach charactec 2 g do

7 | NextToChars[s:next[c]] [ =fcg

8

9

foreach staten 2 NextT oChars.keys()do
L NextPartition [ =fNextToChars[n]g

10 | CrtBestP artition = NextP artition
11 return CrtBestP artition

Algorithm 7.1: Compression algorithm that nds the partition of the inglphabet with
the smallest number of equivalence classes.

we compute an ACT to apply only to the large subset of statdle transition tables are smaller since the
groups of characters treated identically are larger anéfelwhus, further reductions in memory usage can
be obtained by using multiple ACTs, each over a disjoint stib&states.

To build a DFA withm ACTSs, we rst divide the states of an automaton imosubsets (discussed
below) and then compute a separate ACT for each subset. @domaiching, the lookup function needs not
only the current state and current input symbol but alsodketity of the correct ACT to use (in the range
f1::mg). Thus, in the transition table we don't just encode the rs¢ate but also the corresponding ACT.
Figure 7.3b shows the matching process extended for mell@lTs. Since the number of ACTs is small
(up to 8 in our experiments), for all currently feasible cgnrations a 32-bit word can encode both the
ACT number and the pointer to the next state so that sizesws$ition table entries are not increased. Since
entries of the transition tables are decoded ef ciently afidhe ACTSs are typically cached, the matching
process is not signi cantly slower than in the case of a @ACT.

In constructing multiple alphabet compression tables, wstnrst divide the states into subsets that
will be covered by the same ACT. For any of these subsets, wahzn use Algorithm 7.1 to build the
corresponding ACT. If there are no restrictions on the nuntdeACTs we can use, the partition that min-
imizes the total size of the transition tables is the one iictviall states that distinguish between the same
input symbols use the same ACT. Algorithm 7.2 nds this bestigion of the set of states @(nj j) time.

Unfortunately, for practical automata, the number of AC&guired to achieve the optimum is unfeasibly
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BestStatePartition(StateSetStates):

1 AlphaP artT oStates = EmptyHashMap

2 foreachstates 2 States do

3 | Groups = SingleAlphabetPartitionf6g) // Alg. 1
4 L AlphaP artT oStates[Groups] [ =f sg

5 Result =fg
6 foreach partitionap 2 AlphaP artT oStates.keys()do
7 L Result [ = AlphaP artT oStates[ap]

8 return Result

Algorithm 7.2: Algorithm to partition a set of states so that the sum of thessof transition
tables is minimized when the number of ACTs is unlimited.

PartitionStates(StateSetStates, Int m):

1 SPrt = BestStatePartitiorStates)
2 foreachstate sess2 SPrt do
3 | APrt[ss] = SingleAlphabetPartitionsf)

4 while jSPrtj>m do

[* Combine the two subsets that give the least increase inanem */
5| min_ncr =1
6 | fori=0tojSPrtj 1do
7 forj =i+1tojSPrtj 1do
8 prtsz =j(SPrt[i]j + jSPrt[j])j

[* Combinede ned in Algorithm 7.4 */

9 cmbsz=jCombine AP rt [SPrt[i]], AP rt [SPrt[j 1])j
10 firstsz =jSPrt[i]j jJAPrt[SPrt[i]]j
11 secndsz=jSPrt[j]j jAPrt[SPrt[j]]j
12 incr =prtsz cmbsz- (firstsz + secnds?
13 if incr <min _incr then
14 min _incr =incr
15 besti =i
16 bestj =]

17 | NewSet=SPrt[besti][ SPrt[bestj]

18 | APrt1=APrt[SPrt[besti]

19 | APrt2=APrt[SPrt[bestj]]

20 | APrt[NewSet] = Combine APrt 1, APrt 2)

21| SPrt[ = fNewSetg-fSPrt[besti]; SPrt[bestj]g

22 return SPrt

Algorithm 7.3: Bottom-up heuristic algorithm for partitioning a set oats intom subsets
such that when ACTs are computed separately for each subsgtnemory usage is low.

large, so we need algorithms that can guarantee that theerushistate subsets produced by the partition

of the states is bounded above by a given
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Combine(AlphaPart Setl, AlphaPart Set2):

/* Structurally, AlphaPart is a set of sets having the fdifna,b,q,f d,eg,...g for input symbols a,b,c,d,e,... */
1 CombAlphaP art = fg
2 foreachsets; 2 Setl do
3 | foreachsets, 2 Set2do
4 if s\ s, 6 ; then
5 L L CombAlphaPart[ = s;\ s

6 return CombAlphaP art

Algorithm 7.4 Algorithm for constructing the coarsest alphabet pamitsuch that equiva-
lent symbols in the input partitions are respected whenipless

There areS(n; m) ways to partitionn elements intan disjoint subsets, wher§(n; m) is a Stirling

number of the second kind [16], given as:

xn )
smmy= = (1 T m iy
"i=0

Note thatS(n; m) is bounded above byn"=m!. We found no criterion for easily determining the optimal
partition and instead focused on heuristic techniques. N&&ad devised and evaluated two heuristics for
partitioning the states intm subsets.

First, a “bottom-up” approach starts with the partitiongweed by Algorithm 7.2 and combines subsets
until the total number of subsets is reducedrtoThe combination routine iteratively combines subsets two
at a time, selecting at each iteration the two subsets tet yhie smallest increase in total memory usage.
Algorithm 7.3 depicts this process.

The bottom-up algorithm computes a partition of size at nmogif the set of states constructed from
the larger optimal partition computed by Algorithm 7.2. AsQ as the partition is too larged., there are
more thanm subsets), the algorithm greedily picks the two subsetsahiatbe combined with the smal-
lest amount of increase in the total memory usage and combirean. Central to the operation of the
bottom-up algorithm is th€ombinefunction, shown in Algorithm 7.4, which combines two alpbapar-
titions such that the combined partition is as coarse asigesshile simultaneously respecting the symbol
distinctions of the input partitions. For example, for twiplaabet partitionsf a; b;c;d; &;ff; g;hggand
ff a;b;a;fd;e;fg;fg;hgg, Algorithm 7.4 produces the partitidi a; b; @,f d; eg,ff g,f g; hgg. Combine
operates irO(j j?) time.

Since the alphabet partition produced @gmbineis at least as large as the largest of the two initial

alphabet partitions, combining the two subsets can iner@agt never decrease) the sizes of the transition
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FastPartitionStates(StateSetStates, Int m):

1 CrtPartition =fg
2 RemainingStates = States
3fori=1ltom 1do

4 | StatesCovered= RemainingStates
5 | TargetSize =jRemainingStatesj=2
6 | Groups=SingleAlphabetPartitionStatesCovereqd
7 | while jStatesCovered > TargetSize do
/* Choose the pair of groups distinguished between by thedestates, discard the states, combine the
groups. */
8 StatesCut = StatesCovered
9 for j =0tojGroups] 1do
10 for k=] +1 tojGroupsj 1do
11 Candidates =fg
12 foreach states 2 StatesCovereddo
13 if s:next[Groups]j][0]] & s:next[Groups[k][0]] then
14 | Candidates [ =fsg
15 if jCandidatesj < jStatesCutj then
16 StatesCut = Candidates
17 bestj =]
18 bestk=k
19 if jStatesCutj ==jStatesCovered then
20 L return CrtPartition [f RemainingStatesg
21 NewGroup = Groups[bestj] [ Groups[bestK
22 Groups = Groups [ f NewGroupg - f Groups[bestj]; Groups[bestklg
23 StatesCovered= StatesCovered- StatesCut
24 | CrtPartition [ =fStatesCoveredy
25 | RemainingStates = RemainingStates - StatesCovered

26 return CrtPartition [f RemainingStatesg
Algorithm 7.5: Fast top-down heuristic algorithm for partitioning a sétstates intom

subsets such that when ACTs are computed separately foiselskt, total memory usage
is low.

tables for the states in the two subsets. Taken togetheovétrall complexity of Algorithms 7.3 and 7.4 is
O(n%j j?). By storing the results of the computation on line 9, it isgibke to reduce the running time to
O(n?log(n)j j?), at the cost of increasing the storage requiremen@®(i’). While this algorithm is not
guaranteed to give us the best partition of sizeour experiments for feasible valuesmfyield memory
costs that are close to the optimum achievable without caings on the number of ACTs.

Unfortunately, the bottom-up algorithm's high running &ns costly. We found that for large rule sets

typical of those found in signature matching, this algaritivas unacceptably slow (each run required over
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a day to complete) with results no better than those fromdpetown approach described below. Thus, we
focus instead on the top-down approach presented below.

An alternative method to producing a partition withsubsets is to use a “top-down” approach that starts
with a single set and iteratively subdivides umtilsubsets are produced. In Algorithm 7.5, we present such
a top-down approach that completes in o@igmnj j°) time. At each step, the algorithm sets a target for
the size of the subset to remove (line 5: we found that settiisgtarget to half the remaining states works
well) and nds a subset that is large enough and has a small A& ™o so it uses a greedy heuristic (lines
7-23) that starts with the set of all remaining states ancxes states from the set until the desired size is
reached.

The greedy heuristic implemented by the loop between linesdr23 tries to nd a large set of states
with an ACT that results in small transition tables. Eachaitien of the loop reduces the size of the
transition table by one by removing all states that distisigbetween two groups of characters. To remove
the fewest possible states, the nested inner loops (lined.8)tgo through all pairs of groups of characters
and pick the two groups that can be combined by removing tlvedestates. Note that if at each step of the
outermost loop we chose the smallest subset larger thaaret tsize (as opposed to the largest below it),
the complexity of the algorithm would reduce@(nj j3). In practice the difference between the sizes of
the two sets is not signi cant, and the actual running timesidt depend much om since asn increases
the loop in lines 7 to 23 works with exponentially smallersseft states and the processing requirements are

dominated by the cost of the rst few iterations through theesmost loop.

7.2 ACTs with Other Techniques

Our evaluation shows that using multiple ACTs can providmistant reductions in memory usage
with little runtime cost. One of the bene ts of ACTs is thaistnot restricted to stand-alone operation and
can be incorporated with other methods to achieve additgmangs. In this section, we present methods
for combining multiple ACT compression with other recemilypposed techniques for DFA-based signature
matching. We rst contrast ACTs with another approacBFBs [64], and follow this with a description of
a hybrid approach that combines both techniques. We thamide$iow to incorporate ACTs into DFA Set
Splitting [118] heuristics.
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(a) Symbols behave identically (b) Many common next-states

Figure 7.4: Different kinds of transition redundancy in DEAACTSs can eliminate redundancy in
7.4a; FAs are best for eliminating that in 7.4b.

7.2.1 DFAs

Kumar et al. proposed Delayed Input DFAs fBAs) [64] as another solution for compressing the
transition tables used by DFAs. Whereas alphabet compressiploits the fact that for a given state the
transitions for many input characters point to the same site, FAs build on the fact that for a given
input character, many states transition to the same nebe. skdgure 7.4 illustrates the two distinct kinds
of redundancy in transitions. In Figure 7.4a, many symbelsave identically and can be compressed with
Alphabet Compression Tables. Conversely, in Figure 7.4tirit symbols at many states lead to common
next-states. For example, in Stai&s andS6 symbols 'e', 'f', and 'h' each have common next-states with
regard to the symbol. This second kind of redundancy canfeetafely addressed with #FAs.

If two states have the same transitions for many characteirs Bigure 7.4b, one can reduce memory
by storing for one of the states only the transitions thdediDefault transitions that consume no input link
states with elided transitions to states that contain tbpgartransition table entry. As shown in Figure 7.5,
if the transition table entry for the input symbol is not €diin the current state, the default transition points
to the state whose transition table should be consultedtipleistates can have default transitions pointing
to the same state, and one may need to follow multiple defeauisitions when processing a single input
character. Following chains of default transitions comiea processing cost, so the maximum length of
default transition is given and xed during construction.

Kumaret al. show that BFAs lead to large reductions in memory usage, but there avditaitations
to consider when using 4FAs alone. First, memory savings achieved BFBs can vary widely among

different kinds of signatures. Figure 7.6 shows the sigmatunna[* nn] f 50g (read as an arbitrary number
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Figure 7.5: For each state,?BAs employ a default transi-
tion that is followed whenever its transition table consamno
entry for the current symbol.

of characters followed by a newline and arfollowed by 50 non-newline characters) for whicif s
cannot achieve signi cant memory savings, but ACTs can.hSsignatures are commonly used to detect
buffer over ow attacks. States 2 to 52 have very similar siéion tables: for the newline character the next
state is 1, and for all others the next state is the state Witlnéxt number. Applying an ACT for these states
can reduce the size of their transition tables to 2, btEA% cannot produce signi cant memory reductions
since most of transitions are to distinct next states.

Second, software implementations offAs can be slow. The original 4FA proposal is targeted to
custom hardware environments where content addressali®ries can be used. Software implementa-
tions must use a hash table-like data structure to comprassition tables, but without careful design this
can result in unacceptable run-time and memory overheaustireg from computing hash functions and
handling collisions.

To adapt to software-based environments, we designed acsothat combines a bitmap and an array
to achieve good performance and low memory overhead. Eath isas a bitmap as large as the alphabet
(256 bits or 8 words) to indicate whether the transition esponding to a given input character is stored
or not, and an array to store the actual transitions. To deter the position of the transition in this array
during matching, we need to count the number of bits set to theénbitmap prior to the position of the
bit corresponding to the input character. For our signasets this solution uses between 0.1% and 148%

more memory compared to an idealized solution that has noaneaverhead. Compared to an idealized
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Figure 7.6: A DFA recognizing the signatur&nna[nn]f 50g .

solution that performs array lookups instead of hashedupekthe runtime is between 2.6 and 6 times

larger.

7.2.2 Hybrid D?FAs and ACTs

Since ACTs and BFAs exploit different kinds of redundancy in DFA transit&rit is natural to ask
whether it is possible to combine them into a solution thatebis from the strengths of both approaches.
We evaluated a straightforward hybrid of the two methods dipalies alphabet compression téfAs. We
perform D’FA compression to a DFA rst, followed by multiple alphabetpression applied to the results
of the D’FA transformation. To adapt ACT construction algorithmsat®?FA data structure, we extend
the transition tables to include a “not handled here” synthat can be compressed along with symbols,
and we extend the default transition entry to also inclu@eaibpropriate compression table reference. With
these extensions, we can directly apply our procedures dddibg the alphabet compression tables to
D2FA-compressed automata. Our experiments in Section 78 #iat for some signature sets this hybrid
solution results in the most compact automata.

Performing a state lookup involves traversing the auxilstructures inherent to both ACTs andfAs.
Figure 7.7 illustrates the state lookup process for theibdydpproach. As in Figure 7.3b, the entries in the
transition table indicate the next state and the ACT to uso s with BFAs, the algorithm may need to
follow multiple default transitions when processing anuhpharacter. In the example, the lookup process
begins with an input symbol value of 1, current compressadtet 1, and current state 1. The rst step is
to perform a table lookup to apply the appropriate compaestible. The resulting index value (index = 0)
is then used to look up the next state in transition table fateS1. Here, the transition has been removed
due to FFA compression. Thus, the default transition for State Jbissalted, which links to State 2 with

compression table 0. Continuing, we repeat the process: agethe original input symbol through ACT 0
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Figure 7.7: Depiction of the state lookup process when bathiphe
ACTs and BFAs are employed.

and then look up the resulting index value in State 2. In ttates the transition table contains an entry for

the symbol, yielding a next-state of 12 and a next-ACT of 0.

7.2.3 ACT-aware DFA Set Splitting

DFA Set Splitting [118] is an early technique devised to @@the memory footprint of combined
DFAs. In this approach, an upper memory bound is speci ed, sighatures are partitioned into multiple
groups of DFAs (instead of a single DFA) such that the totahmy usage is below the supplied threshold.
Increasing the threshold reduces the execution time, $aveer combined DFAS need to be created to tin
memory; decreasing the threshold has the opposite effect.

In principle it is easy for edge-compression techniques siscACTs or BFASs to be applied in conjunc-
tion with Set Splitting. Applying edge compression to eatthe constructed DFAs is one simple way to
accomplish this. However, such independent interactiqggoeas sub-optimal memory and execution-time
behavior. The Set Splitting heuristics partition the seD&As so that the overalincompressethemory
usage is within the supplied bound. But, edge compressiurces the effective memory footprint, so that
in practice the set of combined DFAs may be an order of madaitwr more below the memory thresh-
old. This excess memory could have been used toward praglfiver combined DFAs and reducing the

overall execution time.
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We propose a straightforward ACT-aware extension to Settipl that incorporates ACT-based edge
compression into the heuristic used for partitioning stgnes. The Set Splitting heuristic partitions signa-
tures by measuring thiateractivity between individual signatures and greedily choosing tlsigeatures
with the least interactivity. Signatures are then combiunetil a “fair share” of memory is used, at which
time the combined DFA is frozen and another partition is lmegWe extend this process by measuring
the memory share with ACT compression applied; thus, the ongmstimate used for constructing com-
bined DFAs re ects that in actual use. This process is timesoming, since ACT compression must be
re-applied at each intermediate stage. Nevertheless,@aensim Section 7.3, we are able to observe a

signi cant reduction in the number of combined DFAs proddice

7.3 Experimental Results

We performed a comparative evaluation using multiple digmeasets to better understand the behavior
of ACTs in practice. We extracted regular expressions framETP, HTTP, and SMTP signatures from
the Snort and Cisco IPS rule sets and grouped them by protoolbécting 1550 regular expressions in
total. In addition to the algorithms and techniques degdtiin this chapter, we also implemented the DFA
Set Splitting algorithm [118] (termechDFA here, for “Multiple DFA’) for combining a set of signatures
to a group of DFAs. Finally, our comparative evaluation ¢FBs was performed using the’BA source
code obtained from its authors. Modi cations discussedeagti®n 7.2.1 were built upon this as well. Test
results involving execution time were obtained using a 1a@&Be collected on the edge of a university
departmental network. All experiments were performed oniraux workstation with a 3.0 GHz Pentium
IV processor and 3.4 GB of memory that was otherwise idle. ¥é=licycle-accurate performance counters

to measure the number of cycles required by the matchingatipes.

7.3.1 Multiple Alphabet Compression Tables

The rst set of experiments looks at the behavior of ACTs asrtimber of compression tables is in-
creased. For each of our rule sets, we combined a subset odghiar expressions and converted them to
a large, single DFA. We then repeatedly invoked Algorith with values ofm (the number of alphabet

compression tables) increasing from O to 8. Table 7.1 ptegbe memory requirements, execution time,
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Signature # of Memory | Exec Time| Trans.
Set ACTs (KB) cycles/byte| per state
0 630,669 46.3 256
Cisco SMTP| 1 231,573 50.6 94
8 165,234 48.8 67
0 106,771 43.0 256
Cisco HTTP 1 81,329 54.7 195
8 24,124 52.0 57
0 308,602 43.3 256
Cisco FTP 1 39,780 49.9 33
8 24,535 49.6 20
0 810,711 22.2 256
Snort SMTP 1 139,340 30.0 44
8 67,761 29.8 21
0 163,114 38.6 256
Snort HTTP 1 36,955 46.1 58
8 15,150 43.9 23
0 1,386,340 35.5 256
Snort FTP 1 167,877 43.6 31
8 93,815 42.9 17

Table 7.1: Measuring the cost of multiple compression @blde biggest
reductions come after the rst table is employed, but addail tables
yield further memory reductions.

and average transitions per state for 0, 1, and 8 compretatides. Figure 7.8 presents the results graphi-
cally for all tested values ah. For clarity of presentation, we show detailed results fuydour of the six
data sets. The omitted data sets have similar behavior.

The casem = 0 is the combined DFA without any alphabet compression agmied serves as the
baseline for comparison. Consequently, the number ofitians per state is 256, the size of the alphabet.
As m is increased, the memory requirements (also counting theaneused by the compression tables
themselves) decreases. With 8 tables, the Cisco signagtseeghibit approximately a 4 reduction in
memory usage, whereas for the Snort signature sets ad45 reduction is observed. As Figures 7.8a
and 7.8b show, the memory usage experiences the largestadesrafter the rst alphabet compression
table is applied, but using multiple ACTs reduces memoryirements further.

ACTs do carry an increased execution cost, adding 5 to 1@Gsypér byte to the execution time on
average. Fortunately, in Figure 7.8c we see that this castisred only when the rstalphabet compression

table is introduced; adding multiple ACTs does not incuns@ant additional run-time costs. Thus, even
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ACTs induces an initial runtime cost, but subsequent irsgean the number of tables is free.

though we observe diminishing returns in memory savinghasnumber of ACTs increases, the increased
savings come for free, essentially, after the initial cdsholuding compression tables has been paid. For

the remainder of the experiments, we use= 8 ACTs.

7.3.2 ACTs, DFAs and Uncompressed DFAS

Next, we compare ACTs to 4FAs, D’FAs + ACTs, and uncompressed DFAs. Combining all regular

expressions into a single DFA exceeds feasible memorydijrsid we used set splitting [118] to produce



145

Memory [ Num. Uncompressed multiple ACT D?FA mult. ACT+D?FA

Signature | budget of Runtime Memory | Runtime Memory| Runtime Memory| Runtime  Memory

set (MB) DFAs || (cyc/byte) (KB) | increase decrease increase decrease increase decreas

Snort 16 15 266 9,667 1.84 65.96 12.70 1.10 4.24 75.43
SMTP 48 13 236 30,058 1.82 70.66 12.25 1.04 451 73.66
128 11 209 98,236 1.79 17.26 12.31 2.20 3.94 28.52
Snort 16 45 1,103 14,065 2.92 6.74 10.58 2.83 5.90 15.17
HTTP 48 28 651 23,693 1.62 6.71 9.98 4.00 5.33 14.44
128 23 543 73,988 1.59 9.11 9.60 6.81 3.78 16.88
Snort 16 18 434 11,127 1.56 50.50 9.47 1.32 3.36 62.10
FTP 48 14 374 37,920 1.45 33.28 9.23 1.67 3.02 40.99
128 4 131 94,288 1.35 19.13 8.76 7.92 2.97 23.71
Cisco 16 4 72 15,316 1.78 3.92 13.98 15.04 3.85 6.03
SMTP 48 3 57 40,367 1.72 3.79 14.22 16.38 3.98 6.05
128 3 57 110,063 1.72 3.78 14.34 17.34 3.86 5.92
Cisco 16 19 432 15,015 1.64 3.81 8.66 11.03 3.16 6.42
HTTP 48 12 282 43,389 1.62 4.06 8.76 13.37 3.12 7.12
128 9 220 116,352 1.64 3.87 8.98 14.08 3.11 6.57
Cisco 16 3 83 13,308 1.34 16.41 9.38 15.43 2.61 31.56
FTP 48 2 66 22,254 1.19 16.97 8.76 16.92 2.44 33.95
128 2 70 83,162 1.14 16.09 8.26 19.29 2.23 42.86

Table 7.2: Comparison of run times and memory usage for upcessed DFAs, DFAs using
multiple ACTs, D’FAs, and BFAs using multiple ACTSs.

sets of combined DFAs that cover all the rules. For the canstn, we supplied memory budgets ranging
from 4 MB to 128 MB? As shown in columns 2 and 3 of Table 7.2, smaller memory bisdgggult in
large numbers of DFAs to match. We use the tgmatocol setto refer to the set of DFAs produced by the
algorithm for a given protocol and a given total memory settiWe then built a distinct set of eight alphabet
compression tables for each protocol set. Thus, for exangplele set such as Snort SMTP combined
into six DFAs would contain eight ACTs that are shared amdrggdix DFAs. Finally, we repeated the
construction process to produc&fAs for each of the DFAs in the protocol sets.

We performed signature matching using protocol sets witboompressed DFAs, DFAs with ACTS,
D?FAs, and BFAs with ACTSs, recording execution time and memory usageleTa.2 shows the results for
three memory settings: 16 MB, 48 MB, and 128 MB. Executioresrare higher in these results principally
because we must repeat the matching procedure for each DBAintocol set. Note also that in some
cases (Cisco SMTP), increasing the amount of available medwes not decrease execution time. This
behavior is an artifact of the greedy algorithm [118] forldirg the protocol sets. In general, the table
shows that increasing total available memory reduces tingbeu of DFAs in the protocol set, decreasing

execution time.

2Although 128 MB may seem rather small in relation to modermnogy capacities, our tests are performed using
a single protocol. In reality, DFAs for many protocols musside in memory simultaneously.
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Figure 7.9: Comparing memory usage (left) and performarigat] of ACTs to mDFAs, BFAs,
and their combination, using Cisco rule sets.
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Compared to uncompressed DFAs (column 4 in Table 7.2), tiie shows a sharp reduction in memory
costs when eight ACTs are employed (column 5). For 16 MB to&inory, ACTs are between 66maller
(Snort SMTP) and 4 smaller. At 128 MB, DFAs with ACTs are between 1%nd 4 smaller. As
expected, however, there is a slight increase in execuio@: texecution times with ACTs are typically
between 35% to 85% slower, the largest slowdown approacfeeta of 3 . Figure 7.9 (Cisco rules) and
Figure 7.10 (Snort rules) show the memory usage (top grapth)execution time (bottom graph) for all
supplied values of available memory for three signaturs. set

D2FAs (column 6) exhibit wider variability in their performaa and memory usage than ACTs. For
Cisco rule sets, our tests give an 110 17 reduction in memory usage. These results are generally
consistent with those reported in [64]. For the Snort sigresets, however, which were not included in
the original FA evaluation, the memory reduction is always less than tofaaf 8 and often less than
a factor of 2. This is consistent with our observation thdFRs are designed to optimize DFAs in which
certain symbols in the alphabet (almost) always go to theesstate. This is not characteristic of the Snort
sets, and thus there is little opportunity for compression.

The hybrid algorithm that combines’BAs and ACTSs (rightmost column in Table 7.2) always achieves
low memory (often the lowest of all solutions), and run-tgleat are close to, but larger than those of ACTs.
ACTs are faster because the matching algorithm does nottodeliiow default transitions. Interestingly, in
one of the signature set$EAs use less memory than the hybrid approach. The reasoatiafter applying
ACTs to D’FAs, for a given state there may be multiple entries in thaadtansition table storing the “not
handled here” symbol, resulting in higher memory usage Br&As that do not store these entries.

Both execution time and memory usage are critical resouncgignature matching and induce a space-
time trade-off. Figure 7.11 depicts a space-time comparfeo all six of our test sets, directly showing
the trade-offs that occur between memory usage (the x-axid)execution time (the y-axis). We have
truncated the axes in some sets to more clearly highlighdtta in the lower left-hand quadrant; this
does not in uence the interpretation. Each point on the piéérs to an observed total available memory
setting. Data points belonging to the same compressiomigeéa trace out a curve that shows the trade-offs
between execution time and memory for that technique. Irithi¢, large memory yields fast execution,
and small memory requires large execution times. Entrieattd the origin (the bottom left corner) require

reduced resources in space and time and are thus preferred.
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Signature Mem # DFAs
Set Budget | Sequential| Act-Aware
16 4 3
Cisco SMTP 48 3 3
128 3 2
16 19 9
Cisco HTTP 48 12 7
128 9 6
16 3 2
Cisco FTP 48 2 2
128 2 2
16 15 7
Snort SMTP 48 13 7
128 11 5
16 45 38
Snort HTTP 48 28 31
128 23 17
16 18 3
Snort FTP 48 14 3
128 4 2

Table 7.3: ACT-Aware Set Splitting. When DFA Set Splittirggaxtended
to include alphabet compression, the number of resulting<is reduced.

Most importantly, for all protocol sets ACTs provide the rmésvorable trade-offs between run time
and memory usage. Admittedly, it may be surprising that ACas be faster than uncompressed DFAs
despite the overhead of the compression table mapping alityrdarge available memory sizes (resulting
in bigger but fewer DFAs) combined with excellent ACT memagguction yields a memory footprint that
is smaller than for uncompressed DFAs, and the time savibtgsred from executing fewer DFAs more
than compensates for the ACT overhead. Thus, a small nuniliegldy compressed DFAs can be both

smaller and faster than other alternatives.

7.3.3 ACT-aware DFA Set Splitting

We brie y quantify the effects of extending DFA Set Spligimeuristics with alphabet compression ta-
bles. We extended DFA Set Splitting to measure the memoryausbmultiple ACT-compressed combined
DFAs rather than uncompressed DFAs. By doing so, more sigesiare grouped into fewer combined
DFAs. Table 7.3 shows the effects ACT-aware Set Splittimgditferent memory thresholds. Column 3
shows the number of DFAs required when Set Splitting and A@Esapplied sequentially and indepen-

dently. Here, the effective memory is signi cantly belowetmemory budget (ref. column 7 of Table 7.2).
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Column 4 shows the number of DFAs required when Set Splitsrapuigmented with ACT-based memory
usage). In some cases, the reduction is dramatic. For erampthe 128MB threshold, the Snort SMTP
set requires just 5 DFAs, down from 11 using the unmodi edbalkpm.

The downside to this integrated approach is the constmutime: alphabet compression must be per-
formed at each intermediate stage as well as at the end, andifexperiments this required several hours
of computation time per con guration. This cost may proveamable in dynamic settings with frequently
added or updated signatures. Lightweight techniques tomatng the memory savings may reduce con-

struction time to more reasonable levels.

7.4 Conclusion

In this chapter we introduced multiple alphabet comprassibles (ACTs) for reducing the memory
footprint of DFA-based signature matching. This technigses heuristics to partition the states of a DFA,
computing a distinct ACT for each partition. Using Multipd€Ts achieves increased memory reduction
over single ACTs with no additional runtime cost. We presagbrithms for constructing multiple ACTs
and demonstrate their effectiveness using signaturesifou@isco IPS and Snort. ACTs are applicable in
software-only environments, although they may be eastiuited in hardware-based solutions.

Compared to uncompressed DFAs, multiple ACTs achieve mgsarings of between a factor of 4
and a factor of 70 at the cost of an increase in run time thapisally between 35% and 85%. Compared
to D?FAs, multiple ACTs are between 2 and 3.5 times faster in sarfwand for some signature sets they
use less than one tenth of the memory. Overall, for all signeasets and compression methods evaluated,

ACTs offer the best memory versus run-time trade-offs.
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Chapter 8
Conclusion

Network intrusion detection operates in a dif cult enviroent. Restrictive memory sizes and limited
processing capabilities coupled with increasing traf @dis, increasing numbers of signatures, and in-
creasing signature complexity exert constant pressure taate work with comparatively fewer available
resources. Further, systems that fail to satisfy perfocearquirements are vulnerable to evasion.

Signhature matching is at the heart of intrusion detectidath megular expressions the language of choice
for writing signatures. However, standard matching teghas such as NFAs and DFAs induce a time-
space tradeoff between the memory footprint and the exactitne and are unsuitable for NIDS use. One
alternative is to employ approximation techniques thatkjyiidentify benign traf ¢, retaining potentially
malicious traf ¢ for more detailed analysis. But, this irahs a type of tradeoff between accuracy and
execution time, where higher accuracy comes at the coshgelloexecution.

The goal of this work has been to discover and properly cheriae the principles behind these trade-
offs, and to develop richer matching mechanisms that egligrinate the tradeoffs or make them more
manageable. This leads to signature matching mechanisharh more amenable to the NIDS environ-
ment, that require fewer resources to operate, and that are resilient to attack.

For DFA-based matching, we introduced the notion of amibjgamnd showed that it is at the root of the
state-space explosion phenomenon and subsequent menhawysérn that often occurs when DFAs are
combined. We then proposed the use of auxiliary state Vasads a way to “factor out” the ambiguity in
DFAs. When auxiliary variables are properly employed, ttaesspace explosion still occurs, but the state-
space is structured so that the number of explicit automstates is bounded, and memory exhaustion is
avoided. From a DFA perspective, a slight decrease in nraggheérformance yields a signi cant reduction

in memory usage.
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Similarly, as we demonstrated in Chapter 3 for the Snort NID® divide between worst-case and
average-case signature matching performance can be Orijgesing memoization and other techniques
that track intermediate state and avoid unnecessary catigut At the expense of a slight increase in
memory usage, we reduced the worst-case slowdown by foer®af magnitude, bringing the worst case
to within one order of magnitude of the average case, basediomeasurements.

As these and other examples from our work illustrate, by piiicg slightly degraded behavior in one
initially acceptable aspect of a time-space tradeoff éitime or space), we can obtain signi cantly im-
proved behavior from the other, formerly unacceptableeasprhese results demonstrate that the tradeoffs
associated with intrusion detection are not immutableaathss, but rather can be changed through appro-
priate research and engineering effort.

For this author, the results presented here have raisedsitde many questions as they have answered.
For example, with regard to DFAs, ambiguity provides a sigt criterion for assessing the behavior of
DFAs under combination. But, it is very strict, and more rechconditions may lead to a better character-
ization of state-space explosion, among other things. RlegpXFAs, auxiliary variables can be used to
eliminate ambiguity, but the practical limits on their useaambiguity-removing mechanisms is not known.
Also, constructing XFAs from regular expressions requgesie human intervention; techniques that min-
imize or eliminate human involvement altogether would befuls Finally, our work has focused almost
exclusively on regular expression-based signatures. lldvbe interesting to consider the use of more
expressive languages, such as context free or contexttigensinguages, and the implications of their

matching models for network intrusion detection.
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