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I. System Overview

SIEVE helps efficiently match XML messages to Boolean queries.


It works as follows:

1) A publisher proxy server (PPS) gathers XML messages from one or more publishers.  A publisher can be an XML file (like an RSS file) or an XML feed.  (Our implementation includes a publisher program that will periodically send new data to the PPS.

2) The PPS breaks up a message into attributes and sends the value for each attribute to an appropriate attribute tree.  We alternatively call these attribute trees a Value-Based Forwarder (VBF).

3) The VBF forwards packets from various PPSs onto one or more Subscriber Proxy Servers (SPSs).

4) An SPS collects subscriptions from one or more subscribers.  It sends subscription requests to each attribute tree.

5) A subscriber sends requests to an SPS and receives matching messages.

Further, the Value-Based Forwarder uses leaf nodes to reduce bandwidth and subscription state space.

In the next few sections we’ll explain how each component works (both functionally and within the source code.)

II. Publishers

The Publisher is the simplest module in the SIEVE system.  Its main function is to provide a stream of input data so that the other components can be tested.  As was described in the paper, XML data is formatted into tuples, where each tuple consists of an attribute name, data type, and value.  A group of tuples put together constitutes an item.  The publisher works by sending a list of items (right now represented in a flat file) to a Publisher Proxy Server (PPS) via a TCP connection.  A sample list of items that a publisher might send is shown below:
<item>
<tuple type="string" name="stockname">sun</tuple>
<tuple type="numeric" name="open">870.40</tuple>

<tuple type="numeric" name="high">910.38</tuple>

<tuple type="numeric" name="low">500.00</tuple>

<tuple type="numeric" name="volume">8000000</tuple>

<tuple type="numeric" name="market_cap">50</tuple>

pubDate

</item>

The publisher script replaces the pubDate tag for each item with the current time and date before the list of items is sent to the publisher.  This timestamp field is designed to ensure that a PPS does not forward the exact same message to the attribute tree layer multiple times.

The publisher script currently works by taking a list multiple files (with lists of items in the format described previously), opening up a TCP connection with a PPS, and sending each list to the PPS with a delay between each data transfer specified by a command line parameter. 

III. Publisher Proxy Servers (PPS)

The Publisher Proxy Server (PPS) receives packets from publishers, and then replicates and forwards them to attribute tree nodes provided that their values match the ranges that the vbf root nodes inform the PPS they are interested in.  Conceptually, the PPS is split into 2 parts, the parsing section, and the forwarding section.
Parsing
When packets are received from the publisher module, they first need to be parsed to determine which attributes are present as well as the values they have.  Our implementation relies on the Xerxes parsing library to perform the XML parsing. 
Data Structures

      vector <vector <AttrElement>> elements

This data structure holds the list of items after parsing.  The AttrElement represents a tuple as described in the publisher section.  It contains information about the attribute name, data type, and value (either a floating point number or a string).  Given this, a vector of AttrElement represents a single item, and the vector or vector represents an entire item list.
            vector<String> XML_payload

The XML_payload is simply the string representation of the entire XML message.  If a packet ultimately ends up being forwarded to one of the attribute trees, this payload is appended to the end of the packet (see Appendix C for packet formats).

           Timestamps
The parsing code is also where the pubDate tag described in the publisher section is utilized.  When the PPS is running, it keeps track of the last time it received a packet from a publisher.  By keeping track of this time, when the PPS receives subsequent messages it can identify which items have already been sent out before because their pubDate tags will be further in the past than the last time a new message was received.  This prevents the PPS from sending out the same messages multiple times in the case that a publisher does not send completely new data in every message.  In the event that the PPS observes an item with a pubDate tag that is from before the last message that arrived, the item is discarded.

Forwarding
After packets are parsed, the PPS still needs to determine whether or not the values for each reported attribute match the values that the corresponding attribute tree (or vbf root) is interested in.  
           Data Structures
           vector <AttrRoot> rootlist
This list represents all of the known attribute trees.  The AttrRoot class contains the IP address and port number for a attribute tree root, as well as the name of the attribute (represented as a string).  If the attribute is a numerical value, there are min and max variables that represent the values the attribute tree root is interested in.  If the attribute is represented by a string, there is a vector of strings that represent the strings that the attribute tree is interested in.
           vector <AttrElement> elementList

This list represents the particular item that the PPS is currently processing to decide whether or not to replicate and forward this item to the attribute trees.  It actually represents one of the members of the data structures elements in the parsing code (note that this is a vector of element vectors).
Initialization
The PPS command lines arguments are as follows:

./PPS –c config_file –l lport –p rport 
config_file – File containing addresses and port numbers of attribute tree roots.  (Default rages are also contained, but these are overwritten when the PPS contacts a vbf)

lport – the port the publisher connects to

rport – the port that the PPS uses to forward packets to attribute tree roots; also used by the PPS to receive upstream range packets. 
Assigning Unique IDs to Outgoing Packets
In order to insure that every item moving downstream has a unique message ID (MID in Appendix C), each PPS maintains an count of the total messages received.  This count is then hashed with a random number to make sure that MIDs are unique.  In a system with only one PPS a counter would suffice, but a counter-based implementation could lead to confusion in systems with multiple PPS if the counters become synchronized.     
Accepting Upstream Packets
In addition to receiving and forwarding downstream packets from the publisher, the PPS is also capable of receiving upstream packets from a VBF.  In our implementation these packets are used to allow a VBF to inform the PPS about which ranges it is currently interested in.  Further details about these packets are described in Appendix C.
IV. Value Based Forwarders (VBF)

The Value-Based Forwarder (VBF), or “attribute tree node” as referred to in the SIEVE paper, forwards packets to PPSs from subscription requests made by SPSs.  Here is how the VBF works:

Data structures

Here are the main data structures for the VBF:

vector <FloatFilter> 

A FloatFilter contains: a vector of NodeAddrs (for the root) and a vector of MulticastGroups.  Also, FloatFilters have a range valFrom…valTo and these ranges are nonoverlapping.

Each MulticastGroup contains a valFrom…valTo range and within the filter they are nonoverlapping and match the range of the filter.  A MulticastGroup also contains traffic information, the number of subscriptions within it, and (for the leafs) a vector of FloatSubscriptions.

A FloatSubscription contains a valFrom…valTo range and an associated NodeAddr structure.

A NodeAddr structure contains an IP address and a port.  It also precomputes the address struct for sending outgoing network packets and has a sendPacket() method to make sending UDP packets simple.  (Also, since all UDP packets are sent through this interface, there is a single portion of the code that would need to be modified to convert to TCP or to add some TCP features to UDP (i.e. require an acknowledgement packet after sending a packet).

Initialization

The VBF command line arguments are as follows:

vbf -a attributename -t attributetype [-p port=4097] [-i vbfid=1] [-l (for leafmode)] [-k numfilters=2] [-f filter_timer=60(s)] [-d decay_factor=0.99]

attributename – which attribute

attributetype – 0=float, 1=string

port – Which socket should we use?

vbfid – This ID must match the ID in the SPS.

Leafmode – If set to true, this instance of the vbf will be a leaf

Numfilters – Currently not used.  Will specify how many filters you want.

Filter_timer – Specify how frequently to update the filters.  Not supported yet.

Decay_factor – Used to update traffic stats.

Receiving packets

The main VBF thread will receive packets from SPSs and PPSs and create a new thread that calls processPacket() [found in vbf/vbf.cc.]  Packets can be upstream or downstream.

Accepting upstream packets

Upstream packets can either add or remove subscriptions.  In both cases, packets are forwarded from the root node to the leaf node.

Our implementation of SIEVE sends the add subscription request to a random leaf node (According to the paper, it should query each leaf and place it onto the one in which it will span the least number of multicast group ranges.)  It is able to prevent a subscription from being added multiple times.


Both the root and leaf node then place the subscription into the appropriate multicast group(s) and create new ones as necessary.  They also add the subscription ID to a hash map to ease later removal.  Note that to reduce state space, the root node only contains the number of subscriptions in each multicast group range instead of having a pointer to each subscription.

When a remove subscription request is received, the root will forward the message to each of the leafs (since it doesn’t know which leaf owns the subscription.)  Both the root and the leaf will remove the subscription from its associated multicast group range and will combine adjoining empty multicast groups into one.

After updating subscriptions, the root node will determine the new range for subscriptions.  If it has changed, it will notify each PPS that had previously sent downstream messages to it.

Forwarding downstream packets

At the present, all downstream packets must be floats.  When the root node receives such a packet, it looks at its filters and forwards the packet onto each leaf associated with the filter.  (For now, it essentially forwards downstream packets to every leaf since we effectively have only one filter (although technically the system can have multiple filters due to how new subscription requests are stored…see the list of corrections later for more information about this issue.)

Optimizing filters

The program currently does not optimize filters.  However, an updateFilters() method does get called every sixty seconds.

V. Subscriber Proxy Servers (SPS)

The Subscriber Proxy Server (SPS) matches packets sent from value-based forwarders to interested users.


  Data Structures


  The SPS is somewhat state-heavy compared to other elements of SIEVE.


  map <unsigned int, struct sockaddr_in> tree_ip_map;

  This maps tree IDs to their associated contact information, contained in a               sockaddr_in.  This information may be either read in from a file at startup or added dynamically as new attribute trees are discovered (currently the second is not implemented).

An improvement to SPS could be made by incorporating this mapping with the vbf and    vbfinfo classes.


map<unsigned int, vector < list < unsigned int > > > subs_mapping_table;

This data structure implements the "subscription mapping table" described in the paper.  It maps tree IDs to vectors.  The indices of these vectors are subscription IDs.  The vectors contain a list of user IDs.  This structure allows a list of interested users to be expediently found for any packet received from a VBF based on its header information.

While the code that deals with this structure is conceptually simple, it is somewhat messy due to the depth of the data structure.  Creating a class to deal with these operations would result in a cleaner SPS.


map<unsigned int, Range> range_map;

Ranges are simply a class that expresses the range of data a given subscription group is interested.  It supports both float and string values.

The unsigned int keys of this data structure are subscription IDs.  This data structure simply provides a quick and safe way to access range information for subscriptions.  This information is only needed when constructing new subscription groups based on incoming subscriber requests.


map <pthread_t, string> payloads_map;

This is an ugly hack, to allow the SPS to call recv() in one thread and handle the data in another.  It maps the thread ID to a received XML payload.  Threads executing handle_tcp() will only handle xml payloads indexed by pthread_self().  This solution is neither clean nor efficient, as the child threads often have to wait for the recv()'ing thread to insert the thread->string mapping into payloads_map.


Subs_matching_table matching_table:
This is the subscription matching table described in the paper.  Internally, it is a vector of structures.  The structures themselves consist of an unsigned integer for the attribute count, a boolean for the full match flag (all full match flags should currently be set to 1, as the SPS cannot currently handle selective subscriptions), and a deque of structures which represent the hash-queue the paper calls for.  These structures are merely an unsigned int message ID and an unsigned int representing the number of messages so far received for that message ID.

There is also a mutex for operations on the subscription matching table.  This is initialized when the constructor is called and used for locking on write operations to the subscription matching table thereafter.

Subs_matching_table's insert method simply creates an entry in the vector of "struct user_information"s for the user ID supplied.  It is unnecessarily complicated and could be refined.

add_message takes a user ID and a message ID, supplied from a packet sent by a VBF.  It then adds that message to that user's hash-queue, creating a new entry in the queue for new message IDs and incrementing the cound for message IDs it has seen before.  If the count now equals the user's attribute_count, add_message returns true.  Otherwise, it returns false.

scour is for use after add_message has returned true and the packet has been forwarded to the interested subscriber.  scour searches through the specified user ID's hash-queue and removes any entry for which the count is equal to or greater than the attribute count.

dump_to_disk is not yet implemented.  Its intent is to write to disk the current state of the subscription matching table.


vbfinfo vbf_table:
vbfinfo is a convenient way of addressing a list of vbfs.  (vbfs themselves simply contain their tree ID, name, and contact information.)  It is not yet completely thread-safe.  It contains add, remove, and search methods, as well as some other methods which are of use when the SPS attempts to act on information it receives from VBFs.


Initialization

The SPS allows many arguments to specify the files from which it should read in its initial data.  These are detailed in the sps's usage message, which can be seen by executing "./sps -h".  If none are received, the SPS will read data from a default configuration file in /etc/sieve/sps.conf .  The location of this file can be specified, and its format is explained in the default configuration file, sps.conf, distributed with SIEVE.  All configuration subfiles in the SPS are tab-separated.


The userid->IP database takes the following form:

IP
User_ID
Port
Number_of_attributes
full_match_flag

The full match flag is 0 for false, 1 for true.  The IP is expressed as a dotted quad.  A sample file is provided as uid_db.sps .


The subscription mapping database file takes the following form:

Tree_ID
Subscription_ID
comma_separated_list_of_users


A sample file is provided as subs_map.sps .


The VBF information file takes the following form:

IP
Tree_ID
Port
name


A sample file is provided as attr_tree.sps .


The subscription range information file takes the following form:


Subscription_ID
type
lowerbound,upperbound

"type" is 0 for float values and 1 for string values.  String ranges are expressed as follows:

Subscription_ID
type
string

The SPS does not check for consistency between these files, although there will be much internal confusion between the SPS's data structures if they are not.  In addition, these files are not properly documented.


Accepting Packets


The SPS can expect to receive packets either from a VBF or from a subscriber.


VBF Packets

VBF packets are UDP packets.  On their receipt a thread is launched in the function handle_udp to deal with it.  handle_udp descends the subscription mapping table and finds all user IDs interested in the packet.  It then calls Subs_matching_table.add_message for each user ID.  If add_message returned true, it will attempt to send the XML payload of the packet received from the VBF to the user ID.  If this send succeeds, it will call scour() for that user ID in order to prevent unneccesarly entries from hanging around the hash queue.

Subscriber packets are TCP packets.  On their receipt, some ugly hackery is done (see the entry above for the xml_payloads data structure) and a thread is launched in the function handle_tcp to deal with it.  handle_tcp parses the XML received from the subscriber.  If subscription groups already exist for the ranges the subscriber is interested in, the subscriber is added to those groups.   Otherwise, new groups are created.  Contact information for the user is also stored and a UID assigned.

Much of the code described above does not actually exist in SPS; this is the single largest area where improvement needs to be made.

VI. Subscribers

The subscriber has 2 primary functions.  The first function is to send XML requests to an SPS via a TCP connection.  The second function is receiving and displaying packets from an SPS when an outstanding XML requests has been matched.

           Initialization 

           The subscribe command line arguments are as follows:


      subscriber -f subscriptionfile [-p serverport] [-s server ip]

      serverport – port of the SPS that is being connected to


      server_ip – IP address of the SPS being connected to

            subscriptionfile – This is an XML file containing the subscription request


      An example of a subscription file is shown here:

<?xml version="1.0" encoding="iso-8859-1"?>
<SubscriberRequest>
        <Predicate type="string" name="stockname">GOOG</Predicate>
        <Predicate type="numeric" name="open">100,300</Predicate>
        <Predicate type="numeric" name="high">200,400</Predicate>
        <Predicate type="numeric" name="volume">3000,4000</Predicate>
</SubscriberRequest>
VII. Issues / Areas for future development

General Infrastructure

· It should be possible for subscribers to request new data sources from publishers

· Most infrastructure packets (i.e. between the PPS, VBF, and SPS) are sent via UDP with no acknowledgement.  To improve reliability, it would be beneficial to create multiple TCP connections or to have components wait for acknowledgement.

· There should maybe an additional component associated with the value based forwarders (or maybe just a “head root node” that contains a routing table for the other root nodes.  (Presently this information must be stored at each SPS and PPS.)

· In general, the system does not handle authentication at all nor does it handle bad packets in effective ways.  Should SIEVE become a real system, these issues would need to be addressed.

· Float values in packets are not converted into network byte order.

· In a real world system, it would be beneficial to create heuristics for choosing which PPS grabs which publishers and which SPS subscribers to connect to.

· An unstated but implicit requirement for SIEVE is that all of the attributes follow the same ontology.

· One should check that our interpretation of packet formats is always consistent (i.e. some values might be signed in some code and unsigned in other code.)

Publisher

· More robust and representative data sets are needed for testing
PPS

· Need to add code which allows new attribute trees to be added on the fly (or based on feedback from the lower levels of forwarding hierarchy)
VBF
· Strings. The VBF is currently limited to forwarding and subscribing float values.  It should also support string values.

· Mutexes. The VBF needs better multithreading support.  Currently, there is a single mutex that blocks for any activity with a filter, subscriber, or multicast group.  At the very least, there should be a separate mutex for each filter and another global one for when the filters are being recomputed to improve the speed for heavy loads.  Also, mutex use should be improved so that multiple readers can have simultaneous access.

· Prethreading. To optimize for larger datasets, the VBF should include prethreading.

· Traffic computation may or may not work.  It was implemented very recently but I (Jared) don’t know if it was tested.

· Filter construction.  We did not make any attempts to optimize filter construction.

· Leaf selection.  There is currently no heuristic for placing a subscription onto a leaf node.  (Instead, we just place each subscription onto a random leaf.  There is one in the paper (and it is easy to understand), but we have not implemented it.

· AddSubscription.  The code presently will create a new filter whenever a new value is outside of existing filters’ bounds.  It would be better to just extend the first (or last) filter’s bounds to include the range of the new subscription.

· Multiple SPS support.  The VBF needs to store subscriptions by both the subscription ID and by the node address (ip/port) of the SPS to avoid potential subscription ID conflicts from multiple hosts.

· Other errors.  The VBF has occasional segmentation faults that need to be looked into more closely.

· Finding root nodes.  Presently roots and leafs must be run separately.  Roots know who their leafs are because of information hard-coded within the program on a per-attribute basis.  It would be better to either 1) have the root launch the leafs on startup or 2) have a leaf (on startup) send a message to a root node to make itself available.

· Diagnostics.  Should SIEVE become a real system, it may be useful to be able to connect to an attribute tree and learn operating statistics.  This of course represents a security risk, but we assume here that the system has good authentication.  An alternative here would be to have attribute nodes write to log files.

SPS

· Selective subscription should be implemented.
· Strtok() is used in many places in the SPS.  Currently this is not a problem, as this code is only used when reading in configuration files, but once configuration files are re-read on SIGINT this code will need to be made thread safe.  Many portions of the SPS are probably not completely threadsafe.  Those that are have been protected simplistically by mutexes which do no have fine-grained control.  

· The SPS code has some organizational issues.  Code in many places could be combined or shortened, and some data structures are redundant.

Subscriber

· The subscriber should have a GUI

Appendix A: Run Instructions

1.  Start the attribute trees:
cd sieve/vbf

./launch_leaves

2.  Start the PPS

cd sieve/PPS

./PPS -c PPS_cfg.dat -p 8888 –l 9999 
3. Start the SPS

cd sieve/sps

./sps –c sps.conf

      4.   Start the publisher


cd sieve/PPS/dummydriver

./dummy_publisher_tcp_2.pl final_demo.nodates final_demo2.nodates final_demo3.nodates 1 9999

Appendix B: Build Instructions

In order to use this software, the Xerxes XML parsing library must first be installed.  For the PPS, xerxes library version 2.6.0 (for Redhat Linux v8.0) was used.  This tar.gz file (which can be found on the xerxes web site) needs to be expanded in the PPS source directory, and the Makefiles need be changed to point to this directory.  Additionally, the environment variables XERCESCROOT and LD_LIBRARY_PATH also need to be set as shown:
XERCESCROOT=/afs/cs.wisc.edu/<your_dir>/sieve/PPS/xerces-c_2_6_0-redhat_80-gcc_32
LD_LIBRARY_PATH=/afs/cs.wisc.edu/<your_dir>/sieve/PPS/xerces-c_2_6_0-redhat_80-gcc_32/lib

Once the Xerxes library is installed and set up building is pretty straightforward.  To compile, simply visit each subdirectory (PPS, vbf, sps) and type “make”.  The executable files vbf, pps, and sps should be created.
Appendix C: Packet Formats

DOWNSTREAM

Type 0: Downstream Floating Point Packet

short header_type (set to 0 in network byte order (2 bytes))

float value (single precision floating point numbers are 4 bytes)

unsigned MID (4 bytes) *

short length (2 bytes) *

XML payload (variable length character array) *

Type 1: Downstream String Packet

short header_type (set to 1 in network byte order (2 bytes))

short str_length (2 bytes)

char str_value (character array of str_length)

unsigned MID (4 bytes) *

short length (2 bytes)  *

XML payload (variable length character array)  *

NOTE: When downstream packets travel from VBF leafs to the SPS, we replace the value with the vbf ID and the subscription ID (both two-byte shorts). The VBF currently does not forward on string packets.

UPSTREAM

Type 2: Upstream Float Add Packet

short header_type (set to 2 in network byte order (2 bytes))

unsigned short subid (2 bytes)…only used in SPS->VBF and VBF root->VBF leaf

float new_min (4 bytes)

float new_max (4 bytes)

Type 3: Upstream Float Remove Packet

short header_type (set to 2 in network byte order (2 bytes))

unsigned short subid (2 bytes)…only used in SPS->VBF and VBF root->VBF leaf

float new_min (4 bytes)

float new_max (4 bytes)


Note that Float Remove Packets are never sent to the PPS.  (The PPS only has a single “subscription” which consists of the entire range of data that it cares about.)

Type 4: Upstream String Data Addition Packet

short header_type (set to 3 in network byte order (2 bytes))

unsigned short subid (2 bytes)…only used in SPS->VBF and VBF root->VBF leaf

short str_length (2 bytes)

char str_value (char array of length bytes)


short NodeAddrLen (2 bytes) .. only used when sending from root to leaf


char NodeAddress (variable length string) .. only used when sending from root to leaf

Type 5: Upstream String Data Removal Packet

short header_type (set to 4 in network byte order (2 bytes))

unsigned short subid (2 bytes)…only used in SPS->VBF and VBF root->VBF leaf

short str_length (2 bytes)

char str_value (char array of length bytes)


short NodeAddrLen (2 bytes) .. only used when sending from root to leaf


char NodeAddress (variable length string) .. only used when sending from root to leaf

In addition, other packet types make sense (but have not been implemented yet.)  These include: 

· GETFIT/RETURNFIT (sent between root and leaf to determine how suitable it is for a subscription)

· GETLEAK/RETURNLEAK (sent between root and leaf to determine the leak for some range)

· ACK (various acknowledgements for other packet types)
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