RUNTIME MONITORING OF C PROGRAMS
FOR SECURITY AND CORRECTNESS

by

Suan Hsi Yong

A dissertation submitted in partial fulfillment of

the requirements for the degree of

Doctor of Philosophy

(Computer Sciences)

at the

UNIVERSITY OF WISCONSIN-MADISON

2004



(© Copyright by Suan Hsi Yong 2004
All Rights Reserved



ABSTRACT

Finding errors in software is a difficult problem: millions of dollars are spent in testing and
debugging, yet latent bugs continue to be discovered even in thoroughly tested programs.
Apart from the undesirable effects of producing incorrect results, crashing systems, and
corrupting data, bugs also raise security concerns: memory-safety errors like buffer overruns
and stale pointer dereferences can be exploited by malicious agents to acquire confidential
data or seriously compromise the target system, sometimes in undetectable ways.

A key feature of the C programming language is that it allows low-level control over
memory usage and runtime behavior; this flexibility is crucial for many programming set-
tings, such as at the system level, and is one reason why C programs continue to be widely
used today. However, this flexibility is achieved at the price of safety: the language syntax
is too weak to prevent type errors and memory-safety errors from occurring at runtime.

This work explores three related approaches to detect errors in C programs via runtime
monitoring. The Memory-Safety Enforcer is a tool that detects memory-safety errors at
runtime, and can be used for both security and debugging. The Sensitive Location Checker
is a security tool that prevents invalid memory accesses from overwriting sensitive locations
that are vulnerable to attack. The Runtime Type Checker is a debugging tool for detecting
bugs that manifest themselves as type errors at runtime. All three approaches tag memory
locations with auxiliary information at runtime, and make use of static analysis to improve

performance and coverage by eliminating unnecessary runtime instrumentation.
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Chapter 1

Introduction

1.1 Overview

Writing error-free software remains an elusive goal; in fact, it has become an accepted
truism in the software industry that software can never be 100% bug-free. Despite millions
of dollars being spent on software testing, latent errors remain in programs and can go
undetected for long periods of time.

There are two main obstacles that make finding software errors a difficult task. Firstly,
each program defines a very large, usually infinite, number of possible states, making it
impossible to test exhaustively. In fact, as software grows larger and more complicated,
the proportion of the state space that can be effectively tested decreases. Secondly, even
knowing what symptoms to look for is a non-trivial task, since an error may not change the
observable output of the program, or may change it in a way that is difficult to recognize,
either automatically or by a human.

So how important is it to fix errors in software, especially if the error resides in a seldom-
executed corner of the state space, or does not noticeably affect the output? There are some
critical applications, such as medical life-support, business accounting, or space exploration,
for which any software failure can lead to drastic or expensive consequences. Additionally,
as more and more new software is built on top of old legacy systems, it becomes increas-
ingly important for the underlying legacy system to be correct and error-free. Furthermore,

even in application software where the only consequence of a software failure may be user



inconvenience, a seldom-exercised error can become a serious security vulnerability. Inter-
net worms like the Morris worm, Code Red, and Slammer exploit software bugs that would
not be exercised under normal usage, and have cost the software industry billions of dollars
[Moo™*02].

One way to improve software quality is to impose restrictions at the programming-
language level. Concepts like memory safety and type safety have proven to be effective
at making programs easier to understand and maintain. However, there is a tradeoff in
enforcing memory and type safety: if a language is too restrictive, it may limit the program-
mer’s ability to program effectively. Further, enforcing memory and type safety may incur
a high execution-time overhead.

C and C++ are two languages that mandate memory safety and type safety, but do
not strictly enforce them. This means that the programmer, rather than the compiler, is
responsible for ensuring that memory and type safety are observed, and that the programmer
may circumvent memory and type safety, either deliberately or inadvertently. While this
weak enforcement of safety is what enables these languages to be both flexible and efficient
— qualities that contribute to their continued popularity and widespread use — it also makes
certain classes of errors difficult to detect, and accounts for a large proportion of security
vulnerabilities in today’s software [Cow ™98, Wag™00].

A number of approaches have been proposed for enforcing memory safety in C programs.
However, none of these approaches have been able to maintain both the flexibility and effi-
ciency of the language. Static analysis has limited power: only a very restricted subset of C
programs can be guaranteed never to violate memory safety [Dhu*03], unless additional pro-
grammer annotations are supplied [DeL.t01]. Dynamic approaches, on the other hand, either
incur a high runtime overhead [Aus*94, Jon™97] or must add restrictions to the language —
in particular, to its heap memory management semantics [Jim*02, Con™*03].

Enforcing type safety is an even more challenging task. The prevalent use of casting in C

can make programs difficult to understand and susceptible to subtle errors [Sif*99]. While



there have been many proposals for alternative type systems to apply to C, there have been
few proposals for enforcing type safety for C programs at runtime.

This thesis describes an approach that uses tagged memory to enforce memory safety and
type safety at runtime. The underlying idea is to tag each byte of memory with extra bits of
information at runtime, and to instrument certain operations to check for safety violations.
The tags are stored in a mirror memory, which introduces a constant slowdown factor for
looking up tags, making the approach scalable to programs with large memory footprints.
Instrumentation of runtime checks is performed at the source level, which enhances porta-
bility and allows the approach to take advantage of type information available at the source
level. The approach has been implemented for the C language, but the ideas are applicable
to any language that does not strictly enforce memory or type safety, like C++ and other
derivatives of C.

An important aspect of this work is the use of static analysis to improve both precision
and efficiency. The idea is to determine at compile type which statements are guaranteed
to be safe, and to eliminate runtime checks for those statements. Various analyses are
explored, from highly-scalable flow-insensitive approaches to more expensive flow-sensitive
ones, to evaluate the tradeoffs between improved runtime performance and slower analysis
times.

Three manifestations of the tagged memory idea are evaluated in this thesis. The
Memory-Safety Enforcer (MSE) checks for memory-safety violations in deployed software
to prevent malicious attacks from exploiting vulnerabilities; the Sensitive Location Checker
(SLC) is a variant of the MSE that prevents only specific sensitive locations from being
corrupted by invalid writes; the Runtime Type Checker (RTC) checks for correct usage of
types at runtime, and may be used during program development to detect subtle errors that

would not be detected by other approaches.



1.2 Memory-Safety Enforcer

Memory safety can be loosely defined as the condition in which each dereference (pointer
indirection or array-index expression) accesses memory that is within the bounds and lifetime
of its intended referent. A memory-safety violation occurs when a dereference attempts to
access memory beyond the bounds of its intended referent, or attempts to access an object
after it has been deallocated. The Memory-Safety Enforcer (MSE) instruments a C program
with code to check for memory-safety violations at runtime: if a violation is about to occur,
it terminates the program to prevent any potential malicious attacks from exploiting the
violation. The MSE is intended for use in deployed software, which means it must be sound
(it should report no false positives) and efficient (it should have a low runtime overhead).
These goals are achieved while being compliant with the C language and preserving its
flexibility, thus allowing the approach to be applied automatically to legacy programs.

The basic idea behind MSE is to tag each byte of memory with one bit to indicate whether
it is a valid target of a dereference. The instrumented program sets the tag of each object to
valid when it is allocated, and invalid when it is deallocated; it also checks each dereference
to see whether the tags of its target are valid. If a dereference is about to access memory
that is tagged invalid, a memory-safety violation is reported and the program is halted.

Figure 1.1 illustrates this approach; it shows a piece of code that is vulnerable to a
stack-smashing attack. The code copies a given string (pointed to by src) into a buffer
(buf) that is allocated on the stack, without checking for overflow. By providing a string
longer than 16 bytes, a user of this code can exploit this flaw to overwrite the return address
on the activation record with the address of the user’s own code (stored, for example, in
a command-line argument). In this example, only the bytes corresponding to variable buf
can be validly accessed by a dereference; thus, as shown in Figure 1.1(c), only those bytes
are tagged valid. This means that the first attempt to write into a location outside the buf

array will be detected, and the attack will be prevented.
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void f(char *src) {
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Figure 1.1 Buffer Overrun Example.
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int f(char *src) {

p
1. int x = 0; dst
2. char buf[16]; (buf[0]) [ puf =
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9. return x; src L
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Figure 1.2 Buffer Overrun Example, extended.




MSE can instrument a program in one of two modes: write-only and read-write. The
former checks only for writes that violate memory safety while the latter checks for both
reads and writes. Write-only checking is an attractive option for security because it incurs a
significantly lower runtime overhead without sacrificing much protection, since, as far as we
know, the most dangerous class of attacks always requires a write safety violation to succeed.
Read-write checking may be desirable in certain settings, since read violations may still be
exploited to gain access to confidential data.

Naively tagging all user-defined locations as walid and checking all dereferences has two
drawbacks: it has a high runtime overhead and it may miss detecting some violations. For
example, consider the code shown in Figure 1.2. This code is similar to that of Figure 1.1,
but in addition to copying the given string into the buf array, it keeps track of the number
of characters copied, writing that value into location x via a dereference of pointer p. In this
example, since both buf and x may be validly accessed via dereferences, if the copied string
overflows buf and overwrites x, that invalid access will not be detected; only if the location
below x on the stack (which will be tagged invalid) is overwritten will the buffer overflow be
detected.

Note however that in fact it is not necessary to check the dereference of p at runtime; that
dereference can never cause an invalid access, since p can only point to x. Furthermore, since
p is the only pointer that can legitimately point to x, if dereferences of p are not checked,
there is no need to tag x wvalid, and in that case the invalid access via *dst that overwrites
x can be detected.

This motivates an important insight: if a dereference can be statically guaranteed to be
safe (i.e., unable to cause an invalid access), then the dereference need not be checked at
runtime. Furthermore, if a location can only be accessed (legitimately) either directly or via
unchecked dereferences, then the location need not be tagged wvalid. This can lead both to
lower runtime overhead and to the detection of more invalid accesses as illustrated by the

example in Figure 1.2.



To apply this idea, static analysis is used to classify each dereference as either definitely
safe or potentially unsafe, and to classify each location as either tracked or untracked. A
dereference is definitely safe if it can never cause a memory-safety violation; otherwise it
is potentially unsafe. Only a dereference that is potentially unsafe needs to be checked for
validity at runtime; definitely safe dereferences need not be checked. A location is classified as
tracked if it may be legitimately accessed by a potentially unsafe dereference. Since definitely
safe dereferences are not checked for validity, untracked locations need not be tagged as valid
at runtime. This means that identifying fewer tracked locations will increase the likelihood
of detecting a memory-safety violation. Therefore, the goal of static analysis is to identify
as few potentially unsafe dereferences and tracked locations as possible while maintaining
soundness (no false positives) and coverage (no new false negatives). Improvements in static
analysis will lead to a dual gain: better runtime performance (due to fewer runtime checks)
and better coverage (increased likelihood of detecting a violation).

A number of static analyses of varying precision and complexity are used to improve the
performance and coverage of MSE. Points-to Analysis is used to compute the set of tracked
locations as the legitimate targets of potentially unsafe dereferences, and is extended to
identify an approximate set of definitely safe dereferences. Redundant Checks Analysis iden-
tifies dereferences for which a runtime check would be redundant. Pointer Range Analysis
computes the range of possible values for each variable, to identify dereferences that are

guaranteed to be in-bounds.

1.3 Sensitive Location Checker

A variation of the MSE, called the Sensitive Location Checker (SLC), limits the runtime
checks to preventing corruption of specific “sensitive” locations in memory. These sensitive
locations include the return address field in each activation record, function pointers, argu-
ments to the system and exec functions, and other locations that are vulnerable to known

methods of attack.



The approach tags sensitive locations as invalid at runtime, and checks potentially unsafe
dereferences to make sure they do not overwrite a sensitive location that is tagged invalid.
Static analysis is used to identify dereferences that may legitimately write to sensitive loca-
tions; these dereferences are not checked (as they would otherwise report a false positive).
With fewer locations needing to be explicitly tagged at runtime, this approach can yield
significant runtime performance improvements over the MSE, and can detect some attacks
that would be missed by the MSE (though, on the other hand, there are also attacks that
would be detected by the MSE but not by the SLC.)

1.4 Runtime Type Checker

The Runtime Type Checker (RTC) instruments a C program to check for consistent use
of types at runtime. It detects errors that manifest themselves as type errors, including
subtle bugs that would not be detected by other approaches. It also reports warnings when
it encounters suspicious type behavior that may not be an actual error; these warnings are
often useful for diagnosing the root cause of subsequently reported errors.

The underlying type-safety model is an important consideration in the design of a runtime
type checker for C. Type safety is sometimes circumvented intentionally by programmers for
efficiency or generality; such programming practices may trigger too many false positives if
the type-safety model is too strict. The model adopted by RTC derives type information
from values rather than locations (i.e., declared types of memory locations are ignored), and
checks the type of a value only when it is used in a given typed context. An assignment is
treated not as a use, but as an untyped memory-copy operation.

At runtime, the RTC tags each byte of memory with a four-bit tag to encode the type
of the data stored in that byte. Only scalar types are tracked, and all pointer types are
treated as compatible with each other. For an aggregate object, its component scalars are
tracked individually. When the value in a memory location is used in the context of a given

type, if the tag of that location does not match the type of the use, a type error is reported.



Further, for each assignment, if the assigned value does not match the declared type of the

assignment, a warning message is issued to indicate suspicious type behavior.

i'stag | p’s tag
1. int i; uninit | unalloc
2. int *p; uninit | uninit
3. 1= 10; int unintt
4. p = (int *) i; int int
5. *p = 0; int int
Figure 1.3

Figure 1.3 presents an illustrative example. The two columns on the right give the
RTC tags associated with locations i and p after each statement is executed: each memory
location is tagged unallocated initially, and tagged uninitialized when it is allocated. At line
3, an integer value is written into location i, causing i to be tagged int. At line 4, the
value in i is copied into the pointer p via an explicit type cast; this causes the tag of i
(int) to be copied into the tag of p. Since this tag (int) does not match the static type
of the assignment (int *), a warning message is issued to indicate suspicious type behavior.
Finally, at line 5, the dereference of p is a pointer-typed use of the value in p; this causes
the RTC to check that the tag of p is pointer: if it is not (as in the example), a type error
is reported.

As may be expected, the runtime overhead of RTC is quite high. While this may be
acceptable in a debugging or testing setting, it can be significantly improved with static
analysis. The first improvement, called Type-Flow Analysis, computes (conservatively) the
set of runtime types that may be associated with each lvalue expression: if the computed
runtime type for a given expression is the same as its expected type, then the expression
is guaranteed to be type-safe, and does not need to be checked at runtime. The second
improvement is Redundant Checks Analysis which identifies and eliminates redundant RTC

checks.
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1.5 Design Overview

The MSE, SLC, and RTC share a common architecture, which is depicted in Figure 1.4.
The core functionality follows the track on the left and bottom edge of the figure: each C
source file is fed to the instrumenter to generate an instrumented source file that includes
calls to tag-management routines. The instrumented source file is compiled with a regular
C compiler, and linked with the MSE, SLC, or RTC runtime library to generate the instru-
mented executable. The static-analysis phase, depicted in the upper-right corner, analyzes
the original C source files and supplies a classification to determine which expressions in
the program need to be instrumented with runtime checks, and which expressions may have
their runtime checks elided.

Our approach has the following advantages over other approaches:

1. Portability: By instrumenting programs at the source level, the implementation can be
applied on any platform with an ANSI C compiler. This is in contrast to approaches

that instrument object code or that are tightly coupled with a specific compiler.

2. Modularity: The core approach allows separate compilation; that is, different source
files may be instrumented and compiled independently before being linked. The only
restriction is in the static analysis, which, to be sound, may require access to all the

source files.

3. Compatibility: The mirror implementation leaves the program’s data representations
unchanged, which allows for compatibility with libraries and uninstrumented modules.
This makes it easy to apply the approach to legacy code, or to instrument only se-
lected components of a larger system. However, to preserve soundness, the behavior
of uninstrumented components must be properly accounted for by a wrapper routine

as well as by the static analysis.

4. Flexibility: The tagged-memory approach preserves the flexibility of the C language,

allowing explicit memory management (i.e., without requiring the use of a garbage
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collector) as well as specialized programming methods like custom allocators, and un-

orthodox practices like casting between pointers and integers.

5. Scalability and Efficiency: The mirror implementation of tagged memory introduces a
linear space overhead and a constant execution time overhead for each runtime check,

making the approach scale to large programs.

6. Protected monitor data: The mirror implementation of the tags are protected from
being corrupted (e.g., by a malicious agent), because the mirror memory locations

themselves are tagged invalid or unallocated.

1.6 Thesis Outline

This thesis begins by describing, in Chapter 2, a class of security attacks called Control
Transfer Attacks, to motivate the use of the MSE and SLC. Next, an overview of the MSE is
given in Chapter 3, followed by a description of various static-analysis classification schemes
to improve the performance and coverage of the MSE: Points-to Analysis (Chapter 4), Re-
dundant Checks Analysis (Chapter 5), and Pointer-Range Analysis (Chapter 6). Chapter 7
evaluates and summarizes the MSE.

Chapter 8 describes and evaluates the SLC, and compares it to the MSE. Chapter 9 de-
scribes the baseline RT'C approach, while Chapter 10 describes static-analysis improvements
to the RTC. Finally, Chapter 11 gives a review of related work, and Chapter 12 concludes
with a summary and some directions for further research.

Each approach described in the thesis is evaluated on a number of benchmarks; a descrip-
tion of these benchmarks, and the inputs used in our evaluation, are given in the Appendix
(Page 158). Runtime overheads are reported either as a percentage or a slowdown factor:
when reported as a percentage, the overhead is computed as % x 100%, and when re-
ported as a slowdown factor, the overhead is computed as zoﬁ, where t;,5 is the running time
of the instrumented executable, and ¢,,;, is the running time of the original (uninstrumented)

executable. In each case, the average reported is the arithmetic mean.
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Chapter 2

Control-Transfer Attacks

This chapter describes a class of attacks called control-transfer attacks, in which an
executing program is made to transfer control to an unintended, potentially arbitrary, piece
of code. This is the most dangerous class of attacks, as it gives the successful attacker a lot
of flexibility to access or change data on the compromised system.

Effecting such an attack requires the following two steps:

1. Supply a piece of malicious code (usually a “shellcode”, which spawns a shell through

which the attacker can access the compromised system, often with increased privileges).
2. Cause the attacked program to transfer control to the shellcode.

The first step is usually easy: the shellcode can be stored in an environment variable, passed
in the command-line argument, or fed as part of the input read by the program. One pro-
posal for making this step more difficult is to have a non-executable stack space [Sol|. This
approach has not been widely adopted because it limits the flexibility to apply certain pro-
gramming techniques like “trampolines”, and because it can be circumvented with exploits
such as “return-into-libc” (where control is transferred to the system library function to
spawn a shell).

With an executable shellcode in place, the next step is to somehow make the program
transfer control to the shellcode. Control-sensitive locations that may be overwritten to

accomplish this include the following:
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Return address : Probably the most commonly used approach, called “stack smashing”
[Smi97], is to write the address of the shellcode into the return address field of the
activation record. Then, when the current function returns, control is transferred to

the shellcode.

Global offset table (GOT) : This is a table used to dynamically resolve addresses of
library functions. By writing the address of the shellcode into the GOT entry for a
given library function, a subsequent call to that function will transfer control to the

shellcode instead.

atexit and .dtors tables : The atexit function allows a programmer to register func-
tions to be called when the program terminates; the address of the registered function
is stored in a statically-allocated table. The .dtors section in a GNU C compiled
program serves a similar purpose, storing addresses of “destructor” functions that are
called when the program terminates. Writing the address of the shellcode into either
of these locations will cause the shellcode to be executed when the program is about

to terminate.

Function pointers : If the program has an indirect function call, the attacker could over-
write the function pointer with the address of the shellcode, so a subsequent call via

that function pointer will transfer control to the shellcode.

longjmp buffers : The setjmp/longjmp mechanism is used for non-local control transfer. A
call to setjmp saves information about an execution context — including the program
counter — in a buffer buf such that the call longjmp (buf) will transfer control to the
saved location. An attacker can overwrite the program counter in buf to cause control

to be transferred to the shellcode instead.

exec/system call arguments : C library functions like system, popen, and the exec fam-

ily of functions execute the command specified in their arguments. An attacker could
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overwrite an argument to one of these functions with a more powerful command, like

"/bin/sh".

Note that the return address, GOT, atexit table, and .dtors table are not part of the
user-defined space, so a malicious write into these locations must violate memory safety.
Function pointers, longjmp buffers, and library-function arguments, on the other hand, are
part of the user-defined space, so they may potentially be overwritten without violating
memory safety. However, their conventional usage is such that assignments to them should
be very restricted, so a malicious write into one of these locations is seldom possible without
an invalid write access. This observation suggests that detecting invalid write accesses is
sufficient to prevent most control-transfer attacks.

The next three sections describe three known programming flaws — namely buffer over-
runs, format-string vulnerabilities, and erroneous frees — that can be exploited to write
a malicious value into a control-sensitive location, In all three cases, exploiting the vulner-
ability requires an invalid write access into a control-sensitive location. An approach that
detects invalid write accesses would detect an attempted exploit of these vulnerabilities, as
well as other vulnerabilities that may not have been discovered. (The latter is an important

property for preventing “day-zero” attacks.)

2.1 Buffer-Overrun Vulnerabilities

If a program writes a string into a buffer without checking against the size of the buffer,
an attacker could supply a longer-than-expected string to cause the program to write beyond
the end of the buffer. If the buffer is allocated on the stack, it is usually easy to exploit this
flaw to overwrite the return address.

Figure 2.1(a) presents a piece of code with a buffer-overrun vulnerability. Column (b)
gives the stack configuration at runtime, with the local variables dst, buf, and fp allocated
above the return address field (‘ret’) in the function’s activation record. The function f copies
a user-supplied string (pointed to by src) into a local array (buf) until a null-character is

encountered. The loop does not perform bounds-checking, so an attacker can cause a buffer
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(a) Vulnerable Code (b) Runtime Stack
void f(char *src) { dst
1. void (*fp)() = ... (buf[0) | pys
2. char buf[16];

3. char *dst = &buf[0];
(buf[15])

4. do {

fp
5. *dst++ = *src;
6. } while (*src++ !="\0");

ret
7. (*fp)();

src
}

Figure 2.1 Buffer Overrun Example.

overrun by supplying a src string longer than 16 bytes. The overrun can be exploited to
overwrite the function pointer fp or the return address with the address of the attacker’s

code.

2.2 Format-String Vulnerabilities

The printf family of functions takes as input a format string and a variable number of
arguments, which it outputs to a stream by interpreting %-specifiers in the format string.
Figure 2.2(a) gives an example usage, along with the stack configuration during the call
to printf.! The %d specifier causes argument 1 (the integer 1234) to be written in string
representation, while the %n specifier writes an integer value (the output character count)

into the location pointed to by argument 2 (the address of location i). printf assumes that

IFor simplicity, argument passing is assumed to occur entirely on the stack; i.e., no arguments are passed
via registers.
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a b
@ ®) 1. char buf[64];
1 int 1] 2. fgets(buf, 64, stdin);
2. prl ntf("(Vd%fl", 1234, &i ), 3. prl ntf(bUf)
printf
ret printf ret actlvatl(;)n
- recor
arg 0 —> (& o )| ( activation arg 0 —> | (&buf)
record
argl->| 1234 (arg 1)—> o
arg2—>| (&) (arg 2)—> %
. D
@gk->| aabb |buf[o] | Z
QD
caller : buf[1] | &
activation " opan : >
record /d_" 3
a

Figure 2.2 Format String Example.

the appropriate number of arguments have been pushed onto the stack, so it reads them off
sequentially from its activation record as illustrated.

A format string with no %-specifiers will be output verbatim; as a result of this default
behavior, programmers often call printf by feeding a user-supplied input string directly
as the format-string argument to printf, as in Figure 2.2(b). Under normal usage, when
the supplied input does not contain any J%-specifiers, the program will behave as expected,
and echo the supplied string. However, a malicious agent can supply an input string with
Ji-specifiers to cause (essentially) any desired value to be written into any desired location
in memory. If the input string contains a number k of %-specifiers, printf will assume that
k+ 1 arguments have been pushed onto the stack, and will interpret values on the stack as if
they were supplied arguments, as shown in Figure 2.2(b). Since the buf array resides in the
caller’s activation record (as is likely to occur in a real program), a large enough & will cause

printf to interpret the first bytes of buf as arguments. The attacker can thus supply the
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address of a control-sensitive location in the first bytes of buf (the value aabb in the figure),
followed by k %-specifiers with the last one being a %n. This causes the output character
count (an attacker-controllable value?) to be written to the control-sensitive location whose

address is aabb.

2.3 Erroneous Free

Heap memory management is usually implemented by storing extra information in the
bytes preceding each “malloc chunk” of memory. If a program erroneously tries to free a
memory block B that was not properly allocated or has already been freed, an attacker may
be able to adjust the values around the beginning of B to create a bogus “malloc chunk”
data structure, and trick the bookkeeping mechanism of free to write an arbitrary value
into an arbitrary location in memory.

This section describes a specific vulnerability in the traceroute utility that was recently

found to be exploitable [Dvo00)].

2.3.1 Traceroute Vulnerability

The traceroute utility collects information about the path a packet takes when traveling
through the internet to its destination. The -g option allows the user to specify up to eight
gateway [P addresses, though the common usage is to specify at most one. These command-
line arguments are saved using a function that callocs one large buffer B; and returns
sub-pieces of memory from B;. For example, if given two gateway arguments, the function
returns p; and ps pointing to sub-pieces of B; containing the two arguments, as illustrated in
Figure 2.3(a). However, after each argument is processed, the program erroneously calls free
on each sub-piece. First, the call free(p;) unintentionally frees all of B;. Next, free(py)

results in undefined behavior, usually causing a crash.

2Modifiers to %-specifiers allow the value of the output character count to be adjusted to arbitrary values,
though in a limited range. Various tricks can be used to construct a long integer value (needed to represent
the address of the shellcode); see, e.g., [scu01], for details.
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D1 IE B; D1 o B;
g'way g'way
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2nd 2nd
g'way g'way
arg arg
Figure 2.3

It turns out that between the calls that free p; and po, there is a call to calloc that
returns 16 bytes of the freed block B; for re-use. This block (which we will call B;) is used to
store the numerical IP address of the second gateway, converted from its string representation
in the second gateway argument. This means that immediately prior to the call free(ps),
the memory is as shown in Figure 2.3(b). Immediately after the erroneous call free(ps),
there is another call that frees the calloc’ed block B;.

This predictable behavior gives the user control of the memory surrounding the location
pointed to by ps. The idea behind the exploit is to adjust the values in the memory locations
around p, to fool free(p,) so that it treats p, as if it points to the beginning of an allocated
chunk. By creating a suitable memory layout to simulate internal data structures expected
by free, the free function’s housekeeping routines can be made to write the address of the
attacker’s shellcode into the Global Offset Table (GOT), which is a table used to dynamically
resolve function addresses. Specifically, the exploit we tested [sor02] writes into the GOT
entry for free, so that the final call that is supposed to free B; actually transfers control to

the shellcode.

2.3.2 GNU Memory Management

Heap memory management is implemented in the GNU C library by storing extra in-
formation in the bytes around each “malloc chunk” of memory. The layout of the extra

information for an allocated and free chunk are shown in Figure 2.4. In the allocated chunk,
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(Free Chunk)

prev_size prev_size
P size [+prev_inuse p size [+prev_inuse
user fd
mem. bk
Figure 2.4

p indicates the start of the allocated user memory. For both an allocated and a free chunk,

two words of extra information — containing the previous chunk size, the current chunk

size, and one bit to indicate whether the previous chunk is in use — are stored immediately

preceding the user memory. Free chunks of memory are stored in a doubly-linked list, with

two words of the free chunk used to store pointers to the next (fd) and previous (bk) chunks

in the freelist.

Consider the memory configuration of Figure 2.5. Here we have three successive memory

chunks, with chunks in use, and chunks free (as indicated by the prev_inuse; and prev_inuse,

bits). The pointers fd and bks maintain chunks in the linked list of freed chunks.

chunks:
stze
p2 .. -2 o
S1z€eq
chunks: prev_tnuse; = true
sizes |47
3
P3 fd -
3
bks
: sizes
chunky:
D N

Figure 2.5

prev_inuse, = false
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When free(ps) is called, the free function, after recognizing that chunks is not in use
(by checking prev_inuse,), will consolidate chunky and chunks into one big chunk. In doing

so, it first unlinks chunks from the linked list by executing the following instructions:.

tmp_bk = chunks;->bk;
tmp_fd = chunks->fd;
tmp_fd->bk = tmp_bk;
tmp_bk->fd = tmp_£fd;

Notice that one of the effects of executing these unlinking instructions is that the location

fd;—>bk is assigned the value bks. This assignment will be used by the exploit to copy the
address of the shellcode into the Global Offset Table, as explained in the next section.

2.3.3 The Exploit

The goal of the exploit is to create the memory layout of Figure 2.5, where p, is the
pointer to the second gateway argument from Figures 2.3(a) and 2.3(b), and where chunks
and chunk, are part of buffer B;. This is illustrated in Figure 2.6, which shows how the
memory layouts illustrated in Figures 2.3(b) and 2.5 line up.

P 2nd Bj
chunks: : & way
e e
$12€9
chunks:
sizes || ¥
ps 77, ond
bk | g way
: S1z€s3
chunk,y: arg
P
false

Figure 2.6
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The fields that must be set by the attacker are shown in bold in Figure 2.6. The attacker
can set all of those fields by choosing an appropriate string for the second gateway argument.
Recall that that argument is translated to the corresponding numerical IP address, which
is stored in the first 16 bytes of B; (which includes the size, field). The method that
does the translation matches the pattern <number>.<number>.<number>.<number>; the
remainder of the argument string is ignored. Therefore, the sizes field can be set by choosing
an appropriate value for the fourth number, and the remainder of the argument string can
be used to set the sizes, fds, bks, and prev_inuse, fields (and to contain the shellcode). The
fds field is set to be the address of the GOT entry for free minus the offset of bk, and the
bks field is set to be the address of the attacker’s shellcode. Given this configuration, the
unlinking done by free will write the address of the shellcode into the GOT entry for free,

and the subsequent call to free B; will transfer control to the shellcode.
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Chapter 3

Memory-Safety Enforcer (MSE)

In the C memory abstraction, storage is described in terms of variables and heap-allocated
blocks rather than registers and memory addresses. Conceptually, a program’s memory
space consists of a set of disjoint objects each with a well-defined size and lifetime. Each
memory access is bound by the language semantics to a specific intended target object,
which, roughly speaking, is the object whose address was used to compute the address of
the accessed location. Memory safety is the condition in which every memory access falls
within the bounds and lifetime of its intended target.

There are two classes of memory-safety violations: a spatial access error occurs when a
memory access falls outside the bounds of its intended target, while a temporal access error
occurs if the intended target of a memory access has been deallocated. In this work, the term
invalid access will be used to refer to either class of memory-safety violation, and the terms
wnwvalid read and invalid write will refer to, respectively, a read and a write that violates
memory safety.

An invalid access can give rise to unexpected behavior because it may access an arbitrary
location in memory; such an access may be a security vulnerability because it may be
exploited to access a specific sensitive location in memory it was not intended to access.
The control-transfer attacks described in Chapter 2 all require a memory-safety violation

to succeed; specifically, they require an invalid write into a sensitive location. Therefore,
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enforcing memory safety at runtime is an effective way to protect programs from control-
transfer attacks, or other less severe attacks (such as denial-of-service attacks that simply
corrupt data).

This chapter describes the underlying idea behind the the Memory Safety Enforcer
(MSE), an approach to detect memory safety violations for C programs at runtime. The
MSE can be used as a security tool to prevent attacks from exploiting invalid accesses, and
also as a debugging tool for finding errors that lead to memory-safety violations. We begin
by describing a memory-safety model that satisfies the implicit requirements of the C lan-
guage. We then describe the most frequently used approach to enforce memory safety, called
fat pointers, and discuss some of its weaknesses. We then describe the MSE, which uses the

tagged memory approach to enforce memory safety.

3.1 Memory-Safety Model

Memory accesses in C can be classified into direct and indirect accesses. Direct accesses,
or accesses via directly-named non-array variables, are guaranteed by the language to be
memory-safe. Indirect accesses — which we will collectively refer to by the term dereferences
— involve either an array index (a[i]) or a pointer indirection (xe), and may be combined
with a structure field or union member selector (e.g., e.mem[i], e->mem), or be multi-level
(e.g., **e, e->m->n). Indirect function calls (via a function pointer) are not considered
dereferences. For simplicity of presentation, we consider only dereferences of the form *p or
p->mem where p is a pointer variable, and assume that all dereferences in the program have
been normalized to one of these forms. For example, an array index A[i] can be treated as
xtmp where tmp has been assigned the value A+i, and A is treated as a pointer containing
the address of the array.

Conceptually, at any given moment during program execution, each pointer value is
associated with zero or one intended target. The intended target of a pointer value is the
object (if any) whose address was used to compute the pointer’s value. For example, after

any of the assignments p = &x, p = &x[i], and p = &x[i] + j, the intended target of p is the
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object x. When p is dereferenced, if the value of p falls outside the bounds or lifetime of x
(e.g., because the values of i or j are too large, or because x has been deallocated) then a
memory-safety violation occurs.

One decision that needs to be made concerns the granularity of the memory-safety model
to enforce. We adopt the outermost-object model, in which a dereference with a given in-
tended target is allowed to access any part of the outermost object containing the target.
For example, after the assignment p = &x.m, p’s intended target is any part of the object x
(not just the m field). While this model is a good fit for the flexibility of the C language, it
can give rise to some peculiarities with respect to structures.

Consider the following structure definition:

struct S {
int a[10];
int b;
} os;
With the outermost-object model, the dereference s.a[i] would be allowed to access any
part of the structure s, even if it were to overrun the bounds of the array s.a and access the
field s.b (which would probably happen if i = 10).

Given this example, it may seem desirable to adopt a stricter memory-safety model that
distinguishes between fields of structures, and restricts the ability of a pointer to one field to
access another field. However, since the offsetof macro permits one to portably compute
the address of one field in a structure based on another field, the stricter memory-safety
model is likely to give false positives (i.e., report a deliberately designed dereference as a
memory-safety violation). For example, since C requires that the address of the first field
of a structure be the same as the address of the structure itself, the following two snippets
(operating on the structure defined above) are equivalent in behavior:

(a) | (b)
int * p = (int *) &s; int * p = &s.a[0];
x(p+ti) = ... x(p+ti) = ...;
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With a stricter memory-safety model, if i contained the value 10 (perhaps computed with
the offsetof macro), the dereference in (a) would be permitted while the dereference in (b)
would be a memory-safety violation.

Another example that is common in practice is to define a structure with an “open” array

as its last field, by declaring the array to have size one:

struct T {

int array[1];
} * p;
The structure would be allocated dynamically (with malloc) so that p->array can be treated
as an array with more than one element. The stricter memory-safety model would disallow

the access p->array[:] for ¢ > 1.

3.2 Fat Pointers Approach

A natural approach to enforcing memory safety for pointers is to record information
about the intended target with the pointer; this approach is sometimes called fat point-
ers. A fat pointer [Jim*02] (a.k.a., smart pointer [Ros86], safe pointer [Aust94], bounded
pointer [McG97], augmented pointer [Kee™02b], or sequential pointer [Nect02]) is a triple,
(ptr, base, size), where ptr is the pointer value, while base and size describe the intended
target of the pointer. Figure 3.1 gives some example C statements and their equivalents
when the pointers (p and q) are converted to fat pointers. To enforce memory safety, each
dereference *p is checked to ensure that p.base < p.ptr < p.base + p.size.’

There are a number of drawbacks to using fat pointers. Firstly, they do not detect

temporal access errors. There are two main solutions that have been proposed to address

this problem. One solution is to tag every stack frame and heap object with a unique

!Technically, this formula is only valid if *p accesses one byte of memory. To handle the general case, the
fat pointer triple can be defined such that the ptr field has the same pointer type as the original pointer,
the base field has type char *, and the size field records the number of bytes in the intended target. Then,
since the dereference *p will access sizeof (*p) bytes of memory, the memory-safety check of *p must ensure
that p.base < p.ptr < p.base + p.size — sizeof (*p.ptr).
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Normal Pointers | Fat Pointers
p.ptr = &x;

p = &x; p.base = &x;
p.size = sizeof(x);
p.ptr = q.ptr+i;

p = q+1; p.base = q.base;
p.size = g.size;
p.ptr = &ali] .m;

p = &ali] .m; p.base = &a;
p.size = sizeof(a);
p.ptr = malloc(j);

p = malloc(j); | p.base = p.ptr;
p.size = (p.ptr==NULL)?70:j;

Figure 3.1 Fat Pointers

identifier, and to augment the fat pointer to include the identifier of its intended target,
but this approach incurs a high overhead [Aust94, Keet02b]. Another solution is to use
a garbage collector or a different memory-allocation scheme, like regions [Jim*02], but this
solution constrains the programmer’s control over memory management. Furthermore, using
a garbage collector may introduce pauses that are unacceptable in certain environments (such
as real-time applications), and may restrict the flexibility of the C language (e.g., CCured
[Nect02] does not allow pointers to stack objects to be stored in the heap).

Another problem with fat pointers is that, due to the change in pointer representation,
it is difficult to interface with modules and libraries that do not use fat pointers. This is a
major obstacle to their widespread use in existing systems or in legacy code. One solution is
to translate fat pointers to regular pointers at function-call interfaces to modules that do not
use fat pointers; a difficulty of this approach is knowing which function calls need to have
their arguments translated, especially in the presence of function pointers. Another solution
is to decouple the information about the intended target from the pointer itself: Jones and
Kelly [Jon™97] store the information about the intended target in a separate data structure

(a splay tree), but incur a high overhead to look up this information.
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A third drawback to using fat pointers is that it is difficult to support certain unorthodox
operations, or to support them efficiently. Examples of such practices are dereferencing a
pointer that has been cast to an integer and back, using the difference of two pointer values
to jump between objects, and declaring open arrays in structures to have size 1. Handling
such idiosyncrasies with fat pointers would incur additional overhead and complication, so
existing fat pointer approaches either restrict their use, do not handle them safely, or require

programmer-added annotations to account for them.

3.3 Tagged Memory Approach

Instead of using fat pointers, our Memory-Safety Enforcer (MSE) adopts an alternative
approach based on tagged memory to enforce memory safety at runtime. The underlying
idea is to associate extra information with the pointed-to locations, rather than with the
pointers. Specifically, each byte? of memory is tagged with one bit to indicate whether it
is part of the valid target of some dereference. This bit is set to valid when the location is
allocated, and invalid when it is deallocated (when exiting a scope or calling free). Prior
to each dereference, the tag of the target location is checked: if it is tagged invalid, then
a memory-safety violation is reported. A call to free is also checked to see if the target
location had been previously allocated with malloc.?

In our implementation, the tags are maintained in a “mirror” of memory that is é the
size of addressable space, with a tag value of 1 representing valid and 0 representing invalid.
Initially, the tags of all memory must be marked invalid, so the entire mirror must be zero-
initialized at program startup. On systems that support demand-zero paging, the initial
“allocation” and zero-initialization of a large mirror consumes negligible time and resources.
The advantage of using a mirror is that looking up the tag of a byte B takes constant time,

since the location of B’s tag in the mirror can be computed directly from B’s address. A

2We tag each byte of memory because C requires memory to be byte-addressable; in a language and
platform with coarser addressability, we need only use one tag bit for each addressable unit of memory.

3For brevity, we use malloc throughout this thesis to refer to any of the heap-allocation functions: malloc,
calloc, realloc, valloc, memalign.
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disadvantage of the mirror implementation is that accessing the tags for n bytes of memory
takes time linear in n. Thus, a big part of the runtime overhead is due to the setting and
clearing of tags when allocating and deallocating large blocks of memory.

The tagged-memory approach can detect both spatial and temporal access errors effi-
ciently without restricting the flexibility of C. The programmer can make arbitrary malloc
and free calls, rather than be forced to use a specific memory manager or a garbage collector.
The programmer is also allowed to manipulate pointers in an arbitrary fashion, including
performing unorthodox pointer arithmetic or casting between pointers and integers; when
such a pointer is dereferenced, the pointer value is used to look up the tag in the mirror to
determine whether the access is valid.

Another benefit of the tagged-memory approach is that the tags are tamper-resistant;
that is, an attacker cannot modify the tag of a given location to circumvent the MSE checks.
This is because each byte of the mirror is itself tagged invalid within the mirror; thus, any
attempt to write to the mirror (via a dereference) would be detected as an invalid write.

The tagged-memory approach also allows instrumented modules to interface cleanly with
uninstrumented ones. Since there is no change in the pointer representation, there is no
need to translate pointer values when calling uninstrumented functions. This is an impor-
tant feature for facilitating deployment in large systems, where certain components may not
have source code readily available, or may not even be written in the same language; it also
allows the approach to be applied to a confined subcomponent of the system. Naturally,
a memory-safety violation that occurs within an uninstrumented module would not be de-
tected. Further, if an uninstrumented function returns a pointer to a location that is not
tagged valid, checking a dereference of that pointer may cause a false positive to be reported.
To properly account for this, a wrapper function can be written to adjust the necessary tags,
or even to perform memory-safety checks. Our MSE implementation includes wrappers for
standard C library functions that are vulnerable to memory-safety violations, such as fgets,
strcpy and bzero, and functions that return pointers to objects declared within the library,

such as stat and ctime.
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To handle free calls precisely, we also maintain a hash table containing information about
each malloc-allocated block, including its size. This allows us to check that only malloc-
allocated blocks are freed, and tells us how many bytes of memory are being deallocated.
This hash table is used for one further optimization: when dereferencing into a large block
of memory (e.g., dereferencing a pointer to a structure or writing via a library function like
bzero), if we can find that block of memory in the hash table, then the check operation
associated with that dereference can take constant time instead of linear time. Note that
this only improves performance when the starting address of the checked block is the starting
address of a malloc-allocated block of memory.

The main drawback of using tagged memory is that, although it is guaranteed to detect
a large class of vulnerabilities (including stack smashing), it is not guaranteed to detect all
invalid accesses. However, the use of aggressive static analysis can improve the likelihood of

detecting an invalid access.

3.4 MSE Classification Framework

For a given program P, we associate each program point with a unique identifier 7. Let
derefs(P) be the set of dereferences in P, with elements of the form (i,e) to represent a
dereference e at program point i. (A call to free(e) is treated as a dereference *e.) Let
locs(P) be the set of abstract user-defined locations in P, where each abstract location is
a static representative of one or more concrete locations at runtime. We define locs(P) to

include the following:
e v, for each variable v (including formals) in P.

e MALLOC;, for each malloc callsite in P: MALLOC; represents all heap objects allocated

at program point .

e STRLIT;, for each string literal occurring in P: STRLIT; represents the string literal

declared at program point i.
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As defined, locs(P) is the set of “outermost” objects declared in the program, consistent
with the memory-safety model we have adopted.

The tagged-memory approach consists of two phases, classification and instrumentation:
Classification : Given a program P, compute the following two sets:

e Checked dereferences, checked-derefs(P) C derefs(P), are dereferences that will
be checked for memory safety at runtime; dereferences not in checked-derefs(P)

will not be checked.

e Tracked locations, tracked-locs(P) C locs(P), are locations that will be tagged
valid when allocated and invalid when deallocated at runtime. Untracked loca-

tions (locations not in tracked-locs(P)) will always be tagged invalid.

Instrumentation : Given a program P and the sets checked-derefs(P) and tracked-locs(P),

instrument P so that the following happens at runtime:

e Initially, all locations are tagged invalid.

e For each tracked location that is a global variable, set its tag(s) to valid prior to

the top-level call to main.

e When a tracked location is allocated on the stack or the heap, change its tag(s)
from inwvalid to valid; a tracked static variable is marked as wvalid the first time

its declaration is encountered at runtime.

e When a tracked location is deallocated (when exiting a scope or calling free), set

its tag(s) to invalid.

e For each checked dereference, if any part of the target location is tagged invalid,

report an error and halt the program.

Programs are instrumented via a C source-to-source transformation (using the Ckit front
end [Ckit]). Instrumenting at the source level makes our tool portable, as an instrumented

source file can be compiled on any platform that supports C.
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(a) Vulnerable Code (b) Runtime Stack (c) Naive (d) Ideal
. * : H
void f(char *src) { dst =
1. void (*fp)() = ... (bUflal) |y — —
2. char buf[16]; = =
3. char *dst = &buf[0]; = =
(buf[15]) ] ||
4. do { f [ | |
5 *dst++ = *src; _p ]
6. } while (*src++ !'="'\0"); S N
7. (*fp)(); - H
P ’ src u ]
} ==
M vaid [invalid

Figure 3.2 Buffer Overrun Example.

3.4.1 Naive Classification

The classification phase determines the amount of instrumentation to add. We begin
by naively choosing checked-derefs(P) = derefs(P) and tracked-locs(P) = locs(P), so that
all dereferences will be checked and all user locations will be tagged wvalid when allocated.
This means that a memory-safety violation will be detected if and only if it accesses memory
outside of user-defined space (such as the return address in the activation record, or memory
that has been deallocated).

Figure 3.2 shows the buffer-overrun example described earlier in Section 2.1, with column
(c) depicting the runtime tags associated with the naive classification scheme (where each
of the user-defined locations src, fp, buf, and dst is tagged valid). While a stack-smashing
attack that overwrites the return address (ret) would be detected, an attack that overwrites
the function pointer fp would not. The goal of static analysis is to develop a better classifi-
cation scheme, in particular, one that can identify tracked-locs(P) = {buf}, giving the tag

layout of column (d).
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3.4.2 Read-Write vs. Write-Only Checking

Let write-derefs(P) C derefs(P) be the set of dereferences that are writes — i.e., that
are on the left-hand-side of an assignment (or the operand of the pre- or post-fix operator
++/--). One high-level policy we can make is to check only writes via dereferences, that
is, to choose checked-derefs(P) = write-derefs(P). As was seen in the examples in Chapter
2, control-transfer attacks usually need to exploit an invalid write to succeed. Since reads
occur more frequently in programs than writes, checking only writes can let us gain signifi-
cant improvements in performance without sacrificing too much coverage (where “coverage”
means the likelihood of detecting an attack). In fact, because a smaller checked-derefs(P)
can lead to a smaller tracked-locs(P) — as will be shown in Section 4.1 — checking only
writes can improve coverage as well. However, read-write checking may still be desirable in
certain high-security settings to prevent an attacker from reading confidential data, or may

be useful for debugging.
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Figure 3.3 Naive Classification Runtime Overhead

Figure 3.3 gives the runtime overhead of MSE using the naive classification scheme.
The benchmarks (see Appendix A for details) are sorted in increasing order of size (lines of

code), to highlight any dependence on program size (in this case, the overheads are essentially
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independent of program size). The percentage slowdown is computed as % x 100%,
where t;,; is the running time of the instrumented executable, and ¢, is the running time
of the original (uninstrumented) executable. The average slowdown is 318% in read-write
checking mode, and 160% in write-only checking mode. Not surprisingly, the overhead of
write-only checking is significantly better, confirming our earlier assertion that write-only
checking can result in significant gains in performance.

These runtime overheads are quite high, and are probably not acceptable for use in
deployed code. They serve as a baseline case, against which improvements due to static

analysis, to be presented in the following chapters, can be measured.

3.5 Improving MSE

To improve both the performance and the coverage of the Memory-Safety Enforcer, clas-
sification schemes based on several static analyses are used to identify smaller checked-derefs

and tracked-locs sets. These are described in the following chapters:
e Chapter 4: Points-To Analysis
e Chapter 5: Redundant Checks Analysis
e Chapter 6: Pointer-Range Analysis

Each static analysis may be applied in either read-write checking mode or in write-only
checking mode.

The static-analysis classifications are constrained to preserve coverage and soundness;
that is, an invalid access that is detected by the naive classification must be reported by the
improved classification, and no false positives may be reported. At a high level, the idea
behind the static analyses is first to classify each dereference as either definitely safe or po-
tentially unsafe. A dereference that is definitely safe is one that can be statically determined
to never cause an invalid access, and so can be removed from checked-derefs(P); only poten-

tially unsafe dereferences will be checked. Next, a location is identified as tracked if it may be
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legitimately accessed by a potentially unsafe dereference; an untracked location is one that
is either never accessed by a dereference, or is only accessed by definitely safe dereferences.
The goal of static analysis is to identify as few potentially unsafe dereferences as possible,
which leads to a smaller set of tracked locations. Having fewer tracked locations (which
are tagged as valid at runtime) increases the likelihood that a memory-safety violation will
access a location tagged invalid, and thus be detected. Fewer potentially unsafe dereferences
and tracked locations also leads to fewer runtime checks, which results in improved runtime

performance.
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Chapter 4
Classifications Using Points-To Analysis

Points-to analysis (specifically, the may-points-to flavor of points-to analysis) computes,
for each pointer q and program point ¢, a points-to set, pt-set;(q) containing abstract lo-
cations that may be validly pointed to by q at program point i (just before the statement
at ¢ is executed). Figure 4.1 shows the points-to sets computed for an illustrative example:
At line 1, p is assigned the address of x, so x is added to p’s points-to set for program
point 2. The assignment at line 2 copies the points-to set from the right-hand-side (p) to
the left-hand-side (q). As a result of the conditional at line 3, the points-to set for pp (for
program point 4) states that pp may point to either p or q at runtime. For the assignment
via a pointer dereference at line 4, we must use the points-to set for pp to determine which
locations may be assigned the new value: the points-to sets computed for line 5 state that
both p and q may point to either x or y.

We adopt the standard assumption that the points-to set for a pointer q includes only

locations to which q may wvalidly point. That is, the points-to set for q does not include

e ®) (@ (ep) = {}
2 ] (ST |
3 = (.. )7&p:&q; pt-sets(p) = 1x pt-sets(q) = 1% pt-sets(pp) =
PP P (») (a) (pp) = {p

(») ( (vp) = {p

4. *xpp = &y;

Figure 4.1 Points-to Analysis Example



37

locations to which q may point as a result of an invalid (e.g., out-of-bounds) access. For
example, after line 2, g may in fact point to y in a way that violates memory safety, but
pt-sets(q) does not include y.

Precise points-to analysis is NP-hard [Lan®91, Hor97], so algorithms must trade off
precision for lower complexity. Flow-sensitive analyses [Lan®92, Ema®94, Wilt95], which
compute a program-point-specific points-to set for each dereference, can give precise results,
but do not scale well to large programs. Flow-insensitive analyses [And94, Ste96, Shat97,
Das00], which compute for each pointer q a single points-to set pt-set(q) that holds at
all program points, are more efficient but less precise than flow-sensitive analysis. Our
implementation uses the One-Level-Flow analysis [Das00], which is flow-insensitive and runs
in near-linear time (and thus scales well to large programs).

To ensure the correctness of points-to analysis — that is, to ensure that all locations
that may validly be pointed-to by q are included in pt-set(q) — the whole program must be
analyzed. For libraries or other components for which source code may not be available, the
behavior of each function must be safely accounted for with a model of the function.

Our points-to analysis does not distinguish between fields of structures or elements of
arrays. This means that if q points to some field of structure s then q’s points-to set includes
all of s. It also means that if a field s.f of structure s may point to some location x, then
the analysis will report that any field of s may point to x — this simplifies the analysis
but at the cost of some loss in precision. Since our analysis does not distinguish between
structures, we can treat dereferences of the form p->mem as equivalent to *p. Therefore, in

this chapter we assume all dereferences are of the form *p.

4.1 Classifying Tracked Locations

For a given checked-derefs(P), the corresponding tracked-locs(P) must include all loca-
tions that may be a valid target of a dereference in checked-derefs(P). Since the points-to
set for a pointer p is guaranteed to contain any location that may be a valid target of *p,

tracked-locs(P) can be computed as the union of the points-to sets of the dereferences in
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checked-derefs(P):

tracked-locs(P) = U pt-set;(q)
(i,%q) € checked -derefs(P)

This gives a concise set of locations that may be validly accessed by a checked dereference
at runtime.

In the example from Figure 3.2, only buf is classified as tracked, since pt-set(dst) =
{buf}. The other locations, src, fp, and dst, are not in the points-to set of any derefer-
enced pointer, so they can be excluded from the tracked-locs set. This gives us the runtime
configuration of column (d) that we wanted.

With the naive checked-derefs(P), we computed the corresponding tracked-locs(P) with
this technique. Using this classification to instrument the programs, the resulting runtime
performance is significantly better than the naive approach, as shown in Figure 4.2: the
average slowdown is 208% for checking reads and writes (a 35% improvement over the naive
classification), and is 60.3% for checking writes only (a 62% improvement over the naive

classification).

4.2 Extended Points-To (EPT) Analysis

To reduce the size of checked-derefs(P), we use static analysis to determine whether a
given pointer dereference is definitely safe, that is, if it can be guaranteed to never violate
memory safety. A dereference that is definitely safe need not be instrumented, and thus can
be removed from checked-derefs(P). A dereference that cannot be statically determined to
be definitely safe is potentially unsafe, and must be included in checked-derefs(P).

As a first step in classifying definitely safe and potentially unsafe dereferences, we develop
an Extended Points-To (EPT) analysis to conservatively identify pointers that may cause a
spatial access error. In C, a pointer dereference *p can cause a spatial access error only if it

has been assigned one of the following:

e a numeric value (including NULL);
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Figure 4.2 Points-To Analysis Classification: Runtime Overhead

e a computed value (a value that is the result of applying an arithmetic or bitwise

operator to one or more operands);

e the address of an object that is smaller than the size of *p’s static type.

The extended points-to analysis introduces a special “bottom” location (L) to represent the

target of a non-zero numeric value or a computed value. The idea is that if L is in the

points-to set of some pointer q, then q could potentially point outside its valid target. For

example, L is included in pt-set(q) as a result of analyzing any of the following: q = 3, gq++,

q = atb, q = alb.
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Note that we do not add L to q’s points-to set if q is assigned the value zero (NULL). This
is because in most programming settings, dereferencing a null pointer causes a segmentation
violation, which terminates the program. In the context of a security tool, a segmentation
violation is a safe termination of a program that prevents an attack from successfully causing
harm; therefore, we treat null-pointer dereferences as definitely safe. Since the NULL pointer
(or value 0) is the default value of global variables and occurs frequently in C programs, this
adjustment significantly reduces the number of potentially unsafe pointers identified.

The points-to analysis algorithm accounts for propagating the L location from one points-
to set to another as a result of assignments. For example, assume that L is in p’s points-to
set, and that p is in q’s points-to set. Given the assignments a = p and b = *q, points-to
analysis will determine that | is also in the points-to sets of both a and b.

After performing this extended points-to analysis, we classify the dereference *p at pro-

gram point ¢ as potentially unsafe if any of the following holds:
1. 1 € pt-set,(p), or
2. x € pt-set;(p) such that sizeof (x) < sizeof (xp), or
3. pt-set;(p) contains a stack variable, or
4. pt-set,(p) contains a heap location that may be freed.

A dereference that does not satisfy any of these criteria is definitely safe, and can be excluded
from checked-derefs(P).

The criteria above describe conditions under which *p may cause an invalid access: 1 and
2 because p may point outside its valid target (potentially causing a spatial access error), 3
because p may point to a stack variable that is deallocated when a function returns, and 4
because p may point to a heap object that has been freed. To check criterion 4, we search
the program P for calls to free; for each call free(q), each location in q’s points-to set that

is of the form MALLOC; is included in the set of heap locations that may be freed.
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Note that since an array-index expression A[i] is treated as the equivalent pointer deref-
erence *tmp, with tmp = A+i, the + computation adds L to tmp’s points-to set, thus making
*xtmp a checked dereference; therefore, all array-index expressions are considered to be poten-
tially unsafe dereferences, even if the index value is a statically known constant (an analysis
for identifying array index expressions that are guaranteed to be in-bounds is described in

Chapter 6: Pointer-Range Analysis).

4.2.1 May-Be-Uninitialized Pointers

Using the results of extended points-to analysis, it is possible for a dereference of an
uninitialized pointer to go undetected. This possibility arises because the underlying flow-
insensitive analysis assumes that all variables are properly initialized. This means that even
if a pointer p may be dereferenced while containing uninitialized data, *p may be classified as
definitely safe. This is a problem, as dereferencing an uninitialized pointer may potentially
be exploited by an attacker.

To prevent dereferences of uninitialized pointers from happening, we add instrumentation
to zero-initialize any location that may be the source of an uninitialized value that is deref-
erenced. The idea is to effectively translate any potential uninitialized-pointer dereference
to a null-pointer dereference, which would cause the program to crash, and thus would not
be exploitable.

The set of locations that must be zero-initialized is identified by performing a simple
flow-insensitive analysis. First, an assignment graph is built, with a vertex for each location
in locs(P), and an edge from x to y representing a possible flow of value from x to y (resulting
from a direct assignment y = x or an indirect assignment like *q = *p where x € pt-set(p)
and y € pt-set(q)). Then, for each pointer in an unchecked dereference (that is, for each
p such that there is some (i, xp) & checked-derefs(P)), any stack or any heap location that
is backward-reachable from p in the assignment graph, including p itself, must be zero-
initialized. (Note that global or static variables are already required to be zero-initialized by

the C language specification.)
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Figure 4.3 Extended Points-To Analysis: Runtime Overhead

4.2.2 Performance

Using the checked-derefs set consisting of potentially unsafe dereferences, and the cor-
responding tracked-locs set, the runtime overhead of the instrumented programs improved
slightly overall, and significantly for two small benchmarks when checking writes only, as
shown in Figure 4.3. The slowdown introduced by zero-initializing may-be-uninitialized lo-
cations (not shown in the graphs) is negligible, averaging less than 1%, with a maximum

slowdown of 9% (for mesa).
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Figure 4.4 Compilation Time Slowdown

Figure 4.4 shows the compilation time slowdown, comparing the time it takes to analyze,
instrument, and compile each program with the time it takes to compile the uninstrumented
executable. The black portions of the bars give the slowdowns introduced by instrumenta-
tion, which are similar to the overheads for instrumenting the programs with the naive MSE
classification. The lighter portions show the slowdowns due to Extended Points-To (EPT)
Analysis, which is negligible in most cases, and reasonable for the larger programs.! This is
due to EPT being based on a fast flow-insensitive points-to analysis that scales well to large
programs. The analysis of mesa is slow because the program has some large structures (with

over a thousand fields), which our implementation currently does not handle efficiently.

IThe slowdown factors are defined as follows:

Let ¢/, be the analysis time,

t’ . be the MSE instrumentation time,
teomp D€ the compilation time of the instrumented source files, and
tcomp be the compilation time of the original (uninstrumented) source files.

g+t . . .t
—m—=k while the analysis slowdown is ;2

comp

The instrumentation slowdown is
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4.3 Stack and Heap Locations

In the extended points-to analysis, criteria 3 and 4 (on page 40) appear to be overly con-
servative: *p is considered potentially unsafe if p’s points-to set contains any stack variable
or any heap location that is ever freed. This is to account for the possibility that the stack
or heap location may be deallocated prior to the dereference, thus resulting in a dangling-
pointer dereference. By using lifetime or escape analysis [Rug ™88, Part92], we could identify
cases where such a dangling-pointer dereference could never occur.

To gauge the potential improvement from such an analysis, Figure 4.5 shows the runtime
overhead if we modify the Extended Points-to (EPT) classification scheme to ignore criteria 3
and 4. ‘Stack OK’ assumes that stack locations are never dereferenced via dangling pointers
(i.e., criterion 3 is ignored), while ‘Heap+Stack OK’ assumes that no dangling pointer is
ever dereferenced (i.e., both criteria 3 and 4 are ignored). These unsafe assumptions give an
upper bound on the improvement that can be attained by performing escape analysis.

The difference in performance compared to EPT is usually quite small. It may be sur-
prising that the difference is not greater, since stack and heap locations account for most of
the memory usage in these programs. The reason for the small difference in performance is
that large objects are likely to be classified as tracked because of criterion 1, and the han-
dling of large objects is a dominant contributor to the runtime overhead (when allocating or
deallocating a large object, the tags of the entire object must be set or cleared). In the few
cases where criteria 3 and 4 make a notable difference, most of the potential improvements

are due to stack variables that are passed by reference to a function.
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Chapter 5

Redundant Checks Analysis

To reduce the overhead of MSE, we perform a dataflow analysis to detect redundant
checks that can be safely eliminated. Since a runtime check of a dereference e will termi-
nate the program if an error is detected (if the target location of e is not tagged wvalid), a

subsequent check ¢’ would never detect an error if
1. € refers to the same target location as e, and
2. the target location has not been deallocated.

If we can statically determine that these two conditions are satisfied for the check of €', that
check is redundant and can be safely eliminated.
An intra-procedural forward dataflow analysis is performed to identify dereferences that

have been checked along all paths leading to a given node:

The elements of the underlying lattice are sets of dereference expressions.

Two sets are computed for each CFG node n,! Checked}, and Checked?,,, which contain

dereference expressions for which checks would be redundant before and after n.

For each function’s enter node ng, Checked.’ =)

To safely handle function calls, two auxiliary sets are pre-computed for each function

f that will be used by the analysis:

IFor convenience, we assume the control-flow graph (CFG) numbering n coincides with the program-point
numbering introduced in Section 3.4.
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m MayMod(f): the set of locations that may be modified as a result of calling £.

m MayFree(f): the set of heap locations that may be freed as a result of calling £.

e The dataflow function for each node n is of the form

Checked],, = Checked},, U Gen(n) — Kill(n)

out —

where e € Gen(n) if e occurs as a checked dereference in node n (i.e., if (n,e) €
checked-derefs(P)) and e € Kill(n) if n may change the lvalue of e or free the location
accessed by e (this is discussed in more detail below). Note that, unlike conventional
Gen/Kill problems, this analysis adds the Gen set before removing the Kill set from
the dataflow fact.

e The lattice meet is set intersection, since the presence of expression e in the dataflow

fact means e must have been checked.

After performing the analysis, if node n contains a checked dereference e such that e €

Checked?

wmn’

from checked-derefs(P).

then the check of e at node n would be redundant, thus (n,e) can be removed

5.1 Affecting Locations

The Kill set for a given CFG node n must include all expressions e whose lvalue may be
changed by n, or for which n may free the location accessed by e. The [value of an expression
e is the location to which e refers, rather than the value stored at e (the latter is called the
rvalue of €). For example, if i contains the value 5, i’s lvalue is the location i, and its rvalue
is 5. For a dereference expression *p, its lvalue is determined by the value of the pointer p.
Thus, for the redundant checks analysis, Kill(n) must include the dereference *p if n may

modify the value of p, or free the location accessed by *p. Specifically, the dereference *p is

in Kill(n) if

1. n contains an assignment to p, or
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2. n contains an assignment to *q, where p € pt-set(q), or
3. m contains a call to free(q), where pt-set(p) intersects pt-set(q), or
4. n contains a call to function f, where

a. p € MayMod(f), or

b. pt-set(p) intersects MayFree(f).

In conditions 1, 2, and 4a, the assignment in n may change the location to which p points,
while in conditions 3 and 4b, the function call in n may deallocate the location to which p
points.

The definition of Kill above assumes that dereferences in the program have been nor-
malized to the form *p, where p is a pointer variable. There is a drawback to making
this assumption: the analysis may miss identifying redundant checks for more complicated

dereference expressions. Consider the following example:

(a) (b)
1. 1. tmpl = (p+1)
2. *(p+tl) = 2. *tmpl = ...
3. 3. tmp2 = (p+1)
4. x(p+1) = 4. *tmp2 = ...

Program (b) is the normalized form of program (a). Note that if program (b) is analyzed,
the redundant check at line 4 would not be eliminated because the dereference expression
*tmpl at line 2 does not match the dereference expression *tmp2 at line 4.

For this reason, our analysis does not, in fact, assume that dereference expressions have
been normalized to the form *p. Instead, a dereference expression may have any form

satisfying deref-expr in the following grammar:
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deref-expr = *rvalue-expr

| rvalue-expr [ rvalue-expr ]

| deref-expr . member

| rvalue-expr => member
lvalue-expr = *rvalue-expr
rvalue-expr [ rvalue-expr ]
lvalue-expr . member
rvalue-expr => member
variable
rvalue-expr = lvalue-expr

| constant

| & alue-expr

| rvalue-ezpr & rvalue-expr

where constant is a constant (including sizeof expressions), variable is a variable identifier,
member is a structure field or union member identifier, and @ is any arithmetic, logical, or
boolean operator.? The grammar for deref-expr captures the set of side-effect free dereference
expressions in C, i.e., it excludes function calls and assignment expressions (including ++ and
--).

In the above grammar, [value-expr describes the set of expressions that have an lvalue;
we call each such expression an lvalue expression.® Note that deref-ezpr is the subset of
lvalue-ezpr that excludes directly-named locations (variables, and structure or union fields
of variables).

Given this more general form of dereference expressions, we need to refine the definition of
the Kill set for the Redundant Checks Analysis. Towards this end, we define for each expres-

sion e the sets pt-set(e), alias-locs(e), rvalue-affecting-locs(e), and lvalue-affecting-locs(e)

2To simplify explanation, we treat @ as a binary operator in this description, though it should also
represent the unary arithmetic, logical, boolean, and type-cast operators, as well as the ternary 7: operator.
Extending our descriptions and rules for @ to the unary or ternary operators is trivial; these extensions are
excluded for brevity.

3This use of the term lvalue may give rise to some confusion, because of the origin of the term as the
“left-hand-side” of an assignment, in contrast to the term rvalue. Instead, we read the term [value as
“location-value”, i.e., a reference to the location rather than the value of an expression, and use rvalue to
mean the value stored at that location.

We consider an lvalue expression to be an expression that has an lvalue, not an expression that occurs in
a context requiring an lvalue. For example, the statement p = &i + j contains three lvalue expressions, p, i,
and j, even though j occurs in a context that does not require an lvalue.
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for each expression e. These are defined formally in Figure 5.1 and described informally

below:

(a)

pt-set(e) extends the notion of the points-to set to arbitrary expressions. For any
expression e, pt-set(e) is the set of locations to which the value of e may legitimately
point. For example, pt-set(xp) includes locations that may be pointed to by locations

in p’s points-to set.

alias-locs(e) is the set of locations to which the lvalue expression e may (validly)
refer. In essence, for a variable x, alias-locs(x) is x itself, while for a dereference *p,

alias-locs(*p) is the points-to set of p.

rvalue-affecting-locs(e) is the set of locations whose value may affect the rvalue of
expression e; i.e., if x is in rvalue-affecting-locs(e), changing the value of x may change
the rvalue of e. For example, rvalue-affecting-locs(xp) = pt-set(p)U{p}, since changing

the value of p or any location in p’s points-to set may change the rvalue of *p.

lvalue-affecting-locs(e) is the set of locations whose value may affect the lvalue of
expression e; i.e., if x is in lwalue-affecting-locs(e), changing the value of x may cause
e to refer to a different location. For example, lvalue-affecting-locs(* (p+k)) = {p, k},
since changing the value of p or k will change the location to which *(p+k) refers;
and lvalue-affecting-locs(x*q) = {q} U pt-set(q), since changing the value of q or any

location in q’s points-to set may change the location to which **q refers.

The Kill set for the Redundant Checks Analysis is now defined such that a dereference

expression e is in Kill(n) if any location in lvalue-affecting-locs(e) may be assigned or freed

at node n, or if any location in alias-locs(e) may be freed at node n. That is, e € Kill(n) if

n contains an assignment to €', where [value-affecting-locs(e) intersects alias-locs(e’),

or

n contains a call to free(e’), where lvalue-affecting-locs(e) intersects pt-set(e’) or

alias-locs(e) intersects pt-set(e’), or
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(a) exp | pt-set(exp)
CONST | {} (b) | exp | alias-locs(exp)
X (from points-to analysis) X {x}
*e U pt-set(p) *e pt-set(e)
pE alias-locs (xe)
eq [es] U pt-set(p) e1les] | pt-set(er) U pt-set(es)
pEalias-locs(e1 [e2])
e.mem | pt-set(e) e.mem | alias-locs(e)
e->mem U pt-set(p) e->mem | pt-set(e)
pE alias-locs (e->men)
&e alias-locs(e)
e1 @ ey | pt-set(e) U pt-set(eq)
exp | rvalue-affecting-locs(exp)
CONST | {}
X {x}
*e alias-locs(xe) U rvalue-affecting-locs(e)
e1lea] | alias-locs(eq Le2]) U rvalue-affecting-locs(eq) U rvalue-affecting-locs(ez)
e.mem | alias-locs(e.mem) U rvalue-affecting-locs(e)
e->men | alias-locs(e=>mem) U rvalue-affecting-locs(e)
&e lvalue-affecting-locs(e)
e1 @ ey | rvalue-affecting-locs(er) U rvalue-affecting-locs(eq)
(d) exp | lwalue-affecting-locs(exp)
x {3
*e rvalue-affecting-locs(e)
e1les] | rvalue-affecting-locs(er) U rvalue-affecting-locs(es)
e.mem | lvalue-affecting-locs(e)
e->mem | rvalue-affecting-locs(e)

Figure 5.1 Affecting Locations.
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Figure 5.2 Percentage Redundant Checks

e n contains a call to function £, where lvalue-affecting-locs(e) intersects MayMod(£), or

lvalue-affecting-locs(e) intersects MayFree(f), or alias-locs(e) intersects MayFree(f).

5.2 Evaluation

Starting with the checked-derefs set computed by the Extended Points-To (EPT) Analysis
(described in Section 4.2), we performed Redundant Checks Analysis to remove dereferences
from checked-derefs(P) that were found to be redundant. Figure 5.2 gives the percentage of
checks that were found to be redundant in our benchmarks. On average, 21.3% of checks were
found to be redundant in read-write checking mode, and 4.42% were found to be redundant
in write-only checking mode. The discrepancy should not be surprising, as it is more common
for programs to read from, rather than write to, the same memory location multiple times
via the same dereference expression.

It is worth noting that Redundant Checks Analysis only improves checked-derefs(P),
and does not reduce the size of tracked-locs(P). This is because for each redundant
dereference (i,*p) eliminated from checked-derefs(P), there must be another (j,x*p) still
in checked-derefs(P), so the points-to set of p will still be included in tracked-locs(P).
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Figure 5.3 Redundant Check Analysis: Runtime Overhead
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Figure 5.3 gives the runtime overhead of MSE instrumented using the Redundant Checks
Analysis classification on top of EPT, compared to EPT alone. The average slowdown is
183% for checking reads and writes (improving EPT by 11%), and is 51.6% for checking
writes only (improving EPT by 4.6%). Figure 5.4 gives the compilation time slowdown due
to instrumentation, EPT, and Redundant Checks Analysis (as a multiple of the compilation
time of the uninstrumented executable). The flow-sensitive Redundant Checks Analysis does

not scale as well as the flow-insensitive EPT analysis, but the slowdown is still reasonable.

40x —
D Extended Points-To (avg. +0.6x) _
35x [—
§30X - D Redundant Checks (avg. +1.5x)
Q
© Instrumentation (avg. 5.2x
% o5 || (avg )

Figure 5.4 Compilation Time Slowdown
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Chapter 6
Pointer-Range Analysis

Pointer-range analysis [YonT04] computes the range of possible values for each pointer
and array-index variable, to determine whether a given dereference is guaranteed to access in-
bounds memory. A dereference that is determined to be in-bounds is definitely safe, and can
be removed from checked-derefs(P); further, if all dereferences that access a given location
are found to be in-bounds, then that location may be removed from tracked-locs(P).

Array-range analysis has been studied extensively in other languages (see Related Work,
Section 11.3). However, the C language presents new challenges. First, arrays can be accessed
indirectly via pointers, so pointer arithmetic becomes an alternative way to compute the
index into an array. Second, type-casts and unions allow an array of one type to be accessed
as an array of a different type, possibly with a different size. Third, even deciding what is
an “array” is non-trivial, especially with heap-allocated storage, where the same mechanism
(a call to malloc) is used whether one is allocating a single object or an array of objects.
This also means that a pointer dereference to a single object and a pointer dereference to an
array object cannot always be statically differentiated.

Given these features, we approach the problem of range analysis for C by treating all
pointer dereferences as accessing an array object, and by treating each solitary object as an
array with one element. Since an array-indexing expression a[i] is semantically equivalent to
the dereference * (a+i), the analysis can be described purely in terms of pointer dereferences
and pointer arithmetic, rather than array accesses and array-index computation; hence the

name Pointer-Range Analysis.



o6

6.1 Representing Ranges

We define Pointer-Range Analysis as a forward dataflow-analysis problem, where at each
edge of the control-flow graph (CFG), a mapping is maintained from each location = to
an abstract representation of the range of values x may hold at runtime. This abstract
representation must be a safe approximation (represent a superset) of the actual range of
possible values. We follow the convention in dataflow analysis of performing a meet (M) at
control-flow merge points, so the elements of the abstract domain must be partially ordered
such that r; C ro implies 71 is more approximate than ro; i.e., the range represented by ry is
a superset of the range represented by rs.

When dealing only with numeric values, the Integer Interval Domain can be used to

represent the ranges:
Integer Interval Domain 7 = (/,C;):

o [ = {[min, max] | min, max € Z U {400, —c0}, min < max} U {0}
e [min, maz| represents the set of integer values in the range min ... maz.

o [miny, maz,| C; [ming, maxs] iff [miny, max,] O [ming, maxs], that is, min; <

miny and max; > maxs.

e Note that 7 is a lattice that satisfies our approximation requirement, with top

element T = (), bottom element | = [—00, +00], and meet operator M = U.

Figure 6.1(a) demonstrates the analysis of a simple example using intervals, and shows
how the computed range can be used to decide whether an array index is in bounds. When
assigning a constant value to i, we can map i to a precise interval representation (e.g., [6, 6]
at line 4). When the two branches merge at line 8, we take the meet (union) of i’s range
along the two incoming branches to get an approximate (superset) range [3, 6] of possible
values for i. Since this falls within the legal range of [0, 9] for indexing into array a, the

array index at line 9 is guaranteed to be in-bounds.
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1. int a[10]; 1. int a[10];

2. int i; 2. int * p;

3. if(...{ 3. if(...){

4. i=6; i+ [6,6] 4 p = &al6l; | p— (a,[6,6])

5. } else { 5. } else {

6 i=3; i [3,3] 6. p = &al3]; |p+— (a,[3,3])

7.} 7.}

8 i [3,6] 8 p — (a,[3,6])

9. al[i]l = 0; | (in-bounds) 9. *p = 0; (in-bounds)
(a) Arrays, with Integer Intervals (b) Pointers, with Location-Offset

Figure 6.1 In-Bounds Access Example

When dealing with pointers, however, our abstract domain must be able to capture
information about a pointer’s target (the object to which the pointer may point). For a given
program P, we will use the set locs(P) of abstract locations (defined in Chapter 3, page 30)
to represent locations to which a pointer may legally point. Each location z € locs(P) is
treated as an array object, with an associated element type 7, and element count o, (for
solitary objects, the element count is 1). For a heap location MALLOC;, it may not be possible
to statically determine a precise type and count; these values are inferred from the argument
to malloc as follows: if the argument is a constant C, we set the type to char and count to
C; if it is of the form C * sizeof (1) we set the type to 7 and count to C; otherwise, we set
the type to void and count to 0. As a shorthand, we will use the notation || to represent
sizeof (7), the size of 7 in bytes.

We now define a Location-Offset domain whose elements represent a pointer to a location

plus an offset:
Location-Offset Domain £O = (LO,C,,):

e LO = (locs(P)U{NULL}) x I
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The element (z, [min, maz]) represents the address of location  plus an offset in
the range [min, mazl; i.e., the range [&x + min - |7,|, &x + mazx - |7,|], where 7, is

the static element type of location .

A NULL-targeted element (NULL, [min, mazx]) represents the integer range

[min, maz].

<l1, 01> Elo <l2, 02> lff ll = lg and 01 EZ 03.

LO can be converted to a lattice LO” by adding a “top” element (T) and a

“bottom” element (L).

Figure 6.1(b) shows a program that has the same behavior as the program in Figure 6.1(a),
but which uses a pointer to indirectly access the array. At line 4, we map p to the location-
offset range (a, [6,6]) which represents the constant value &a + 6 - |int|. At line 8, the meet
operation yields the range [&a + 3 - |int|, &a + 6 - |int|] of possible values for p. At line 9,
when p is dereferenced, since a has 10 elements, we can verify that the range of p falls within

the legal range [&a + 0 - |int|, &a + 9 - |int|], thus *p will be in-bounds.

Location-Offset | Descriptor-Offset
1. int al10], b[8];
2. int * p;
3. if(...0{
4. p = &al6]; p— (a,[6,6]) |p+— (a:int[10],]6,6])
5. } else {
6. p = &b[3]; p— (b,[3,3]) |p+ (b:int[8]1,[3,3])
7.}
8. pr— L p — (UNKNOWN : int [8], [3, 6])
9. *p = 0; (don’t know) (in-bounds)

Figure 6.2 Multiple Target Example

The Location-Offset representation has two weaknesses. First, it can only represent a
pointer to a single target location. Consider the example in Figure 6.2, where p is assigned

to point to two different arrays, a and b, along the two branches. Using the location-offset
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Location-Offset | Descriptor-Offset

1. int al2];

2. char *p, *q;

3. p = (char ®x)&al0]; [p+— (a,[0,0]) |p+r (a:int[2],[0,0])
4. q=p + 6; qr (a,[1,2]) | qr~ (a:char[8],][6,6])
5. xq = 0; (not in-bounds) | (in-bounds)

Figure 6.3 Mismatched Types Example, assuming |int| = 4.

representation, the merge point at line 8 would map p to L, since the elements (a, [6, 6]) and
(b, [3,3]) from the two incoming branches are C,-incomparable, and thus the dereference at
line 9 cannot be determined to be in-bounds.

The second weakness of the Location-Offset representation is that it may lose precision
when handling pointer arithmetic with mismatched types. Consider the example in Figure
6.3. At line 3, p is assigned to point to an array of 2 ints. However, since the static type of p
is char *, the pointer arithmetic at line 4 is char-based, so it must first be translated to int-

based arithmetic before being applied to the int-based range (a, [0,0]). Assuming |int| =4

13
4 =

and |char| = 1, the char-based addition of 6 becomes an int-based addition of 6 -
which can only be approximated as the range [1,2]. With the computed fact (a, [1,2]), the
dereference at line 5 is identified as being potentially out-of-bounds, even though in fact it
is definitely in-bounds.

To address these two weaknesses of the Location-Offset domain, we track the type and
element count of the pointer’s target separately and explicitly. First, we define the domain

of Array Descriptors, whose elements describe the identity, element type, and element count

of an (array) object:
Array-Descriptor Domain D = (D, C,):

e D=locs,(P)xT xN
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m [ocsy,(P) = locs(P)U{UNKNOWN}, where UNKNOWN represents “an unknown
location”. A flat semi-lattice (locs,(P), ;) is defined such that for all z,y €
locs(P), UNKNOWN ; z, and =z C; y iff z = y.

m 7T'is the set of unqualified non-void non-array C types, with typedefs resolved

to their underlying types, and with all pointer types treated as equivalent.

e The descriptor (z, 7, 0) represents the location = treated as an array with at least
o elements each of type 7. For readability, we use the notation x : 7[c] to
represent the triple (z, 7, 0). Multi-dimensional arrays are flattened; e.g., a 2 x 3

array of integers y is represented as y : int [6].

e UNKNOWN : 7 [o] represents a location of unknown identity that is an array of at

least o elements of type 7.

o (1:1mlo1]) Cy (22 : 12 lo0]) iff 21 T 29 and 77 = 75 and o7 < 09.
We now define the Descriptor-Offset Domain:
Descriptor-Offset Domain DO = (DO, C,,):

e DO = (DU{NULL}) x [

The element (z : 7[o], [min, maz]) represents the address of an array x with at

least o elements each of type 7, plus an offset in the range [min - ||, max - |7|].

A NULL-targeted element (NULL, [min, maz]) represents the integer range

[min, maz].

(dy,01) Cyp (da, 09) iff dy T4 dy and 0y C; 0s.

(NULL is not Cy-comparable to any member of D).

DO can be converted to a lattice DO by adding a “top” element (T) and a

“bottom” element (L).

Notice that D is partially ordered such that d; C; do only if the size of the array described
by d; is less than or equal to the size of the array described by ds. This ensures that DO
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satisfies the safe-approximation requirement, since if p points to an array of 8 elements, it
is a safe approximation to say that p points to an array of 6 elements.

The rightmost columns of Figures 6.2 and 6.3 show the analysis results using Descriptor-
Offset ranges. For Figure 6.2, the meet operation at line 8 sets the location component
to UNKNOWN, but the type, count, and offset components are preserved: we are able to
approximate the two incoming facts for p by taking the smaller type-count descriptor and
the superset of the interval components. When dereferencing p, if p maps to an element
(x : Tlo], [min, maz]) such that min > 0 and maz < o, then the dereference is guaranteed
to be in-bounds, even if x = UNKNOWN (as is the case for the dereference on line 9 of Figure
6.2).

For Figure 6.3, at line 4 we can change the type and count components of the range
(assuming we know the sizes of char and int), so that array a is now treated as an array
of 8 chars. This allows us to recognize that the dereference at line 5 is guaranteed to be

in-bounds.

6.2 Dataflow Facts and Functions

For the dataflow analysis, each dataflow fact is a mapping Env : Var — DO where Var
is the set of variables in the program (Var can be extended to include fields of structure
variables; this will be discussed in Section 6.6). The mapping Env(x) = r (sometimes written
x +— 1) represents the fact that variable x contains a value that is safely approximated by the
descriptor-offset range r. Array-typed variables with known size (i.e., with a complete type)
are represented by a single representative, whose mapping safely approximates the possible
values of any element of the array. For example, given the declaration int a[2] = {3,5};
the single representative a would be mapped to the range (NULL, [3, 5]).

Each CFG node n is associated with facts Env;, and Enwv,, representing the variable

n

mappings before and after node n. Predicate nodes have two out facts, Envy,,

n
rand Envg, p.

!

For each node n, Envl, is the meet of the Env),, facts for each CFG predecessor n’ of n. The

out
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fact at the enter node of the CFG maps each global and static variable to (NULL, [0, 0]), and
each automatic and register variable to L. Variable initializations are treated as assignments.

The dataflow transfer function for a node n defines Env),, as a function of Env;, . The
dataflow transfer function that is of most interest is the one for assignments. At a node

n containing the assignment e; = ey, the right-hand-side expression e, is evaluated, using

the mapping Envl,, to obtain a range ro representing the set of possible values for ey (the
evaluation of expressions is described in Section 6.3). Enuvl , is defined depending on the

form of e;:

e Strong update: if e; is a directly named variable v, then Env), ,(v) = 7.

e Weak update; if e is a dereference *p, then for each variable v in p’s points-to set,

n
Env),,

(v) = Env (v) Mry. That is, for any variable v that may be written by the
assignment *p = ey, the range of values associated with v is combined with the range

of values computed for ey via the meet (1) operation.

The following example illustrates the difference between strong and weak updates.

int i, *p=&i;
1. 1i=5; Env? (1) = (NULL, [5, 5])
2. *p =7T; Env?,, (1) = (NULL, [5, 7])
3. i=9; Env? (i) = (NULL, [9, 9])

The weak update at Line 2 approximates i’s range with [5,5]M[7, 7] = [5, 7], while the strong

update at Line 3 maps i to the precise range [9, 9], overwriting its previous range.

6.3 Evaluating Expressions

For a given rvalue expression e and mapping Env, we define the function Fval to compute
the DO range representing the set of possible values of e. Figure 6.4 gives the definition
of the Fval function. We assume expressions have been normalized to the forms given in

Figure 6.4.
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(a) exp | Eval(exp, Env)
1. v Env(v)
2. *p [T Env(x)

xz€Ept-set(p)

3. &v (v:1,l0,1,]0,0])
4. | CONST | (NULL, [CONST, CONST])
(b) exp Static Type Eval(exp, Env)

eitey | int X int — int | Ewval(ey, Env)+; Eval(ey, Env)

e1=€y | int X int — int | Ewval(ey, Env)-;; Eval(ey, Env)

eitey | T* X int — 7% | BEval(er, Env)+]; Eval(ei, Env)
(

N o

8. | e—es | T x 7 — int! | Eval(e, Env)-7 Eval(ey, Env)

¥ The result of subtracting two pointers actually has an implementation-defined type ptrdiff t.

(c) exp | Eval(exp, Env)

9. | erxey | Ewal(ey, Env) times Eval(ey, Env)
10. | ei/ex | Eval(ey, Env) div Eval(ey, Env)
11. | eyhes | Ewval(er, Env) mod Eval(ey, Env)
12. | e1 P ey | L

Figure 6.4 Evaluating expressions

For a variable v, its range is looked up in the mapping Env. For a dereference *p, the
ranges for all the variables in p’s points-to set, as obtained from Env, are combined with the
meet operator. The address-of expression &v evaluates to a DO range representing a pointer
to v with offset 0. An integer constant evaluates to a DO range representing that constant.

The additive operators + and - are classified into four classes based on their static type
signatures, as shown in Figure 6.4 (b).! The semantics of these four classes of operators, in
terms of integer arithmetic, are given in Figure 6.5. Note that the semantics of the pointer
arithmetic operators include an implicit multiplication by the size of 7. For each class, a

corresponding operator (one of +;;, =3, +7,, =7 ) is defined that performs the corresponding

Lint+pointer addition is assumed to have been converted to pointer+int by flipping its operands;
pointer—int can be converted to pointer+(0-int); note also that pointer+pointer and int-pointer are not
defined in C.
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Operator : Type Integer Semantics
+ : int X int — int | i;+iy = 41 + 29
- . int X int — int | i1-1iy = 21 — 19
+ 1 Tx X int — 7% pti = p+(i-|7|)
i rexreoint |ppy = (p—po)/l7]

Figure 6.5 C Addition and Subtraction.

operation on ranges in the DO domain. These range operators are of particular interest to
pointer-range analysis, and are described in Sections 6.3.1 and 6.3.2.

The three integral operators *, /, and % also have corresponding operators (times, div,
mod) defined on the DO domain. Each of these operators computes an approximation of
the appropriate arithmetic operation if its two operands are integer ranges (i.e., have a NULL
target); if any of its operands has a non-NULL target, the expression evaluates to L.

Expressions that use an operator not covered by lines 5-11 of Figure 6.4 are evaluated

to L.

6.3.1 Well-Typed Arithmetic

An arithmetic operation is well typed if the actual types of the arguments match the types
expected by the operation. With the descriptor-offset domain, a targeted range (z : 7[o], 0)
represents a value of type 7 *, while a NULL-targeted range (NULL, 0) represents a value of
type int.

The addition and subtraction of two integer intervals can be safely approximated by the

following equations:?
o [miny, maz,] + [ming, mazs| = [ming + ming, maz, + maxs)]

e [miny, maz,] — [ming, mazy| = [ming — mazy, mazy — mins)]

2For brevity, we omit details concerning infinite bounds, which are handled by setting respectively the
upper/lower bound to plus/minus infinity if either argument needed to compute the bound is infinite.
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Well-typed arithmetic on descriptor-offset ranges can be evaluated by applying these

equations to the interval components of the ranges:

e Integer addition (+;) of two NULL-targeted ranges:
(NULL, [min,, maz])+;(NULL, [ming, mazs|)

= (NULL, [min; + ming, max; + mazs))

e Integer subtraction (-;) of two NULL-targeted ranges:
(NULL, [min,, maz])=;;(NULL, [ming, mazs|)

= (NULL, [min; — mazxq, maz, — minz))

e Pointer addition (+];) of a 7-based range and a NULL-targeted range:
(z : 7lo], [miny, max,])+],(NULL, [miny, maxy])

= (x : 7lo], [miny + ming, max, + mazs))

e Pointer subtraction (-7 ) of two ranges with the same target location
T # UNKNOWN and the same element type 7:
(x: 7lo], [miny, maz.])-7 (v : TLo], [ming, maz,))

= (NULL, [min; — mazxq, maz, — minz))

Note that pointer subtraction requires that the two target locations x refer to the same
location. Pointer subtraction of two ranges with possibly different or UNKNOWN target

locations evaluates to L.

6.3.2 Mismatched-Type Arithmetic

An arithmetic operation that is not well typed can arise because C permits casting
between pointers to different types, and between integers and pointers; it can also arise from
the use of unions. This section addresses the handling of arithmetic operations on ranges
with mismatched types. This includes integer addition (+;) with a pointer-typed argument,
and pointer addition or subtraction where the type of the operation does not match the

argument type.
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The memory-safety model adopted by the MSE (described in Section 3.1) allows a pointer
with an intended target x to access any component of x. With this model, we can weaken

the definition of the array-descriptor ordering =, defined on page 60 so that:
o (v1:7lo1]) Ty (22 : o lo2]) iff 21 T w9 and |7y [01]] < |12 [o2]].

That is, d; is a safe approximation of ds if the array described by d; is smaller than the array
described by ds, regardless of the element types of the descriptors.
This means that if the size of each type is known at analysis time, we can convert a

range’s type from 7, to 7, as follows:

(x : 1, [o], [min, maz]) = (z : 7, [ La : @J 1, Hmm . @J , [mam : mH) (6.1)

75| I 75|

We can also transform the base type of a pointer addition by adjusting the right-hand-side

Tb

), where the right-hand-side is NULL-targeted, can

interval. A 7,-based pointer addition (+

be converted to a 7,-based addition as follows:

P47 (NULL, [mins, mazs]) —> r1+7¢ (NULL, Hmmg : uJ , {maxz : m”) (6.2)

a,I ‘Tal

Transformation (6.1) or (6.2) can be used to eliminate any type mismatch, to get a well-typed
operation that can be evaluated by the equations in Section 6.3.1.

Revisiting the Figure 6.3 example, the addition p + 6 at line 4 has a type mismatch,
because p maps to an int-based range, while the addition is char-based. We can apply
either transformation (6.1) or (6.2), to get the following results:

(a :int[2], 0, 0])+5* (NULL, [6, 6])
=(6.1)= (a : char[8],[0,0])+¢f**(NULL, [6,6]) = (a : char[8],6,6])
=(6.2)= (a: int[2],[0,0])+2*(NULL, [1,2]) = (a:int[2],[1,2])
Because of the floor and ceiling operations, there may be some loss in precision as a result
of applying either transformation (6.1) or (6.2). It is therefore important to choose a trans-
formation that minimizes loss of precision. In practice, the size of one of the types 7,, 7 is
|7a |7

usually a multiple of the size of the other (making either ] OF o @ whole number), so that

at least one of the transformations will result in no loss of precision.
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Transformations (6.1) and (6.2) can only be applied if the sizes of types are known at
analysis time. Since the MSE is designed to be portable across all platforms, specific sizes
of types cannot be assumed. However, some safe approximations can still be made to get
results that are more precise than 1, by making use of portable information about the sizes

of types as defined or implied in the C language specification:
1. |char| =1
2. |char| < |7 for any non-void C type 7.
3. |char| < |short| < |int| < |long| < |long long|
4. |float| < |double| < |long double|
5. |tlol| =|1| -0
6. |union {m ... 7, }| > max;—; (|7
7. |struct {m ...} > >0 |7
8. |struct {m ... T} < |struct {r...7Tn...}|
9. |mi*| = |mo¥| for any C types 71, To.

Item 1 implies that char-pointer arithmetic is equivalent to integer arithmetic (+58* = +,
—;gar = -;;). Item 6 states that a union type is at least as large as its largest member, while
item 7 states that a struct type is at least as large as the sum of its constituents’ sizes (it
may be larger due to padding). Item 8 takes advantage of a subtype relationship between
two structures that share a common initial sequence. Item 9, which states that all pointers
are of the same size, is strictly speaking an unsafe assumption, but it is all but implied by
the requirements that all pointers can be cast to void * without loss of information, and

that the return value of malloc can be safely cast to any pointer type. We therefore assume

it to be true.
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The first safe approximation, which arises often because of the way we normalize multi-
dimensional arrays, is to convert a 7[c]-based pointer addition, where 7[c] is an array

type, to a T-based pointer addition. This is done by applying transformation (6.2) with the

knowledge that ‘T‘[To'” o:

r1#+7 17 (NULL, [mins, mazs]) = r1+7,(NULL, [min; - 0, mazs - o))

Next, if we only know the relative sizes of two types, we can make the following approx-

imations for transformation (6.2).

If || < |7al, 7145 (NULL, [ming, maz,]) =
ming if ming <0 maxy if maze > 0
r1+¢(NULL, 6.2a
i 0 otherwise ) ( 0 otherwise ) )

If |7a] < |m|, r1+);(NULL, [ming, mazy]) =

P47 (NULL, ming if mm% >0 ’ mazxy if maa;? <0 ) (6.2D)
P —o0o  otherwise +00 otherwise

For the pointer addition p + 6 at line 4 of Figure 6.3, since we know |char| < |int|, we can
apply transformation (6.2a) to get:
(a:int[2], 0, 0])+5* (NULL, [6,6]) = (a : int[2], [0, O])+,3*(NULL, [0, 6])
= (a : int[2], [0, 6])
Note that the resulting range is a safe approximation (superset) of the more precise range
(a : int[2],[1,2]) obtained earlier with exact size information. A similar approximation can

be made for transformation (6.1), but only in one direction:

If |7 < |7, let n be such that 1 < n < 2!

R

then (z:7,[o], [min, maz]) =

P — min if min >0 max if mazx <0 > (6.1a)
S ’ —00 otherwise "\ 400 otherwise '

A key here is that |7, [0]| > |m[n - 0]|, which ensures that the right-hand-side of the

transformation is a safe approximation of the left-hand-side. If 7; and 7, are scalar types,

|7al

the exact ratio Tl is not portably defined, so the only safe value for n is 1. But if 7, is an

aggregate type, a safe n can be obtained by counting the number of elements in 7, that are
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at least as big as 7. For example, sructiint ‘[izit"lo"g .char}l > 3. It is then safe to multiply the o
component of the resultant range by n.

Thus, when evaluating the pointer addition
(z 1 7. [0], 01)+,;(NULL, 02)

if |7,| < |7/, only transformation (6.2b) can be applied. But if |7,| < |7,|, there is a choice
between (6.1a) and (6.2a). As was the case for transformations (6.1) and (6.2), it is important
to choose the transformation that minimizes the loss of precision. In general, transformation

(6.1a) is more precise if the left-hand-side offset o is [0, 0]; otherwise (6.2a) is more precise.

6.4 Predicates

For predicates at branch nodes, we can often improve the ranges for the predicate variables
along the two branches. For example, along the true outgoing edge from the predicate
v1 == vy, we know that v; and v, must contain the same value or point to the same location;
thus, any part of v;’s range that is not part of vy’s range can be discarded, and vice versa.
Similarly, along the true edge out of v; <= vy, we can discard any part of v;’s range that is
strictly greater than all values in vy’s range, and we can discard any part of vy’s range that
is strictly less than all values in v;’s range.

To make these ideas precise, we define an intersect function that computes a safe ap-

proximation of the intersection of two DO ranges:
1. intersect((NULL, 01), (NULL, 05)) = (NULL, 01 N 02)

2. If z ## UNKNOWN, then

intersect((z : TLo1], 01), (x : Tloa], 02)) = (x : T[max(o1,02)1,01 N o02)

3. If 21 # x9 and x1, 29 # UNKNOWN and o0y C [0,01 — 1] and 0y C [0, 09 — 1],

then, intersect({xy : 7 [o1],01), (xe : To[02],00)) = T

4. Otherwise, intersect({dy,01),{ds,00)) = (d1, 01)
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For two integer (NULL-targeted) ranges, the intersection, given by rule 1, is straightforward.
Rule 2 applies to two ranges with the same target location and element type, and takes the
intersection of the offset components; if o1 # 09, the smaller ¢ could only have arisen due
to an imprecision in applying a transformation, so we can safely restore the larger . Rule
3 recognizes that if two ranges refer to two different locations, then they do not intersect.
The “in-bounds” conditions are necessary because an out-of-bounds offset from z; could
potentially refer to memory in x5 and vice versa. Finally, if none of these rules apply — that
is, if at least one range has an UNKNOWN target, or if at least one range is not in-bounds,
or if one range is NULL-targeted and the other is not — then rule 4 uses the left-hand-side
range as a safe approximation of the intersection of the two ranges.

For an equality comparison v; == vy at node n, the mappings along the true outgoing
edge, Envy,, r(v1) and Envy,, 7(v2), would be computed as follows:

Envy,, p(v1) = intersect(Envy, (v1), Envy, (v2))
EnvZut’T(vg) = intersect( Envy, (ve), Envy (v1))

For a relational comparison v; <= vy at node n, we want to compare v;’s range against
only the maz component of vy, and compare vy’s range against only the min component of
v1. We define the functions open-min and open-max:

open-min({d, [min, maz|)) = (d, [—o0, maz])
open-mazx({d, [min, mazx])) = (d, [min, +o0])
and compute the out fact along the true branch of v, <= vy as:

Envy,, r(v1) = intersect(Envy, (v1), open-min(Envi, (vs)))

Envy,, r(v2) = intersect(Envy, (v2), open-maz(Envy, (v1)))

The < comparison is treated similarly, but shifting the min or maz component by one. For
I= comparison, in general no improvement can be made.

The out mapping along the false branch Envy,, r is computed by evaluating the negation
of the predicate. Note that if the evaluation of a predicate causes one of the predicate
variables to be mapped to T (which represents the empty range) along a given branch, then

that branch is infeasible.
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6.5 Widening and Narrowing

During dataflow analysis, since the interval lattice has infinite descending chains, widen-
ing [Cou™76] is used to ensure convergence, and narrowing is used to obtain more precise

results.
The widening and narrowing operators for descriptor-offset ranges are an extension of

the classic widening and narrowing operators for intervals given in [Cou™76]:

Widening (dy, [miny, maz,])V (da, [ming, mazs]) =

if di Cqdy or dy B4 dy,

—oo if ming < min oo if mazy > max

then (d; M ds, , 2 ! * ; ! )
min, otherwise mazx; otherwise

else L.

Narrowing (dy, [miny, maz1])A{dy, [ming, mazs]) =

if di Eg4 dy or dy Cy dy,
ming if min; = —o0 ) < mazxy if max, = +o0 )

mazx; otherwise

then <d1 M dg, >

min, otherwise
else L.

Widening is needed to ensure convergence in loops, because the interval domain has infinite
descending chains, while narrowing is used to recover some precision lost due to widening.

The standard dataflow analysis worklist algorithm is performed twice:

1. “Widening” phase: dataflow facts stored along the CFG’s edges are initialized to T.
At each step in the analysis, the stored fact is combined with the newly-computed fact
via the meet operator, except along backedges (as identified by a depth-first traversal
of the CFG), in which case the stored fact is widened with the newly-computed fact.

The analysis continues until a fixed point is reached.

2. “Narrowing” phase: starting with the stored facts computed from phase 1, the analysis
is performed again, but this time, the stored fact is combined with the computed fact

via the narrowing operator instead of the meet.
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i ++

ali]
©)
(while(i < 10)]

&)F

Edge (1) Edge (2) Edge (3) Edge (4) Edge (5)
Widening :
Iter. 1 [0, 0] T (0,0 (1, 1] TV[1,1]
= [0, 0] = [1,1]
Tter. 2 0,01 [L1] | L2 | [L1VIL2]
=[0,1] = [1, +o0]
Iter. 3 [0,1] M [1, +00] | [1,400] | [1,+00]V]L,9]
= [0, +o0] = [1, +o0] [10, +o0]
Narrowing :
Iter. 1 [1, +o0] AL, 9]
=[1,9]
Iter. 2 [0, +00]A[0,9] | [1,10] [1,9] [10, +00] A[10, 10]
=[0,9] = [10, 10]

Figure 6.6 Widening-Narrowing Example
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Figure 6.6 gives an example demonstrating widening and narrowing on integer ranges.
The table gives the ranges computed for variable i at each CFG edge during 3 widening
iterations and 2 narrowing iterations of the analysis (the NULL component of the DO repre-
sentation has been omitted for brevity). A depth-first traversal identifies (4) as a backedge
at which widening will be performed at each iteration. The interesting widening operation
occurs during iteration 2 at edge (4), where the upper bound of the range is widened to
infinity. This guarantees or speeds up convergence: without widening it would take 10 iter-
ations to converge, and if the while predicate did not constrain the range of i, the analysis
would not converge.

But results obtained by widening can be imprecise; after iteration 3, i has an infinite
upper bound at all CFG edges. To improve precision, another analysis pass is performed
where narrowing is done at each CFG edge. The intuition behind narrowing is that an
infinite bound could only have arisen as a result of over-approximation due to widening, so
if starting from the infinite bounds we can derive a fact with finite bounds, the finite bound
is still a safe solution. In this example, after narrowing we have a precise (finite-bounded)

interval for i at all CFG edges.

6.6 Structure Fields

As defined, the descriptor-offset domain cannot precisely represent a pointer value that
points to a field of a structure, e.g., from the assignment p = &x.a. This limits the ability of
the analysis to infer precise ranges from predicates or pointer subtraction.

Consider the example in Figure 6.7. At line 2, p is assigned to point to location s.b plus an
unknown positive offset, while at line 3, q is assigned to point to one past the last element of
s.b. Because the “location” component of the DO domain only includes outermost objects,
the field s.b cannot be represented, so the location must be set to UNKNOWN. This means
the predicate at line 4 is unable to improve the range of p to have an offset of [0,9] to

determine that the dereference at line 5 is definitely in-bounds.
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struct S {
int a;
char b[10];
} s;
char *p, *q;
unsigned int i;

1. i = getchar(); i+ (NULL, [0, +00])

2. p = &s.blil; p — (UNKNOWN : char [10], [0, +-00])
3. q = &s.b[10]; q — (UNKNOWN : char [10], [10, 10])
4. if(p < A

5. *p = ... p — (UNKNOWN : char [10], [0, +00])
6. 1}

Figure 6.7 Structure Field Example

Note that it is unsafe to let the outermost location s represent any field of s, since it
is important to ensure that if two ranges have the same target location, then they must
represent offsets from the same base pointer value. Violating this property would render our
handling of pointer subtraction and predicates unsound.

To handle pointers to structure fields more precisely, we define an augmented set of
locations locss(P) to include members representing structure fields, and use locss(P) in
place of locs(P) in the definition of the Array Descriptor Domain on page 59. The offset of
a field f in structure s can be portably represented as a type signature (a list of types) of
the fields of s up to and including f. Therefore, we represent a structure field with a base

location and a type list:
o locss(P) = locs(P)U{x.(Ty,...,7) | © € locss(P), T1,...,7n € T'}

where T" is the set of non-void C types. This definition is recursive, to represent fields in
nested structures. A union member is represented by the union location itself, because all
members of a union are defined in C to have the same address as the union object itself.

For example, given the following definitions:
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struct S { union U {
int 1i; double d[8];
int j; struct V {
struct T { float f;
char c[5]; long 1;
ot } v,
} s1, s2[10]; } u;

the following table shows some locations and their representations:

Field locss(P) representative
1. st.i s1.(int)
1. s1.j s1.(int, int)
2. sl.t.c s1.(int, int, struct{ char[51}).(char[5])
3. s2[i].j (UNKNOWN)
4. u.d u
5. u.v.l u.(float, long)

As suggested in line 3, locss(P) does not include representatives for fields in an array of
structures, but it does represent arrays within structures (as in line 2).

Using this representation, one small adjustment is needed to the definition of the intersect
function on page 69, for handling predicates. For rule 3, the condition z; # x5 is not
sufficient, because if x; is a structure s, and x5 is a field of s, then z; and x5 may refer to
the same location without going out of bounds. Although this can only occur in pathological
cases, it is important for completeness to replace the x; # x5 condition in rule 3 with
outer(zy) # outer(xy), where outer(x) is the outermost object in locs(P) containing x.

Finally, we also augment the set Var of variables that are mapped to ranges (defined on
page 61) to include fields of structure variables. This increases the number of locations for
which we compute a range, improving the likelihood of the analysis identifying in-bounds

dereferences.

6.7 FEvaluation

We implemented the pointer-range analysis as a context-insensitive inter-procedural

dataflow analysis (operating on the supergraph of the program). After performing the
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analysis, we consider each checked pointer dereference (i,*q) € checked-derefs(P): if
q— (z: 7lo], [min, maz]) such that min > 0 and mazr < o, then the dereference is guar-
anteed to be in-bounds, so (i, *q) can be excluded from checked-derefs(P).

For dereferences that access a structure field (using the arrow operator), a further con-
dition is needed to ensure that the target object contains the needed field. The dereference
sp->j is guaranteed to be in-bounds if sp — (x : 7[o], [min, maz]) such that min > 0 and

mazr < o and 7 is a structure that begins with the type signature of field j.
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Figure 6.8 Pointer Range Analysis: In-Bounds Dereferences (Percentage)

In Figure 6.8, the black (DO) bars show the percentage of dereferences that were found
to be in-bounds in our benchmark programs. On average, 18.5% of the dereferences were
found to be in-bounds.

To justify the use of the DO representation rather than the simpler location-offset (LO)

representation, we evaluated the two ways in which DO can give better results than LO:

o multi-target: DO can represent a pointer to multiple targets, as in the Figure 6.2

example.

e transformation (6.1): DO allows the application of Transformation (6.1) or (6.1a)

when handling mismatched-type operations.
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We found that multi-target made a bigger difference; the ‘multi-target’ bars of Figure 6.8
show the percentage of dereferences found to be in-bounds when the multi-target ability
was disabled — on average, it found 11% fewer in-bounds dereferences per benchmark. Most
of these come from function calls, where different arrays of the same size are passed as
an argument to a function that accesses the array. As for transformation (6.1), only 35
in-bounds dereferences were not found when this feature was disabled (one in gec, 21 in
m88ksim, and 13 in crafty). Overall, the difference between the DO and LO is significant,
and shows that the type-count descriptor is an effective mechanism for handling challenging
aspects of C.

We also evaluated the importance of improving ranges at predicate nodes. The ‘no
predicates’ bars in Figure 6.8 show the percentage of dereferences found to be in-bounds if
ranges at predicates were not improved as described in Section 6.4. On average, 20% fewer
in-bounds dereferences per benchmark were found, confirming the importance of handling
predicates.

To measure the price of portability, we looked at the improvement in results if exact
sizes of types are assumed, i.e., if type mismatches are handled with transformations (6.1)
and (6.2) rather than (6.1a), (6.2a), and (6.2b). Only five more in-bounds dereferences
were found using exact sizes (two in gcc and three in gap), suggesting that in practice, the
portable transformations produce results that are almost as good as the non-portable ones.

Figure 6.9 gives the runtime overhead of MSE using the EPT classification plus pointer-
range analysis, compared to using just EPT. The average slowdown with range analysis is
192% for read-write checking, and 46.5% for write-only checking (representing respectively
a 6.8% and 14.0% improvement over EPT). The improvements are significant but not over-
whelming, and must be weighed against the analysis complexity.

Figure 6.10 gives the analysis-time slowdown for Pointer-Range Analysis and EPT. Notice
that the flow-sensitive pointer-range analysis has some scalability issues with the larger

programs.
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Figure 6.9 Pointer-Range Analysis: Runtime Overhead
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Figure 6.10 Pointer-Range Analysis: Analysis Time Slowdown
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Chapter 7

Summary of Memory-Safety Enforcer

7.1 Performance and Coverage

Figure 7.1 gives the runtime overhead of MSE using EPT, EPT plus redundant checks
analysis, and EPT plus both redundant checks analysis and pointer-range analysis. The
average slowdown with all analyses is 170% when checking reads and writes (a 17% improve-
ment over EPT), and 43.7% when checking writes only (a 19% improvement over EPT). Note
that Redundant Checks Analysis and Pointer-Range Analysis are orthogonal, and often give
complementary improvements (for example, in comparing Figures 7.1 and 6.9, bh shows a
big improvement from pointer-range analysis but not redundant checks analysis, while ammp
shows a big improvement from redundant checks analysis but not pointer-range analysis).

The improvements due to redundant checks analysis and pointer-range analysis are sig-
nificant but not overwhelming, and must be weighed against the analysis complexity. Figure
7.2 gives the analysis times of EPT, redundant checks analysis, and pointer-range analysis,
as a multiple of the compilation time of the uninstrumented program. EPT is based on a
fast flow-insensitive points-to analysis that scales well to the larger programs, while the two
flow-sensitive analyses are noticeably slower for the large benchmarks. The analysis of mesa
is slow because the program has many large structures (with over a thousand fields) which
our implementation currently does not handle efficiently.

Another metric that may be of interest is tracked coverage, or the percentage of static
locations (variables, MALLOC objects, and STRLIT objects) that were classified as tracked.

With the naive classification, the tracked coverage is 100%, because all user locations are
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Figure 7.1 Pointer-Range Analysis: Runtime Overhead



82

40x || Extended Points-To (avg. +0.6x) >50x
35x [ D Redundant Checks (avg. +1.5x) I
S30x [~ . Pointer-Range Analysis (avg. +16.3x)
Q .
P 25x . Instrumentation (avg. 5.2x)
S 20x
o
< 15x
o
v 10x
5x

0
QLRI SRR I P EL 2 FEF S VRS RELITD D O R &
® S\ S PNI N 22O PO RE R N SRS O L Q%@
FLESE CEES & Qﬁ&"* ¢ PO A FITE T RIS O
S & & o <$

Figure 7.2 Compilation-Time Slowdown

tracked. With EPT and Range Analysis, the tracked coverage is given in Figure 7.3:! when
checking reads and writes, the average coverage is 16.4% with EPT, and 13.6% with EPT and
Range Analysis, and when checking writes only, the average is 9.7% with EPT and 7.6% with
EPT and Range Analysis. The tracked coverage for tile is high in read-write checking mode
because the program declares a large number of string literals, most of which are classified
as tracked. Improvements in tracked coverage from range analysis arise if the analysis can
guarantee that all accesses to an array (including via pointers) are in-bounds, and classify
them as untracked. Observe that the coverage for write-only checking is lower than for
read-write checking, because certain locations are only read but not written via checked
dereferences. Thus, checking only writes actually increases the likelihood of detecting an
invalid access, though it would fail to detect any invalid reads.

In the context of a security tool, a better measure of coverage is how many “sensitive”
locations are tracked. Of the control-sensitive locations listed in Chapter 2, only function
pointers, longjmp buffers, and exec/system call arguments are part of user memory: if any

of these are classified as tracked, then an invalid write into these locations would not be

'Recall that redundant checks analysis does not reduce the size of tracked-locs(P), so there is no change
in tracked coverage when using redundant checks analysis.
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detected. For all other sensitive locations, any attempt to overwrite them via a checked
dereference would be detected.

Of the 151 function pointers in the benchmarks, only two are classified as tracked: these
two (both in vortex) are tracked because they are assigned a value via a call to the library
function memcpy, which includes a write via an unsafe dereference. Of the 11 longjmp buffers
in the benchmarks, 9 are classified as tracked. Six of these (in 1i) are classified as tracked
due to imprecise handling of structures by the points-to analysis, two (in perl) are arrays of
longjmp buffers that are accessed via unsafe dereferences, and one (in gcc) was assigned via
a call to bcopy, which includes a write via an unsafe dereference. Of the seven arguments to
exec and system calls (in perl, m88ksim, gcc, and gap), five were classified as tracked: these

were stored in arrays and manipulated by unsafe dereferences in string or array operations.

7.2 Comparison with Other Tools

Figure 7.4 gives a comparison of the execution-time slowdown of the MSE to two related
tools, CCured (version 1.2.3) and Cyclone (version 0.6), for the Cyclone benchmarks. All

were compiled with -03 optimization, and executed on the same machine on the same inputs.
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Figure 7.4 Runtime Overhead Comparison

CCured [Nec™02, Con*03] and Cyclone [Jim*02] are two variations of the C language

that enforce memory safety (for both reads and writes) at runtime. They both make use of
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fat pointers to detect spatial access errors; to prevent temporal access errors, they restrict the
memory management to the use of a garbage collector (for CCured) or a region-based memory
manager (for Cyclone). CCured, like the MSE, uses static analysis to classify pointers into
categories of safety, instrumenting only pointers for which memory safety cannot be statically
verified; additionally, user-supplied annotations can be used to improve the static analysis
results. Cyclone also has different types of pointers for which different amounts of runtime
checks are instrumented, but the type of each pointer is specified by the programmer. In
both cases, the use of fat pointers results in a more restrictive memory-safety model; e.g.,
dereferencing a pointer that has been cast from an integer is not allowed.

The average slowdown for our tool on these benchmarks is 192.5% when checking reads
and writes, and 52.2% when checking only writes (note that our worst-performing bench-
mark for checking only writes, grobner, is included in this test set). For CCured, the average
slowdown (363.8%) is much higher than the average slowdowns reported for other test cases
in their papers [Nec™02, Con™03]; the CCured team verified the poor performance for cacm
and matxmult on the unmodified source files, but were able to significantly improve the per-
formance of cacm with some (potentially-unsound) programmer-added annotations [Nec04].
For Cyclone (average slowdown 56.6%), the source code had been translated (manually) to
Cyclone, so human intervention played a part in identifying pointers that should be made
fat pointers.

Although these test cases are far from comprehensive, they demonstrate that our ap-
proach can be competitive with or faster than tools like CCured and Cyclone while main-

taining the low-level control of C and without requiring programmer changes to source code.

7.3 Effectiveness of the MSE
7.3.1 Fault-Injection Study

One potential weakness of the MSE compared to a fat-pointer approach (like CCured)

is that the MSE is not guaranteed to detect all memory-safety errors. If an out-of-bounds
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dereference happens to access another tracked location, the dereference would not be recog-
nized by the MSE as an invalid access. To get an idea of the extent to which this may be a
problem in practice, we conducted a simple fault-injection study.

For each Cyclone benchmark, we identified all array declarations and malloc calls. Our
plan was to create, for each array declaration or malloc call, a variant of the program in
which the size of the array or malloc’d block was decreased by one; e.g., for the declaration
int a[SIZE], a variant would be created in which the declaration of a was replaced by
int a[SIZE-1], and for the call malloc(e), a variant would be created in which the call was
replaced by malloc(e-1). The idea behind each of these changes was to trigger an off-by-
one error. We would then instrument each variant with CCured to determine the number of
cases in which a memory-access error was triggered (at runtime, on our test inputs). Since
the fat-pointer approach is guaranteed to detect spatial access errors, this number could be
used as a baseline against which the number of error cases detected by the MSE could be
compared. However, it turned out that CCured’s dynamic memory allocator increases the
size of each allocated block to the next word boundary — a practice that enables efficient
bounds checking — so we altered the fault-injection methodology slightly to account for this,
by decreasing the size of each mutated malloc argument by one word rather than one byte.
Figure 7.5 summarizes the test cases: column (a) lists the number of variants created and
tested for each program, while column (b) shows the number of variants for which there was
an invalid access (as detected by CCured?).

When instrumented with the MSE, all of the error cases in column (b) were detected.
This was true in both read-write checking mode and write-only checking mode, and when
using either the naive classification scheme, the extended points-to analysis, or the full suite

of static analyses (extended points-to, redundant checks, pointer range). This experiment

2For aes, CCured reported two additional errors which were not memory-safety violations. In both cases,
a pointer to an array of N-1-element arrays is passed to a function that expected a pointer to an array of
N-element arrays; this was disallowed by CCured, even though the misaligned array declarations did not
result in a subsequent invalid access.
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(a) (b)

Variants | Errors
aes 10 2
cacm 4 3
cfrac 9 8
grobner 19 8
matxmult 2 2
ppm 7 1
tile 19 0

Figure 7.5 Fault Injection Error Cases

would tend to suggest that, in practice, the likelihood of an out-of-bounds dereference access-
ing another tracked location is quite low, and that, in practice, our approach is as effective

as the fat-pointer approaches in detecting memory-safety errors.

7.3.2 Finding Bugs

While the MSE was designed primarily as a security tool, it can also be used for debug-
ging. When instrumented to check both reads and writes, a number of invalid read accesses
were discovered in several of the SPEC benchmarks (compress, gcc, go, ijpeg, parser,
vortex).?> The gcc bug reads via a dangling pointer dereference (pointing to a local variable
in an expired scope); the rest of the errors are out-of-bounds array accesses. Though these
bugs do not appear to be vulnerable to malicious attacks, this shows that our approach can
also be used to detect bugs, in a spirit similar to Purify [Has*92], but with a lower runtime

overhead.

7.3.3 Detecting Attacks

To demonstrate the efficacy of our tool, we instrumented two Linux (RedHat 6.2) pro-
grams that have known vulnerabilities and exploits. In both cases, our instrumented program

detected the invalid write during a run where we attempted to perform the exploit, and halted

3The bugs in compress, go, ijpeg were also reported in the first CCured paper [Nect02].
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the program before the exploit was able to gain control. Exploits were obtained from the
Packet Storm website [Pac].

The first vulnerable program we tested is traceroute, the vulnerability and exploit for
which were described in Section 2.3.

The second program, cfingerd, is a configurable finger daemon that allows each user to
turn on or off the ability for others to look up information about them. A user can supply
a generic message in a file .nofinger in their home directory that will be displayed by
cfingerd. Version 1.4.2 of cfingerd has a buffer-overrun bug in the function that processes
the data in the .nofinger file: the data is read into an 80-byte buffer with no bounds
checking. An attacker can thus put a string longer than 80 characters in their .nofinger
file to overwrite the function’s return address. The exploit we tested put the shellcode
within the first 80 bytes, then padded the string with a suitable number of bytes beyond
80, followed by the address of the shellcode at a position determined (by code inspection
and experimentation) to coincide with the return address in the activation record. Since
by default the cfingerd daemon is executed as root, this exploit gives the attacker root
privileges on the system.

We also instrumented the 20 test cases developed by Wilander and Kamkar to evaluate
dynamic buffer-overflow prevention tools [Wil*03]. These test cases simulate the range of

possible attacks that

1. overwrite one of the following attack targets: a return address on the activation record,

an “old base pointer” on the activation record, a function pointer, or a longjmp buffer;

2. either use a contiguous buffer overflow to write to the attack target, or use the overflow

to write a pointer value to allow a re-directed write directly to the attack target;
3. overflow either a buffer on the stack or a buffer in the heap/BSS/data segment.

With the unoptimized MSE, all the attacks except those that write directly to a function

pointer or a longjmp buffer were detected — this is as expected, since the unoptimized MSE



89

classifies all user locations (including function pointers and longjmp buffers) as tracked. With

the EPT analysis, all 20 attacks were detected.

7.4 Conclusion

We have described the Memory-Safety Enforcer, which instruments programs to detect
invalid pointer dereferences at runtime. The tagged-memory approach, which tags each byte
of memory with one bit to indicate whether the byte is a valid target of a checked dereference,
allows runtime checking to be efficient without restricting the flexibility of the C language
or reporting false positives. While the approach is not guaranteed to prevent all invalid
accesses, it will detect a large class of known security attacks, including stack smashing and
the more subtle multiple-free exploit. Further, the likelihood of detecting an invalid access
can be improved with better static analysis.

Three static analyses, based on Points-To Analysis, Redundant Checks Analysis, and
Pointer-Range Analysis, have been described, and have been demonstrated to be effective
at improving both runtime overhead and the likelihood of detecting an error. The runtime
overhead of 43.7% for checking writes only is better than the performance of tools with

similar goals, and should be low enough for the approach to be used in deployed software.
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Chapter 8

Sensitive Location Checker (SLC)

The idea behind the Memory-Safety Enforcer (MSE) is to maximize the number of invalid
accesses detected. For the purposes of security, however, not all invalid accesses are interest-
ing. In particular, it may be sufficient to prevent the control-sensitive locations described in
Chapter 2 (page 13) from being corrupted. Indeed, this is the philosophy behind StackGuard
[Cowt00] and many related approaches [Sta00, Bart00, Chit01, Ozd*02], which detect only
attempts to overwrite the return address on the activation record.

In this chapter, we describe a variation of the MSE, called the Sensitive Location Checker
(SLC), that focuses runtime checks to detect only invalid writes into sensitive locations.
The sensitive locations include the return address, function pointers, longjmp buffers, and
exec/systen call arguments. The idea is to classify these sensitive locations as tracked, and
classify as checked all write dereferences that cannot validly write into a sensitive location
(i.e., the set of dereferences (i,*p) € write-derefs(P) such that pt-set(p) does not contain
any sensitive location). The program would then be instrumented so that the following

occurs at runtime:
e Initially, all memory is tagged valid.
e Each tracked location is tagged invalid when allocated, and valid when deallocated.

e For each checked dereference, the tag of the target location is checked: if it is nvalid,

a security violation is reported and the program is halted.



91

1. int al2], 1i; 1. char safe_buf[16];

2. wvoid (xfp[2])0); 2. char vuln_buf[16];

3. fpli] = &foo; 3. strcpy(vuln_buf, "safe_command");
4. al[i] = 10; 4. gets(safe_buf);

5. (fpl11) O; 5. system(vuln_buf);

(a) (b)
Figure 8.1 Sensitive location examples.

The tag has a different meaning in this scheme than in the MSE: intuitively invalid means
“a sensitive location”. Dereferences that may legitimately write into the tracked (sensitive)
locations are not checked; this is necessary to prevent a false positive (since the sensitive
locations would be tagged invalid) but it means that an attack that exploits an unchecked
dereference would not be detected.

To illustrate this approach, consider the example in Figure 8.1(a): The array of function
pointers fp is a sensitive location, so it is classified as tracked and tagged invalid at runtime.
Other sensitive locations, like the return address on the activation record, are also tagged
invalid. All other locations are tagged valid, including the untracked (non-sensitive) location
a. The dereference fp[i] at line 3 may validly write into sensitive location fp, so it is
unchecked; the dereference a[i] at line 4 may not validly write into any sensitive location,
so it is checked. Therefore, an out-of-bounds access of a[i] that overwrites the sensitive
location fp would be detected, because fp is tagged invalid. Note that this would not be
detected by the MSE: the dereference fp[i] would be classified as checked, so fp would be
tracked, and tagged wvalid at runtime; if a[i] erroneously tries to overwrites fp, since fp is
tagged wvalid, no violation is reported.

The example in Figure 8.1(a) is contrived, to facilitate explanation; a more realistic
example that parallels the example in Figure 8.1(a) is given in Figure 8.1(b). In this example,
vuln_buf is a sensitive location, because it is an argument to the system function call, so
it is classified as tracked and tagged inwvalid at runtime. The call to strcpy at line 3 may

validly write into sensitive location vuln_buf so it is unchecked, while the call to gets at
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line 4 may not validly write into any sensitive location, so it is checked. Therefore, if the call
to gets overflows safe buf and writes into vuln buf, an error would be detected. Again,
the MSE would not detect this attack: vuln buf may be legitimately accessed via an unsafe
dereference in strcpy, thus vuln_buf is tracked. This means that an erroneous write into

vuln_buf via the call to gets would find vuln buf tagged valid, and not report an error.

8.1 Effectiveness of SLC vs. MSE

The examples in Figures 8.1(a) and (b) demonstrated some attacks that would be de-
tected by the SLC but not by the MSE. Note that there are attacks that would be detected
by the MSE but not by the SLC, as in the following example.

Program MSE classification | SLC classification
1. int (xfp1) O; fpl tracked fpl tracked
2. int (xfp2) O; fp2 untracked fp2 tracked
3. char * p;
4. p = (void *) &fpil;
5. pt=4;
6. *p = getchar(); *p checked *p unchecked
7. (xfp2) O;

At line 4, the pointer p is assigned the address of £p1; at line 5, p is incremented, and at line
6, some user-controlled value is written into *p. If fp1l and fp2 were laid out such that the
assignment at line 6 writes into £p2, then the user could supply a malicious value to change
the destination of the indirect function call at line 7.

The MSE would classify *p as a checked dereference (because of the pointer arithmetic
at line 5), and would classify £p2 as untracked (because it is not a valid target of a checked
dereference). Thus, the invalid write at line 6 would be detected. The SLC, on the other
hand, would classify *p as unchecked because it may legitimately access the sensitive location
fpl. This means the dereference at line 6 would not be instrumented, thus the invalid write
would not be detected.

For any program, like the above example, that can be attacked in a way that would be

detected by the MSE but not the SLC, one can argue — in the ideal case — that the program
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is probably vulnerable to another attack that would not be detected by the MSE. Since *p
can legitimately access the vulnerable location fp1, there is likely to be a way to successfully
effect an attack via *p by overwriting fp1 instead of £p2; such an attack would not violate
memory safety, and thus would not be detected by the MSE. However, this argument is not
as strong in practice because of imprecisions due to points-to analysis. That is, a dereference
*p may be classified as unchecked because p’s points-to set contains a sensitive location, even

though at runtime *p could never access the sensitive location.

8.2 Library Functions

The SLC must handle calls to library functions more precisely than the MSE. In the MSE;,
every write via a dereference in a library function is checked; but in the SLC, as motivated
by the call to strcpy in the Figure 8.1(b) example, we must determine whether each call to
a library function may validly write into a tracked (sensitive) location. If a call may validly
write via a dereference to a sensitive location and the dereference is checked, we may report
a false positive; if a library function call has a dereference that may not validly write to a
sensitive location and the dereference is unchecked, we may miss detecting an invalid write
to a sensitive location.

In our implementation, calls to the following library functions are handled specially by

the static analysis:

scanf(2"), fscanf(3"), sscanf(3"),
gets(1), fgets(1), fread(1),
sprintf(1l), snprintf(1), bcopy(2),
memset (1), memcpy(1), memccpy(1), memmove(1),

strcpy(1l), strncpy(1l), strcat(1), strncat(1),

The number in parenthesis indicates the “dereference-write” arguments, i.e., arguments that
point to a location that is written by the function (e.g., the first argument to memset points

to the destination of a dereference write; arguments 2 and above to scanf are pointers to the
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destination of a dereference write). For each call to one of these functions, if the dereference-
write arguments’ points-to sets contain a sensitive location, then we leave unchanged the
call to the original (uninstrumented) version of the library function. Otherwise, the call is
redirected to a wrapper version of the function that performs the necessary runtime checks.
In the Figure 8.1(b) example, the strcpy call at line 3 would remain unchanged, since the
first argument may legitimately access a sensitive location (vuln_buf), while the gets call at
line 4 would be redirected to a wrapper version that checks the tag of the written locations,

and reports an error if it were to write to a location tagged inwvalid, like vuln_buf.

8.3 Implementation

The SLC was implemented by making a few adjustments to the MSE infrastructure.
The first significant change is in the initial classification of checked dereferences and tracked
locations. In the MSE, we first determined checked-derefs(P) (via the various static analyses)
before computing tracked-locs(P) based on this checked-derefs(P) set. In the SLC, we first
specify tracked-locs(P) before computing checked-derefs(P) based on this tracked-locs(P)
set; after this step, the Extended Points-To, Redundant Checks, and Pointer-Range Analyses
can be applied to trim down the checked-derefs(P) set.

In the SLC, tracked-locs(P) consists of the following sensitive locations in locs(P):

e cach function pointer that is dereferenced in an indirect call.

e for each call to longjmp, longjmp, or siglongjmp, any location passed as the first
argument, and any location in the points-to set of the first argument, is included in

tracked-locs(P).

e for each call to system, popen, or any of the exec functions (execl, execlp, execle,
execv, execvp, execve), any location passed as the first argument, and any location

in the points-to set of the first argument, is included in tracked-locs(P).

Conceptually, tracked-locs(P) should also include the return address field of each activation

record, the global offset table, and the atexit table, but since these locations are always the
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same (for a given platform), and should not be manipulated directly by the user program,
they need not be explicitly included in tracked-locs(P).

Given the above tracked-locs(P) set, the set checked-derefs(P) is initialized to all deref-
erences that are writes (write-derefs(P)). Then, for each dereference (i, *p) in this set such
that the points-to set of p contains a tracked location, the dereference is removed from
checked-derefs(P). From this initial set of checked-derefs(P), the Extended Points-To, Re-
dundant Checks, and Pointer-Range Analyses can be applied to remove checks that are
guaranteed never to violate memory safety (thus, never to invalidly write into a sensitive
location).

A practical change to the MSE infrastructure for the SLC was to reverse the meaning
of the tag-bit value, so that 1 represents invalid, and 0 represents valid. This change allows
the SLC to take advantage of the efficiency of demand-zero paging: since the entire mirror
of memory needs to be initially tagged wvalid, allocating it to contain all ‘0’s can be efficient.
The tag-checking routine (which verifies that a given checked dereference does not write to
a location tagged invalid) was adjusted to account for this change. The routines for setting
and clearing the tags did not change: when a tracked location is allocated, it is tagged with
the value 1 to represent invalid, and when it is deallocated it is tagged 0 (valid). This is the
same behavior (at the implementation level) as in the MSE, where when a tracked location
is allocated, it is tagged with the value 1 to represent wvalid, and when it is deallocated it is
tagged 0 (invalid).

Another major change to the MSE framework is adding instrumentation to tag the sen-
sitive non-user locations (return address, GOT, ...) as invalid at runtime. The most
significant of these is for the return address, where code must be added to tag the return
address invalid at the entry point of each function, and to tag it as valid at every exit point
of the function. This aspect of the instrumentation makes the SLC approach dependent on
the compiler, as there is no portable way to determine the address of the return-address field

or any of the other non-user sensitive locations.
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Figure 8.2 SLC vs. MSE: Runtime Overhead

8.4 Evaluation

We instrumented our benchmark programs with both SLC and MSE to compare their
runtime performance. A comparison was made using just the Extended Points-To (EPT)
Analysis, as well as with all three analyses (EPT, Redundant Checks, Pointer Range) en-
abled. Figure 8.2 compares the runtime overhead of SLC and MSE, with just EPT analysis
(top graph), and with all three analyses (bottom graph). The extended horizontal lines indi-
cate the MSE overheads, and the vertical bars indicate the amount by which SLC improved
(light gray bars, pointing downwards) or worsened (dark gray bars, pointing upwards) the
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runtime overhead. With EPT, the overhead of SLC was 37.7% on average, compared to
MSE’s 54.1%. With all three analyses, the overhead was 32.6% for SLC compared to 43.7%
for MSE.

The main contributor to the difference in performance is the setting of the tags for tracked
locations. In general, the SLC has many fewer tracked locations, since most programs have
very few function pointers or longjmp and system calls; therefore, the SLC spends less time
than the MSE in tagging tracked locations when they are allocated and deallocated. On the
other hand, the SLC must instrument every function call and return to change the tag of
the return-address field in the activation record, which is the main reason for the decreased
performance in some of the programs compared to the MSE. (The other reason for decreased
performance is the MSE optimization, described in Section 3.3, of checking large dereferences
against the hash table maintained by the malloc wrapper routine. Since most heap locations
in the SLC are not tracked, this hash table is usually empty in the SLC, so the optimization
is ineffectual.)

The significant improvement in runtime performance comes at a cost: we must evaluate
the likelihood that an attack will be missed by the SLC. Figure 8.3 gives the percentage
of static checked dereferences in the MSE that were identified by the SLC as unchecked
because they may validly refer to a sensitive location. Any attack that exploits one of these
dereferences would not be detected by the SLC, so we want this number to be low.

In most programs, this percentage is 0; this is usually because the program does not have
any sensitive user locations (i.e., they do not contain function pointers or calls to longjmp,
exec, ...). However, in a few cases, the percentage of SLC-eliminated checked dereferences is
discouragingly high, with 80-100% of the checks eliminated in a handful of cases. This means
that almost any attack would not be detected for these programs. The reason for the high
percentages in these cases is the imprecision introduced by points-to analysis. Most of these
programs include features like indirect function calls and extensive uses of structures, which
are not handled precisely by our points-to analysis. This can lead to degenerate points-to

results, in which many locations can end up in the points-to set of most pointers. Thus, this



EPT | EPT*T EPT | EPTH+
compress 0.0 0.0 || aes 0.0 0.0
gce 0.2 0.0 || cacm 0.0 0.0
go 0.0 0.0 || cfrac 0.0 0.0
ijpeg 88.6 93.1 || grobner 0.0 0.0
li 95.0 100.0 || matxmult 0.0 0.0
m&8ksim 6.1 14.4 || ppm 0.0 0.0
perl 95.3 97.9 || tile 0.0 0.0
vortex 61.2 82.4
ammp 3.6 3.9 || bh 0.0 0.0
art 0.0 0.0 || bisort 0.0 0.0
bzip2 0.0 0.0 || em3d 0.0 0.0
crafty 0.0 0.0 || health 0.0 0.0
equake 0.0 0.0 || mst 93.3 93.3
gap 93.3 94.1 || perimeter 0.0 0.0
g7ip 0.0 0.0 || power 0.0 0.0
mcf 0.0 0.0 || treeadd 0.0 0.0
mesa 74.5 79.2 || tsp 0.0 0.0
parser 0.0 0.0
twolf 0.0 0.0
vpr 0.0 0.0 || Average 17.0 18.3

(EPT** = EPT + Redundant Checks + Pointer Range Analysis.)

Figure 8.3 SLC-Eliminated Checked Dereferences (percentage, compared to MSE)
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poor coverage is not a fundamental limitation of the SLC approach, and could potentially
be improved with better points-to analysis.

Since the SLC and the MSE have very different notions of coverage, it is difficult to
compare their relative effectiveness at detecting an attack. One point of comparison we can
make is to consider the programs containing sensitive locations that were identified by MSE
as tracked (as discussed in Section 7.1, these programs are gcc, 1i, m88ksim, perl, vortex,
and gap). These are the programs for which an attack may potentially be missed by the
MSE. If we look at the percentages of SLC-eliminated checks for these same programs, most
are high, but two of them are low (gcc: 0%, m88ksim: 14%). For gcc, which had no SLC-
eliminated checks, this means the SLC would be more likely detect an attack than the MSE.
For m88ksim, security against control-transfer attacks appears to be a moot point, as the
sensitive location in that program (the argument to a system call) can be supplied in the
command-line argument; i.e., an attacker does not have to use a clever scheme that violates

memory safety to “gain control” of the program.

8.5 Summary: SLC vs. MSE

We have explored two high-level approaches to protecting programs from attacks. The
MSE enforces memory safety, and includes detection of memory-safety violations that might
not be vulnerable to attack. It also has the potential to detect new and as yet undiscovered
methods of attack, as well as less malicious attacks that may simply corrupt data to cause
a denial of service, as long as such attacks violate memory safety. Because the concept
of memory safety is defined by the language, the implementation can be portable, relying
entirely on information available at the source level.

The SLC approach, on the other hand, targets specific locations that are known to be
vulnerable to attack. In limiting the scope of the safety checks, it can achieve better runtime
performance. A downside of the SLC is that the sensitive locations must be known and
determined a priori; there may be some clever way to effect a control-transfer attack that

has yet to be discovered, which may thwart the SLC protection. (As a historical note, the
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format-string attack was only discovered relatively recently, in 2000. Thus, we should not
be too confident in believing that we are aware of all possible means of attack.) Another
downside is that many of the sensitive locations are platform dependent, thus requiring
non-portable implementation. In fact, it is sometimes necessary to instrument the internals
of certain library functions, to ensure that potentially unsafe dereferences within them are
checked. For example, the multiple-free exploit (Section 2.3) is effected by an invalid write
that occurs within the (implementation-specific) internals of the free function. The wrapper
for free must account for those internal operations in order to effectively detect that attack.

Neither the SLC nor the MSE is more powerful than the other: some attacks can be
detected by the SLC but not the MSE, and vice versa. However, one can decide which
approach will likely be more effective by evaluating the static analysis classifications to
gauge their relative coverage. For the SLC, coverage is good if the number of SLC-eliminated
checked dereferences is low. For the MSE, coverage is good if the percentage of locations
classified as tracked is low, and if the number of sensitive locations that are classified as

tracked is low.
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Chapter 9

Runtime Type Checker (RTC)

The MSE uses tagged memory to enforce memory safety, which is one of several properties
that are mandated but not enforced by the C language. In this chapter, we extend the tagged
memory approach to check another property that is not enforced by the C language: type
safety. The approach, called the Runtime Type Checker (RTC), tags each byte of memory
with four bits that encode the runtime type of the value in that byte. Whenever the value
in a location is used, the runtime type encoded in the location’s tag is checked against
the expected type of the use. If there is a type mismatch, a type-safety error is reported.
Assignments are treated specially: if the runtime type of a value being assigned does not
match the expected type of the assignment, a type-safety warning is reported to indicate
“suspicious type behavior” that may not be a true error. These warnings are often useful
for tracking down the root cause of a subsequent error.

The RTC checks subsume the MSE checks, in that memory-safety violations that are
detected by the MSE are also detected by the RTC. The RTC checks also subsume checks
performed by the debugging tool Purify [Has™92], which uses tagged memory to check for
both memory-safety violations and uninitialized memory accesses. However, the additional
type information maintained by the RTC allows it to detect more subtle errors that would
not be detected by the MSE or Purify — errors that manifest themselves as type-safety
violations but that do not violate memory safety or access uninitialized memory.

The RTC is intended for use during program development or testing, which means a

relatively high runtime overhead and a few false positives can be tolerated — though it is
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important to minimize both. The core type-safety model used by the RTC, described later in
this chapter, is chosen to minimize the number of false positives reported while maximizing
the RTC’s ability to find real errors. In the next chapter, several static analyses are described

to improve the runtime overhead of the RTC.

9.1 Motivating Examples

In this section, we describe three motivating examples to illustrate the potential benefits
of runtime type checking. In each case, we describe the kind of error that might be made,
how the RTC would detect the error at runtime, and the interesting issues raised by the

example.

9.1.1 Bad Union Access

A very simple example of a logical error that manifests itself as a bad runtime type is
writing into one field of a union and then reading from another field with a different type.

This is illustrated by the following code fragment:

1. union U {

2. int ul;

3. int *u2;

4. ¥} u;

5. int *p;

6. u.ul = 34; /* write into u.ul */

7. p =u.u2; /*read from u.u2 — warning! */

8. *p = 0; /* bad pointer dereference — error! */

In this example, an integer value is written into location u (at line 6), and is subsequently
read as a pointer (at line 7). The value that is read from u is stored in variable p, which is
then dereferenced (on line 8). The symptom of the error is the attempt to use the value 34
as an address on line 8; however, the actual point of the error can be said to be on line 7,
when a value of one type is read as if it were another type (i.e., the runtime type of u.u2 is

not the same as its static type).
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A tool that checks for memory-safety violations, like MSE or Purify, would report an
error when line 8 is executed; however, it would not be able to point to line 7 as the source
of the error, and it might not report an error at all if the value 34 happened to be a valid
memory address.

The RTC would tag the single location corresponding to both u.ul and u.u2 with the
type of the value stored at that location. After the assignment u.ul = 34 on line 6, that tag
would be set to tnt. At line 7, the tnt-tagged value is read and assigned via a pointer-
typed assignment. This is a type mismatch; therefore the RTC would produce a warning
message at line 7 indicating suspicious type behavior. The dereference at line 8 is a use that
expects a pointer-typed value. Since the value in p is still tagged int, the RTC would

generate an error message indicating a bad type use.

9.1.2 Custom Allocator

C programmers sometimes try to improve the runtime performance of memory manage-
ment by writing their own custom allocator to use in place of malloc and free. For example,
a programmer might allocate a large chunk of memory using a single call to malloc via an

assignment like the following:
static char *myMemory = (char *)malloc(BLOCKSIZE);

(where BLOCKSIZE is some large integer value). Subsequently, when new memory is needed,
a call is made to a user-defined allocation function, myMalloc, which returns a pointer to
an appropriate part of the myMemory block. Similarly, calls to free are replaced by calls to
myFree, which update appropriate data structures to keep track of which parts of myMemory
are currently in use.

Consider the following code fragment:

1. char * cp = (int *) myMalloc(64 * sizeof(char));
2. int * ip = (int *) myMalloc(64 * sizeof(int));

3. cpl6d] = 'x';
4. ip[0]++;
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The custom allocator is used to allocate two arrays, which are both part of the same myMalloc
block. Suppose the two arrays happen to be contiguous in memory. The dereference cp[64]
at line 3, which is outside the bounds of the cp array, would erroneously write into the first
byte of the ip array. This would corrupt the int value stored at ip[0], and would likely
cause the program to produce an incorrect output.

Because both the cp and ip arrays are part of the same myMalloc block of memory,
the erroneous dereference cp[64] is within the bounds of its intended target, so it does not
violate memory safety. This means that memory-safety checking approaches, including MSE,
Purify, and the fat-pointer approaches, would not detect the error.

With the RTC, the assignment at line 3 causes the byte of memory at cp[64] to be
tagged char. The increment operation at line 4 is a use of the value in ip[0] that expects
an int-typed value, so the tags of the bytes of ip[0] are checked: in this case the tag of
the first byte would contain a char tag, which does not match the expected int type; thus,

an error message would be issued to indicate a bad type use.

9.1.3 Simulating Inheritance with Structures

C is not an object-oriented language, and therefore has no classes. However, programmers
often try to simulate some of the features of classes using structures [Sif799]. For example,
the following declarations might be used to simulate the declaration of a superclass Base

and a subclass Sub:

struct Base { int al; int * a2; };
struct Sub { int bl; int * b2; char b3; };

A function might be written to perform some operation on objects of the superclass:

void f ( struct Base * p ) {
p—>al

p—>a2
+

and the function might be called with an actual argument either of type struct Base * or

struct Sub *:
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struct Base base;
struct Sub sub;

f (&base) ;

f (&sub) ;

The C language guarantees that the first field of every structure is stored at offset 0, and
that if two structures have a common initial sequence — an initial sequence of one or more
fields with compatible types — then corresponding fields in that initial sequence are stored
at the same offsets. Thus, in this example, fields al and bl are both guaranteed to be at
offset 0, and fields a2 and b2 are both guaranteed to be at the same offset. Therefore, while
the second call, f (&sub), would cause a compile-time warning (which could be averted with
an appropriate type cast), it would cause neither a compile-time error nor a runtime error,
and the assignments in function £ would correctly set the values of sub.bl and sub.b2.
However, the programmer might forget the convention that struct Sub is supposed to
be a subclass of struct Base, and while making changes to the code might change the type
of one of the common fields, add a new field to struct Base without adding the same field
to struct Sub, or add a new field to struct Sub before field b2. For example, suppose a

new int field, i1 is added to struct Sub:
struct Sub { int bl; int il; int *b2; char b3; };

Now, when the second call to f is executed, the assignment b->a2 = ... would write into the
i1 field of sub rather than the b2 field. The fact that the b2 field is not correctly set by the
call to £, or that the i1 field is overwritten with an unintended value, will probably either
lead to a runtime error later in the execution, or cause the program to produce incorrect
output.

The tracking of runtime types performed by the RTC tool can detect this error. The
assignment p->a2 = ... causes sub.il to be tagged with type pointer. A later use of
sub.il in a context that expects an <¢nt would result in an error message due to the

mismatch between the expected type (int) and the runtime type (pointer).
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Note that the erroneous assignment does not violate memory safety, since p->a2 re-
mains within the bounds of the outermost object sub. Therefore, memory-safety checking

approaches would not detect this error.

9.2 Type Safety

Type systems [Car97] are useful for organizing data into conceptual categories, called
types, and for describing operations that are permitted on data of a given type. A good type
system can improve the quality of code, make programs easier to understand and maintain,
and ensure that certain classes of errors do not occur. However, a type system that is too
strong can limit the expressiveness or flexibility of the language, and make it difficult to
implement certain low-level tasks efficiently.

The C language and its static type system can be described as “strongly typed, modulo
some loopholes”. That is, while most of the language can be statically type-checked to
guarantee that type errors do not occur at runtime, this guarantee is broken by a few
loopholes in the language. These loopholes are necessary to support efficient implementation

and flexibility — features that are important to C programmers — and include the following;:

1. Array indexing and pointer arithmetic, which may allow a dereference to access memory

outside the bounds of its intended target (causing a spatial access error).

2. Storing a pointer to stack or heap objects, which allows the pointer to be dereferenced

after the object is deallocated (causing a temporal access error).

3. Reading from a memory location before initializing it, so that the value read may be

stale data of arbitrary type.

4. Type casting and union types, which allow any memory location to be used to store
values of an arbitrary type, making it possible for an operation that expects one type

to use a value of a different type.
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The first two loopholes make C programs prone to memory-safety errors, while the third
gives rise to uninitialized-memory-access errors — both of which can be regarded as special
kinds of type errors. The fourth loophole, type casting and union types, can cause a type

error to occur without violating memory safety or accessing uninitialized memory.

9.2.1 C Language and Static Type System

In this section, we review some relevant aspects of the C language and static type system,
and establish some simplifying assumptions.

An [value expression is an expression that refers to a memory location. In the C language,
lvalue expressions include variable identifiers (x), indirection expressions (*e; or e;->mem),
array index expressions (e [e2] ), and field selectors e.mem where e is also an [value expression.
The two contexts in C that require an lvalue expression are the operand of the address-of
operator (&), and the destination of an assignment (the left-hand-side of the operators =, +=,
*x=_etc., or the sole operand of the prefix and postfix operators ++ and --; we shall collectively
refer to these as assignment operators). Note that an expression having an lvalue does not
imply that it refers to a valid memory location; instead, it means simply that the expression
is treated (by the language semantics) as referring to a memory location.

In a C program, every expression and operator has a well-defined static type. Figure 9.1
shows a simple example program, and lists the static types of the operators occurring in the
statement at line 4.! Each syntactic occurrence of an operator corresponds to a semantic
operation whose behavior conforms to the operator’s static type. For an operator with type
T1 — To, we say the corresponding operation uses its (first) operand with expected type 7,
and produces a value of type 1. A predicate test (in an if statement, while loop, etc.) is
also considered a use of the predicate expression. The comma operator (,) is not considered

a use of its first operand.

'We use the notation 7& to represent a 7-typed lvalue, or a reference to a memory location with static
type 7. For example, the assignment in Figure 9.1 expects its left-hand-side argument to be a memory
location with static type float.
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1. int * 1i;

2. char * p;

3. float f;

4. f = (float) (xp + 1);

Operator (at line 4) Static Type
* char*x — char
+ char X int — int
(float) int — float
= float& X float — float

Figure 9.1 Examples of Operator Static Types.

We treat function argument passing and the return statement as assignment operations.
We further assume that the assignment operation requires its source and destination operands
to have matching static types (modulo type qualifiers); i.e., the = operator is assumed to
have a static type of the form 7& x 7 — 7. An assignment that does not satisfy this condition
can be converted to one that does by adding an explicit cast to the source operand. For

example, if i is of type int, the assignment i = 'c¢' can be converted to i = (int) 'c'.

9.2.2 Runtime Type-Safety Model

Because C does not include provisions for type-checking at runtime, we must define our
own runtime type-safety model for the RTC. This type-safety model should extend C’s static
type system naturally, so that real errors that arise due to inappropriate uses of types are
recognized as type-safety violations. On the other hand, the type-safety model should not be
too restrictive. We want to avoid classifying legitimate operations as type-safety violations.

We first define the runtime type of a C expression as follows:
1. a. The runtime type of an lvalue expression e is the runtime type of the value last
written into the location to which e refers.

b. If no value has been written into that location, its runtime type is a special uninit

type.
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c. If the location is not part of allocated memory, its runtime type is a special

unalloc type.

2. The runtime type of a non-lvalue expression is the type of the value produced by that

expression’s semantic operation (i.e., the expression’s static type).

We can define a runtime type-safety model that naturally extends C’s static type system

with the following rule:

3. For each use of an expression e that expects a type 7, the runtime type of e should be

compatible with 7.

Assignments require special attention, as they can be modeled in several ways. The RTC

treats assignments in the following way:

4. a. An assignment is treated as a generic memory-copy operation that does not change

the runtime type of the assigned value.

b. An assignment is not considered a use of its destination operand, and the type
of the value it produces is the runtime type of the assigned value rather than the

static type of the assignment.

c. Additionally, if the runtime type of the copied value is not compatible with the
expected type of the assignment, it is considered a type-safety warning rather

than an error.

This treatment of assignments, which effectively ignores the declared type of the destination
location, distinguishes the RTC from related approaches like Hobbes [Bur™03] and CCured
[Nect02]. In Hobbes, a type mismatch with the declared type of the destination location
generates a warning message, while in CCured, the runtime type of the value is converted to
the static type of the assignment. Legitimate programs that assign into locations declared
with a different type — such as by an implementation of a custom memory allocator —

would trigger a false positive in Hobbes and be restricted in behavior by CCured.
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We relax our runtime type-safety model further with the following conditions that were

found to reduce the number of false positives in practice:

5. The address-of operator (&) is not considered a wuse of its operand; i.e., taking the
address of a location does not require the runtime type of the location to be well-

typed.

6. All pointer types are treated as equivalent, and type qualifiers (e.g., const, unsigned)

are ignored.

7. The literal value 0 (or NULL, or '\0') is considered to be compatible with any scalar

type.

8. A use that expects an aggregate type (a structure, union, or array) does not require the
runtime type to be compatible with the expected type. In other words, our type-safety

model only describes requirements for scalar types.

9. A type cast that does not change the underlying data representation, such as a cast
between a pointer and an integer of the same size, does not require the type of the
operand to be compatible with its expected type, and has the same runtime type as
its operand. We call such a cast a copy cast.

A cast that changes the underlying representation, such as a cast between an int and
a float, is called a conversion cast. A conversion cast (7) e is considered a use of e

which expects the static type of e, and produces a value of type 7.

To illustrate the treatment of copy and conversion casts, consider the example in Figure 9.2.
The single location u is declared as a union that can be accessed as an integer (via u.i),
pointer (via u.p), or float (via u.f). We assume that a pointer and an int are of the same
size. At line 1, the cast from a pointer to an int is considered a copy cast because it does
not change the underlying data bits; this means the value written into u can be legitimately

used as a pointer, such as by the dereference in line 2. In our type-safety model, the
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union {

int 1i;

char *p;

float f;
T ou;
u.i = (int) "xy"; /* copy cast */
putchar (xu.p) ;
(int) 6.7; /* conversion cast */
u.f =6.7;

u.i++;

u.i

U W

Figure 9.2 Copy and Conversion Cast

value stored in u at line 1 would have runtime type pointer, which is compatible with the
expected type of the use at line 2.

The assignments at lines 3 and 4 both appear to assign the value 6.7 to the location u,
but they are very different semantically. At line 3, there is a conversion cast from float
to ¢nt which converts the value 6.7 to the integer 6, and assigns it to the location u; this
conversion operation is therefore treated as a use of 6.7 that expects a float-typed value
and produces an int-typed value. At line 4, on the other hand, the bit representation of
the float value 6.7 is copied directly into u; a subsequent attempt to use this value as an
int (e.g., at line 5) would encounter a value that corresponds to the float encoding of the
value 6.7, which would probably not be the intent of the programmer. In our type-safety
model, the value stored in u at line 4 would have runtime type float, so that the use at

line 5 which expects an int-typed value would be a type-safety violation.

9.3 Tracking Runtime Types
The runtime types in the RTC type system consist of the following:
e char, short, int, long, longlong (collectively called INTEGRAL types).

e float, double (collectively called REAL types).
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pointer, representing all pointer types.

e init, representing initialized data that is compatible with any type. The value zero

has type intt.

e uninit, representing uninitialized data.

unalloc, representing unallocated memory.

For aggregate objects (structures and arrays), the runtime types of the component scalars
are tracked independently. Enumerations are treated as ints (per the C specification), and
typedefs are resolved to their underlying basic types.

At runtime, each memory location is associated with a tag that encodes its runtime type.
The type tags are stored in a “mirror” of memory, with each byte mapping to a four-bit
nibble in the mirror. Of these four bits, the first is a “continuation” bit that encodes the
extent of the tag (0 denotes the start of a new tag, 1 denotes a “continuation” nibble),
and the other three are “data bits” that encode other information. In the first nibble of a
tag, the data bits encode the type-class of the type — one of INTEGRAL, REAL, POINTER,
INIT, UNINIT, and UNALLOC. If the type is larger than one byte in size, the data bits of the
second nibble encode (logs of) the size of the tag. (A tag with a size of 1 can be recognized
by checking that the continuation bit of the subsequent nibble is 0.) For objects larger
than two bytes, the remaining data bits are currently unused (they could be used to encode
information for future enhancements or optimizations).

The tags for some common scalar types are illustrated in Figure 9.3. The continuation
bit needs to be set to 1 for each nibble in the entire extent of the tag, so that an access to
the middle of a tag can be recognized. In fact, the encoding of the type’s size in the second
nibble of the tag is redundant, as the size of the tag can be determined by counting the
distance to the next nibble with a 0 continuation bit. The second nibble encoding of the size
is an optimization that enables the checking of the equality of two tags (of size greater than

one) to be done quickly by comparing only the first byte (two nibbles) of the tags.



113

char (1 byte) uninitialized byte

0 |INTEGRAL 0 | UNINIT
| | | |

int (4 bytes)

O |INTEGRAL| 1 | log, 4 | 1| unused |1 | unused
] ] ] ] ] ] ] ]

pointer (4 bytes)

O | POINTER | 1 | logy 4 | 1| unused |1 | wunused
] ] ] ] ] ] ] ]

double (8 bytes)

O REAL | 1| logy 8 |1 | unused |1 | unused |1
] ] ] ] ] ] ] ]

Figure 9.3 Tag Representation

Note that this tag representation captures implementation-dependent type identities; e.g.,
if 4nt and long are the same size in a given implementation, their tags would be identical.
The mirror is allocated in %MB pages (each mapping to 1MB of user memory). Pages
are allocated on demand, and pointers to these pages are stored in a table indexed by the
most significant 12 bits of the user-space address (in a 32-bit address space). Thus, looking
up the tag of any given object involves a constant-time lookup in the page table followed by

a constant-time lookup in the mirror page.

9.4 Instrumentation

The RTC instruments a program via a source-to-source transformation. Working at the
source level gives the tool access to the static type information it needs. Programs are

instrumented to perform the following actions at runtime:

e Initially, all memory is implicitly tagged with the unalloc type (encoded with the

value 0).

e Prior to the top-level call to main, each global variable v is tagged as follows:
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m If v is initialized to a non-zero value, then v is tagged with its statically-declared
type.

m Otherwise, v is tagged with the ¢nit type. This is consistent with the C require-

ment that all globals be zero-initialized.

e When a local automatic variable is declared on the stack, its tag is set to uninit.
When exiting a function, the tags of all stack variables declared in that function are
set to unalloc.

(Local static variables are initialized like globals, except the initialization occurs the

first time the variable’s scope is entered at runtime.)

e At each use of an lvalue expression e that expects a static type 7, the tag of the location
e is looked up in the mirror. If the tag is not compatible with 7, i.e., if it is neither
7 nor the 4nit type, then a type-safety error is reported. To avoid cascading error

messages, the tag of e is set to 7 after an error is reported.
e At an assignment e; = e; that expects a scalar type T,

1. The runtime type of es is determined.

2. If the runtime type of e; is not compatible with 7, a warning is reported, to signify

suspicious type behavior.

3. If e; is a dereference, the mirror of the location e; is checked: if any of it is tagged

unalloc, a memory-safety error is reported.

4. The tag of the location e; is set to the runtime type of e,.

e At an assignment e; = ey that expects an aggregate type 7 (where 7 is a structure, or

a union containing a structure),

1. If ey is a dereference, the mirror of the location e; is checked: if any of it is tagged

unalloc, a memory-safety error is reported.
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2. If ey is a dereference, the mirror of the location eg is checked: if any of it is tagged

unalloc, a memory-safety error is reported.

3. The tags from the location e, are copied into the mirror of location e;.

The main difference with scalar-typed assignments is that the tags of e5’s components

are not checked against the components of the expected aggregate type 7.

e At a function callsite, the tags associated with the actual arguments are stored in
a temporary data structure. At the entry of a function, the tags of the actuals are
retrieved and assigned to the formal argument variables.

At a return statement, the tag of the return value (if any) is stored in the same
temporary data structure; this tag is retrieved at the callsite and used as the runtime

type of the function-call expression.
The interface to the RTC runtime system includes the following procedures:
e SetTag(e,7): sets the tag of location e to runtime type 7.

e CopyTag(ey,ey,n): copies the tag(s) for n bytes of memory from the mirror of location

ey to the mirror of location e;.

e VerifyType_use(e,7): verifies that the tag of location e is compatible with type 7. If
the types are not compatible, a type-safety error is reported, and the tag of e is set to

7 (to prevent cascading error messages).

e VerifyType_assign(e,7): verifies that the tag of location e is compatible with type
7. If the types are not compatible, a type-safety warning is reported; the tag of e is

not changed.

e VerifyDeref(e,n): for a dereference expression e, checks that the first n bytes of
memory starting from location e are allocated (i.e., are tagged with anything other

than unalloc); if not, a memory-safety error is reported.
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1. int i; SetTag(&i, uninit_type);

2. float f; SetTag(&f, uninit_type);

3. int *p; SetTag(&p, uninit_type);

4. i = 4; SetTag(&i, int_type);

5. p = (int *) &f; SetTag(&p, pointer_type);

6. *xp = 1; VerifyType_assign(&i, int_type);

VerifyType_use(&p, pointer_type);
VerifyDeref (&*p, sizeof(int));
CopyTag(&*p, &i, sizeof(int));
7.01i=1f + 7, VerifyType_use(&f, float_type);
SetTag(&i, int_type);

Figure 9.4 RTC Instrumentation Example

These procedures are implemented using macros whenever possible to avoid the overhead of
function calls.

Figure 9.4 presents a simple example program, and the RTC instrumentation that would
be added at each line. For each declaration of a local variable (lines 1-3), an RTC call is
added to set the variable’s tag to uninit. At line 4, the assignment writes an int-typed
value into i, so a SetTag call is added to set i’s tag to int. At line 5, a pointer-typed
value is written into p, so a SetTag call is added to set p’s tag to pointer. The assignment

at line 6 causes four things to happen:

1. a VerifyType_assign call is added to check that i’s runtime type is compatible with

int; if it is not, a warning message is issued.

2. a VerifyType_use call is added to check that p’s runtime type is compatible with

pointer; if it is not, a type-safety error message is issued.

3. a VerifyDeref call is added to check that *p refers to memory that is not tagged

unalloc; if it is, a memory-safety error is reported.

4. a CopyTag call is added to copy sizeof (int) bytes worth of tags from the mirror of

i to the mirror of the location accessed by *p (in this case, the mirror of f).
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Finally, at line 7, the use of £ means a VerifyTag use call is added to check that f’s tag
is compatible with float; in this case, f was tagged int by the assignment at line 6, so a
type-safety error is reported. The + expression produces an int-typed value that is assigned

into i, so a SetTag call is added to set i’s tag to int.

9.4.1 Library Functions

Certain library functions have type behavior that must be accounted for by the RTC
to detect errors or to prevent the reporting of false positives. These include functions that
allocate or deallocate memory (e.g., malloc and free), functions that copy memory (e.g.,
strcpy and memcpy), functions that read input (e.g., fgets), and functions that return a
pointer to memory that is allocated within the library (e.g., ctime). Each call to one of
these functions is replaced with a call to a wrapper function that performs the necessary
tag manipulations to capture the type behavior of the function. The wrapper functions for
malloc and its relatives set the tags of an allocated block to uninit (or, in the case of
calloc, to 4nit ), while the wrapper for free sets the tags to unalloc. These wrappers
also do some bookkeeping to enable free to know how many bytes to deallocate.

For a call to an uninstrumented function, the runtime type of the return value (if any)
is assumed to be equal to its declared type. This behavior allows instrumented modules to
interoperate gracefully with an uninstrumented module, which can be useful if a programmer
only wants to debug one small component of a large program. Only if the function affects
type behavior in a way that is externally visible (besides in the return value) would a wrapper

function need to be written to prevent false positives from being reported.

9.5 Experience with Finding Bugs

To test the effectiveness of the RTC as a debugging tool, we used Fuzz [Mil*95] to find
Solaris utilities that crash on some random input, and instrumented five such programs for
testing (nroff, plot, ul, units, col). In each case, the RTC reported useful error messages

before the program crashed. Furthermore, the tool detected a number of bugs in the Spec 95
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(go, ijpeg, vortex) and Spec 2000 (mesa, parser) benchmarks. To help determine the root
cause of each error, the RTC can be used in conjunction with an interactive debugger like
GDB [Stat02]. When a warning or error message is issued, a signal (SIGUSR1) is sent, which
can be intercepted by GDB; the user is then able to use the facilities of GDB to examine
values in memory, including the RTC mirror, to track down the cause of an error.

All of the errors we detected were either memory-safety errors or uses of uninitialized
variables, i.e., errors that could be detected by Purify. However, in three of the cases (nroff,
vortex, and parser) the RTC detected some invalid accesses which happened to land in
allocated memory but accessed data of a different type — these invalid accesses would not
be detected by Purify. For example, in nroff, an array of pointers is erroneously accessed
with a negative index. The retrieved value, when dereferenced, causes a segmentation fault.
It turns out the erroneous array access reads a word from an array of characters declared
elsewhere in the program. Thus, the erroneous array access causes the RTC to report a
type-safety warning, because the tags of the read value (a series of chars) do not match the
expected type (pointer). Purify does not detect the invalid array access, and only reports
an error when the erroneously-read value is dereferenced. Thus, the RTC warning identifies
the point of the program at which the cause of the error (the erroneous array access) occurs;
furthermore, if the value read from the erroneous array access happened to land in allocated
memory, the subsequent invalid dereference might not be detected by Purify.

We can easily create examples (such as the ones given in Section 9.1) for which the RTC
would report errors that are not detected by Purify; however, we have not yet found examples
of those kinds of bugs in real programs. We believe such bugs are more likely to arise during
the software-development cycle, and we have not had the opportunity to experiment with
the RTC in such a setting. The programs we have used to date for testing are in most cases

robust code that has been in use for some time.
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9.5.1 False Positives

In our experiments, we have found that the RTC reports very few false positives. The
cases we encountered of legitimate operations that trigger RTC warnings or errors include

the following:

e Byte-wise copying: A function that copies arbitrary data from one location to another
is usually implemented such that the copy is performed one byte at a time (using a
char pointer). Thus, each assignment expects a char, which causes the RTC to report
a warning if the underlying data is of a different type.

A shortcoming of our current tag encoding scheme is that it does not enable us to
encode pieces of a large tag and faithfully reconstruct the full tag from the pieces.
Thus, if the program copies an int value (a four-byte INTEGRAL tag) one byte at
a time, our tag-manipulation routine would produce four successive char tags (four

one-byte INTEGRAL tags).

e Data overlays: In programs that are interested in the machine representation of data,
such as in systems or networking, the same series of bytes may be operated on using
different data overlays. A common example in networking is the IP address, which
may be treated as an array of four bytes, or as a single 32-bit word. If the data is
written as one type and used in a context that expects a different type, an RTC error

would be reported.

e Hash computation: When computing a hash value for a pointer, the pointer-typed
value (which has been copy-cast to an int) is used by an arithmetic operation that

expects an int-typed value, which triggers the RTC to report a type-safety error.

With the diagnostic messages reported by the RTC (which include the file name and line
number, the offending C expression, and the RTC tags), it is usually quite straightforward
to recognize an error message as a false positive. The RTC includes a facility to suppress
output of duplicate messages (messages of the same kind originating from the same file and

line number), or to filter out certain error messages completely.
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(average = 43.5x)

Figure 9.5 RTC Runtime Overhead

9.6 Performance Evaluation

Figure 9.5 gives the runtime overhead of the RTC, as the ratio of the running time
of the RTC-instrumented executable over the running time of the original (uninstrumented)
executable. The average is 44 x slowdown, which is quite high, but acceptable in a debugging
setting.

Figure 9.6 gives the slowdown in compilation time, comparing the time it takes to in-
strument and compile a program with RTC to the time it takes to compile the original
uninstrumented program. Recall that the RTC is a source-to-source transformation, and
the instrumented procedures are implemented as macros whenever possible; thus, the in-
strumented source file is considerably larger and more complicated (with nested expressions,
etc.). Nonetheless, the compilation slowdown (average 17x) is still very reasonable; more

importantly, the approach scales to large programs.
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Chapter 10
Improving the Runtime Type Checker

The runtime overhead of the unoptimized RTC is quite high, because it instruments every
use of a memory location in the program and tags every user-defined memory location with
a runtime type. Although this may be acceptable in some debugging settings, there is room
for improvement. If used in program testing, improvements to the runtime overhead can
translate to the ability to run more test cases, thus increasing the test coverage.

We first describe a flow-insensitive analysis, called Type-Flow Analysis, whose goal is
to identify locations and expressions that are guaranteed never to violate memory or type
safety, and thus need not be instrumented with runtime checks. The analysis first makes some
unsafe assumptions with respect to temporal access errors and uses of uninitialized values.
We then address the first problem by treating any pointer to a stack or freed-heap location as
unsafe, and address the second problem with a flow-sensitive May-Be-Uninitialized Analysis.
Finally, we describe Redundant Checks Analysis, which eliminates checks of expressions that

are guaranteed to have already been checked.

10.1 Type-Flow Analysis

Type-Flow Analysis is a flow-insensitive analysis that traces the flow of types through
memory locations in the program, to compute the types of values that may be encountered
at runtime for a given lvalue expression or memory location. The analysis unsafely assumes

that temporal access errors and uninitialized-memory-access errors never occur, because
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accounting for these possibilities would require flow-sensitivity to obtain any meaningful
improvements. We address these concerns later in Sections 10.2 and 10.3.
The type-flow analysis computes two classifications. First, it classifies each [value expres-

sion into one of the following categories:

e safe: an expression that never causes a spatial access error, and whose runtime type is
guaranteed always to be compatible with its static type. All runtime instrumentation

is eliminated for safe expressions.

e type-unsafe: an expression that never causes a spatial access error, but whose runtime
type may be incompatible with its static type. Each use of a type-unsafe expression is

instrumented to check its runtime type.

e mem-unsafe: an expression that may cause a spatial access error, and which must be

instrumented to check for both type-safety and memory-safety.
Next, the analysis classifies each location into one of the following categories:

e untracked: A location that may only be accessed by safe expressions. An untracked

location need not be tagged with its runtime type.

e tracked: A location that always contains a value of the same runtime type 7, but may
be accessed by a type-unsafe or mem-unsafe expression. A tracked location is tagged
with its statically-determined type 7 (usually its static type) when it is declared. The

tag of a tracked location remains unchanged throughout program execution.

e unsafe: A location that may cause a type-safety violation at runtime. An unsafe
location is tagged with the type uninit when it is declared. The tag of a tracked
location will be updated to reflect its runtime type, which may change during program

execution.

In this section, we use the term location to refer to an abstract “outermost” object, which

includes variables, and MALLOC and STRLIT objects; i.e., elements of the locs set defined in
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Section 3.4, page 30. An occurrence of a call to malloc at program point 7 is treated as
equivalent to the expression &MALLOC;, while an occurrence of a string literal at program
point 7 is treated as equivalent to the expression &STRLIT;. In the type-flow analysis, each
aggregate object (structure, union, or array) is conservatively treated as a single object
representing all fields or elements of the object. Therefore, field selectors can be ignored
(i.e., x.mem is converted to x). Also, we assume that all dereferences are of the form *p
where p is a pointer variable. With structure fields ignored, the other forms of dereferences
can be normalized to the form *p with the suitable introduction of temporary variables.
Given these assumptions, lvalue expressions include only variables and dereferences of the
form *p.

Figure 10.1 (a) presents an example code fragment to illustrate the intuition behind the
approach. Since the approach is flow-insensitive, the order of the statements is ignored in
the analysis.

Figures 10.1 (b) and (c) give the type-safety categories we wish to identify for the ex-
pressions and locations in the example program. The expressions i1, i2, and i3 are safe
because they are only assigned int-typed values. Likewise, the expressions p1, p2, and p3
are safe because they are only assigned pointer-typed values (recall that the RTC tool does
not differentiate between pointer types, so the fact that p2 is assigned both the address of
an int variable and the address of a float variable is not important). The expression *p1 is
safe because it only accesses variable i1, which always contains a value of type int, which
matches the static type of *p1.

The expressions £2 and *p2 are type-unsafe. Variable £2 is type-unsafe because it may
contain either a float-typed value (assigned at line 4) or an int-typed value (assigned at
line 9 via *p2), while the expression *p2 is type-unsafe because it may refer to a float-typed
value (in £2) which is incompatible with its statically expected type (int). The expression
*p3 is mem-unsafe because it may refer to an out-of-bounds address (as a result of the

pointer arithmetic at line 10).



(a) Code (b) lvalue expressions
int ii; safe: i1, 12, 13, p1, p2, p3, *pl
int * pl; type-unsafe: £2, *p2
int i2; mem-unsafe: *p3
float £2; (¢) Locations
int * p2; untracked: i1, p1, p2, p3
int i3; tracked: 12, i3
int * p3; unsafe: £2
(d) Assignment Edges
1. pl = &i1; Pl «— VALUE,gid-pir
2. *pl = 23; *pl «— VALUE;;;
3. 12 = xpil; i2 «—— *pl
4. £2 = 6.7; f2 <~ VALUEfq
5. 1if(xpl == 0)
6. p2 = &i2; P2 «— VALUEqiid-ptr
7. else
8. p2 = (int *) &f2; P2 +— VALUEgid-ptr
9. *p2 = 4; *p2 «— VALUE;;;
10. p3 = &i3 + 1; pP3 «— VALUEpinter
11. *p3 = i1; *p3 «— il

Figure 10.1 Type-flow example.
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Of the safe locations, i2 and i3 are tracked because, although they will always contain
an int-typed value, 12 may be accessed by the type-unsafe expression *p2 and i3 may be
legitimately accessed by the mem-unsafe expression *p3. Since every use of *p2 and *p3 will
be instrumented to check the runtime type of the location they refer to, each such location
— including i2 and i3 — must be tagged with its runtime type so as not to trigger a false
positive when checked via *p2 or *p3. For the untracked locations, on the other hand, their
runtime types are never checked, so their mirror need not be tagged with their runtime types

(i.e., they are tagged unalloc).

10.1.1 Analysis Outline

The type-flow analysis involves the following steps:

1. Perform points-to analysis, to compute a points-to set pt-set(z) that maps each loca-
tion z to a set of locations to which z may point. (See Chapter 4 for an overview of

points-to analysis).

2. Build an assignment graph in which nodes represent locations, lvalue expressions, and
values with a known type, and edges represent the flow of runtime types due to assign-

ments.
3. Compute two attributes, required-type and possible-type, for each node in the graph.

4. Categorize each [value node in the graph as either safe, type-unsafe, or mem-unsafe,

and classify locations as either untracked, tracked, or unsafe.

10.1.2 Building the Assignment Graph

The assignment graph records the possible flow of runtime types among the expressions

and locations in the program. The graph contains three kinds of nodes:
e Locations: variables, MALLOC and STRLIT objects.

e Dereferences: *p where p is a pointer.
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e Values: nodes of the form VALUE, representing a value with statically-known type

TeT#.

The set of types 7% used in the type-flow analysis differs slightly from the set of types used

at runtime. T# includes the following:

e char, short, int, long, longlong (INTEGRAL types).

float, double (REAL types).
e init, representing the value 0.

e valid-ptr, representing a pointer value that will not cause a spatial access error. For

example, the expression &x has type valid-ptr.

e pointer, representing a pointer value that may evaluate to an invalid address. For

example, the expression &x + k has type pointer.

The differences between T# and the RTC runtime types are the exclusion of the uninit and
unalloc types, and the refinement of pointer into two types, valid-ptr and pointer.
Edges in the assignment graph are directed, and represent assignments in the program.

For each assignment e; = e in the program,

o If ey is an lvalue expression, or a copy-cast of an lvalue expression, an assignment edge
is added to the assignment graph leading from the node representing es to the node

representing e;.

e If ey is a non-lvalue expression with static type 7, an assignment edge is added to the

assignment graph connecting VALUE, to the node representing e;.

Figure 10.1 (d) shows the assignment edges in the assignment graph for the corresponding
assignment statements in column (a). Note that, at line 8, the expression &£2 is treated as

having static type valid-ptr, and the copy cast (at line 8) is effectively ignored.
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T ="no type"
init
valid_% \\
pointer char short int long longlong float double

TN\

| ="multiply-typed"

Figure 10.2 The lattice containing 7'7%.

10.1.3 Computing Possible and Expected Types

After building the assignment graph, the analysis computes two attributes for each node

n in the graph:

e possible-type(n), represents the set of types of the values to which n may evaluate at

runtime.

o required-type(n), represents the type(s) that would satisfy type-safety for all uses of n

in the program.

The values of these attributes are an extension of T# to form the lattice shown in Figure
10.2. The bottom element (L) represents more than one incompatible type. Note that,
for example, the types int and long are treated as distinct types, even though they may
be identical at runtime for a given implementation. Keeping these types distinct is a safe,
portable approximation.

Figure 10.3 gives the constraints for computing required-type and possible-type for each

node in the assignment graph. For each node, the required-type attribute is the least value
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‘ ‘ Condition Constraint
RO. required-type(n) J L
e is an lvalue expression,
R1. | and e is used or assigned | required-type(e) J T
with expected type 7
R2. | p is dereferenced required-type(p) 3 valid-ptr
PO. possible-type(n) C
P1. possz‘ble-type(VALUE ) =
P2. | x € pt-set(p) possible-type(xp) C posszble type(x)
P3. ZPEZ—Z;t(p) possible-type(z) T possible-type(n)
pa | VT possible-type(v) C possible-type(n)
v is a variable

Figure 10.3 Rules for computing required-type and possible-type.

(in the lattice) satisfying the constraints introduced by rules R0-R2, while the possible-type
attribute is the greatest value satisfying the contraints introduced by rules PO-P4. Rules RO
and PO set the ground constraints for each node.

Rule R1 constrains the required-type of an lvalue e to be no lower than the expected
types of each use of e or assignment into e. Rule R2 treats each dereference *p as a use of
p that expects the valid-ptr type, and constrains the required-type of p to be no lower than
valid-ptr. In most cases, the required-type of an [value e should be equal to the static type
of e, since the uses of e will expect the static type of e. Exceptions to this condition arise
due to our imprecise handling of aggregate objects, where the lvalues x.m and x.n are both
mapped to the lvalue x; thus, if x.m and x.n have incompatible static types, and both are
used or assigned, then the required-type of x will be init or T.

For possible-type, Rule P1 sets the possible-type of each VALUE, node to its type 7. Rule
P2 constrains the possible-type of a dereference node *p to be no higher in the lattice than
the possible-type of each location in p’s points-to set. Rules P3 and P4 handle assignment
edges: if the left-hand side is a dereference *p (rule P3), then the possible-type of each node
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in the points-to set of p can be no higher than the possible-type of the right-hand side; if
the left-hand side is a variable (rule P4), then its possible-type can be no higher than the
possible-type of the right-hand side.

The possible-type constraints are solved by building a directed graph with the same nodes
as the assignment graph, and edges representing C constraints induced by rules P0O-P4, with
cycles collapsed for efficiency. Initially, each VALUE node is given a possible-type matching
its static type (per rule P1), and all other nodes are given possible-type = T (per rule P0).
The graph is then traversed to propagate possible-type values along the C edges: for each
node n, possible-type(n) is assigned the meet of the old value of possible-type(n) with the
possible-type of all n’ for which there is a constraint edge representing n C n/'.

Figure 10.4 shows the assignment edges, inferred constraints, and final possible-type at-
tributes for the example of Figure 10.1. The required-types are also given: the three pointers
that are dereferenced have a required-type of valid-ptr; for the other expressions, the required

type is the same as the static type.

10.1.4 Categorizing Expressions and Locations

Once the required-type and possible-type attributes have been computed for each node in
the graph, we can assign the lvalue expressions and locations into the appropriate categories.
First, the lvalue expressions are classified into safe, type-unsafe, or mem-unsafe, then the
locations are classified (into untracked, tracked, and unsafe).

For each [value expression e:

L1. If e is of the form *p, and required-type(p) = walid-ptr, and possible-type(p) F#

valid-ptr, then e is mem-unsafe;
L2. Else, if possible-type(e) 2 required-type(e), then e is type-unsafe;

L3. Otherwise, e is safe.
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Assignments ‘ Assignment Edges ‘ Inferred Constraints
pl = &il; Pl «— VALUEuig-ptr | possible-type(pl) C valid-ptr
*pl = 23; *pl «— VALUE;,; possible-type(il) C int
(pt-set(pl) = {i1})
i2 = *pil; i2 «— xpl possible-type(12) C possible-type(xpl)
(pt-set(pl) = {i1}) possible-type(xpl) T possible-type(il)
f2 = 6.7; £2 «— VALUEfoq possible-type(£2) C float
p2 = &i2; P2 «— VALUEig-ptr | possible-type(p2) C valid-ptr
p2 =(int *) &f2; | p2 «— VALUE,qig-ptr | POssible-type(p2) T valzd -ptr
*p2 = 4; *p2 «— VALUE;,; possible-type(i2) C in
(pt-set(p2) = {i2,£2}) | possible-type(£2) C int
possible-type(xp2) C possible-type(i2
possible-type(xp2) C possible-type(£2)
p3 = &i3 + 1; P3 «— VALUE pointer possible-type(p3) T pointer
*p3 = i1; *p3 — il possible-type(i3) T possible-type(il)
(pt-set(p3) = {1i3}) possible-type(xp3) T possible-type(1i3)
Final possible-types: required-types:
possible-type(il) = int required-type(il) =
possible-type(i2) = int required-type(12) = int
possible-type(£2) = L required-type(£2) = ﬂOat
possible-type(i3) = int required-type(i3) =
possible-type(pl) = valid-ptr || required-type(pl) = alzd -ptr
possible-type(p2) = valid-ptr || required-type(p2) = valid-ptr
possible-type(p3) = pointer required-type(p3) = valid-ptr
possible-type(xpl int required-type(xpl int
( = ( int
( (

nt

) =
possible-type(xp2)
possible-type(xp3) =

) =
required-type(¥p2) =
required -type(xp3)

Figure 10.4 Computing possible-type for the example in Figure 10.1.
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Rule L1 recognizes dereferences that may violate memory safety: if a pointer’s required-type
is valid-ptr (which can arise only if the pointer is dereferenced; see Rule R2), and its possible-
type is not wvalid-ptr, then it may violate memory safety. Rule L2 classifies as type-unsafe
any expression whose possible-type is not compatible with its required-type (note that in the
lattice of types, valid-ptr is compatible with pointer, and init is compatible with all scalar
types). Any expression that is not classified as mem-unsafe or type-unsafe by rule L1 or L2
is safe.

After classifying the lvalue expressions, we classify the locations. Recall that locations
comprise variables, which have a corresponding [value expression, and MALLOC and STRLIT
objects, which do not (they may only be accessed indirectly via a dereference). For each

location x:

L4. If x is a variable, and the [value expression x is type-unsafe or mem-unsafe, then the

location x is unsafe.

L5. If z is not a variable, and there is some p such that x € pt-set(p) and possible-type(x) 2

required-type(*p), then the location x is unsafe.

L6. If x has not been classified as unsafe (by Rule L4 or L5), and there is some p such that

x € pt-set(p) and *p is type-unsafe or mem-unsafe, then the location z is tracked.
L7. Otherwise, x is untracked.

Rule L4 simply says if a location is also an [value expression, and that lvalue expression
has been classified as type-unsafe or mem-unsafe, then that location is unsafe. Rule L5
states that if the possible-type of a MALLOC or STRLIT location is not compatible with the
expected-type of some dereference that could access it, then that location is also unsafe. Rule
L6 classifies as tracked any variable in the points-to set of a pointer p whose dereference
expression *p is either type-unsafe or mem-unsafe. Any location not classified as unsafe or

tracked by rules L4-L6 is untracked.



Code RTC Instrumentation
int i1l; 5 = >
int * pi; SetTagl&pl,—uninit-—typer;
int i2; SetTag(&i2, uninit—type int_type);
float £2; SetTag(&f2, uninit_type);
int * p2; 5 R ;
int i3; SetTag(&i3, uninit—type int_type);
int * p3; SetTaglépd—uninit=type);
1. p1l = &it; 5 = ;
2. xpl = 23; = 5 = ;
3. 12 = xpi; = 5 = ;
f2 = 6.7; SetTag(&f2, float_type);
lf(*pl == O) i = ) i = 3
6.  p2 = &i2; ; - ;
7. else
8. p2 = (int *) &f2; . = :
9. *p2 = 4; = ; i = :
SetTag(&*p2, int_type);
10. p3 = &i3 + 1; , pointer- :
11. *p3 = il; = 5 = :

VerifyDeref (&*p3, int_type);

SetTag(&*p3, int_type);

Figure 10.5 RTC instrumentation removed with Type-Flow Analysis.
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Looking back at the example in Figure 10.4, Rule L1 makes *p3 mem-unsafe, Rule L2
makes £2 and *p2 type-unsafe, and Rule 1.4 makes 12 and i3 tracked. All remaining lvalue
expressions are safe, and all remaining locations are untracked.

Figure 10.5 shows the RTC instrumentation for the Figure 10.4 example, crossing out
instrumentation that is eliminated as a result of using Type-Flow Analysis. For the tracked
locations i2 and i3, when declared, their tags are set to their possible type (int) rather
than uninit. At line 11, the CopyTag call is replaced with a SetTag call, because the right-
hand-side of the assignment is a safe expression (il) with a known static type. As can be
seen, the analysis eliminates a significant portion of the runtime instrumentation.

Note that untracked locations will always be tagged unalloc in the mirror. If location
x is accessed indirectly by an invalid dereference *p, the dereference expression *p will have
been classified as mem-unsafe, and thus will be instrumented with a VerifyDeref check.
Since x is tagged unalloc, the check of *p will trigger a memory-safety error. Thus, as was
the case with the static analysis in the MSE, the type-flow analysis increases the likelihood
of the RTC tool detecting a memory-safety error.

10.1.5 Experimental Results

Figure 10.6 gives the runtime slowdown of RTC with and without the use of type-flow
analysis. The improvements are significant, reducing the average slowdown from 44x down
to 27x (a 38% improvement). Figure 10.7 shows the compilation-time slowdown with and
without type-flow analysis: on average, the analysis only contributed an additional 1x slow-
down. In most cases the analysis time is negligible, while in the larger benchmarks, the

analysis time is more significant, though still quite low.

10.2 Stack and Heap Locations

The type-flow analysis, as described, unsafely assumes that temporal access errors do
not occur. That is, a dereference that may access a location after it has been deallocated

may still be classified as safe. To classify such a dereference as mem-unsafe, we make the
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Figure 10.6 RTC Runtime Overhead: Type-Flow Analysis
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Figure 10.7 RTC Analysis Time: Type-Flow Analysis

conservative assumption that any dereference that may access a stack location or a heap
location that is ever freed could potentially cause a temporal access error (this is the same
assumption made in the EPT analysis for the MSE, in Section 4.2).

This requires the following change to the type-flow analysis: the expression &x has type

valid-ptr only if x is a global or static variable, while &MALLOC; has type valid-ptr only if



136

MALLOC; is never freed. Otherwise, the expression has type pointer. The following example

illustrates the difference:

Program Assignment Edges Possible Types

static int s;
auto int a;
int *pl = &s; | pl «<— VALUE,uid-ptr | possible-type(pl) = valid-ptr
int *p2 = &a; | p2 «— VALUEppinter | possible-type(p2) = pointer
*p]_ = *p2;

A

Since both pl and p2 are dereferenced (at line 5), the required-type of both are valid-ptr;
thus, Rule L1 classifies *p2 as mem-unsafe, while *p1 can be classified as safe.

Figure 10.8 shows the runtime slowdown of RTC with type-flow analysis, comparing the
“unsafe” version that assumes temporal access errors never occur with the “safe” version that
assumes any pointer to stack or freed heap may potentially cause a temporal access error.
The difference is small (introducing a 2% slowdown on average), with most of the difference

coming from parameters passed by reference (as was the case with the MSE, Section 4.3).

80x Safe Assumption (avg. 27.4x)
I Unsafe Assumption (avg. 26.8x)

0 X 5 N N Q
SRIFSEENE SIS TG BESLAINE SEATSSE

Figure 10.8 RTC Runtime Overhead: Heap and Stack Assumptions
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10.3 May-Be-Uninitialized Analysis

Another unsafe assumption made by the type-flow analysis is that uninitialized memory
access errors never occur. By eliminating all instrumentation for safe expressions and un-
tracked locations, and by initializing tracked locations to their statically-determined types
rather than to uninit, the RTC tool would no longer detect uninitialized memory accesses
in these locations (though it would still detect uninitialized memory accesses to unsafe lo-
cations). To address this problem, a flow-sensitive analysis is needed to find program points
where instrumentation cannot be elided.

For a location x that is untracked or tracked (i.e., is not unsafe), the analysis finds
instances of x where x may be uninitialized. This analysis is defined as a forward intra-

procedural dataflow-analysis problem:

e The elements of the underlying lattice are sets of locations.!

e The analysis computes two sets for each CFG node n: Uninit;, and Uninit]),

outs T€pre-

senting locations that may contain uninitialized data before and after n.
e The dataflow functions are as follows:

m At anode n that declares a stack variable x without initializing it, or that allocates
the heap location = (excluding via calloc, which zero-initializes the allocated
memory), Uninit,,, = Uninit}, U {x}

m At a node n that is a direct assignment x = e (where x is a variable),

» if e is a variable y such that y € Uninit}, , then

m?
Uninit),, = Uninit} U {x}

» if e is a dereference *q such that pt-set(q) N Uninit}, # 0, then
Uninit)),, = Uninit}, U {x}

out
» if e is a call to function £, then

Uninit),, = Uninit}, U MayMod(f) U {x}

IThis can be extended to include structure fields; we omit this detail in this discussion.
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where MayMod(£) is the set of locations that may be modified as a result of
calling the function. Essentially, a call to f is treated as possibly assigning

an uninit value to all locations in MayMod(£).
» otherwise, if x is a scalar variable, then
Uninit),, = Uninit, — {x}
» otherwise, Uninit), , = Uninitl,
m If node n contains an indirect assignment *p = e,

» if e is a variable y such that y € Uninit}, , then

m?

Uninit)),, = Uninit}, U pt-set(p)

out —

» if e is a dereference *q such that pt-set(q) N Uninit, # 0, then
Uninit?, = Uninit},, U pt-set(p)

» if e is a call to function £, then
Uninit),, = Uninit}, U MayMod(£f) U pt-set(p)

» otherwise, Uninit,,,, = Uninit},

e The lattice meet is set union.

After performing the may-be-uninitialized analysis, instrumentation is added to allow the
RTC tool to detect uses of uninitialized data. A tracked or untracked location x for which

there is a use of z in a node n where x € Uninit}, is treated as follows:

1. The declaration of x is instrumented to set its tag to uninit.

n
in

2. For each node n that uses x, if x € Uninit} , then the use of x must be instrumented

(with a call to VerifyType_use).

3. For each node n that assigns to =z, if either x € Uninit,, or x € Uninit,,,, then the
assignment must be instrumented (with a call to CopyTag or SetTag). This ensures
that x’s tag is set correctly for subsequent uses of x. The only assignments to z that
need not be instrumented are those for which x is definitely not uninitialized both

before and after the definition.
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Additionally, for each indirect assignment *p = ... that is instrumented as a result of con-
dition 3, each location in p’s points-to set that was previously classified as untracked must

now be considered tracked, so that its RTC mirror will not be tagged unalloc at runtime.
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Figure 10.9 RTC Runtime Overhead: May-Be-Uninitialized Analysis

Figure 10.9 shows the runtime overhead after instrumentation is reintroduced for loca-
tions and expressions that may be uninitialized (MBU) compared to the runtime overhead
of type-flow analysis. (‘MBU-lite’ is explained later.) The analysis did not complete for
gcc, so its numbers are excluded from the averages. The performance has been significantly
degraded, from 26x (with the ‘unsafe’ Type-Flow analysis) to 32x. Worse yet, Figure 10.10
gives the analysis times for may-be-uninitialized analysis, which is very slow for the larger
benchmarks.

One big reason for the inefficiency and imprecision of may-be-uninitialized analysis is
the need to account for propagating the uninit type along assignments. In particular, for
a weak update to *p, if the right-hand-side may be uninitialized, then any location in p’s
points-to set must be considered possibly uninitialized. With imprecisions due to points-to
analysis, and imprecise handling of structures and function calls, this causes the size of the

Uninit facts to explode quickly. (We also tried performing the may-be-uninitialized analysis
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Figure 10.10 RTC Analysis Time: May-Be-Uninitialized Analysis

inter-procedurally in a context-insensitive manner, and the analysis time was even slower,
with only marginal improvements in runtime overhead.)

One solution to this problem, which we call MBU-lite, is to change the runtime behavior
of the RTC so that an assignment of an uninit value causes the destination to be tagged
with the static type of the assignment (after reporting a warning). This allows the dataflow
analysis to be more efficient, since assignments no longer add new locations to the Uninit
dataflow fact. This change would only weaken the effectiveness of the RTC as a diagnostic
tool, not as an error-reporting tool: an erroneous use of an uninitialized value may not
be reported at the point of use, but it will have been reported as a warning at an earlier
point in execution, when the uninitialized value is first assigned. The execution time and
analysis time slowdowns with MBU-lite are shown in Figures 10.9 and 10.10: the runtime
overhead introduced by MBU-lite is negligible compared to the overhead of RTC with type-
flow analysis, and the analysis time overhead is a significant improvement over MBU, though

there are still some scalability issues with the larger programs (gcc still did not complete).
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This situation presents some tradeoffs between runtime performance, analysis efficiency,

and coverage:

1. RTC unoptimized: catches uninitialized memory access errors, 17x compile time slow-

down, 42X execution time slowdown.

2. Type-Flow analysis only: does not catch uninitialized memory access errors, negligible

compile time slowdown, 26x execution time slowdown.

3. Type-Flow + MBU analysis: catches uninitialized memory access errors, compile time

not scalable (up to 13800x slowdown), 32x execution time slowdown.

4. Type-Flow + MBU-lite: reports uninitialized memory assignments as warnings, com-

pile time not scalable, 26 x execution time slowdown.

Due to the scalability problem, options 1 or 2 may be preferable to options 3 or 4 for larger

programs.

10.4 Redundant Checks Analysis

When an lvalue expression e is used many times with no intervening change to e’s lvalue
or runtime type, a runtime check is only necessary for the first use of e. This is because if
the first check of e reports a runtime error, the RTC tool will set the runtime type of e’s
location to its statically declared type to prevent cascading errors. A subsequent check of
e, with no intervening change to the [value of e or to the runtime type of e, is therefore
redundant, and can be eliminated.

To identify redundant checks, we perform an intra-procedural dataflow analysis to keep
track of lvalue expressions that have been checked. A check of an unsafe expression e is
redundant at control-flow graph node n if every path from each function’s enter node to n

includes a node m such that:

e There is a use of e at node m (where e will be instrumented by the RTC tool to check

its runtime type), and
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No path from m to n changes the runtime type of e, changes the [value of e, or

deallocates a location that may be accessed by e.

The analysis is defined as follows:

The elements of the underlying lattice are sets of type-unsafe and mem-unsafe lvalue

expressions (either a variable v or a pointer dereference *p).

The analysis computes two sets for each CFG node n: Checked;,, and Checked,,

out?

representing expressions for which checks would be redundant before and after n.
For each function’s enter node ng, Checked.’ =)
The lattice meet is set intersection.

The dataflow function for each node n is of the form

Checked),,, = Checked}, U Gen(n) — Kill(n)

out —

where e € Gen(n) if e is type-unsafe or mem-unsafe and there is a use of e at node n,
and e € Kill(n) if n changes the lvalue or runtime-type of e (see below). Note again
the difference between this dataflow function and the conventional Gen/Kill problems,

where the Kill set is removed before the Gen set is added.

We split the Kill set into two components: Kill(n) = Kill jyq (n)UKill . (n), where Killy,,(n)

includes all expressions whose lvalue may be changed or deallocated by n, and Kill,.(n)

includes all expressions whose runtime type may be changed by n. The Kill,,(n) set is

identical to the Kill set described in Chapter 5 for the MSE. The Kill,,,.(n) set is defined

as follows.

An lvalue expression e is in Killyy,.(n) if

1.

n contains an assignment e; = ey, where ey is an [value expression (a variable or a
dereference) that is type-unsafe or mem-unsafe, and alias-locs(e) N alias-locs(ey) # 0.
(The set alias-locs(e), defined in Chapter 5, is the set of locations that may be validly

accessed by the expression e.)



143

50% [— B B B
0 40% - — =1 e e 1 B
&} - - =l |
g M i .

O 30% = B _

= _

@©

S 20%

S

S

o}

o 10%

X
0 : J
L .S SRR ST 2SS 2 FEF N WL S RS LI R
O N GO Y P O PR W IR N © & Q2L R
o’z’@e’z\@e S RS Q}_}@ Qz&{" =< & c‘,\o@o@ RS qggk? TL R REFS &
S & I S N

Figure 10.11 RTC Redundant Checks

2. n contains a call to £, and alias-locs(e) N MayMod(£) # (.

After performing this analysis, a use of an expression e at a node n need not be instrumented
if e is in Checked;,,. Figure 10.11 gives the percentage of RTC checks that were found to be
redundant, and thus removed: on average 36.3% of instrumentation was removed.

Figure 10.12 shows the runtime overhead of the RTC with type-flow analysis (27x), and
with both type-flow and redundant checks analysis (22x). Redundant checks analysis im-
proved the overhead by 19% on average, with bigger improvements in the larger benchmarks.
However, the cost in terms of analysis time can be quite high. Figure 10.13 shows the com-
pilation time slowdown introduced by both type-flow analysis and redundant checks analysis
— with the latter contributing an additional 4.8 x slowdown on average, but significantly

more for some of the larger benchmarks.

10.5 Summary of RTC Optimizations

We have described two improvements to the runtime performance of the RTC. The first
uses a flow-insensitive type-flow analysis to determine which expressions are guaranteed

never to violate type safety or memory safety. This approach is scalable, and improves the
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Figure 10.13 RTC Analysis Times: Redundant Checks Analysis

runtime overhead significantly (from 44 x to 27x). However, it does not account for possible
uses of uninitialized memory. The flow-sensitive may-be-uninitialized analysis addresses this
weakness, but for the larger programs, the runtime overhead improvements gained by type-

flow analysis is degraded, and the analysis does not scale.
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The second improvement to the RTC uses the flow-sensitive redundant checks analysis,
which gives reasonable runtime overhead improvements (from 27x to 22x), but does not

scale well to large programs.
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Chapter 11

Related Work

In this chapter, we describe work related to our runtime monitoring approach for pre-
venting security violations and for finding programming errors. We organize our survey of
related work by first exploring runtime monitoring approaches in increasing order of refine-
ment, beginning with security-oriented approaches that only target known vulnerabilities,
progressing into approaches that enforce memory safety and type safety. We then touch upon
some approaches that supplement dynamic checks with static analysis, and error-detection

approaches that are purely static.

11.1 Security-Oriented Approaches

With software security becoming a growing concern, a number of runtime-monitoring
approaches have been developed with the goal of preventing known methods of attacks from
succeeding. Most of these approaches have focused on buffer overruns, which is the most
common vulnerability to be found in programs, and stack smashing, which is probably the
easiest way to exploit a buffer-overrun vulnerability.

StackGuard [Cow198, Cow™00] is a security tool that instruments a program to place
a “canary” word next to the return address in the activation record when entering a new
function. Prior to returning from the function, the canary value is checked to see if it has
changed; if so, the return address may have been tampered with. PointGuard [Cow™00] is an

extension of StackGuard that uses the same canary approach to detect tampering of function
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pointers and longjmp buffers. The approach has a low runtime overhead, but the adjacent-
canary approach assumes that the mechanism for overwriting the vulnerable location is a
“continuous overflow” that overwrites a contiguous block of memory; the protection can be
circumvented by a “direct write” method — e.g., via a format-string vulnerability — to
modify the return address without changing the canary value.

To address this shortcoming, they tried using a fine-grained memory-protection mecha-
nism called MemGuard [Cow™ 98] to write-protect the return address in the activation record;
however, the overhead incurred was exorbitant. Other approaches for protecting the return
address have also addressed this concern. StackShield [Sta00] copies the return address to an
array, the Global Ret Stack, declared elsewhere in memory; the return value is retrieved from
the Global Ret Stack prior to returning from a function. This approach effectively shifts the
sensitive ‘return-address’ location from the activation record to the Global Ret Stack, which
is still prone to tampering — i.e., an attack could be effected by overwriting the Global
Ret Stack rather than the activation record. The Return Address Defender (RAD) [Chi*01]
addresses this shortcoming by protecting the memory containing the return addresses — in

their case, called the Return Address Repository (RAR) — in one of two ways:

1. MineZone RAD surrounds the RAR with buffers that are declared read-only. This
prevents the RAR from being written by a continuous overflow, but not by a direct

write.

2. Read-Only RAD declares the RAR itself to be read-only, thus preventing it from being
corrupted via direct writes. However, this introduces a significant runtime overhead,
since the RAR needs to be un-protected and re-protected at the start of each function

to push the return address onto the RAR.

To achieve both better protection and performance, SmashGuard [Ozd+02] proposes storing

the return addresses in a hardware stack.
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Libverify and Libsafe [Bart00] are libraries that respectively check for stack smashing
and buffer overruns. Libverify implements the StackGuard canary approach by adding in-
strumentation at link time rather than compile time. Libsafe contains instrumented versions
of library functions that are normally prone to buffer overruns (like strcpy). The libsafe
versions of these functions check that writes to a buffer do not exceed the bounds of the
stack frame containing the buffer. This prevents library functions from overflowing into the
return address, but does not prevent them from overflowing into other sensitive locations
within the same stack frame, like function pointers, nor does it prevent overflows that are
not caused by a library function.

These approaches are, by and large, ad hoc solutions to security vulnerabilities, and only
address specific forms of attack that are known and well-understood. Because most attacks
take advantage of weaknesses in the C language and its weak enforcement of memory and type
safety, there is a trend towards developing stronger versions of C to prevent any erroneous

behavior from happening.

11.2 Memory and Type Safety

The lack of memory-safety enforcement is arguably the weakest aspect of the C language:
memory-safety errors are easy to induce, can be difficult to detect and diagnose, and are most
vulnerable to attacks. For this reason, memory safety has been the focus of many approaches

to finding errors and preventing attacks.

11.2.1 Fat Pointers

Fat pointers have been used to check for memory safety violations in bcc [Ken83,
Integral-C [Ros86], Saber-C [Kau™88|, and rtcc [Ste92]. These were all designed for use
in a debugging setting, and incurred high runtime overheads. Further, they only detected
spatial access errors and not temporal access errors.

Safe-C [Aust94] was the first approach to systematically account for temporal access

errors. This was done by associating each storage allocation (stack frame or malloc block)
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with a unique ID (called a “capability”), and augmenting the fat pointer to record the
capability of the intended target. They also used a runtime optimization to skip redundant
checks, and had a 2-6x runtime overhead. Keen et al. [Kee™02a] proposed using hardware
to improve this performance, with a hardware accelerated table to speed up the temporal
checks, and a hardware reduction queue to detect redundant checks dynamically.

Guarding [Pat*97] is an approach that performs spatial and temporal access checks
similar to Safe-C, but it decouples the access checks from the original program, and executes
these checks in a shadow process separately from the original program — possibly in parallel
on a multi-processor, to improve runtime performance.

Cyclone [Jim™02] is version of the C language that enforces memory-safety at runtime.
The language distinguishes between never-NULL pointers, regular pointers, and fat pointers,
and instruments uses of the latter two with runtime checks for null dereference and spatial
access errors respectively. To prevent temporal access errors, Cyclone requires the use of
a garbage collector or a region-based memory-management scheme [Grot02]. Due to the
need to convert C pointers into the appropriate kind of Cyclone pointer, and to adapt to
the region-based memory management, porting existing C programs into Cyclone becomes
a significant barrier to its widespread use.

CCured [Nect02, Con*03] is a system that enforces memory safety and limited type
safety (distinguishing only between pointers and non-pointers) in C programs. It uses fat
pointers to detect spatial access errors, and garbage collection to prevent temporal access
errors. To make this approach efficient, it restricts some of the flexibility of C, and so
disallows certain valid C operations (like storing the address of a stack variable on the heap,
and dereferencing a pointer that has been cast to/from an integer). It may also reports
some false positives, such as when accessing open arrays declared with size 1 (see Section
3.1, page 26), or assigning between pointers declared to point to different-sized underlying
array types. To reduce the overhead of runtime checks, CCured uses a static type-inference
scheme to classify pointers into safe, sequence, and dynamic pointers, so that runtime checks

can be reduced for sequence pointers and eliminated for safe pointers. The goal of their type
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inference is thus similar to that of our Extended Points-To and Type-Flow analyses, and the
inference was able to improve CCured’s runtime overhead from 6-20x to 1-2x [Nect02].

A major complication with the fat-pointer approaches is in interacting with uninstru-
mented libraries. Due to the change in the pointer representation, fat pointers must be
translated to regular pointers before being passed to uninstrumented functions — an exer-
cise that requires manual effort [Har*03]. To address this concern, Jones and Kelly [Jon*97]
enforce memory safety by storing the set of valid pointer targets in a separate data structure
(in their implementation, a splay tree), and check each pointer operation (including pointer
arithmetic) to ensure that it remains within the bounds of its valid target. This allows the
pointer representation to remain unchanged, which lets instrumented modules interoperate
with uninstrumented ones, but their runtime overhead is high (5-6x slowdown), and they
restrict certain unorthodox operations like computing an intermediate pointer value more
than one byte past the end of an array.

CRED [Ruw™04] extends the Jones and Kelly approach to allow pointers to point beyond
one past the end of an array. When a pointer value is computed that points beyond one
past the end of an array, an additional level of indirection is introduced to associate the
pointer with a reference to its intended target. While this enables CRED to handle a
larger set of programs than Jones and Kelly, there remain cases that are not safely handled
by CRED, such as dereferencing a pointer value cast from an integer that has undergone
integer arithmetic. The overhead of CRED is similar to Jones and Kelly, and quite high (up
to 12x slowdown), but restricting their approach to check only char pointer dereferences was
found to decrease runtime overhead significantly (to 1.3-2.3x slowdown). They argue that
since most buffer-overflow attacks exploit string operations (that operate via char pointers),
restricting the checks to char-pointer operations does not reduce the protection of CRED.

Compared to the Jones and Kelly approach and CRED, our tagged memory approach
has the benefit of interoperability with uninstrumented modules while maintaining a low

runtime overhead, without restricting the language, and without limiting checks to char
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pointers. In fact, the char-pointer-only checking is an option that could be adopted by the

MSE to further reduce our runtime overhead.

11.2.2 Tagged Memory

The tagged memory approach sacrifices completeness for efficiency and practicality: while
it cannot guarantee detecting all memory safety errors, it can be much more flexible than
the fat-pointers approach while still being able to detect most errors. It has been effectively
employed in a number of tools.

Purify [Has™92], is a dynamic debugging tool for detecting memory-safety errors, memory
leaks, and uninitialized memory accesses. It tags memory with two bits for each byte of
memory: one bit to indicate whether the byte is allocated, and one bit to indicate whether
the byte is initialized. It instruments object code, and has a fairly high overhead (about
15x slowdown) which is acceptable for a debugging tool, but impractical for use in deployed
code.

Valgrind [NetT03] performs similar checks, but it interprets the executable binary on a
“synthetic CPU”, and thus incurs a higher overhead (about 40x slowdown). The memcheck
component of Valgrind associates each byte of memory with one wvalid-address bit to mark
allocated memory and eight valid-value bits to detect uses of uninitialized memory.

Hobbes [Burt03] is another interpreter for binary code; it includes runtime type-checking
that is very similar to that performed by the RTC. Each byte of memory is shadowed by a
one-byte tag, which encodes its scalar type along with an initialized flag, and an invariant
flag indicating whether the type of the byte is permitted to change. The interpreter incurs
a 40x slowdown, and the type-checker an additional 100x slowdown.

These approaches all operate on binary code, which gives them the advantage of not
requiring source code, but a disadvantage of being platform dependent, and being unable to
take advantage of source-level information to improve runtime performance or coverage with
static analysis. In our source-level approach, we were able to use static analysis to achieve

significantly better runtime overheads.
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11.2.3 Runtime Type Checking

Besides the RTC and Hobbes, there have been few other attempts to check type safety
in C programs at runtime. The Saber-C [Kau®88| programming environment includes a
rich interpreter-based debugging facility that, among other things, checks for both memory
safety and type safety. Fail-Safe C [Oiw'02] is an approach to fully enforce memory and
type safety at runtime for the full ANSI C. Memory safety is checked using fat pointers,
while type safety is checked by maintaining data structures describing each (aggregate) type
declared in the program, and using those data structures to resolve dereferences that have
been affected by a type cast. Due to the change in data representation, they, like CCured,
also require a complicated mechanism for interfacing with uninstrumented libraries, which
also introduces some runtime overhead [Sue™03].

Runtime type checking is more prevalent in functional-style languages, and in languages
with higher-order type systems. Despite the significant differences in the language structure
and type system between these languages and C, there is some related work that is relevant to
the RTC, in particular to optimizing runtime performance. For dynamically-typed languages
like LISP and Scheme, Henglein [Hen92] proposed an efficient type-inference algorithm very
similar in spirit to our flow-insensitive Type-Flow Analysis. Soft Typing [Car91] is a combi-
nation of static and dynamic typing, where a program is first statically type-checked as much
as possible, before dynamic type-checking is applied to the parts of the program that did not
pass the static type-checker. Chailloux et al. [Chat97] argued that, although runtime tags
are not necessary for ML programs to run correctly, they can be useful for debugging, as well
as to aid the garbage collector. They described an approach that stores type information for
the heap in a mirror space, which allowed their implementation of a stop-and-copy garbage

collector to be space efficient.

11.2.4 Other Runtime Monitoring Ideas

DynamoRIO [Dyn] is an approach to add runtime-monitoring checks on-the-fly (i.e.,

while the program is running), and to use dynamic optimization techniques to improve
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performance. Program shepherding [Kirt02] is a specific application built on top of this
infrastructure for enforcing security policies at runtime; this approach is able to guarantee
that a given runtime check can never be circumvented.

There has been some recent work that extends dynamic approaches to detect potential
errors that are not necessarily exercised during execution. Haugh and Bishop [Hau™03] focus
on library functions that are known to be vulnerable to buffer overruns, like strcpy, and
report a potential error if, for example, the size of the source buffer in a call to strcpy is
greater than the size of the destination buffer, even though no buffer overrun actually occurs
on the given execution. Larson and Austin [Lart03] describe a similar but more general
and more precise approach. They track more runtime information (such as the maximum
potential string length in a given buffer) and handle more operations (beyond the vulnerable

library functions), allowing them to detect more errors and fewer false positives.

11.3 Eliminating Array-Bounds Checks

Another relevant area that has been extensively researched is the elimination of runtime
array-range checks. Early work includes Harrison [Har77], who relied on the presence of
structured loops to infer range information, and Welsh [Wel78], who made use of explicit
subrange type declarations in Pascal to optimize range checks. Markstein et al. [Mar*82] de-
scribed using code motion and common subexpression elimination to optimize range checks,
approaches later refined by Asuru [Asu92], Gupta [Gup93], and Kolte and Wolfe [Kol*95].
Bodik et al. [Bod™00] described an efficient analysis that allows array-bounds checks in Java
programs to be eliminated on-demand. Lujan et al. [LujT02] explore ways to allow bounds-
checking elimination strategies to be effective in the multi-threaded setting of Java. Most of
the approaches studied have dealt with languages in which array accesses are more tightly
controlled, while our pointer-range analysis had to contend with complications arising from

pointer arithmetic and type casts in C.
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11.4 Static Error Detection

The goal of the SAFECode [Kow*02, Dhu™03] project is to statically validate that mem-
ory safety errors can never occur, thus avoiding the need for runtime checks. In essence,
the idea amounts to restricting the set of valid programs to be those that pass their static
checks. An example restriction is that array indices must be affine in relation to the array
sizes; this property is required because of the limitations of range analysis, but is non-trivial
to state, and might not be easy for a programmer to adhere to.

Static error-detection techniques analyze a program without executing it to find potential
errors or security holes. The main benefit of static techniques is that they can detect errors
in portions of the program that are infrequently executed. Unfortunately, precise static
techniques are expensive, and thus do not scale to large programs. In order for static
approaches to scale, either the user must supply annotations (as in LCLint/Splint [Eva96,
Lart01] and ESC [Det*98]), or a less precise analysis must be performed (which may lead
to missing some potential errors or to reporting false positives [Wag™00, Dor*01]), or the
scope of the analysis must be limited, either by checking only certain paths (like PREfix
[Bus™00]), or simplifying the properties to be checked [Bal™01, Ash*02, Liv*t03, Che™04].



155

Chapter 12
Conclusion and Future Directions

This thesis has described a framework for monitoring C programs at runtime to prevent
security violations and to detect programming errors. The approach can be used to check
properties at varying levels of refinement. Three manifestations of our framework have been

explored, with different design goals and runtime overheads:

SLC (Sensitive Location Checker): a security-oriented approach that prevents erroneous
writes from corrupting specific sensitive locations (like the return address in the acti-
vation record). The approach can only detect known methods of attack, but the limited
amount of instrumentation means the runtime overhead is low, making it suitable for

use in deployed software.

MSE (Memory-Safety Enforcer): an approach to detect memory-safety violations, which
are sometimes vulnerable to attacks, but are almost certainly programming errors. It
can be used as a security tool on deployed software (checking only writes, with a low
overhead), or as an efficient and effective debugging tool (checking both reads and

writes, with a higher runtime overhead).

RTC (Runtime Type Checker): an approach to detect type-safety violations at runtime,
including subtle errors that do not violate memory safety, and thus would not be
detected by many existing approaches. The runtime overhead is quite high, making
the approach impractical for use in deployed software, but suitable for debugging and

testing.
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Our tagged-memory approach tags each byte of memory with auxiliary information that
is stored in a separate mirror space, which allows runtime checking to be applied without
imposing restrictions on the flexibility of the C language. Instrumentation is performed
at the source level, which makes the approach portable, and provides access to source-
level information that enables the use of static analyses to eliminate unnecessary runtime
checks. Efficient flow-insensitive analyses are shown to be effective at improving the runtime
overheads significantly. Flow-sensitive analyses for identifying redundant checks and in-
bounds dereferences further improve runtime performance, though they do not scale as well
to larger programs.

Some of the weaknesses in our approach suggest possible directions for future research.
Improved static analysis, in particular, in disambiguating structure fields in points-to analysis
[Yont99], could give rise to improvements in runtime performance. The shadow-process
approach used for Guarding [Pat*97] could be adapted to our security tool, to execute the
runtime checks in parallel with the regular program. Hardware approaches could also be used
to improve performance. Hardware memory tagging has been proposed for encoding type
information in Lisp machines [M0o03, Ste™87] and for data-access synchronization [Dal*92].
Specializing hardware to include tags for our approach would certainly improve performance,
but would only be cost-effective if most or all programs being executed are instrumented with
our tool. An alternative approach is to piggyback the tag bits onto existing hardware bits,
such as the Error Correcting Code (ECC) bits of memory [Sch™94].

Another direction of future research is in improving the diagnostic capability of our error-
detection tool. Adapting approaches to roll back the program state (including the state of
the runtime tags) to an earlier point could facilitate the discovery of the source of a problem
[Boo00].

The effectiveness of our tagged-memory approach at checking a variety of properties at
runtime — from corruption of sensitive locations to memory and type safety — suggests

as another direction for future research the extension of the tagging approach to check for
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other properties. In runtime type-checking, tags could be augmented to check for higher-
order type information [Sif*99]. In high-security applications, tags could be used for marking
confidential data to prevent them from leaking to a non-confidential channel. For debugging
or program understanding, tags could be used to trace the flow of values during program
execution, or to help in computing the dynamic slice of a program [Kor™88]. Each new
domain of application should give rise to interesting challenges in not only effecting the
runtime checks, but in applying static analysis to eliminate checks that can be statically

proven to be unnecessary.
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APPENDIX
Summary of Benchmarks

The experimental results presented throughout this thesis use programs from four bench-

mark suites:

e Cyclone benchmarks (available from [Cyc]): programs used to evaluate the Cyclone
tool [Jim*02]. The ones we tested are small but computationally intensive applications
that make heavy use of arrays and pointers.

m aes: Rijndael block-cipher encryption.
m cacm: Adaptive arithmetic coding for data compression.
m cfrac: Continued fraction algorithm.
m grobner: Grobner bases computation.
m matxmult: Matrix multiplication.
m ppm: Arithmetic encoding and decoding.
m tile: Text document partitioning into “tiles”.
e Olden benchmarks (available from [Olden]): programs used to evaluate the Olden C

compiler [Cart95]. These are relatively small programs that each perform a monolithic

task, using a variety of dynamically allocated data structures.
m bh: Barnes-Hut N-body force-computation algorithm; uses a heterogeneous oc-
tree.

m bisort: Forward and backward sort of integers using 2 disjoint bitonic sequences

that are merged to obtain the sorted result; uses a binary tree.
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m em3d: Electromagnetic wave propagation in a 3D object; uses singly-linked lists.
m health: Columbian healthcare simulation; uses doubly-linked lists.

= mst: Minimum spanning tree of a graph; uses an array of singly-linked lists.

m perimeter: Perimeters of regions in images; uses a quad-tree.

m power: Power pricing system optimization problem solver; uses an N-way tree

and singly-linked lists.
m treeadd: Recursive sum of values in a balanced B-tree.

m tsp: Traveling-salesman-problem solver using a partitioning algorithm and a clos-

est point heuristic; uses a balanced binary tree.
e Spec CPU95 [SPEC]: includes all the C programs from the integer (CINT) suite.

m compress: An in-memory version of the common UNIX utility.
m gcc: Based on the GNU C compiler version 2.5.3.
m go: An internationally ranked go-playing program.
m ijpeg: Image compression/decompression on in-memory images.
m 1i: Xlisp interpreter.
m m88ksim: A chip simulator for the Motorola 88100 microprocessor.
m perl: An interpreter for the Perl language.
m vortex: An object oriented database.
e Spec CPU2000 [SPEC]: includes select C programs from both the integer (CINT) and
floating point (CFP) suites.
s ammp (CFP): Computational chemistry.
» art (CFP): Image recognition / neural networks.

m bzip2: Compression.
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m crafty: Game playing: chess.

m equake (CFP): Seismic wave propagation simulation.
m gap: Group theory, interpreter.

m gzip: Compression.

m mcf: Combinatorial optimization.

» mesa (CFP): 3-D graphics library.

m parser: Word processing.

m twolf: Place and route simulator.

s vpr: FPGA circuit placement and routing.

Tables A.1 and A.2 list the programs used in our experiments, along with their size (in
lines of code), baseline compilation time (wallclock time, in seconds), and baseline execution
times (wallclock time, in seconds). Inputs were selected to give reasonable running times for
comparison: for the Cyclone and Olden benchmarks, the inputs we used are listed in Table
A.1 (either command-line arguments, or input files supplied with the benchmarks). For the
SPEC benchmarks, we used two different datasets, which we call the slow and fast datasets.
The slow dataset is the ref set for Spec 95 and the train set for Spec 2000, and is used to
evaluate the more efficient Memory-Safety Enforcer (MSE) and Sensitive Location Checker
(SLC), in Chapters 3-7. The fast dataset is the train set for Spec 95 and the test set for
Spec 2000, and is used to evaluate the slower Runtime Type Checker (RTC) in Chapters
9-10. In Figure A.2, columns (c) and (d) give the baseline execution times for the slow and
fast datasets respectively.

The programs were compiled with gcc (version 3.3.2) and executed on a 1GHz Pentium I11
with 512MB RAM, running Linux (RedHat 9). For the MSE and SLC experiments, programs
were compiled with -03 optimizations, while for the RTC experiments, optimizations were
disabled (-00) because they slowed down compilation time considerably, and we felt that
the typical usage of the RTC as a debugging tool would be to compile programs without

optimization.



Compile Exec

LOC | Time (s) | Time (s) | Input
Program (a) (b) (c) (d)
Cyclone
aes 1,822 1.67 0.83
cacm 340 0.36 0.67 | encode test2
cfrac 4,218 3.76 1.69 | 4175764634412486014593803028771
grobner 4,737 4.41 17.30 | eg03
matxmult | 1,377 0.24 1.07 | 2468
ppm 1,421 1.45 0.65 | decode testl
tile 4,880 1.57 0.33 | sample2
Olden
bisort 690 0.71 1.26 | 350000 0
em3d 538 0.69 2.33 | 2000 100 100
health 706 0.88 229 1550011
mst 610 0.73 2.58 | 2048 1
perimeter 472 0.66 037111
power 867 0.97 246 | 11
treeadd 375 0.43 241 | 2110
tsp 684 0.81 1.67 | 100000 1

Table A.1 Benchmark Information
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Compile | Exec Time (s)
LOC | Time (s) | slow fast

Program (a) (b) (c) (d)
Spec 95 (ref) | (train)
compress 3,900 0.78 | 84.39 0.07
gce 205,106 12541 | 47.27 2.50
go 29,629 20.67 | 102.40 0.85
ijpeg 31,215 | 20.33| 71.96| 2.10
li 7,630 8.13 | 50.59 0.27
m&88ksim 19,227 19.48 | 62.67 0.18
perl 26,872 30.63 | 42.86 1.18
vortex 67,219 53.42 | 82.39 3.27
Spec 2000 (train) | (test)
ammp 13,483 13.88 | 140.75 | 27.29
art 1,270 1.51 | 96.81 | 30.13
bzip?2 4,650 3.79 | 7854 | 20.52
crafty 20,545 23.82 | 3245 6.91
equake 1,513 1.57 | 107.73 3.50
gap 71,363 | 46.21| 10.05| 2.01
ezip 8,605 461 ] 40.92| 365
mcf 2,412 2.62 | 60.37 0.58
mesa 58,724 52.27 | 118.50 4.17
parser 11,391 13.73 | 15.42 7.80
twolf 20,461 29.26 | 26.26 0.58
vpr 17,730 13.85 | 21.50 1.53

Table A.2 Benchmark Information
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mem-unsafe expression, 123
mirror
MSE, 28
RTC, 112
MSE (Memory-Safety Enforcer), 23

narrowing/widening, 71

open array, 26, 28
open-max, 70
open-min, 70
outer, 75

outermost object, 25, 31

pointer, 112
points-to analysis, 36
popen, 14
possible-type, 128, 129
produce, 107

pt-set, 36, 50, 51
Purify, 101, 151



REAL, 111

redundant checks analysis, 46, 141
required-type, 128, 129

return address, 14

RTC (Runtime Type Checker), 101
runtime type, 108, 111

rvalue, 47

rvalue-affecting-locs, 50, 51

safe expression, 123

sensitive location, 13, 82, 90

SetTag, 115

shadow process, 149, 156

shellcode, 13

SLC (Sensitive Location Checker), 90
spatial access error, 23

stack smashing, 4, 14

STRLIT;, 30

system, 14

T#, 127

lattice, 128
tag

bit value, 28, 95

runtime type, 112

valid /invalid, 28, 90
temporal access error, 23
traceroute vulnerability, 18

tracked coverage, 80

tracked location
MSE, 31
RTC, 123
SLC, 94
tracked-locs
MSE, 31
naive, 32
points-to analysis, 37
SLC, 94
type class, 112

type-unsafe expression, 123

unalloc, 109, 112
uninit, 108, 112
Uninit;,, Uninit),,, 137
unsafe location, 123
untracked location
MSE, 31
RTC, 123

use, 107

VALUE,, 127

Var, 61

VerifyDeref, 115
VerifyType_assign, 115
VerifyType_use, 115

widening/narrowing, 71

write-derefs, 33
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