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Abstract

Thepaperconsiders networkwith manyapparently-independeperiodicprocesseand
discusse®ne methodby which theseprocessesaninadvertentlypecomesynchronized.In
particular we studythe synchronizatiorof periodic routing messagesand offer guidelines
on how to avoid inadvertentsynchronization.Using simulationsand analysis,we studythe
proces®f synchronizatiormandshowthatthetransitionfrom unsynchronizedo synchronized
traffic is not one of gradualdegradatiorbut is insteada very abrupt‘phasetransition’: in
generaltheadditionof asinglerouterwill convertacompletelyunsynchronizedtraffic stream
into a completelysynchronizedbne. We showthat synchronizatiorcanbe avoidedby the
addition of randomizationto the traffic sourcesand quantify how much randomizationis
necessaryin addition,we arguethattheinadvertensynchronizatiorof periodicprocessess
likely to becomeanincreasingproblemin computemetworks®

1 Intr oduction

A substantial andincreasing,fraction of the traffic in today's computernetworkscomesfrom
periodictraffic sources;examplesinclude the periodic exchangeof routing messagesetween
gatewayr the distributionof real-timeaudioor video. Network architectsusuallyassumehat
sincethe sourcef this periodictraffic areindependentthe resultingtraffic will be independent
anduncorrelated. E.g., eventhougheachrouting processmight generatea packetat fixed, 30
secondntervals,the total routing traffic observedat any pointin the network shouldbe smooth
anduniform sincethe processesreon separatenodesandstartedwith a randomrelative phase.
However many networktraffic studies]Pa93a SaAgGuJa92Ja92 BrChCIP093 showthatthe
totaltraffic is not uniform butinsteads highly synchronized.
Thispaperargueghatthearchitectsintuition thatindependerngourcegiveriseto uncorrelated
aggregatéraffic is simplywrongandshouldbereplacedy expectationsnorein line with observed
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reality. Thereis a hugebody of researcton the tendencyof dynamicsystemgo synchronizan
the presenceof weak coupling [BI88]. As far back as the mid-seventeentltentury Huygens
noticedthattwo unsynchronizegendulumclockswould keepin time if hungon the samewall,
synchronizedby thebarely-perceptibleibrationseachinducedin thewall. Asreportedn [BI8§],
synchronizatiorhasbeenstudiedin electroniccircuits, a wide rangeof mechanicabbjects,and
biological systemssuchas cell populationsand communitiesof fireflies. Most of thesesystems
exhibitatendencytowardssynchronizationhatis independentf the physicalconstantandinitial
conditionsof the system[En93. This researclsuggestshat a complexcoupledsystemlike a
moderncomputemetworkevolvesto a stateof orderandsynchronizationf left to itself. Where
synchronizatiordoesharm, asin the caseof highly correlated bursty routing traffic, it is up to
networkandprotocoldesigners$o engineenutthe orderthatnaturetriesto putin.

This paperinvestigatesone meansby which independensourcesof periodictraffic canbe-
comesynchronized An analyticmodelis developedhatsharesnanyof thefeaturesobservedn
simulationsandin realtraffic measurementsherearetwo mainresultsfrom this model:

e Thetransitionfrom unsynchronizetb synchronizedbehaviois veryabrupt. Thetraffic does
not gradually‘clump up’ and becomemore synchronizedas network parameterghange.
Instead for eachsetof protocolparametersindimplementatiorinteractionstrengthghere
existsa clearlydefinedtransitionthreshold.If thenumberof sourcess belowthetransition
threshold the traffic will almostcertainlybe unsynchronize@nd,evenif synchronizedy
someexternalforce? it will unsynchronizevertime. Converselyif the numberof sources
is abovethethresholdthetraffic will almostcertainlybe synchronizedand,evenif placed
in anunsynchronizedtateby someexternalforce,will evolveto synchronizatiorovertime.

e Theamountof randomnesthatmustbeinjectedto preventsynchronizations surprisingly
large. Forexamplejn the Xerox PARC internalnetwork,measurementfe93 showtheir
ciscoroutersrequireroughly 300 ms. to processa routing messagé€l ms. perroutetimes
300routesperupdate).Fromtheresultsin Section5, the routerswould haveto addat least
asecondf randomnesso their updateintervalsto preventsynchronization.

Therearemanyexamplef unanticipategynchronizedehaviorin networks:

e TCP window increase/deceasecycles. A well-knownexampleof unintendedgynchroniza-
tion is the synchronizatiorof the window increase/decreassyclesof separatd CP connections
sharinga commonbottleneckgateway{ZhCI9(. This exampleillustratesthatunlesswe actively
engineeto avoidsynchronizationsuchasby injectingrandomnessto the network,synchroniza-
tionis likely to betheequilibriumstate.As anexampleof injectingrandomnesghe synchroniza-
tion of windowincrease/decreasgclescanbeavoidedby addingrandomizatiorto thegateways
algorithmfor choosingpacketso drop during periodsof congestionffJ93. (This randomization
hastheadvantag®f avoidingotherunintendeghaseeffectsaswell.)

e Synchronization to an external clock. Two processesanbecomesynchronizedvith each
othersimply by bothbeingsynchronizedo anexternaklock. Forexample[Pa93&showsDECnet
traffic peaksonthehourandhalf-hourintervals;[Pa93l showspeaksn ftp traffic asseveralsers
fetchthemostrecentweathemapfrom Coloradoeveryhouronthehour.

¢ Client-server models. Multiple clientscanbecomesynchronizedasthey wait for service
from a busy or recoveringserver For example,in the Sprite operatingsystemclients check

2E.g.,by restartingall theroutersat the sametime becaus®f a powerfailure.



with the file serverevery 30 seconds;in an early version of the system,when the file server
recoveredhfterafailure, or afterabusyperiod,anumberof clientswould becomesynchronizedn

theirrecoveryproceduresBecauseherecoveryproceduresnvolvedsynchronizedimeouts this
synchronizatiomesultedn a substantiatlelayin therecoveryprocedurg Ba93.

e Periodic routing messagesUnlike the client/servemodelor the externalclock model,the
synchronizatiomf periodicroutingmessagemvolvesseemingly-independeperiodicprocesses.
Therearemanyrouting protocolswhereeachroutertransmitsa routingmessagat periodicinter-
vals. Assumingthattherouterson a networkareinitially unsynchronizedat first glanceit might
seemthat the periodicmessagefom the differentrouterswould remainunsynchronized.This
paperexploreshow initially-unsynchronizedoutingmessagesanbecomesynchronized.

We examinethe detailsof routersynchronizatiorto give a concreteexampleof inadvertent
synchronizationto underlinethe necessityof actively designingto avoid synchronizationand
to emphasizehe utility of injectingrandomizatiorasa methodof breakingup synchronization.
Whena particularinstanceof synchronizations observedit is usually easyto suggesiprotocol
changeshatcouldprevenit. Thismisseghepoint. Synchronizatioms notasmallproblemcaused
by minor oversightdn protocoldesign. Thetendencyof weakly-coupledsystemdo synchronize
is quite strongandchanginga deterministigorotocolto correctoneinstanceof synchronizations
likely to makeanotherappear

Variousformsof periodictraffic arebecominganincreasingly-lagecomponenof Internetraf-
fic. Thisperiodictraffic includesnotonly routingupdatesandtraffic resultingfrom theincreasing
useof periodicbackgroundscriptsby individual userg Pa934 butrealtimetraffic (suchasvideo
traffic) thathasa periodicstructure. Although the periodicstructureof videotraffic is generally
not affectedby feedbackirom the network, thereare still possibilitiesfor synchronization.For
example,individual variable-bit-ratevideo connectionsharinga bottleneckgatewayandtrans-
mitting the samenumberof framespersecondcould contributeto a larger periodictraffic pattern
in thenetwork. As periodictraffic increasesn the Internet,it becomesncreasinglyimportantfor
networkresearcher® considemuestionf networksynchronization.

We useboth simulationandanalysisto explorethe synchronizatiorof periodicrouting mes-
sages. The first goal of the analysisis to examinethe role that randomfluctuationsin timing
playin thesynchronizatiorof routingmessagesTheserandomfluctuationscontributeto boththe
formationof synchronizatiorandto the breakingup of synchronizatiorafterit occurs.

Oneway to breakup synchronizations for eachrouterto add a (sufficiently large) random
componento theperiodbetweerroutingmessagesA secondjoalof ouranalysidgs to investigate
thisexplicit additionof arandomcomponento theroutingtimer, andto specifythe magnitudeof
therandomcomponentecessaryo preventsynchronization.

Section2 gives examplesof periodictraffic patternsin the Internet; Section3 describesour
modelof periodicrouting messagesn a network. Section4 explainsthe resultsof our simula-
tions. Section5 describes Markov chainusedto analyzesomeaspect®of the PeriodicMessages
model. Section7 presentsonclusionsanddiscussesglternativedor preventingrouting message
synchronization.



2 Periodic traffic patternsin the Internet

Thissectiongivesanexampleof synchronizedoutingmessagesndseverakxampleof periodic
traffic patternsin the Internet(someof which are causedoy periodicrouting messages)While
we do not havedirect evidenceof operationalproblemsin the Internetrelatedto synchronized
routingmessagesye showindirectevidencehatsuchproblemscould exist. In generalthereare
significantpatternsof periodicpacketdropsanddelaysin the Internet.

Webegarthisinvestigationn 1988afterobservingsynchronizedoutingmessageom DEC-
net's DNA PhasdV (the DIGITAL Network Architecture)[VMS88] on a local Ethernetat LBL
(LawrenceBerkeleyLaboratory). EachDECnetrouter transmitteda routing messageat 120-
secondntervals. Within hoursafter bringing up the routerson the network after a failure, the
routingmessageBom thevariousrouterswerecompletelysynchronized.

In May 1992, in the courseof investigatingpacketlossratesin the Internet,we conducted
experimentsendingunsof athousangingseachatroughlyone-secondhtervals from Berkeley
andothersitesto destinations@crosghe Internet. For all of therunsto destinationsat Harvardor
MIT, atleastthreepercenof theping packetsveredroppedregardlessf thetime of day. Figurel
showsaparticularunof athousangingsfrom Berkeleyto MIT ; thex-axisshowsthepingnumber
andthey-axisshowstheroundtriptime. Droppedpacketsarerepresentetly a negativeroundtrip
time. Figure2 showsthe autocorrelatiorfunction for the roundtriptimesin Figurel, wherethe
droppedpacketsareassigneda roundtriptime of two secondghigherthanthe largestroundtrip
time in the experiment).The patternof periodicpacketdropsat 90-secondntervalsis illustrated
in both figures. Furtherexperimentgdeterminedthat thesepacketdropswere occurringat the
NEARnNet(New EnglandAcademicandResearciNetwork) corerouters. Earlierinvestigationof
Internetbehaviorhadalsoreporteda degradationn servicewith a 90-secongeriodicityon paths
to MIT [SaAgGuJadR

Thesepackedropsweredeterminedo becausedy IGRP(thelnter-GatewayRoutingProtocol
[He91)) routingupdatesatthe NEARnNetrouters[Sc93. Therouterswereunableto forwardother
packetswhile large routing updateswere being processed.The particular problemof periodic
packetlosseson NEARnethassincebeenresolvedithe routersoftwarehasbeenchangedsothat
normalpacketoutingcanbecarriedoutwhile theroutersaredealingwith routingupdatenessages.
Althoughit hasbeenspeculatedhatthesepacketdropswerealsoconnectedvith synchronization,
it is unclear andthereis nodirectevidencg Sc92 L093].

Periodicpacketdropshavebeendemonstrate@ssociatedavith RIP (the Routing Information
Protocol[He8g) aswell aswith IGRP. Figure 3 showsaudiopacketlossesduringan audiocast
of the Decembe992PacketVideoworkshop[Ja93. Thex-axisshowsthetime in secondsthe
y-axisshowsthe durationof eachaudiooutagen secondsThelittle blips more-orlessrandomly
spreadalong the time axis represensingle packetlosses. The larger loss spikesare strongly
periodic;theyoccurevery30 secondsndlastfor severalsecondsatatime. During theseevents
the packetlossraterangesrom 50 to 85% andthereare frequentsingle outagesf 100-500ms.
Theseperiodiclossesare almostcertainly dueto the source-routedtunneled)multicastpackets
competingwith routing updatesandlosing. Because30 secondss the default updatetime for
RIP, theselong intervalsof packetlossesareconjecturedo resultfrom RIP routingupdatesit is
notknownif this probleminvolvessynchronizationIn otherinstancegeriodic30-secondudio

3For areporton thefirst suchaudiocastsee[Ca93.
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Figure3: Periodicpacketlossesat 30-secondntervals.

packetlosseshave beenconclusivelytracedto RIP routing updategDe93, andthereis some
indirectevidenceof synchronization.

In our “ping” experimentf the Internetin May 1992 we found many exampleof periodic
packetdropsfor which we haveno explanation.For example we found pathswith packetdrops



every318secondspathswith packetdropsevery 15 secondsandpathswith large delaysevery
45 seconds We found differentperiodicpatternson thelocal pathfrom LBL to the UC Berkeley
campusatdifferenttimesof theday. Fromour“ping” experimentswe conjecturghatasignificant
numbeiof packedropsin thelnternetareassociatedith periodicprocessesf onetypeor another

3 The Periodic Messagesnodel

This sectiondescribes generaimodelof periodicroutingmessagesn a network;we call thisthe
PeriodicMessagesnodel. This modelwasinitially patternecafter DECnets DNA PhasdV, but
otherrouting protocolsthat canconformto this modelinclude EGP (Exterior GatewayProtocol)
[M84], Hello [Mi83], IGRPR, andRIP. In theseroutingprotocols gachrouteron anetworktransmits
aroutingmessagatperiodicintervals. This ensureshatroutingtablesarekeptup-to-datesvenif
routingupdatemessageareoccasionallylost.

ThePeriodicMessagesnodelbehavesasfollows:

1. The router preparesand sendsa routing message.In the absenceof incoming routing
messagesherouterresetsdts timer 7, secondsfterstepl begins.Otherroutersreceivethefirst
packetof this router sroutingmessag€d,; secondsfterstepl begins.

2. If therouterreceivesanincomingroutingmessagéor thefirst packeof anincomingrouting
messagelhile preparingts ownoutgoingroutingmessageherouteralsoprocessetheincoming
routingmessageTheroutertakesT,, seconddo processanincomingroutingmessage.

3. After completingstepsl and 2, the router setsits timer. The time until the timer next
expiresis uniformly drawnfrom theinterval[T,, — T, T, + T,] secondswhereT, is theaverage
periodand T, represent@a randomcomponent;this could be a (small) randomfluctuationdue
to unavoidablevariationsin operatingsystemoverheacr a (larger)fluctuationdueto a random
componentntentionallyaddedo the system.Whenthetimer expirestheroutergoesto stepl.

4. If therouterreceivesanincomingroutingmessagatfterthetimerhasbeenset,theincoming
routingmessages processetmmediately If theincomingroutingmessages a“triggeredupdate”
causedy amajorchangen the networksuchasthefailure of alink, thentheroutergoesto step
1, withoutwaiting for thetimerto expire.

Becauseherouterresetdts timer only afterprocessingts own outgoingroutingmessageand
anyincomingroutingmessageshetiming of onerouter sroutingmessagesanbeaffectedby the
routing messagefrom othernodes. This givesthe weakcouplingbetweerrouters,allowing the
synchronizatiorof routingmessagefom severarouters.

ThePeriodicMessagesnodelignorespropertiesof physicalnetworkssuchasthe possibility
of collisionsandretransmissionsen anEthernet.The PeriodicMessagesnodelis notintendedo
replicatethe exactbehaviorof periodicrouting messagedyut to capturesomesignificantcharac-
teristicsof thatbehavior

RIP andIGRP areintradomainrouting protocolsthat useperiodicrouting messagesin RIP
eachroutertransmitsperiodicrouting messagesvery30 seconds.In IGRP, routerssendrouting
messageat 90-secondntervals.

EGP(Exterior GatewayProtocol)is usedin someplacesbetweerthe NSFNETbackboneand
its attachedregionalnetworks; EGP routerssendupdatemessagesverythreeminutes? In the

4with BGP (BorderGatewayProtocol),which runson top of TCR, incrementaupdatemessagearesentasthe
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1988LBL network, DECnetroutersimplementingDNA PhasdV sentrouting messagegvery
two minutes. IGRP, RIP, andDECnets DNA PhasdV all incorporatetriggeredupdateswhere
routing messagearesentimmediatelyin responséo a networkchangesuchasthe removalof a
route. Thefirst triggeredupdateresultsin awaveof triggeredupdategrom neighboringrouters.

Notall implementation®f theseroutingprotocolscorrespondo the PeriodicMessagesnodel
in this paper The RFCfor RIP [He88 mentionsthatwhentherearemanygatewayson a single
network,thereis atendencyfor the periodicroutingmessages synchronize The RFC specifies
thatin orderto avoidthis synchronizationeithertheroutingmessagesustbetriggeredoy aclock
thatis not affectedby the time requiredto servicethe previousmessageor a smallrandomtime
mustbeaddedo the 30-secondoutingtimer eachtime, thoughthe magnitudeof therandomtime
is not specified.As anexampleof implementationshatdon’t conformto the PeriodicMessages
model,in someimplementation®©f IGRP and RIP routersresettheir routing timers beforethe
outgoingrouting messages preparedandroutersdon’t resettheir routing timersaftertriggered
updategLi93].

Thusthe PeriodicMessagesnodelillustratesonly onepossiblemechanisnby which routing
messagesanbecomesynchronizedWherevelthereareinteractiondbetweerrouters,or between
arouterandthe network,therecould existmechanismshatleadto synchronization.

4 Simulations

This sectiondescribesimulationsof the PeriodicMessagesnodel. Thesesimulationsshowthe
behaviorof a networkwith N routing nodeson a singlebroadcasnhetwork,for N = 20. In the
first setof simulationsthe periodicroutingmessagefr theN nodesareinitially unsynchronized;
in the secondsetthe periodic messagesre initially clustered. The simulationsshow that the
behaviorof the PeriodicMessagesystemis determinedoy the randomoverheadaddedto each
nodes periodictimer. As the level of randomizationncreasesthe systems ability to breakup
clustersof synchronizedoutingmessagealsoincreases.

Definitions: Tp, Ty, T¢, Teo, and Ty. Thetime T, is the constanicomponenbf the periodic
timerandT, isthemagnitudeof therandomcomponentEachrouter sroutingtimeris drawnateach
roundfrom theuniformdistributionon [T}, - T,, T, + T,] secondsEachrouterrequiresI; seconds
of computatiortimeto processanoutgoingroutingmessageandT,, second®f computatiortime
to processanincomingrouting messageeachrouting messageould consistof multiple packets.
In this paperwe assuméhat 7., and7, arethe same. T; secondsafter a routers routing timer
expiresotherroutersreceivethefirst packetof theroutingmessage

Forthesimulationsin this section,T,, is 121 secondsT. is 0.11 secondsandZ} is setto zero;
for theinitial simulationsin this sectionT, is setto 0.1 seconds.Theaveragdimer-valueof 121
secondsvaschoserto give a minimumtimer-valuecomparabldo the 120-secondimer usedby
the DECnetrouterson our local network. Thevalueof 0.11 seconddor 7, waschosersomewhat
arbitrarily to modelan estimateccomputationtime of 0.1 secondsaandtransmissiortime of 0.01
seconddor a routerto computeand transmitpacketsfor an outgoingrouting messagefter a
timer expiration;thesevaluesarenot basedn anymeasurementsf actualnetworks.Section5.3
discussestiowtheresultsscalewith differentvaluesfor thevariousparameters.

routingtablechanges.
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Figure5: An enlagemenbf thesimulationabove.

Whena nodes routing timer expires,the nodetakesT, seconddo prepareandtransmitits
routing message We call this time the busyperiod For eachroutingmessageeceivedwhile a
nodeis in its busyperiod,thatnodes busyperiodis extendedy the T, = 7, secondsequiredto
processanincomingroutingmessage.

For simplicity, in the simulationsin this sectionTy is setto zero;thatis, whennodeA'stimer
expiresthe othernodesimmediatelyreceivethe first packetof nodeA’s routing message.Thus
in the simulationswhennodeA'’s timer expiresnodeA immediatelyspendsl, secondgreparing
andtransmittingits routing messageand at the sametime the other routing nodeseachspend
T., = T. secondgeceivingandprocessinghe routing messagdrom nodeA. This assumption
mostplausibly reflectsa networkwith low propagatiordelay wherea routers routing message
consistf severalpacketgransmittedovera 7.-secondperiod. Section5.4 showsthe resultsof
simulationswith 7; > 0.

Thefirst setof simulationsinvestigateshe processy which initially-unsynchronizedouting
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messagebecomesynchronized.The routing message$or the N nodesareinitially unsynchro-
nized;for eachnodethetime atwhichthefirst routingmessagés sentis choserfrom the uniform
distributionon [0, 7,,] secondsForthesimulationin Figure4, T, is setto 0.1secondsEachjittery
line in Figure4 is composedaf hundredf points,andeachpointrepresentsneroutingmessage
sentby arouting node. The x-axis showsthe time in secondsat which the routing messagevas
sent,andthey-axisshowsthetime-offseti.e.,thetime moduloT', for T = T, + T, secondsThis
time-offsetgivesthetime thateachroutingmessagevassentrelativeto the startof eachround

The simulationin Figure4 beginswith unsynchronizedouting messageandendswith the
N=20routerstransmittingtheir routing messageat essentiallythe sametime eachround. At the
left-handside of the figurethetwentyjittery linesrepresenthetime-offsetsof the transmittimes
for thetwentynodes.In theabsencef synchronizatiorachrouter stimerexpirespontheaverage,
T, + T. secondsafterthatrouter's previoustimer expiration. Thesesuccessivéimer expirations
give ajittery but generallyhorizontalline for the timer expirationsfor a singlerouter However
aswe explainbelow whenroutersbecomesynchronizedhis increaseshe time interval between
successiveoutingmessagesom asinglerouter At theendof thesimulationtheroutingmessages
arefully synchronizedandall of the nodessettheir timersat the sametime eachround. In this
casesachrouterhasabusyperiodof 20« T, secondsatherthanof T, secondsincreasinghetime
intervalbetweersuccessiveoutingmessages.

Figure5 is an enlagementof a smallsectionof Figure4. This figureillustratesthe synchro-
nizationof routing messagefrom two routers;each“x” marksa timer expiration,andeach”d”
marksthetimer beingreset.In thefirst five roundsof Figure5 thetwo nodesareindependentand
eachnodesetsits timer exactly 7, secondsfterits previoustimer expires.However in the sixth
round,nodeA’s timer expires,say at time ¢, andnodeA beginspreparingits routing message.
BeforenodeA finishespreparingandsendingts routingmessagenodeB’ stimer expires;nodeA
hasto finish sendingits own routingmessagandto processnodeB’s routing messagdeforeit
canresetits owntimer. Thesawo taskstakeT, + T,., = 2T, secondssonodeA resetdts timer at
timet 4 27..

In our modelnodeB beginsprocessinghodeA’s routing messaget time ¢t + 7y, andin the
simulationin Figure5 Ty is setto zero. While nodeB is receivingandprocessingnodeA’srouting
messagenodeB’s own timer expires;nodeB hasto prepareandsendits own outgoingrouting
messagandfinishprocessingiodeA’sroutingmessagéeforeresettingts timer. Thesdasksake
T.+ T., = 2T, secondssofor T; = 0 nodeB alsoresetsts timerattimet + T, + 27, = t + 27T..
At this pointnodeA andnodeB aresynchronizedndwe saythattheyform acluster, nodeA and



nodeB settheir timersatthe sametime. Thetwo nodesremainsynchronizedsettingtheir timers
atroughly the sametime, aslong asthe timersexpirewithin 7, — T,; second®f eachothereach
round. Theclusterbreaksup againwhen,becausef therandomcomponentnodeA andnodeB’s
timersexpiremorethan7, — T,; secondspart.

More generally a cluster of size: refersto a setof : routing messageshat havebecome
synchronized. Eachof the : nodesin a clusteris busy processingncoming routing messages
andpreparingits own outgoingrouting messagéor :7,. secondsfterthefirst timerin the cluster
expires.ForT,; = 0, the: nodesn aclusterresettheir timersat exactlythe sametime.

Oneway to think of the simulationin Figure4 is asa systemof N particles,eachwith some
randommovementin a one-dimensionaspace.For a particlein alone cluster(a clusterof size
one),eachtimer-offset differs from the previousround’s timer-offsetby an amountdrawnfrom
the uniform distributionon [-T,, +7,] seconds.In Figure 4 the successivdimer-offsetsfor an
unsynchronizedouting node(the movementf a single particle)arerepresentedby a jittery but
generallyhorizontalline.

For particles(or routingnodes)in aclusterof size:, T. + (1 — ¢)T., = T, Secondsrespent
processingoutingmessageafterthefirst timerof theclusterexpiresithenthenodesn thecluster
all resetheirtimers. A clusterof : particlesmovesahead “distance”of roughly(: — 1)7, seconds
in eachround. In Figure 4 the movementof a clusteris representedby anirregularline with
positiveslope;thelargerthe cluster the steepethe slope. Whentwo clustersmeet,the nodesin
thetwo clustersall resettheirtimersatthesametime; thetwo clusteramerge,for themoment,nto
alargercluster

As Figure4 shows,a clusterof : particlescansometimegreakup into two smallerclusters.
Eventhoughthe : nodessettheir routing timers at the sametime, it is possiblefor one nodes
routing timer to expire morethan7, — T; seconddeforeany of the othernodesin the cluster
becausef therandomcomponenin thetimerintervalfor eachnode. Whenthis happensthefirst
nodebreaksout of the cluster asdiscussedurtherin Section5.1. The break-upof a clustercan
beseenn Figure5 whereaclusterof sizetwo formsandthenbreaksup again.

The first part of the simulationin Figure 4 showssmall clustersoccasionallyforming and
breakingup. Towardsthe end of the simulationa sufficiently-large clusteris formed, moving
rapidly acrosghe spaceandincorporatingall of the unclusteredodesthatit encounteralongits
path. As the clustersizeincreasesthe averageperiodof the clusteralsoincreasesthe largerthe
cluster themorequickly it “bumpsinto” andincorporateshe smallerclusters.

A simulationatanypointin time canbepartially characterizetyy thesizeof thelargestcluster
of routing messagesFigure 6 showsa clustergraphof the simulationin Figure4. The x-axis
showstime andthe y-axis showsthe size of the largestclusterin the currentroundof N routing
messages.

Figure7 showsa simulationidenticalto thatin Figure4, exceptthatthe simulationwasstarted
with a differentrandomseed. Unlike the simulationin Figure4, the simulationin Figure7 ends
with unsynchronizedouting messagesFor the simulationin Figure 7, a clusteraslarge asfive
occasionallyformsbut eachtime the clusterbreaksup again.

Figure 9 showsthe clustergraphsfrom severalsimulationsthat start with unsynchronized
routingmessageslheparameterarethesameastheprevioussimulationsexcepthattherandom
componentl, rangesfrom 0.67, to 1.47,.. Note thatthe time scaleis differentfrom the cluster
graphson previouspagesijn Figure9 thesimulationsrunfor 10’ second$115days)insteacbf 10°
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secondgjust over 1 day). As therandomcomponenincreasesthe simulationstakelongerand
longerto synchronize.

Thesesimulationsdo not specificallyincludetriggeredupdatestriggeredby a changen the
network. We caninsteadbeginour simulationswith synchronizedouting messagesyhich can
resultfromtriggeredupdates.Thesesimulationsareshownin Figurel0;therandomcomponent’,
rangesfrom 2.37. to 2.87.. As the randomcomponenincreasesthe simulationsreturn more
quickly to theunsynchronizedtate.

Oursimulationresultsareconsistentvith simulationsof thesamemodelin [Tr92]. In addition
to simulations,preliminary resultsfrom experimentdy Treesehave shownsynchronizatiorof
system®nanEtherne{Tr94]. Theexperimentsiseanalgorithmsimilarto thePeriodicMessages
model. TheresultssuggesthatthePeriodicMessagemodelcapturesrealisticpossiblebehavior
of realcomputersystems.
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Figure9: Simulationsstartingwith unsynchronizedipdatesfor differentvaluesfor 7,.
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Figure10: Simulationsstartingwith synchronizedipdatesfor differentvaluesfor 7,.

5 The Markov chain model

This sectionusesa Markov chainmodelto furtherexplorethe behaviorof the PeriodicMessages
system.TheMarkov chainexploresghebehaviorof a systenof N routersthateachimplementhe
PeriodicMessagemodeldescribedn theprevioussection. TheMarkov chainmodelassumethat
eachrouterreceivesa periodicrouting messagdrom everyotherrouter; this would be the case,
for example for N routerson a broadcashetwork. Section5.6 discussesheissuedn extending
theseresultsto N routersconnectedn an arbitrary topology Section5.4 discusseshe effects
of a nonzerotransmissiorand propagatiordelay betweernrouters,and Section6 discussesther
analyticalapproacheto synchronization.
The Markov chainmodelis usedto computethe expectedime for the systemto movefrom
anunsynchronizedtateto a synchronizedstate,andvice versa. This Markov chainmodeluses
severalsimplifying assumptionsand thereforeonly approximateshe behaviorof the Periodic
Messagesodel. Neverthelesghe Markov chainmodelillustratessomesignificantpropertiesof
thesimulationsof the PeriodicMessagesodel.
TheMarkov chainhasN stateswhenthe largestclusterfrom aroundof N routing messages
is of sizez, the Markov chainis definedto bein state:. Figurell showsthe Markov chain,along
with the transitionprobabilities. The transitionprobability p; ; is the probability that a Markov
chainin state: movesto state; in the nextround.
TheMarkov chainmodelis basedn severakimplifying assumptions:
e Thefirst simplifying assumptiorof the Markov chainmodelis that the future behaviorof
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Figurell: TheMarkov chain.

thesystemdepend®nly onthe currentstateandis independentf paststates.This assumptions
clearlynottruefor thePeriodicMessagesodel,wherethefuture behaviorof the systendepends
notonly on thesizeof thelargestclusterbut on thetransmittimesof theotherroutingmessages.

e Thesecondsimplifying assumptions thatthe sizeof thelargestclusterchangedy at most
onefrom oneroundto the next. Again, this assumptions not strictly accurateparticularly for
largevaluesof V or T,. Forexamplejn thePeriodicMessagemodelit is possiblgor two clusters
of sizest and2 respectivelyto memgeandform a clusterof size: + 2 in the nextround.

¢ Theanalysisof the Markov chainmodelassumeshatexceptfor thelargestclusterof sizez,
all otherclustersarelone clustersof sizeone;again,this conservativeassumptions not strictly
accurate.Givena clusterof sizez, the following clusteris definedasthe clusterthatfollows the
clusterof size: in time. At eachround,we assumeéhatthe “distance”betweerthelargestcluster
of size: andthefollowing loneclusteris givenby anexponentiatandonmvariablewith expectation
T,/(N — ¢ +1). Thisdistances definedasthewait betweerthetime whenthenodesn thecluster
of size: settheir timer and the time whenthe timer expiresfor the nodein the following lone
cluster This expectedialueis basedn theaveragalistancebetweenV — i + 1 clusters.

As in the PeriodicMessagesnodel, we assumehat eachnodes timer expiresafter a time
drawnfrom the uniform distributionon [T, - T;, T, + T,] seconds.For a nodein a clusterof
size:, thenodetakesT, + (¢ — 1)T., = T, secondso procesgheincomingandoutgoingrouting
messagem thecluster andothernodegeceivethefirst packetof theroutingmessagé’; seconds
afterthetimer expires.In this sectionwe assumehat7, < 27, + Ty; if not, thena clusternever
breaksupinto smallerclusters.

The nexttwo sectionsdefinethe transitionprobabilitiesfor the Markov chain. Giventhese
transitionprobabilities,we computethe averagdime for the Markov chainto movefrom statel
to stateN, andthe averagdime for the Markov chainto movefrom stateN backdownto statel.
This analysisshowsthat whenT, is sufficiently large, the Markov chainmovesquickly from a
synchronizedtateto anunsynchronizedtate.

5.1 Cluster breakup and growth

Thissectionestimate; ;_1, theprobabilitythatthe Markov chainmovesfrom state: to state: — 1
in oneround. The secondhalf of this sectionestimate9, ;1. In the Markov chain, a clusterof
size: canbreakup to form a clusterof size: — 1 eitherby breakingup into a clusterof sizeone
followed by a clusterof size: — 1, or vice versa.Becausehefirst of thetwo casess morelikely,®
for simplicity we only considerthis case.We saythatthefirst nodebreaksawayfrom the headof
thecluster

5The secondof the two casesoccursonly if the last nodetransmitsits routing messagefter it hashadtime to
processoutingmessagefom all previousnodesn the cluster
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Thusp; ;1 is the probability thatthe nodewhosetimer expiresfirst, nodeA, resetsts timer
beforeit receivesaanyroutingmessagesom anyof theother: — 1 nodesn thecluster For: nodes
in a cluster the: timersareall setwithin T; secondsf eachother;in this analysiswe estimate
thatthe: timersareall setat the sametime andthetimersexpireat: timesuniformly distributed
in atime interval of length2T,. Let L bethetime from the expirationof the first timer until the
expirationof the secondof the: timers. In the absencef incomingmessagesjodeA resetdts
timerT, secondsfterits timerexpires andreceivesotificationof aroutingmessagérom another
nodein theclusterL + T,; secondsfterits timerexpires.Becausave assumehat7, < 27, + Ty,
thereis alwaysanonzeroprobabilitythata clusterof size: breaksup into smallerclusters.

From[Fe66 p.22],

ﬂ‘ﬂf 1)

piic1 = Prob.(T. < L+1Ty) = <1 - 57

for: > 1.

Now we estimatep; ;11, the probability that the systemmovesfrom state: to state: + 1 in
oneround. We leavep,, asa variable; p; , dependdargely on T, the randomchangein the
timer-offsetsfrom oneroundto the next. For simplicity, thisanalysisassumeshatT, = T,,.

Theprobabilitythata clusterof sizetwo or moreincorporatesdditionalroutingnodesforming
a larger cluster dependdargely on the fact that larger clustershavelarger averageperiodsthan
smallerclusters. After sometime the larger cluster“collides” with a smallercluster andthe two
clustersmeme.

Foraclusterof size:, eachnodein theclustersetsits timer 7, + (: — 1)1, = T, secondsfter
thefirst timer in the clusterexpires(or afterit receivesthe first packetfrom that nodes routing
message).For T, = 0, eachof the: timer expirationsis uniformly distributedin the interval
[T, — T,, T, + T,]. Given: eventsuniformly distributedon theinterval[0, 1], the expectedsalue
of thesmallesteventis 1/(: + 1) [Fe66 p.24]. Thusthefirst of the: timersexpires,on average,
T,-T,+2T./(:+1) =T,—-T,(: — 1)/ (2 + 1) secondsifterthetimersareset. Theaveragdotal
periodfor anodein aclusterof size: is thereforel,, — T,(: — 1)/(¢ + 1) + ¢T,. seconds.

In oneroundthetimer-offsetfor a clusterof size: movesanaveragedistanceof (: — 1)T, —
T,(: — 1)/(« + 1) secondselativeto the timer-offsetfor a clusterof sizeone. For simplicity, in
estimating, ;1 we assumehatthetimer-offsetfor a clusterof size: movesin eachroundexactly
(e —1)T. — T.(: — 1)/ (¢ + 1) secondselativeto the timer-offsetfor a clusterof sizeone. (This
assumptiongnoresthe somewhatemotepossibility that a clusterof size: could“jump over’ a
smallercluster) Whatis theprobabilitythat,afteroneround,thetimer-offsetfor aclusterof size:
movesto within 7, second®f thetimer-offsetfor a clusterof sizeone?

TheMarkovchainmodelassumethatthedistancebetweeraclusterof size: andthefollowing
smallclusteris anexponentiatandomvariablewith expectatiorY, /(N —:+1). Thusfor aMarkov
chainin state:, p; ;1 is the probability that an exponentialrandomvariable with expectation
T,/(N —i+1)islessthan(: — )T, — T,(¢+ — 1)/(: + 1). For2 <: < N — 1, thisgives

piip1=1- e~ ((N=i+1)/Tp) ()T~ T (i-1)/(i+1)) (2)

Forall ¢, p;; = 1 —pii 1 — piiy1.
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5.2 Averagetimeto cluster, and to break up a cluster

This sectioninvestigateghe averagdime for the Markov chainto movefrom statel to stateN,
andviceversa.

Definitions: t;; and f(i). Let¢, ; bethe expectechumberof roundsuntil the Markov chain
movesfrom state: to statej, giventhatit movesfrom state: directly to statej. Let f(¢) bethe
expectechumberof roundsuntil the Markov chainfirst entersstatez, giventhatthe Markov chain
startsin statel. Weleavef(2) asavariable.O

We give arecursivedefinitionfor f(z) for: > 2. Theexpectechumberof roundsto first reach
state: equalsgheexpectechumberof roundsto first reachstate: — 1, plustheadditionalexpected
numberof rounds afterfirst enteringstate; — 1, to enterstate:. After state: — 1isfirstreachedthe
nextstatechanges eitherto state: — 2, with probability (p; _1,_2)/(pi—1:—2 + pi—1.:), Of to Statez,
with probability (p;—1:)/(pi-1i-2 + pi—1:). Theexpectechumberof roundsto reachstate:, after
firstenteringstate: — 2,is f(z) — f(¢ — 2). Thisleadsto thefollowing recursiveequatiorfor f(z):

Fliy=fi—1)+ —LEN=2 (0ot (i) — f(i — 2))

DPi—1i—2 t Pi—1;
Pi—1, tie.
Pi—1i—2+ Pi—1,
Thusfor ¢(¢) = t;_1; + (pi—1,i—2/Pi—1,i ) ti—1i—2,
. Pi—1i—2t Pic1i ,,. Pi-15-2 ,,. .
i) - PRI pli ) 4 PELE2 G 2) = o) ©

FromAppendixA, equation3 hasthesolutiorf:
7 m—lpl -
o= oo 5 (1 22))
m=3 \ j=2 bjj+1

i m m—1
+22&®H&ﬂ) (4)
m=3k=3 j=k Psi+1

Considett; ;.1, theexpectechumberof roundsto movefrom state; to state; + 1, giventhat
the Markov chainin fact movesfrom state; to state; + 1. Let P,, bethe probability thatthe
Markov chainin state; first movesto state; + 1 onroundz, giventhatthe Markov chainmoves
from state; to state; + 1. Theequationfor ¢; ;1 is asfollows [Ro85 p.37]:

o0
tije1 = »_ x P,
=1

[e.e]

z— Pji+1
o " (pjjmt1 + Pijrr)’

Similarly, theequatiorfor ¢ ;_, is asfollows:

b Pjj—1
n (Pjj—1+ Pjj+1)?

5This solutioncouldalsobeverified by thereadeiby substitutingheright-handsideof Equation(4) into Equation
3)-
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Nextwe investigatethe averagdime for the Markov chainto movefrom stateN to statel.

Definitions: g(i). Let ¢(z) be the expectechumberof roundsfor the Markov chainto first
enterstate:, giventhatthe Markov chainstartsin stateN.

Thusg(N) = 0and

Dit1i+42
Dit+li+2 t Pig1;

g(i) = g(i+ 1)+ (tiyriv2 +9(2) —g(i + 2))

Pi+li
Pit+1li+2 + Pit1,
Ford(z) = t,'+17l' + (p,'+17,'+2/p,'+17,')t,’+17i+2, this givestherecursiveequation

tit1-

g(i) = Pt TPt o gy P2 gy o) — (i), (5)
Pit1,i Pi+1,

Equation5 hasthe solutionbelow:

k

ai)=3 % (d(k) I u) ©)

Thederivationof thisequatioris similarto thatof f(z). Notethatthisequatiordoesnotdepend
onthevaluesof p; , or of f(2).

o
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Time (in seconds) to reach given cluster size, from size 1
(Solid line from analysis, dotted lines from simulations)

Figure12: The expectedime to reachclustersize:, startingfrom clustersize 1, for 7,, = 0.1
seconds.

Thesolid line in Figure12 showsf(:), computedirom Equation4, for N = 20,7, = 121
secondsT, = 0.11secondsT, = 0.1seconds],; = 0secondsandf(2) = 19rounds.(Thisvalue
for f(2) is basecbothon simulationsandon anapproximateanalysishatis notgivenhere!) The
x-axisshowsthetime in secondscomputedas(7, + 7.) f (¢). They-axisshowstheclustersize:; a

"The dynamicsfor moving from a clusterof sizetwo or moreto a larger clusteris basedargely on the fact that
largerclustershavelargeraverageeriods.In contrastthe dynamicsor movingfrom aclusterof sizeoneto acluster
of sizetwo depend®n how frequentlytwo clustersof sizeone‘collide’, whereall clustersof sizeonehavethesame
averageperiod;thisrequiresa differentanalysis.
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Figure13: The expectedime to reachclustersize:, startingfrom clustersizeN, for 7, = 0.3
seconds.

markis placedat clustersize: whenthe systenfirst reacheshatclustersize. Theresultsof twenty

simulationsare shownby light dashedines. Eachsimulationwas startedwith unsynchronized
routing messagesyith the valuesfor N, T, T, T;, and7, describedabove;thesesimulations
differ only in the randomseed. The heavydashedine showsthe resultsaveragedrom twenty

simulations.

Thesolidline in Figurel3showsy(z), computedrom Equation6, for thesameparametersor
N, T,, Ty, andT, asin Figure12, andfor 7, = 0.30 secondsfor thevalueof T, in Figure12,the
systentakesa long time to unsynchronizemakingsimulationsunrealistic. The heavydottedline
averagesheresultsfrom twenty simulations.

Figuresl2 and13 showthatthe averagdaimespredictedoy the Markov chainaretwo or three
timesthe averagetimes from the simulations. This discrepancyis not surprising,becausehe
Markov chainis only a roughapproximationof the behaviorof the PeriodicMessagesystem.
Asidefrom the differencen magnitude however the functionspredictedfrom the Markov chain
andcomputedrom the simulationsarereasonablyimilar. Thusthe Markov chainmodeldoesin
factcapturesomeessentiapropertiesof the PeriodicMessagesystem.

5.3 Resaultsfrom the Markov chain model

This sectionexploresthe generabehaviorof the Markov chainmodel. We computethe expected
time for the Markov chainto synchronizeandto unsynchronizefor a rangeof valuesfor vV, T,
andT,, andcompargheseanalyticalresultsto theresultsof simulations.This comparisorshows
thatthe Markov chainmodelis explanatoryratherthanpredictive the Markov chainmodeland
the simulationsexhibit the samequalitativebehavior andthe Markov chainmodelcanbe used
to explainthe behaviorof the simulations,but the Markov modelis not sufficiently accurateto
predictthe exactresultsof the simulations.

Theanalysign this section alongwith thesimulations showsthatfor awide rangeof parame-
ters,choosingl;, asasmallmultiple of 7,. ensureshatthesystems almostalwaysunsynchronized.
Theanalysidurthershowshatfor fixedvaluesfor T, and7,., thetransitionto synchronizatioms an
abruptfunctionof thenumberof nodesN. Finally, in this sectionwe considera systenmof routers
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in an arbitrarytopology whereeachrouteronly receivesperiodicmessagefom its immediate
neighbors.We suggesthatthe modelof synchronizedouting messages this paperis likely to
holdin arbitrarytopologiesonly for connectedgubset®f nodeswith similar degree.

Figurel4considersheexpectedimefor theMarkovchainto synchronizesr to unsynchronize,
as a function of the parameterZ,. Figure 14 gives f(XN), from Equation4, and ¢(1), from
Equationg, for T, rangingfrom zeroto 4.5T, given N = 20,7, = 121seconds], = 0.11 seconds,
andT,; = 0 seconds.Thesolid line on the right showsthe expectedime for the Markov chain
to movefrom stateN to statel; thesolid line on theleft showsthe expectedime for the Markov
chainto movefrom statel to stateN. The dottedline on the left wascomputedusingvaluesfor
f(2) basedon anapproximateanalysisthatis not given here;the solid line on the left usesf(2)
setto zero. For T, < 0.5(7. — Ty), clustersneverbreakup oncetheyhaveformed,andthetime
to synchronizedependdargely on the time to first form a clusterof sizetwo; this time increases
asT, approache8.2 Notethatthey-axisis onalog scale,andrangesrom lessthan10® seconds
(roughly 16 minutes)up to 10'? secondgover 32 thousandsears).

low ! moderate ! high
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Random Noise Tr (as a multiple of Tc)
Tc,Tc2=0.110 seconds, Td=0 seconds, N=20.

Figurel4: Expectedime to go from clustersizel to clustersizeN, andvice versa,asa function
of T,.

Figurel4 canbeusedasageneralguidein choosinga sufficiently largevalueof T, giventhe
valuesfor the otherparameters a systemsothatthe systenmoveseasilyfrom stateN to statel
andrarelymovesfrom statel backto stateN. Thefigureshowstheregionsof low, moderateand
high randomization.In theregionof low randomizatiorthe systemmoveseasilyfrom statel to
stateN; in theregionof high randomizatiorthe systemmoveseasilyfrom stateN to statel. In
theregionof moderateandomizatiorthe systemtakesa significantperiodof time to moveeither
from statel to stateN, or from stateN backto statel. In thelow andmoderateegionsf(V), the
expectedime for the Markov chainto movefrom statel to stateN, growsexponentiallywith 7.
The“X” markson Figure 14 showsimulationsthat startwith unsynchronizedouting messages
andthe“+” marksshowsimulationghatstartwith synchronizedoutingmessages.

Figurel5 showsthe sameanalyticalresultsasin Figure14 for thenumberof nodesN ranging
from 10to 30, andfor arangeof valuesfor T... Thesesimulationswere performedo checkhow

8As Figure 14 shows,for extremelysmall valuesof 7, thereis little randomnesén the system,andit cantake
sometime for two nodedo first form a cluster
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Figurel5: Expectedime to go from clustersizel to clustersizeN, andvice versa,asa function
of N andof T,.

accuratelythe analyticalresultspredict the simulationresultsfor a rangeof parameters.Note
thatfor largervaluesof T, and of N, the analyticalresultssignificantly overestimatehe time
requiredby thesimulationso go from stateN to statel. Theanalyticalresultsusethe simplifying
assumptiorthatthe sizeof the largestclusterchange$y at mostonefrom oneroundto the next.
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As theparameterd, andN increasethis assumptiorbecomesessapplicable.
Thefiguresshowthatfor awide rangeof parameters;hoosingr’, atleasttentimesgreateithan
T. ensureshatclustersof routingmessagewill bequickly brokenup. Foranyrangeof parameters,
choosingT, asT,/2 shouldeliminateany synchronizatiorof routing messagesThis would be
equivalento settingtheroutingtimer eachtime to anamountfrom the uniformdistributionon the
interval[0.57},,1.5T,] seconds.This introducesa high degreeof randomizatiorinto the system,
yetensureshattheinterval betweerroutingmessages nevertoo smallor too large.

5.4 Incorporating delays between routers

The analysisand simulationsin the paperso far haveassumedhat7,; = 0; thatis, thatwhena
nodes timer expires,otherroutersareimmediatelynotified of the timer expiration. While small
valuesfor T accuratelyreflecta modelof routingnodeswvherepropagatiordelayis low andeach
routing messageonsistof a numberof packetsijt is physicallyimpossiblefor 7; to be zero. In

this sectionwe exploresimulationswith smallnonzerovaluesfor 7.

Recallthat,in the absencef incomingroutingmessagesputerA resetsts timer 7, seconds
afterits timer expires,androuterB is notified of routerA’sincomingroutingmessagé’; seconds
afterrouter A’stimer expires. If Ty > T. (for example becauseouterA resetdts timer before
it transmitsthe first packetof the routing timer), thenthereis little coupling betweenadjacent
routers.In this casejf two routers’timersexpireattheroughlysametime, theneachrouterresets
its timer beforereceivinga routing messagdérom the otherrouter andclustersbreakup quickly.
In this sectionwe exploresimulationswith 0 < T; < T.. Thisreflectsamodelwhereeachrouting
messageonsistf multiple packetsandneighboringoutersreceivethefirst packetof a routing
messagbeforethe sourcerouterresetsts timer.

Average time
1 1 1 1 1
e6 e7 e8 e9 el0 |

1
eb

1
ed

1
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Random Noise Tr (as a multiple of Tc)
Tc,Tc2=0.110 seconds, Td=0.02 seconds, N=20.

Figurel6: Timeto go from a clusterof sizel to a clusterof sizeN, andvice versafor T; = 0.02
seconds.

Figure 16 showsthe resultsof simulationswith 7; = 0.02 seconds.Thelinesshowthe same
analyticalresultsgivenin Figure14, but computedor 7; = 0.02 seconds.Fromthe analysisin
Section, p; ;_1, the probability that a clusterof size: breaksinto a clusterof size: — 1 in one
round,canbeestimatedy

n—ny

i1 = | 1—
p’1< 2T,

(7)
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Figurel7: Timeto go from a clusterof sizel to a clusterof sizeN, andvice versafor 7, = 0.04
seconds.

for: > 1andT, — T, < 2T,. As this equationdescribesthe main effect of increasindl} is to
increase; ;1.

In generalfive simulationswererunfor eachvalueof 7., andeachsimulationwasterminated
after10® seconds.The“X” marksshowsimulationsthat startwith unsynchronizedouting mes-
sagesandthe “+” marksshowsimulationsthat startwith synchronizedouting messagesNote
thatwith T setto 0.02 secondgatherthanto zero, the simulationstake longerto synchronize
andlesslongto unsynchronizeNeverthelesshe basicbehaviorof synchronizations preserved.
As Figure 17 shows,increasingly from 0.02secondgo 0.04 seconddurtherincreaseshe time
requiredfor synchronization.

Thesimulationsandanalysisshowthatthetimeto synchronizencreasessT. — T, increases.
After a nodes timer expires,this is the time betweenwhenothernodesare notified of the timer
expiration,andwhenthe noderesetsts owntimer (in theabsencef incomingroutingmessages).
Thisinterval canbe affectedby a numberof factors,suchasthe propagatiordelay the numberof
packetdn therouting messagandthetiming betweerthe transmissiorof thesepacketsandthe
promptnessvith which nodesresettheir routingtimers.

5.5 Steady state behavior

One quantity of interestis the fraction of time that the Markov chain spendswith low cluster
sizes.We wereonly ableto estimatethe equilibriumdistributionfor the Markov chainby further
approximatingthe transitionprobabilities. However onesimpleway to estimatethe fraction of
timethattheMarkovchainspendsn synchronizedtatess to computey(1)/(f(N)+¢(1)). Recall
that f(V) is the expectechumberof roundsfor the systemto movefrom statel to stateN; for
mostof this time the systemis largely unsynchronizedSimilarly, ¢(1) is theexpectechumberof
roundsfor the systemto movefrom stateN to statel; for mostof this time the systemis largely
synchronized.

In Figure18 the x-axisshowsT,; theotherparametersare N = 20,7, = 121seconds]; = 0,
andZ. = 0.11 secondsThey-axisis g(1)/(f(N) + ¢(1)), theestimatedractionof time for which
the systemis synchronized.As Figure 18 shows,as 7, is increasedthe systemmakesa sharp
transitionfrom predominately-synchronizetd predominately-unsynchronized’he simulations
andanalysisin Figure15 showthatfor a wide rangeof valuesfor N andT.,, the transitionfrom
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Figurel9: Thefractionof time synchronizedss. thenumberof nodesfor 7, = 0.11 seconds.
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Figure20: Thefractionof time synchronizedss. thenumberof nodesfor 7, = 0.30seconds.

predominately-synchronized predominately-unsynchronizextcursfor 7, a small multiple of
T..

Figuresl9 and20 showthe estimatedraction of time thatthe Markov chainspendssynchro-
nizedasafunctionof thenumberN of nodesn thenetwork. Theparameter$or thesefiguresare
T, =121seconds]; = 0,andZ, = 0.11 secondsT7, is 0.11 secondsn Figure19and0.3seconds
Figure20. Foreachfigure,asthenumberof nodess increasedhesystenmakesasharptransition
from predominately-unsynchronizédpredominately-synchronizedhis corresponds practice
to anetworkthatmovesfrom anunsynchronizetb afully synchronizesgtatewhenoneadditional
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routeris addedto the system.

Figuresl9 and20 showthatthenumberof nodeswvherethetransitionto synchronizatiortakes
placeis a function of the other parameter®f the system;in Figure 19 the transitionoccursfor
N = 9, andfor Figure20thetransitionoccursfor N = 22. Recallthatbecaus®f the simplifying
assumptionsthe analysisis explanatoryratherthan predictive; the analysisexplainswhy the
transitionto synchronizations anabruptfunction of the numberof nodes but the analysisdoes
notnecessarihaccuratelypredictthe exactnumberof nodesat which this transitiontakesplace.

5.6 Topologieswith point-to-point links

Theanalysisin this paperappliesto a networkof N routerswhereeachrouterreceivesa periodic
routing messagdrom eachotherrouter ConsiderinsteadN routersin an arbitrary topology
wherethe routersare connectedoy point-to-pointlinks and eachrouter only receivesperiodic
messageom itsimmediateneighbors.It is still possiblefor all N routersin anarbitrarytopology
to becomesynchronizedusingthe mechanismslescribedn this paper but the synchronization
dynamicsdependstronglyon the particularnetworktopology

A
B D
C
Figure21: A ring topologyof routers.
E
B A D
C

Figure22: A startopologyof routers.

For example for the topologyof routersin Figure 21 eachrouterreceivesaroutingmessage
from two neighboringrouters. Thuseachrouterhasto preparats own outgoingroutingmessage
andto processwo incomingroutingmessagedf all four routersbecomesynchronizedtheneach
routers timer expireson the averagel,, + 1. + 2T, = T, + 31, secondsafterits busy period
begins,andeachrouters busyperiodbeginswheneitherits timer or oneof its neighbors'timers
expires.Theprocesof synchronizationn anetworkwhereeachroutingnodehasconstantlegree
issimilarto theprocesslescribedn Sections.2,andfor smallvaluesof 7, suchanetworkis likely
to remainsynchronizedncesynchronizatioroccurs.

For the startopology of routersin Figure 22, however given the PeriodicMessagesnodel
discussedh thispaperthesynchronizatiorf routingmessagess lesslikely to occur In Figure22
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RouterA hasto procesgour incomingroutingmessagesyhile eachof theotherroutersprocesses
only oneincomingrouting message Assumethatall five routerstransmita routing messaget
thesametime. ThenrouterA’stimer expiresontheaveragel,, + 57, secondsater, while eachof
the otherrouters’timersexpireson the averagel}, + 27. seconddater. This differencein period
shouldbreakup synchronizatiorairly rapidly.

Thusfor routersin an arbitrarytopology the tendencytowardssynchronizatiorcan depend
heavily on the detailsof the topology Currentinternettopologieswhere mostroutershavea
similarandlow degreeshouldlendthemselves$o synchronization.

6 Other approachesto synchronization

TheMarkov chainmodelin Section5 wasdesignedo capturesomekey propertief therouting
messagemodelsuchastherole of randomizationn producinganinitial clusterof sizetwo, the
role of changesn periodin enablingtheformationof largerclustersandtherole of randomization
in breakingup clustersoncethey haveformed. In addition, this Markov model seems(to us)
fairly simpleandstraightforward. However thereare manypossibleapproacheso the analysis
of synchronizationjn this sectionwe discussbriefly couplednonlinearoscillatorsand coupling
methodgor Markov processes.

Theapproacho synchronizatiornn [BI88] concernsouplednonlinearoscillatorsanduseshe
toolsfrom nonlineardynamicsystems.The book showsthatthe tendencyof synchronizations
characteristiof a broadclassof dynamicsystems.BecausgBI88] doesnot treatthe questionof
synchronizatiorn thepresencef randomizationtheresultsarenotimmediatelyapplicableto the
synchronizatiorof routingmessages.

Mathematicamodelshaverecentlybeendevelopedo analyz€'pulse-coupled’oscillatorsys-
tems[SS93 suchas communitiesof Thai fireflies, wherethe periodic patternof one firefly’s
flashingis affectedby the othersnearby At duskmalefireflies gatherin treesby the edgeof the
river andflashon andoff in anunsynchronizedashionbut, asthe night progressesyholetrees
of fireflieswill flashin synchronizatiorfor hours. These“pulse-coupled’oscillatorsystemsare
similar to our modelof routingmessagewherethetiming of onerouter s routing messagesan
beaffectedby thearrival of routing messageom aneighboringrouter

A differentapproacho synchronizatiorcomesfrom the literature on coupling methodsfor
Markov processe$G78. In the classicalcoupling[G78 p.13], two independentopiesof a
Markov processevolve until they reacha commonstatethen,from that point, the two Markov
processesisethe sametransitionmechanismandfollow the samepath. It might be possibleto
expres®urmodelfor thesynchronizatiomf routingmessageasanexampleof coupledstochastic
processesyith eachroutingnodea separatélarkov processbuttheanalysighatwe usedoesnot
comefrom theliteratureof coupledMarkov processes.

7 Conclusionsand openquestions
In this sectionwe give somespecificconclusionsaboutthe synchronizatiorof routingmessages,

then discussconclusionsand open questionsaboutthe more generalproblemof unanticipated
structurein the Internet.
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As the simulationsand analysisin this paperdemonstrateperiodicrouting messagefrom a
systemof routersin a network can easily becomesynchronized. The simulationsand analysis
both showthat this synchronizations an emegentpropertyat a particularscalewith an abrupt
transitionfrom unsynchronizedb synchronizedehavior Thusthe behaviorof the systemwith a
smallnumberof routerscannot necessarilype extrapolatedo explainthe behaviorof the system
with alargenumber

Synchronizatioranbeavoidedwith appropriatemplementatiorof theroutingprotocols.One
possiblemethods theadditionof arandomcomponento theroutingtimerintervals. Ouranalysis
providesgeneralguidelineson determiningthe magnitudeof the randomcomponeniecessary
to avoid synchronization.In particular settingthe timer eachroundto a time from the uniform
distributionon theinterval [0.57},, 1.57,] secondss a simpleway to avoid synchronizedouting
message$. Adding a randomcomponento the routing timers changeghe strict periodicity of
the routing message$ut doesnot affect the convegencepropertiesof the underlyingrouting
protocols.

A secondnethodfor avoidingsynchronizations to implementaroutingtimerthatis indepen-
dentof externalevents(asmentionedn the specificationdor RIP) [He88 p.23]. If eachrouter
resetsits timer immediatelyafter the timer expires(regardlesf its activities whenthe timer
expires)andif routersdon’t resettheir timers after triggeredupdatesthenthe processof timer
synchronizatiordescribedn this papermight be avoided. Thereare,however drawbackgo this
approach:if routersareinitially synchronizedeitherby chanceor becauseaheywererestarted
at the sametime) thenthey will remainsynchronizedsincethereis no mechanisnto breakup
synchronizationf it doesoccut

It is alsopossibleto reducethe negativeimpactof synchronizedoutingupdatesy modifying
routersto give acceptablgerformancen the presencef large or synchronizedouting updates.
While it is oftenmoreefficientto exploittraffic structureaatherthanto engineeit out,thisdoesnot
seento bethe casefor synchronizedoutingmessageskEvenwith tunedrouterimplementations,
synchronizedouting messagegplace an unnecessarpurdenon the network, and a preferable
solutionis to avoidsynchronizationn thefirst place.

Periodicroutingmessagearenottheonly exampleof unintendedtructuran thelnternet. Our
“ping” experimentsuggesthatmanyperiodicprocesseareatwork. Fromtheseexperimentsve
conjecturehat a significantnumberof the packetdropsin the Internetareassociatedavith some
form of periodicprocessput the cause®f structurein currentinternettraffic areonly beginning
to beexplored.

Onemodelof large-scalestructurecomedrom thekinetic theoryof automobiletraffic [PH71].
Individualdrivers,eachseekingo optimizetheirowngoals,canproducecollectivetraffic patterns
akinto thecoordinateanotionof flocksof birdsor schoolsof fish. Individual strategie®f reducing
speedduring congestiorresultin a collectivedecreasén traffic flow asthe vehicleconcentration
increasepasta certaindensity [KK93] showsthatgivenaninitially homogeneougaffic flow,
regionsof high densityand low averagevelocity (clustersof cars)can spontaneoushappear
Thesehigh-densityregionscan move eitherwith or againstthe flow of traffic, andtwo clusters
with differentvelocities widths,andamplitudesnegewhentheymeet resultingin asinglecluster
Webelievethereareanalogousnteractiondetweerpacketstreamsandwe intendto explorethese
mechanism$or theemepgenceof large-scalestructurein packet-switchedetworks.

®Pseudo-randomumberscanbe efficiently generatedy a randomnumbergeneratof Ca9q.
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As the Internetexpandgo newtypesof traffic (e.g.,voice andvideo), new routing patterns
(multicastdistribution),andnew gatewayschedulingdisciplines(Quality-of-Servicefor realtime
traffic), it is importantto anticipatethe large-scalestructurethat might be introducedby these
changesBut, asour analysisof routingshows largescalestructures oftenanemegentproperty
that cannotbe observedor inferred from small scalesimulationsor measurements Although
theydo not currentlyexist, we feel that large scalesimulatorsare a necessaryool for exploring
guestionsof large scalestructure. Large scalesimulationscan help us build intuition aboutthe
behaviorof large-scalaetworks betterunderstandehaviorof currentinternettraffic, andpredict
howthis behaviormight changeasinternettraffic types,routingpatternsandgatewayscheduling
disciplinesevolve.
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A Solutionto RecursiveFormula

This sectiongivesthe solutionfor thefollowing recursiveequatiorfor f(z):

. Pi-1:— 2+pl 1 —1:-2
7 - -2
fli) = PR Pent gy ) ¢ Pbi=2 g ) = i),

wherec(t) = ti_1,; + (pi—1,i-2/pi—1)ti—1,i—2. We expresghis, usingoperatomotation,as

(B~

Pi—1i—2 + Pictip | pi_l’i_z)fi_z = c(2)
Pioii Pi-1,

& (BE— p;_l’i_z)(E — 1) fiio = (i)
i—12

Foranexplanatiorof operatomotationin solvingrecursiveequationssee[Gr82, p.19]or [Mi87,

p.15]. Let

% = (E - 1)fi—2
This givesthefirst orderdifferencesquation
Pi-1:-2 .
E——=")z, =c(x
(B = E=)s = (i)
Pi—1i-2
Pi-1

= Ziy1= Zi + C(Z)

Therefore

2= b(i)zioy + (i — 1) forb(i) = P22
Pi-2i-1

with theinitial conditionz; = f> — f1, andfor f; = 0. This hasthesolution[Gr82 p.18]

Zi:,231i[46(j)+§(c(k—l) ﬁ b(]))

j=k+1

Now solvingfor

(E—-1)fi-z=f2 H b(7) + Z (C(k -1 H b(j)) :

71=4 k=4 7=k+1
we havethat

fi_lzfi—2‘|‘f2ﬁb —I—Z( (k—1) H b(y )
j=4

7=k+1
with theinitial condition f,. This hasthe solution

Substitutingfor 5(; ), we get

fi = fa+ Zl: (f;ﬁllu) + Xl: Z (C(k) ljlm) .

m=3



