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e-CH MP is the CS 640 Hi erarchical |P-based Messagi ng Protocol (e-CH M)

Status of this Meno

This meno is the official specification of e-CH MP for CS 640 Spring '05.
Distribution of this menop is unlimted.

1. | NTRODUCTI ON

The e-CH MP protocol specifies the interactions between the different
entities and provides a tel econferenci ng nechani sm between users. It is
run on different machines in a distributed fashion. In its basic form

it is a text-based protocol in which users can interactively

conmuni cate with other users connected to the e-CH MP network consisting
of a single server.

2. OVERVI EW

There are two nmain entities : Server (S) and dients (O

Clients are users of the system while server provides the appropriate
support for conmunication between clients.

Each client in the systemis connected to a specific server, which

we call the Designated Server for that client.

Each client and server in the systemis assigned a unique I|D.
There is a one-to-one nmappi hg between <l P-addr, port>
pair to which the client/server is bound to, and the ID

2.1 dient Initialization

A client enters the systemit needs to choose a nicknane for itself.
It does this by contacting the server as described later. It can
then find out about all clients connected to the server, by perform ng
an appropriate ‘who’ query at the server. The server responds wth
a list of nicknanes of currently joined clients, their |IDs and

also their | P address, port nunber information.

(This information may be stale at the server, and hence inaccurate
sometines.)

The client subsequently can send and receive nessages with any of
the other clients. Additionally each client can join one or nore
groups and exchange nessages on that group

2.2 Goup Structure :

A group is a set of clients that want to comruni cate on a specified
topic. It is equivalent to a channel of an IRC. Each group has a
‘group | eader’ -- which is one of the clients that

is part of the group. The group | eader nmintains infornmation about al
the menbers of the group, and di ssemi nates this to other new nmenbers
joining the group.

The group |l eader will send periodic heart-beat nmessages to all menbers
(clients) of the group to announce its presence once every 3 seconds.
The heart-beat nmessage contains a list of all currently known group
menbers.

VWen a client wants to join the group, it first finds out
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who the group leader is (this it does fromthe Designated Server,

as described | ater) using the GROUP_LEADER REQUEST nessage.

It then inforns the group leader its intent to join (JONGROUP). The
group leader will accept all such requests from non-joined nenbers. These
nmessages need no acknow edgments. Clients would need to handl e

| oss of these messages, e.g. by appropriate re-transm ssions after
timeouts. W recommend a timeout period of 3 seconds.

When a client, A Ileaves the group, it would try to informthe group

| eader if possible (using LEAVE GROUP). It is also possible that no
nmessage could be sent, e.g. if the client fails. Wwen a client silently
| eaves, it may go undetected for a while. However, user data is sent to
all the clients of the group reliably, and eventually some client wll
detect the missing client (since no ack for its data will be received).
In this protocol, three consecutively mi ssed acknow edgnents wil |

i mply the sudden departure of a client, and appropriate mechani snms

to purge this state fromthe group | eader should be inplenented.

2.3 Data exchanges :

Al'l data exchange nust be reliable but should be inplenented using
UDP (as done in PA 3). The source client is responsible for distributing
data reliably to the destination client(s).

There are two ki nds of data nessages :
- One to one or private nessages
- One to many or group nessages

Al'l data messages are exchanged between clients directly.

For private nmessages, the destination client will send an ack to
the source client indicating proper receipt of the nessage.

For group nessages, one such ack is expected fromeach of the
destination clients. The nessage is sent as a replicated set of

uni cast nessages originating at the source client. Retransm ssions
shoul d be directed to each of the destination clients that

di d not ack.

Since each client is informed of all the other menbers of a group

by periodic heart-beats fromthe group | eader, it knows exactly which
clients to send the nessages. However, it is possible that some of the
destination clients nay have silently left the group without being able to
informthe group leader. In this case, the nmessage to that client

will not elicit acks as described before.

2.4 G oup | eader nanagenent

It is also possible that a group |leader fails, in which case the group
woul d be tenporarily without a group leader. In this case, the heart-beats
fromthe group leader will stop and all the menbers will realize that
the group | eader is gone. In this case, all nenbers will initiate

the process of choosing a new group | eader. The inplenenters of the
prot ocol can define independent mechani snms to perform new | eader

el ection. This RFC specifies one way to do this, as follows:

The | eader of a group sends periodic heart-beat nessages to its

Desi gnated Server. The heart-beat period is 3 seconds. If the server
does not receive three consecutive heart-beats fromthe | eader, it
assunes that the | eader has left the group

Additionally each nmenber of the group (say C) will also detect the
failure of the group | eader. On detecting such a failure, it wll

use a randomtiner (between 0 and 30 seconds) to send a new
GROUP_LEADER REQUEST nessage to the Designated Server. The server

will choose the first client to be the new | eader and informthe
client of this choice using GROUP_LEADER RESPONSE nessage.
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The chosen client then inforns all other menbers of the group
about the change in group | eadership. Note that it is possible
that sonme clients do not correctly receive any or all of these
nmessages. Under such circunstances the affected client will stop
getting messages sent to the group. Hence the only recourse to
this client is to rejoin the group (JO N_GROUP).

2.5 Names --- nick nanes and group hanes:

Each client in the system has a uni que nick name which identifies
the user. Simlarly each group in the system has a uni que nane

whi ch identifies the group

To ensure that the nick nanes and the group nanes are unique,

al | assigned nick nanes and group nanes are stored at the Designated
Server. Each client checks with the Designated Server the
availability of a name before allowing its use. The first client to
claima name is given the nane and the Designated Server retains

a copy of the name to check agai nst duplication

A client can change its nick nane, thereby, releasing its contro

on the prior nane at the server. A new client can subsequently request
a rel eased ni ck nane.

Each client also periodically (with a period of 3 seconds) sends

a heart-beat message to the server. If three consecutive heart-beats
are not received by the server, then the latter assunmes that the
client has silently departed fromthe group. In such cases, the
server rel eases the nick name which was being used by the client.

Ni ck names and group nanes are both between 1 and 12 characters in
| engt h.

2.6 Designated Server:

The Desi ghated Server naintains a database (but you do

not have to inplement all the conplexity of a database, any sinple
structured file will serve the purpose). It stores three things :

- List of all alloted nick names and client to which it is attached
- List of all group nanes

- For each group alloted, the id of the client which serves as the
| eader for that group.

VWhen a new group is created, typically a client will request a
new group by sendi ng a GROUP_LEADER REQUEST nessage.

If the Designated Server has not seen this group nanme before,
it will accept the group nane and set the client as the group
leader. It will respond with a GROUP_LEADER RESPONSE nessage
as appropriate.

Simlarly when a new nick nane is requested by a client with the
NI CK_REQUEST nessage, the Designated Server will respond with a
NI CK_RESPONSE nessage to either accept the nick name if it is
unique or reject if it is not.

The formats of these nmessages are described later in the messages
part.

3. MESSACES

Al messages between clients and the Designhated Server have the follow ng

format:

0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R
| Ver si on| Msg Type | Src Id | Dest Id |
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B T s i I S e i S i i S S e S
| Length | Checksum |
s S S i I S R R e h T Tk e S S S o T S
| Rest of the nessage (depends on the nessage type) ...

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

Version string : 4 bits
Msg Type : 12 bits
Src Id : 8 bits

Dst

Id : 8 bits

Length : 16 bits
Checksum: 16 bits

The first 8 bytes is called the Quter Header (sinmlar to the idea

of

an | P header that encapsul ates the data part).

The Src and Dst Id are the Ids of the originating and destination

cl

ent or server.

The Length field indicates the Length in bytes, of the nessage,
and does not include the first 8 bytes.

The Checksumis conputed over the outer header only.

This field stores the 1's conplenent of the 1's conpl ement sum
of the header.

3.1 CGeneral Messages (outer header)

There are 4 nessage types :
0, 1: (RESERVED FOR FUTURE USE)

2
cl

(UNRELI ABLE DATA) : These are unreliable messages between
ents and Desi gnated Server.

The contents of the DATA part is ASCI|I text data that is

i nt
3

Thi

erpreted by the client as appropriate.
( RELI ABLE DATA)

s will be inplemented using the reliable TCP protocol that you

i mpl enented in the prior progranm ng assi gnment.

The contents of the DATA part is as shown bel ow :

For

0 1 2 3
012345678901234567890123456789¢01
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| Byt e Sequence Number
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| Acknowl edgrent |
s S S i I S R R e h T Tk e S S S o T S
| Ti me stanp (seconds)
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| Ti mestanmp (m croseconds)
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| Length | S| F| Al
LR R SR Rl S SN SR SR S S S S S N S N S S S S S S S S
| Al zeros | Checksum
B b i T e S S O it sl st sT SO SIS S i S S S SR R T T i T TR N

I
I
I I
| Dat a |
I I
s S S i I S R R e h T Tk e S S S o T S

nanmed groups of clients, e-CH MP uses a multi-unicast scheme to
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send nessages.

Messages reliability for data transfer is discussed in the client to
client reliability section

3.2 Message details:

A nunber of different nmessages need to be exchanged between clients and

the Designated Server in the e-CH MP network. In this specification we outline sone
of these nessages, that can serve as a guideline for inplenenting

the protocol

3.2.1 Nane Managenent Messages:

These are sent using the UNRELI ABLE DATA nessage format of the outer
header generic nessage type.
The foll owi ng nessages are defined

- NICK REQUEST : dient requests a nick nane.
The data part of the nmessage contains :

NI CKREQ<sp><r equest ed ni ck nanme upto 12 byt es><sp><Q U><sp><Y/ N>

Q: Query froma client as to which client has this nicknane.
U : Request this nicknane to be reserved for this client.

Y: If this nessage is a heart-beat.
N O herw se.

The first time a client sends a nick nanme request to a server,
it should await a positive response fromthe server before
installing and using the nick nane.

Subsequently, the client will send the nick nane request to the
server periodically (and will serve as a heart-beat). If the

ni ck name request is a heart-beat, the server will check if the
ni ck name specified in the heart-beat is the correct nick nane for
the client. If this is true, the server will not need to respond

to the heart-beat.
If the server finds that the nick name does not match, it wll
send a negative nick name response to the client (described next).

- NI CK_RESPONSE : Response to above
The data part of the nmessage contains :

NI CKRESP<sp><r equest ed ni ck name echoed back><sp>
<3 byte client-1D in ASCl | ><sp><Y/ N>

Y : nick nane is accepted and reserved
N : nick name is rejected

For a query NI CK REQUEST, the 3-byte client-IDwill indicate the

client to which the given nickname is attached. If none is found,

the 1D 000 will be used to indicate failure, and the Y/N flag should
be set to N

For a update NI CK REQUEST, the 3-byte client IDw Il indicate the
client to which the nicknanme is attached (if the update was successful,
then it will be the ID of the NI CK_ REQUEST originator). The Y/ N fl ag
will be set as appropriate.

3.2.2 Goup nenbershi p nessages:

These nessages will use the UNRELI ABLE DATA outer header type. The
various nessages in this set include

- WHO : Sent by any client to the designated server.
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The data part in ASCI| text:

WHO<sp><3 byte client 1d in ASCII >

VWere <3 byte client Id in ASCII> is an optional argunent, which specifies the client Id
to be probed. If no client Id is provided, the designated server returns all the user
currently connected to the E-CH MP networKk.

- JON GROUP : Sent by a client to a group | eader
The data part of the UNRELI ABLE DATA nessage for this type would have
the follow ng ASCII text

JO N<sp><3 byte client Id in ASClI | ><sp><1-12 byte group nane>

- LEAVE_GROUP : Sent by a client to a group |eader
The data part in ASCH | text

LEAVE<sp><3 byte client 1d in ASCl | ><sp><1-12 byte group nane>

Wiich client is leaving the group is indicated, since it my be sent
by another client (other than the one that is |eaving) when such a
silent |eave is detected.

- HEART_BEAT : Sent by group |eader to each menber in its group
The data part in ASCII| text

BEAT<sp><3 byt e nunber of nenber clients in ASCl|><sp><3 byte
client 1d for each client in the group><sp>.....

- GROUP_LEADER ERROR : Sent by a client to another client who had sent
a JON GROUP or a LEAVE _GROUP nessage, where the sending client is
actually not the correct group |leader. This inforns the destination
client that there has been an error in its know edge of the group | eader
The data part in ASCI| text

ERROR<sp><JOl N LEAVE>

- GROUP_LEADER REQUEST : dient requesting the group leader’s id
The data part of the message contains :

GROUPLEADERREQ<sp><group nanme upto 12 chars>

An appropriate response will be sent, always.

- GROUP_LEADER RESPONSE : Response to above.
The data part of the nmessage contains :

GROUPLEADERRESP<sp><gr oup nane upto 12 chars><sp><3 bytes of G oup
| eader Id in ASClI >

If the group was not found or if there was a change in group | eader
that was nmade by the Designated Server, then the requesting client
has been nmade the group | eader.

- GROUPMEMBER REQUEST : Cient asking server for all users (nicknanes)
attached to it that are part of a given group. This is used to handle
the LI ST group type of client query.

The data part of the nmessage contains :

GROUPMEMBERREQ<sp><gr oup name upto 12 chars>
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A bl ank group nane (ie. all bytes are \0) neans request for all clients
attached to this server.

- GROUPMEMBER _RESPONSE : Response to above
The data part of the nmessage contains :
GROUPMEMBERRESP<sp><3 byt es nunber of nicks><sp><12 byte nick for each
ni ck included><sp>..

- GROUPLI ST_REQUEST : dient to Designated Server with the query for
nanes of all groups known to the Designated Server.
The data part of the nmessage contains :

GROUPLI STREQ

- GROUPLI ST_RESPONSE : Response to above
The data part of the nmessage contains :

GROUPLI STRESP<sp><3 byt es nunber of groups><sp><12 byte group nanes for
each group included in this |ist><sp>..

3.2.3 Data nessages:

Most user nessages, e.g. text, immges, should be exchanged between
clients as RELI ABLE DATA nessages. For extensions |ike audio

and video streans, it is possible to use UNRELI ABLE DATA nessages.

The data itself will have the followi ng fornat:

Destination Nick nanme or Goup Nane : 12 bytes (the remaining bytes wll
be \O if the nane is | ess than 12 bytes).

Actual data : variable

4. CLIENT TO CLI ENT RELI ABI LI TY USI NG GO BACK N

Al'l data nessages between clients nust use reliable TCP
connections (as inplenmented in PA#3).

5. CLI ENT COMWANDS AND RESPONSES

An user passes commands to the client using standard input and
recei ves responses through standard out put.

Al'l these commuands are delimted by <CRLF>.

5.1 User Commands

The foll owing are possible commands for the client. These

conmands will be typed on the command |ine interface of the client.
5.1.1 NICK
DESCRI PTI ON

The NICK command is used to allow a user to join an
E-CH MP Network with an associ ated, case-insensitive,
ni ckname that will be used to uniquely identify the
user.

Note: Al other commands are invalid until the user
has successfully joined the network using N CK

FORMAT: nick <SP> <ni ckname> <CRLF>
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- Anickname is a string of 1-12 characters where
each character is either a letter, or a digit.

<ni cknane> :: = <C<C<C<C<C<C<C<C<C<C<C<C
<ni cknane> :: = <C<C<C<C<C<C<C<C<C<C<C<C
<C ::= <letter>|<digit>| <nothi ng>

<letter> ::= any letter froma-z or A-Z
<digit>::=0]|1]2|3]4|5]|6|7]89

<not hing> ::= enpty val ue

CLI ENT RESPONSES:

-User successfully added to network
FORMAT: 10 <Optional Text> <CRLF>

-User could not be added to network, because a user
already exits in the network with the given ni ckname
FORMAT: 21 <Optional Text> <CRLF>

-The provided user nane is not in valid fornat
FORMAT: 22 <Optional Text> <CRLF>

-The NI CK command coul d not be performed because the
user has already joined the network
FORMAT: 23 <Optional Text> <CRLF>

<Optional Text> ::= <SP> <Text>
<Text> ::= any string of typeable characters
excl udi ng <CRLF>

5.1.2 JON
DESCRI PTI ON.
The JO N command is used to allow user to join a
group on an E-CH MP Network the user has connected to
using the NI CK comand.
FORMAT: join <SP> <groupname> <CRLF>

-A groupnane is a string of 2-12 characters, where
the first character is the pound sign, and the
following characters are either a |etter or nunber.

<groupnanme> :: = #C<C<C<C<C<C<C<C<C<C<C>
<C> ::= <letter>|<digit>]<not hi ng>

<letter> ::= any letter froma-z or A-Z

<digit> ::=0]1]2]|3]|4|5]6]7]8]9

<not hi ng> ::= enpty val ue

CLI ENT RESPONSES:

-User successfully joined to the group, <groupnane>
FORMAT: 11 <SP> <groupnanme> <Qptional Text> <CRLF>

- The provided group nane, <groupname>, is not in
valid format
FORMAT: 24 <SP> <groupnhame> <Optional Text> <CRLF>

-The function could not be preforned because the user
has not connected to the network
FORMAT: 20 <Optional Text> <CRLF>

<Optional Text> ::= <SP> <Text>
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<Text> ::= any string of typeable characters
excl udi ng <CRLF>

5.1.3 LEAV
DESCRI PTI ON:
The LEAV command is used to allow a connected user to
| eave a group that the user has joined using the JON
comand.
FORMAT: | eav <SP> <groupnane> <CRLF>

-A groupnane is a string of 2-12 characters, where the
first character is the pound sign, and the follow ng
characters are either a letter or nunber.

<groupnanme> :: = #C<C<C<C<C<C<C<C<C<C<C>
<C> ::= <letter>|<digit>| <not hi ng>

<letter> ::= any letter froma-z or A-Z

<digit> ::=0]1]2]|3]4|5]6]7]8]9

<not hi ng> ::= enpty val ue

CLI ENT RESPONSES:

5.1. 4 SEND

-User successfully left the group, <groupnane>
FORVAT: 12 <SP> <groupname> <Optional Text> <CRLF>

- The provi ded group nane, <groupname>, is not in
valid format
FORMAT: 24 <SP> <groupnhame> <Qptional Text> <CRLF>

-The function could not be perforned because the user
is not connected to the group, <groupnane>
FORMAT: 25 <SP> <groupname> <Optional Text> <CRLF>

-The function could not be preforned because the user
has not connected to the network
FORVAT: 20 <Optional Text> <CRLF>

<Optional Text> ::= <SP> <Text>
<Text> ::= any string of typeable characters
excl udi ng <CRLF>

DESCRI PTI ON:

FORMAT:

The send command is used to allow a user to send a
nessage to another user or another group in an

E- CH MP Network. The conmand will attenpt to send a
message to a user if the specified destination is in
valid nicknane format, or to a group if the
destination is in valid groupnanme format.

send <SP> <Desti nati on> <CRLF> <Message> <Deliniter>

<Desti nati on> ::= <ni cknane>| <gr oupname>

<ni ckname> :: = <C<C<C<C<C<C<C<C<C<C<C<C
<groupname> :: = #C<C<C<C<C<C<C<C<C<C<C>
<C ::= <letter>|<digit>| <nothing>

<letter> ::= any letter froma-z or A-Z
<digit>::=0]1]2|34|5]6]7]8]9
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<not hi ng> ::= enpty val ue

<Message> ::= any sequence of typeable characters
that does not include the sequence
<CRLF>. <CRLF>

<Delimter> ::= <CRLF>. <CRLF>
CLI ENT RESPONSES:

-The function could not be preforned because the user
has not connected to the network
FORMAT: 20 <Optional Text> <CRLF>

-The action could not be performed because the given
destination, <Destination> was not found.
FORVAT: 26 <SP> <Destination> <Optional Text> <CRLF>

-The action could not be perfornmed because the given
the client is not joined to this group
FORMAT: 27 <SP> <groupname> <Optional Text> <CRLF>

<Optional Text> ::= <SP> <Text>
<Text> ::= any string of typeable characters
excl udi ng <CRLF>

5. 1. 4 SENDFI LE

DESCRI PTI ON
The sendfile command is used to allow a user to send a
m me encoded file to another user or another group in an
E- CH MP Network. M ME encoding is to be inplenented
manual |y as a part of the project. The command will attenpt to send

nmessage to a user if the specified destination is in

valid nickname format, or to a group if the
destination is in valid groupnanme format.

FORMAT: send <SP> <Destination> <CRLF> <File Name> <Delimter>

<Desti nati on> ::= <ni cknane>| <gr oupname>

<ni ckname> :: = <C<CC<C<C<C<C<C<C<C<C<C
<groupname> :: = #C<C<C<C<C<C<C<C<C<C<C>
<C ::= <letter>|<digit>| <nothing>

<letter> ::= any letter froma-z or A-Z
<digit>::=0]1]2|34|56]7] 8|9

<not hi ng> ::= enpty val ue

<File Name> ::= Nanme of the file that needs to be

transferred to another user. The file has to be
m me encoded before it is transferred on the
networ k. The destination on receiving, should
perform m ne decoding to get the actual contents.
The file nane should not contain the sequence
<CRLF>. <CRLF>

<Delimter> ::= <CRLF>. <CRLF>
CLI ENT RESPONSES:
-The function could not be preforned because the

file <File Nanme> does not exist.
FORVAT: 20 <Optional Text> <CRLF>
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-The function could not be preforned because the user
has not connected to the network
FORMAT: 20 <Optional Text> <CRLF>

-The action could not be performed because the given
destination, <Destination> was not found.
FORMAT: 26 <SP> <Destination> <Optional Text> <CRLF>

-The action could not be performed because the given
the client is not joined to this group
FORMAT: 27 <SP> <groupnhame> <Optional Text> <CRLF>

<Optional Text> ::= <SP> <Text>
<Text> ::= any string of typeable characters
excl udi ng <CRLF>

5.1.5 LIST
DESCRI PTI ON
The LI ST command is used to allow a user to query
for alist of the current groups in the E-CH M
Network, or a list of users active in a given group
FORMAT: |list <ListQeryType> <CRLF>

-The list query type specifies a groupname to query
for alist of users in the given group, or nothing
to query for a list of current groups.

<Li st QueryType> ::= <SP><gr ouphamne>| <not hi ng>
<groupnanme> :: = #C<C<C<C<C<C<C<C<C<C<C>
<C ::= <letter>|<digit>| <nothi ng>

<letter> ::= any letter froma-z or A-Z
<digit>::=0]1]2|34|5]6|7] 8|9

<not hi ng> ::= enpty val ue

CLI ENT RESPONSES:

5.1.6 WHO

- Successful response with current |ist of groups
FORMAT: 13 <CRLF> <G oup List> <CRLF>

-Successful response with current |ist of users
in given group <groupnhane>
FORMAT: 14 <CRLF> <groupnanme> <User List> <CRLF>

-The action could not be perfornmed because the given
group, <groupnane>, was not found.
FORMAT: 26 <SP> <groupname> <Optional Text> <CRLF>

-The function could not be perforned because the user
has not connected to the network
FORMAT: 20 <Optional Text> <CRLF>

<G oup List> ::= <SP><groupnanme><G oupLi st >| <not hi ng>
<User List> ::= <SP><ni cknane><User Li st>| <not hi ng>
<ni cknane> :: = <C<C<C<C<C<C<C<C<C<C<C<C
<Optional Text> ::= <SP> <Text>
<Text> ::= any string of typeable characters

excl udi ng <CRLF>
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DESCRI PTI ON
The who command is used to allow a user to query for

a list of users currently joined on an E-CH M
Network, or if a specified user exists.

FORMAT: who <WhoQueryType> <CRLF>
-The who query type specifies a nicknane, to query if

a user with the given nicknane exists, or nothing to
query for a list of all users on the network.

<WhoQueryType> :: = <SP><ni cknane>| <not hi ng>

<ni cknane> :: = <C<C<C<C<C<C<C<C<C<C<C<C
<C ::= <letter>|<digit>| <nothing>

<letter> ::= any letter froma-z or A-Z
<digit>::=0]1]2|34|56]7]8]9

<not hi ng> ::= enpty val ue

CLI ENT RESPONSES

- Successful response containing list of active users
FORMAT: 15 <CRLF> <User List> <CRLF>

-The specified user, <nickname>, exists.
FORMAT: 16 <CRLF> <usernane> <Optional Text> <CRLF>

-The specified user, <nickname>, does not exist.
FORMAT: 26 <CRLF> <ni cknane> <Optional Text> <CRLF>

-The function could not be preforned because the user
has not connected to the network (i.e. does not have
a nick nanme registered at the server).

FORVAT: 20 <Optional Text> <CRLF>

<User List> ::= <SP><username><User Li st>|<not hi ng>

<usernane> ::= <ni cknane><SP><cl i ent | D><sp><I| Paddr ><sp><porrt >
<ni ckname> :: = <C<C<C<C<C<C<C<C<C<C<C<C

<clientID> ::= <digit><digit><digit>

<Optional Text> ::= <SP> <Text>

<Text> ::= any string of typeable characters

excl udi ng <CRLF>

5.2 CLI ENT RESPONSES

The following are a |ist of possible responses a user can receive
froma client. Al responses are preceded by a nunber ranging
from 10-16 for positive acknow edgments or 20-28 for

negati ve acknow edgnents.

Type 30 indicates user data received froma renmote client.

-User successfully added to network
FORMAT: 10 <Optional Text> <CRLF>

-User successfully joined to the group, <groupnhame>.
FORMAT: 11 <SP> <groupname> <Optional Text> <CRLF>

-User successfully left the group, <groupnane>.
FORMAT: 12 <SP> <groupnhanme> <Qptional Text> <CRLF>

- Response contains current |ist of groups in the network.
FORMAT: 13 <CRLF> <Group List> <CRLF>
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- Response contains current list of users in given group <groupnane>
FORVAT: 14 <CRLF> <groupnanme> <User List> <CRLF>

- Response contains list of active users in the network.
FORMAT: 15 <CRLF> <User List> <CLRF>

-The specified user, <nicknane>, exists in the network.
FORMAT: 16 <SP> <ni cknane> <Optional Text> <CRLF>

-The function could not be preforned because the user has not
connected to the network
FORMAT: 20 <Optional Text> <CRLF>

-User could not be added to network, because a user already exits in
the network with the given nicknane
FORMAT: 21 <Optional Text> <CRLF>

-The provided user nane is not in valid fornat
FORMAT: 22 <Optional Text> <CRLF>

-The NI CK command coul d not be performed because the
user has already joined the network
FORMAT: 23 <Optional Text> <CRLF>

-The provi ded group nane, <groupnanme>, is not in valid format
FORMAT: 24 <SP> <groupname> <Optional Text> <CRLF>

-The function could not be perforned because the user is not connected
to the group, <groupnanme>
FORMAT: 25 <SP> <groupname> <Qptional Text> <CRLF>

-The action could not be perfornmed because the given destination,
<Desti nati on> was not found.
FORVAT: 26 <SP> <Destination> <Optional Text> <CRLF>

-lnvalid command
FORMAT: 28 <Optional Text> <CRLF>

- User nessage received by the client
FORMAT: 30 <SP> <NI CKNAME OF SENDER> [ <SP> <GROUP NAME>] <CRLF>
<Text >

BNF FOR CLI ENT RESPONSES:

<Destination> ::= <ni cknanme>| <gr oupnamne>

<ni cknane> :: = <C<C<C<C<C<C<C<C<C<C<C<C
<groupname> ::= #C<C<C<C<C<C<C<C<C<C<C>
<C> ::= <letter>| <digit>| <nothing>

<letter> ::= any letter froma-z or A-Z

<digit> ::=0]1]2]|3]4|5]6]7]8]9

<Group List> ::= <SP><groupnanme><G oupLi st >| <not hi ng>
<User List> ::= <SP><ni cknane><User Li st>| <not hi ng>
<not hi ng> ::= enpty val ue

<Optional Text> ::= <SP> <Text>

<Text> ::= any string of typeable characters excludi ng <CRLF>

7. CONCLUSI ONS

Questions and comments regarding the e-CH MP protocol should be
posted to the mailing list, cs640-1list@s.w sc. edu

Addi ti onal Not es:
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Here is a sinplified version of the description on what is
expected and what will be tested on the clients.

Each server and client will be assigned an unique ID for our
conveni ence. This is the sane ID as used in the Quter Header
of the packets.

There is a unique mappi ng between a <hostnane, port> pair and
the client/server ID

Run the server as foll ows:

./server -p <port> -i <id>

where <port> is the port nunber in which the server runs,
idis the IDfor the server.

Run the client as follows:

./client -p <port> -s <server-host> -q <server-port> -i <id>
<port> is the port number in which the client runs,
<server-host> is the hostnanme in which the server operates,
<server-port> is the server’s port nunber,

<id>is the ID for the client.

The client should present a command line interface as follows:
Li nes beginning with # are comments.

Lines beginning with > is what the user types in stdin

Lines beginning with : is what the client outputs to stdout.

## Attenpt to list other clients when not joined to the server.
## 20 in the response is the return code.
> |ist

20 Not joined to server

## Request a nick name (nessage will get sent to server)
## 10 in the response is the return code (for successful operation).
> ni ck nick100

10 nick ni ck100 added

## List all groups and appropriate response
## is obtained fromthe server. 13 is return code.
> |ist

13

groupl

group2

## List all nick nanmes, and appropriate response obtai ned
## fromserver. You will also display the IDs, |IP-addr, and ports.
## 15 is the return code.
> who
: 15
nickl IDL I Pl portl
nick2 1D2 1 P2 port2
nick3 1D3 I P3 port3
ni ck100 nyl D nyl P nyport

## Send nessage to a specific nick nane.
> send ni ck2

> begi nni ng of nessage

> end of nessage
>

## Set a new nicknane (that automatically cancels the
## previous nickname that was registered).
> ni ck ni ck200
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10 ni cknanme successfully changed to ni ck200

## We can verify the current list of nicknames at
## the server. 15 is the code for successful return
> who
. 15

nickl IDL IP1 portl

nick2 1D2 1 P2 port2

nick3 I1D3 I P3 port3

ni ck200 nyl D nyl P nyport

## Attenpt to use a nicknane sonmeone is already using.
## Cbvi ously not successful. Return code is 21
> nick nickl

21 ni cknanme ni ckl not avail able

## Check menbership of a group
## 14 is the return code.
> |ist groupl

14
nick2 1 D2
ni ck3 1 D3

## Request to join a group
> join groupl
11 joined group groupl successfully

## Li st group nmenbership to see current nenbers.
> |ist groupl
: 14

ni ck2 1 D2
ni ck3 1 D3
ni ck200 nyl D

## Send nessage to a group. Each nmember of the group

## shoul d receive a nmessage.

## A nmessage is termnated by a single . on the last |ine.
> send groupl

> begi nni ng of nessage

> end of nessage

> .

## Send file to a specific nick nane.
> sendfil e nick2

> File Nanme

>

## Not allowed to send data to a group | am not joined
## in. Note that | amallowed to |ist nmenbers of a group
## | am not joined to.
> send group2

27 not joined to group group2

## A nmessage received from nick2.

## 30 in the nessage is the status code.
30 nick2
Hel | o ni ck100, how are you



