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1. INTRODUCTION that may not capture the nuances of the hardware, software and envi-

Network management is one of the key ingredients in a successfulfonment of the particular network in question, thus improving the accu-
deployment of multihop wireless networks. Unfortunately, it has re- racy of the system. We quantify the accuracy of trace-driven simulation
ceived relatively little attention in the research community. Complete through a set of real measurements, and show that for the purpose of
and correct implementation of network management requires continu-fault diagnosis, it is possible to use simulations to reproduce what hap-
ously monitoring the functioning of the network, collecting information Pened in the real network, after the fact. Further, we address the issue of
about the nodes and links in the network, removing inconsistencies andcollecting good quality trace data (in face of measurement errors, nodes
noise from the reported information, analyzing this information, and tak- Supplying false information, and software/hardware errors) by develop-
ing appropriate actions to improve network reliability and performance. ing a technigue to effectively rule out erroneous data from the trace.

In this paper, we focus on fault detection, isolation, and diagnosis, To address the second issue, we develop a novel fault diagnosis schem

collectively referred to as gault managementThis component is re- It uses the performance data emitted by the trace-driven simulation as the
sponsibie for maintaining the “health” of the network and for ensuring baseline for E‘XpeCted performance from the real netWOrk; any Slgnlflcan’[
its smooth and continued operation [27]. deviation indicates a potential fault. Further, the scheme takes advantage

Diagnosing faults in a network, may it be wireline or wireless, is a of the ability to selectively inject a set of suspected faults into a simu-
difficult problem because of the interactions between the different net- lator, and perform root-cause analysis by reducing fault diagnosis to a
work entities and the interactions between faults. Fault managementProblem of searching a set of faults, such that, when injected, the sim-
in a multihop wireless network is further complicated by the following ulation produces the expected network performance that best matches
factors: the observed performance. Finally, we design an efficient search algo-

rithm to determine root causes. We apply the technique to detect and
e Such networks are overly prone to link errors with signal propaga- diagnose packet dropping, link congestion, external noise sources, and
tion affected by fluctuating environmental conditions. This makes MAC misbehavior. These faults may have relatively long lasting im-
the network topology dynamic and unpredictable. Node mobility pact on performance, and are more difficult to detect than on/off failures
further aggravates the problems. (e.g., a node turns itself off due to power or battery outage), and there-
) ) o . fore is the focus of our research. We demonstrate that our approach is
e The capacity of such networks is generally limited. Scarcity of gpje to diagnose over 10 simultaneous faults of multiple types in a simu-
resources such as bandwidth and battery power puts a tight con-jated 49-node network with more than 80% coverage and very few false
straint on the amount of management traffic overhead the network positives. We also implement our approach in a small multihop IEEE
can tolerate. 802.11a test-bed and show that it is able to detect random packet drop-
e Wireless communication is known to be vulnerable to link at- ping and link (_:ongestion. (We cannot gv_aluate_ d_ia_gno_sis of the other
tacks [19]. Consequently, such networks are highly susceptible types of faults in the testbed due to the difficulty in injecting those faults
to attacks from malicious parties. The attackers can inject false ina contr_ollable mann_er.) o .
information to disrupt or interfere with the network management _ >4Mming up, the primary contribution of our paper is as follows:
effort. * propose and evaluate the use of on-line trace-driven simulation as an
analytical tool to diagnose faults and test alternative potentially per-

To address the challenges, we propose a novel fault diagnosis frameformance enhancing configurations in a complex multihop wireless net-
work that uses on-line trace-driven simulation to detect faults and ana-Work We believe this is a fundamentally new way of diagnosing and
lyze root causes. Our framework is based on reproducing inside a sim-managing faults in an operational network. Along this line, we make the
ulator the events that took place in the network. This framework has following contributions:
the following advantages. First, it is flexible. Since a simulator is often e We propose a fault diagnosis framework built on top of on-line

highly customizable and applies to a large class of networks under dif- trace-driven simulation for fault detection, isolation, and diagno-
ferent environment with appropriate parameter settings, fault diagnosis Sis.

built on top of it inherits its flexibility. Second, the use of a simulator e \We identify the traces that need to collect to drive simulation, and
enables us to capture the complicated interactions within the network, show that it is possible to use an existing simulator to replay real-
and between the network and the environment, as well as among the dif- ity through the use of these traces.

ferent faults. Therefore it allows us to systematically diagnose a wide e To supply simulation with good quality data, we develop a tech-
range and combination of faults. Third, the framework is extensible in nigue to effectively rule out erroneous data from the trace.

that the ability of detecting new faults can be built into the framework by e We propose an efficient search algorithm to diagnose multiple
modeling the faults in the simulator independent of the other faults in the faults in the network, and demonstrates its effectiveness.
system—the interaction between the faults is captured implicitly by the e We show how the simulator can be used to carry out what-if anal-
simulator. Fourth, reproducing the network inside a simulator facilitates ysis and quantify the performance benefit of possible actions on
what-if analysiswhich offers predictions for network behavior if certain the current network.

changes were to be applied to the network. The simulator can provide The rest of this paper is organized as follows. In Section 2, we dis-
accurate quantitative feedback to the administrator on the performancegyss the motivation for our research and give a high-level description of

impact of possible corrective measures. . our approach. In Section 3, we describe the rationale for using on-line
For the framework to be effective, we need to address two key issues:simulations for fault diagnosis. In Section 4, we show the feasibility

(i) how to accurately reproduce what happened in the network inside of using a simulator as a real-time diagnostic tool through a set of sim-
a simulator; (i) how to build fault diagnosis on top of a simulator to  ple scenarios. These scenarios are instructive in identifying the data
perform root cause analysis. that need to be collected to drive simulations. In Section 5, we propose

To address the firstissue, we drive an existing network simulator (e.g., novel techniques that make use of trace-driven simulation to diagnose
Qualnet [7]) with traces obtained from the network being diagnosed. faults in multihop wireless networks. We present a prototype implemen-
Using real traces removes the dependency on generic theoretical modelgation of our network monitoring and management module in Section 6.
'We do not consider malicious attacks in this paper; security mecha- We Qvaluate the_overhead a'nd_ eff_ectiveness of our diagnosis e_lpproach in
nisms for network management that mitigate risks of malicious attacks Section 7. We discuss the limitations of our approach in Section 8. We
are outside the scope of this paper. survey related work in Section 9, and conclude in Section 10.




2. SYSTEM OVERVIEW I £ Fy Fy F5

2.50 Mbps | 0.23 Mbps| 2.09 Mbps| 0.17 Mbps| 2.55 Mbps
Our research is motivated by observing the grassroots interest in com-
munity networking [16, 28]. We are interested in providing enabling Table 1: Throughput of 5 competing flows in Figure 3
technology for neighbors to collaboratively form a self-managed com-
munity wireless mesh network. With such a network, neighbors can, for
example, share a fast Internet gateway in a cost-effective way [22, 6]. Ment errors, or misbehaving nodes. Thata Cleaningmodule of the
In a neighborhood mesh network, most routers reside within a home manager is used to resolve such inconsistencies before any analysis take
and are plugged in electric outlets, thereby incurring minimum mobility. Place.
The relative Stabmty of such a network makes fault management more Once the inconsistencies have been I’esolved, the data is fed into the
important because faults might have lasting influence over the network root-cause analysis module for further investigation. We propose the use
performancel But the lack of router mobmty does not take away the of on-line trace-driven simulation in this module, shown in Figure 2, to
dynamism in network topology because wireless links can be up and determine the root cause. The analysis module uses the cleaned data t
down due to environmental changes. drive on-line simulations and establish the expected performance under
The growth of a Community mesh network is Organic as users buy the giVen netWOrk Conﬁguration and trafﬁc pattel’ns. It deteCtS faults by
and install equipment to join [5], but there is often a lack of a cen- comparing the expected performance with the observed performance.
tralized entity responsible for network administration. Therefore, self- When discrepancies are observed, the module determines the root caus
manageability and self-healing capabilities, as envisioned in [27], are for the discrepancies by efficiently searching for the set of faults that
key to the survival of such networks. It is this vision that inspires us to results in the best match between the simulated and observed network
carry out the research on network fault management for multihop wire- performance.
less networks. After the cause for the anomaly has been identified, the analysis mod-
Our management architecture consists of two types of software mod- ule can further simulate several alternative actions under the current traf-
ules. Anagentruns on every router node in the multihop wireless net- fic pattern and network topology, and suggest appropriate actions to alle-
work, gathers information from various protoco| |ayers and from the viate the faults and enhance overall performance. For example, adminis-
router’s wireless network card, and reports this information to a manage- trators/users can be notified if the software or hardware are suspected a
ment server, callethanager It is the manager that performs the analy- faulty; the topology can be changed via transmission-power adjustment
sis and takes appropriate actions. Management of the network could bef poor local connectivity is detected; and rate |Imlt|ng at the routers can
centralized by placing the manager on a single node, or distributed by be invoked to alleviate congestion.
running the manager on a set of nodes as in [44].

3. RATIONALE FOR SIMULATION-BASED DI-

Raw | o AGNOSIS
Data Data Root Cause Using a simulator for on-line diagnosis offers benefits over traditional
Collection Cleaning Analysis heuristic or theoretical diagnostic techniques for the following reasons.
First, a high quality simulator can provide much better insights into
Agent Module _ i the behavior of the network than any heuristic or theoretical technique
Manager Module can. An operational wireless network is a complex system with many
intricate pieces including traffic flows, networking protocols, signal pro-
Figure 1: Fault diagnosis process cessing algorithms, hardware, RF propagation and, most importantly,
the interaction between all of these. Further, the network behavior is
governed by the interaction between nodes within range of one another
and by noise sources in the vicinity. We know of no heuristic or theoret-
N ical technique that captures the behavior of such networks and explains
E — the interaction between all of its different components.
T Faults , As an example, consider a 7 * 3 grid topology network shown in Fig-
‘(’)\' S Directory Node Faul}  yre 3. Assume there are 5 long-lived flows, F», Fs, F, andF5 in the
R ik Loa || interference - network, each with the same amount of traffic to communicate. All ad-
K ’ > Injection Wirelose jacent nodes can hear one another and the interference range is twice th
R e Network T communication range. The traffic betwgen nodes A&O interferes with
E R Simulation Expected Loss rate e the traffic between nodes C & Q, and similarly traffic between nodes G
P Routing Updatd| | Crimcs Throughput Nofse - & U interferes with the traffic between nodes E & S. However, traffic be-
o tween G & U and between A & O does not interfere with traffic between
$ P —] D & R. Table 1 shows the throughput of the flows when each flow sends
S Throughput Noise Delay CBR traffic at a rate of 11 Mbps. As we can see, the fljywreceives
much higher throughput than the flo#s and F.
Figure 2: Root cause analysis module A simple heuristic may lead the manager to conclude that figvs

unduly getting a larger share of the bandwidth, whereas an on-line trace-

The fault diagnosis process is illustrated in Figure 1. The process driven simulation will conclude that this is normal behavior. This is
starts by agents continuously collecting and transmitting their (local) because the simulation will take into account the link quality and realize
view of the network’s behavior to the manager(s). Examples of the in- that flows F; and Fs are interfering with flowsF, and Fy, therefore
formation sent include traffic statistics, received packet signal strengthallowing F5 to open channel more often.
on various links, and re-transmission counts on each link. So given the current traffic flows and link qualities, a good simulator is

It is likely that the data the manager receives from the various agentsable to advise the manager on what to expect from the network. In other
results in an inconsistent view of the network. Such inconsistencies words, it can comment on what constitutes normal behavior. In the ex-
could be the result of topological and environmental changes, measureample above, the fact th&t is getting a greater share of the bandwidth
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G of walls (obstacles) between the two laptops also increases. The sig-
o nal strength measurements are obtained using the wireless research AF
F (WRAPI) [12]. For comparison, we plot the RSS computed using the
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two-ray propagation model obtained from Qualnet [7] in Figure 4.

The theoretical model fails to take into account the presence of walls
and hence does not estimate the RSS accurately. Accurate modeling ant
prediction of wireless conditions is a hard problem to solve in its full
generality but we show that errors that affect our work can be signifi-
cantly reduced by replacing theoretical models with data obtained from
the nodes within the network.
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Figure 3: The flow F3 gets a much higher share of the bandwidth
than the flows F, and Fy, even though all the flows have the same

application-level sending rate. A simple heuristic may conclude that % ‘ ‘ " Qualnet-2ray ——
nodes D and R are misbehaving, whereas simulation can correctly “Or g Ceocamw x|
determine the observed throughput is expected. e orim

50
55 |
-60
65
270 +
275 +
-80

Signal Strength

will not be flagged as a fault by the simulator. When the observed be-
havior is different from what the simulator thinks is normal behavior, the
manager can invoke the fault search algorithms to determine the reasons
for the deviation. .

In addition, while it might be possible to apply the traditional signature- % ‘ ‘ ‘ ‘ ‘
based or rule-based fault diagnosis approach to a particular type of net- 0 ! 2 3 4
work and under a specific environment and configuration, simple signa- Namber ofwalls

tures or rules are insufficient to capture the intrinsic complexity for fault Figure 4: Comparing the simulator’s two-ray RF wave propagation

diagnosis in general settings. In contrast, a simulator is often highly model for received signal strength with measurements taken from
customizable and applies to a large class of networks under different e ceE 802.11a WLAN cards from different hardware vendors.

vironment with appropriate parameter settings. Fault diagnosis built on
top of such a simulator therefore inherits its generality.

Yet another key advantage of simulation-based approach is the abil-
ity to perform what-if analysis. That is, by modifying the settings or
performing certain actions in the simulator, a simulator can provide per-

There are two main reasons why it is difficult to accurately simulate
a real network. First, it is hard to accurately model the physical layer
and the RF propagation. Second, the traffic demands on the routers are
formance data in an imaginary situation. Based on this data, a manageEard to predict since they depend on human'int_er_action with the network.
can instruct the agents to take appropriate actions to optimize the net- ortgngtely, for the purpose of fgqlt d|agn93|s, Itis not necessary t(.) have
work performance. Such what-if analysis is valuable because it is often predictive models, and it is sufficient tq simulate what hap_pened in the
hard to foresee the consequences of a corrective action due to the imeIJ_Jetworkafter the fact To do so, we require agents to periodically report

play of multiple factors in a network. For example, increasing the power 1F1qurm?tlon at.bou.t the link Cogd't'%ntshan(i t:jafh;: ptz;tter.ns tlo :he r\];vanalg.er.
of a transmitter might improve the quality of a link, but at the same time IS Information 1S processed and then fed into the simulator. YWe claim

create more interference. that this approach overcomes the known limitations of RF and traffic

Finally, recent advances in simulators for multihop wireless networks, M°d€ling in simulators within the context of on-line simulation-based
as evidenced in products such as Qualnet, have made the use of a simuld2ult diagnosis.
tor for real-time on-line analysis a reality. This is especially true forthe 4 1 Baseline Comparison
relatively small-scale multihop wireless networks, up to a few hundred

nodes, that we intend to manage. Next we compare the performance of a real network to that of a sim-

ulator for a few simple baseline cases. We design a set of experiments
to quantify the accuracy of simulating the overhead of the protocol stack

4. BUILDING CONFIDENCE IN SIMULATOR as well as the effect of RF radio interference. The experiments are for
ACCURACY the following scenarios:

From the previous sections, it is clear that our system relies on the use A single one-hop UDP flow (1-hop flow)

1.
of on-line simulations. Consequently, its performance depends on the 2 Two UDP flows within communication range (2 flows - CR)
accuracy of the simulator in reproducing observed network behavior. We 3. Two UDP flows within interference range (2 flows - IR)
4.

now take a close look at how well it performs in matching the behavior One UDP flow with 2 hops where the source and destination are

of a real network. That is, can we build our research on fault diagnosis within communication range (2-hop flow -CR)

and what-if analysis using on-line simulations as the core tool? The 5. One UDP flow with 2 hops where the source and destination are
answer to this questions cuts to the heart of our work and is necessary within interference range but not within communication range. (2-
for building confidence that we are on the right track. hop flow -IR)

Factors such as variability of hardware performance, RF environmen-
tal conditions, and presence of obstacles make it difficult for simulators  All the throughput measurements are done using Netgear WAG511
to model wireless networks accurately [34]. To illustrate this problem, cards and Figure 5 summarizes the results. Interestingly, in all cases the
we conduct a simple experiment as follows. throughput from simulations are close to the real measurements. Case

We study the variation of received signal strength (RSS) with respect (1) shows that Qualnet simulator models the overheads of the protocol
to distance for a variety of IEEE 802.11a cards (Cisco AIR-CB20A, stack, such as parity bits, MAC-layer back-off, IEEE 802.11 inter-frame
Proxim Orinoco 8480-WD, and Netgear WAG511), and plot the results spacing and ACK, and headers accurately. The other scenarios show tha
in Figure 4. The experiments are conducted inside a building with walls the simulator accurately takes into account contention from flows within
separating offices every 10 feet; as the distance increases, the numbehe interference and communication ranges.
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Figure 5: Estimated throughput from the simulator matches mea-
sured throughput in a real network when the RF condition of the
links is good.

2-hop flow
(IR)

In the scenarios above, data are sent on high-quality wireless links,
and almost never get lost due to low signal strength. In our next ex-
periment, we study how received signal strength (RSS) quality affects

throughput. We vary the number of walls between the sender and re-

ceiver, and plot the UDP throughput for varying packet sizes in Figure 6.
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Figure 6: Estimated throughput matches with measured through-
put when the RF condition of the links is good, and deviates when
the RF condition of the links is poor (1-hop connection).

When the signal quality is good (e.g., when there are fewer than 4

# walls | loss rate| measured throughput simulated throughpu
4 11.0% 15.52 Mbps 15.94 Mbps
5 7.01% 12.56 Mbps 14.01 Mbps
6 3.42% 12.97 Mbps 11.55 Mbps

Table 2: Estimated and measured throughput match, when we com-
pensate the loss rates due to poor RF in the real measurements by
seeding the corresponding link in a simulator with an equivalent loss
rate.

(instead of having the simulator adapt in its own way). When auto-rate
is not used (e.g., researchers [21] have shown that auto-rate is often un-
desirable when considering aggregate performance and therefore shoulc
be turned off), the data rate is known.

The first issue is much harder to address because it may not be pos-
sible to accurately simulate the physical layer. One possible way to ad-
dress this issue is through offline analysis. We can calibrate the wireless
cards under different scenarios and create a database to associate er
vironmental factors with expected performance. For example, we can
carry out real measurements under different signal strength and noise
level to create a mapping from signal strength and noise to loss rate. Us-
ing such a table in simulations allows us to distinguish between losses
caused by collisions from losses caused by low signal strength or by ex-
ternal source of interference like a cordless phone or a microwave oven.

Based on this idea, in our experiment, we collect another set of traces
in which we slowly send out packets so that most losses are caused by
poor signal (instead of congestion). We also place packet sniffers near
both the sender and receiver, and derive the loss rate from the packet-
level trace.? Then we take into the account the loss rate due to poor
signal by seeding the wireless link in a simulator with a Bernoulli loss
rate that matches the loss rate in real traces.

We find that after taking into account the impact of poor signal, the
throughput from simulation matches closely with real measurements as
shown in Table 2. Note that the loss rate and measured throughput do not
monotonically decrease with the signal strength due to the effect of auto-
rate. (The driver of the wireless cards we use does not allow us to disable
auto-rate.) Note that even though the match is not perfect, we do not
expect this to be a problem in practice for the following reason. Many
routing protocols try to avoid the use of poor quality links by employing
some appropriate routing metric (loss rate, signal strength, ETX [29],
smoothed roundtrip time [17]). In fact, we resort to using poor quality
links for routing traffic only when certain parts of the mesh network
have poor connectivity to the rest of the network. In a well-engineered

walls in between), the throughput measured matches closely with thenetwork, not many nodes depend on such bad links for routing.

estimate from the simulator.

When the signal strength is poor, e.g., when 4 or more walls separate4.2  Stability of Channel Conditions
the two laptops, the throughput estimated by the simulator deviates from  So far, we have shown that with the help of trace collection a simula-

real measurements. The deviation occurs because the simulator does n
take into account the following two factors:

@br is able to accurately mimic reality. However, one question remains:
how rapidly do conditions change and how often must we collect a trace?
When the channel conditions are fluctuating very rapidly, collecting an

* Accurate packet loss as a function of packet-size, RSS and ambi-accyrate trace and shipping the trace to the manager may be difficult and
ent noise. This function depends on the signal processing hard-cqstly. Figure 7 shows the temporal fluctuation in RSS under the same

ware and the RF antenna within the wireless card.

e Accurate auto-rate control. On observing a large number of packe
retransmissions at the MAC layer, many WLAN cards adjust their
sending rate to something that is more appropriate for the condi-
tions. The exact details of the algorithm used to determine a good
sending rate differs from cards to cards.

Of the two factors mentioned above, the latter can be taken care of a
follows. If auto-rate is in use, we can again employ the idea of trace-
driven simulation as follows: we collect the rate at which the wireless

measurement setup as described above. The duration of each trace i

taround 10 minutes. As expected, the RSS fluctuates over time. Fortu-

nately, from our diagnosis perspective, the magnitude of the fluctuation
is not significant, and the relative quality of the signals across different
numbers of walls remains stable. This suggests that when the environ-

2Note that packet-level traces from sniffers are necessary to derive link
o0ss rate because due to MAC layer retransmissions, the loss rate seen a
he application layer can be quite different from the true link loss rate.
We are interested in true link loss rate, and sniffers enable us to see all
packets including retransmissions, from which we can compute the true

card is operating, and provide the reported rate directly into the simulator link loss rate.



ment is generally static, the nodes may report only the average and stan- Taking advantage of real trace data enables us to accurately capture
dard deviation of the RSS to the manager every few minutes (e.g., 1 - 2the current environment and examine the effects of a given set of faults

minutes). in the current network.
ol e 5.1.1 Trace Data Collection
a2 We collect the following sets of data as input to a simulator:
40 #walls=4 -—-—- |
= WWW%W Network topology: Each node reports its neighbor and routing tables.
g w0 - o To be efficient, only changes in neighbors or routes are reported.
‘g:» ' Routing data is used to drive route simulation described in Sec-
4 tion5.1.2
R Y e B 1 Traffic statistics: Each node maintains counters for the volume of traf-
‘n“ fic sent to and received from its immediate neighbors. This data
B O T L e o e Sy L3 e 1Ty S N S 11 ] dI’IVES traﬁ:lc SImulatlon descrlbed |n Sect|5n1.2
O T 000 400 600 8000 10000 12000 14000 16000 Physical medium: Each node reports the signal strength of the wireless
Sampleid links to its neighbors. According to the traces collected from our
test-bed, we observe the signal strength is relatively stable over
Figure 7: In good environmental conditions, received signal strength tens of seconds. Slight variations in signal strength with time can
remains stable over time. be captured accurately through the time average, standard devia-
tion, and other statistical aggregates.
4.3 Remarks Network performance: To detect anomaly, we compare the observed
In this section, we have shown that even though simulating a wireless network performance with the expected performance from simu-
network accurately is a hard problem, for the purpose of fault diagnosis, lation. Network performance includes both link performance and
we can use trace-based simulations to reproduce what happened in the ~ end-to-end performance, both of which can be measured through
real network, after the fact. a variety of metrics, such as packet loss rate, delay, and through-
To substantiate this claim, we look at a number of simple scenarios put. In our work, we focus on link level performance.

and show that the throughput obtained from the simulator matches re-
ality after taking into account information from real traces. We require
very little data collected at the nodes, at a fairly low time-granularity.
While these results are positive and encouraging, we have only looked a
some simple examples in this section, mainly for the building confidence
in trace-driven simulation before we proceed further. Also, we have only
looked at the physical and MAC layers so far. We will address simula-
tion of traffic and routing protocols, and evaluate their performance in
Section 5 and Section 7, respectively.

Data collection consists of two steps: collecting raw performance data
on a local node and distributing the data to collection points for analy-

is. For local data collection, we can use a variety of tools, such as

RAPI [12], Native 802.11 [15], SNMP [25], and packet sniffers (e.g.,
Airopeek [11], tcpdump [46]).

Distributing the data to a manager introduces overhead. In Section 7.1,
we quantify this overhead, and show it is low and has little impact on
the data traffic in the network. Moreover, it is possible to further reduce
the overhead using compression, delta encoding, multicast, and adaptive
changes of the time scale and spatial scope of distribution. For exam-
5. FAULT ISOLATION AND DIAGNOSIS ple, in the normal situation, a minimum set of information is collected

We now present our simulation-based diagnosis approach. Our high-and exchanged. Once the need arises for more thorough monitoring
level idea is to re-create the environment that resembles the real networl(e.g., when the information being collected indicates anomaly), then the
inside a simulator. To find the root cause, search over a fault space  manager requests more information and increases the frequency of date
to determine which fault or set of faults can re-produce performance collection for the subset of the nodes that require intensive monitoring.
similar to what has been observed in the real network. . .

In Section 5.1 we extend the trace-driven simulation ideas presented®-1.2 ~ Simulation Methodology
in Section 4 to reproduce network topology, routing behavior, and traffic ~ We classify the characteristics of the network that need to be matched
pattern observed in the real network. in the simulator into the following four categories: (i) traffic load, (ii)

Using trace-driven simulation as a building block, we then develop routing, (iii) wireless signal, and (iv) faults. Below we describe how to
a diagnosis algorithm to find root-causes for faults. The algorithm first simulate each of these components.
establishes the expected performance under a given set of faults. Then Traffic Load Simulation: A key step to replicating the real network
based on the difference between the expected and observed performanciside a simulator is to re-create the same traffic pattern. One possi-
it efficiently searches over the fault space to re-produce the observedble approach is to simulate end-to-end application demands. However,
symptoms. This algorithm can not only diagnose multiple faults of the this is not scalable since there can be potentiallyx N demands for
same type, but also perform well in the presence of multiple types of an N-node network. Moreover, given the heterogeneity of application
faults. demands and the use of different transport layers, such as TCP, UDP,

Finally we address the issue of how to diagnose faults when the traceand RTP, it is challenging to describe, obtain, and simulate end-to-end
data used to drive simulation contains errors. This is a practical prob- demands in a simulator.
lem since data in the real world is never perfect for a variety of rea- For scalability and avoiding the need for obtaining end-to-end de-
sons, such as measurement errors, nodes supplying false informatiornands, we use link-based traffic simulation. Our high-level idea is to
and software/hardware errors. To this end, we develop a technique to efadjust application-level sending rate at each link to match the observed
fectively rule out erroneous data from the trace so that we can use goodink-level traffic counts. Doing this abstracts away higher layers such as
quality trace data to drive simulation-based fault diagnosis. the transport and the application layer, and allows us to concentrate only

. . . on packet size and traffic rate. However, matching the sending rate on a
5.1 Trace-Driven Simulation per-link basis in the simulator is non-trivial because we can only adjust



the application-level sending rate, and have to obey the medium access e Random packet dropping: a misbehaving node randomly drops

control (MAC) protocol. This implies that we cannot directly control traffic from one of its neighbors. This can occur due to hard-
sending rate on a link. For example, when we set the application send- ware/software errors, buffer overflow, and/or malicious drops. The
ing rate of a link to be 1 Mbps, the actual sending rate (on the air) can ability to detect such random dropping is useful, since it allows us
be lower due to back-off at the MAC layer, or higher due to MAC level to differentiate losses caused by end hosts from losses caused by
retransmission. The issue is further complicated by interference, which the network.

introduces inter-dependency between sending rates on different links.
To address this issue, we use the followitegative searcho deter-
mine the sending rate at each link. We try two search strategies: (i)

e External noise sources: we support the ability to inject external
noise sources in the network.

multiplicative increase and multiplicative decrease, and (ii) additive in- e MAC misbehavior: a faulty node does not follow the MAC eti-
crease and additive decrease. As shown in Figure 8, each link individ- guette and obtains an unfair share of the channel bandwidth. For
ually tries to reduce the difference between the current sending rate in example, in IEEE 802.11 [38], a faulty node can choose a smaller
the simulator and the actual sending rate in the real network. We in- contention window (CW) to send traffic more aggressively [35].

troduce a parameter, wherea < 1, to dampen oscillation (In our
evaluation, we use:. = 0.5). The process iterates until either the rate
becomes close enough to the target rate (denotedrast M acSent)

or the maximum number of iterations is reached. We use multiplica-
tive increase and multiplicative decrease in our evaluation, and plan to
compare it with additive increase and additive decrease in the future.

In addition, we also generate link congestion by putting a high load on
the network. Unlike the other types of faults, link congestion is implic-
itly captured by the traffic statistics gathered from each node. Therefore
trace-driven simulation can directly assess the impact of link congestion.
For the other three types of faults, we apply the algorithm described in
Section 5.2 to diagnose them.

while (not converged andi < mazlterations) 5.2 Fault Diagnosis A|gor|thm
izf (70;;2017; —— multiplicative) We now describe an algorithm to systematically diagnose root causes
foreach linkg) for failures and performance problems.
prevRatio = targetMacSent(j)/simMacSent(5); General approach: Applying simulations to fault diagnosis enables
currRatio = (1 — a) + a * prevRatio; us to reduce the original diagnosis problem to the problem of searching
simAppSent(j) = prevAppSent(j) » currRatio; for a set of faults such that their injection results in an expected perfor-
e'fse Il additive mance that matches well with observed performance. More formally,
oreach linkg) . . . .
diff = targetMacSent(j) — prevMacSent(); given a network settingsVs, our goal is to findFaultSet such that
currAppSent(j) = prevAppSent(j) + a * diff; SimPerf (NS, FaultSet) = ObservedPerf, where the performance is
run simulation usingimAppSent as input a function value, which can be quantified using different metrics. It is
determinesimMacSent for all links from simulation results clear that the search space is high-dimensional due to many combina-
converged = 1sConverge(simMacSent, targetMacSent) tions of faults. To make the search efficient, we take advantage of the
fact that different types of faults often change one or few metrics. For
Figure 8: Searching for the application-level sending rate using ei- example, random dropping only affects link loss rate, but not the other
ther multiplicative increase multiplicative decrease or additive in- metrics. Therefore we can use the metrics in which the observed and
crease additive decrease. expected performance have significant difference to guide our search.

Route Simulation: Routing plays an important role in multi-hop  Below we introduce our algorithm.
wireless networks. One possible method to handle routing is to run the Initial diagnosis: We start by considering a simple case where all
same routing protocol as in the real network inside the simulator. But faults are of the same type, and the faults do not have strong interactions.
simulating a routing protocol behavior precisely as in a real network is a We will later extend the algorithm to handle more general cases, where
daunting task for the following reason: the operation of a routing proto- we have multiple types of faults, or faults that interact with each other.
col depends on some low level details such as the delay experienced by For ease of description, we use the following three types of faults
certain control packets used to estimate routing metrics, or the timing of as examples: random packet dropping, random noise, MAC misbehav-
packets in the propagation of a flood, etc. It is unreasonable to expect aor, but the same methodology can be extended to handle other types of
trace-driven simulation to match the network at this level of detail. faults once the symptoms of the fault are identified.

To circumvent the problem of accurately simulating the routing pro-  As shown in Figure 9, we use trace-driven simulation, fed with cur-
tocol, we use the actual routes taken by packets as input to the simu+ent network settings, to establish the expected performance. We con-
lator. When routes do not fluctuate frequently, we only need to keep sider large deviations from the expected performance as anomalies, and
track of the routing changes (instead of collecting routes on a packet-look for the faults that can explain the discrepancy. In particular, based
by-packet basis) at the manager. For this purpose, we have implementedn the difference between the expected performance and observed per.
a trace-driven route simulation module in Qualnet. This module takes formance, we first determine the type of faults using a decision tree as
the routing updates and their timestamps as input, and then ensures thathown in Figure 10. Due to many factors, simulated performance is
the packets in the simulator follow the same route as in the real network. unlikely to be identical with the observed performance even in the ab-

Wireless Signal: Signal strength has a very importantimpact on wire- sence of faults. Therefore we conclude that there are anomalies only
less network performance. As discussed in Section 4, due to variationswhen the difference exceeds a threshold. The fault classification scheme
across different wireless cards and environments, it is hard to come uptakes advantage of the fact that different faults exhibit different behav-
with a general propagation model to capture all the factors. To addressiors. While their behaviors are not completely non-overlapping (e.g.,
this issue, we drive simulation using the real measurement of signal both noise sources and random dropping increase loss rates; and low-
strength, which can be easily obtained using newer generation wirelessering CW increases the traffic and hence increases noise caused by in-
cards (e.g., Native 802.11 [15]). terference), we can categorize the faults by checking the differentiating

Fault Injection: To examine the impact of faults on the network, we component first. For example, external noise sources increase noise ex:
implement the ability to inject different types of faults into the simulator, perienced by its neighboring nodes, but do not increase the sending rates
namely (i) random packet dropping, (ii) external noise sources, and (iii) of any node, and therefore can be differentiated from MAC misbehavior
MAC misbehavior [38]. and random dropping.



After the fault type is determined, we then locate the faults by find- updating the faults with new magnitudes, we remove the faults whose
ing the set of nodes and links that have large difference between themagnitudes are too small.
observed and expected performance. The fault type determines what In addition to searching for the correct magnitudes of the faults, we
metric is used to quantify the performance difference. For instance, for also iteratively refine the membership of the fault set by finding new
random packet dropping, we identify dropping links by finding links faults that can explain large difference between expected and observed
with large difference between the expected and observed loss rates.  performance. To control false positives, during each iteration we only
add the fault that can explain the largest mismatch.

1) Let NS denote the network settings

(i.e., signal strength, traffic statistics, routing table) 1) Let NS denote the network settings
Let RealPerf denote the real network performance (i.e., signal strength, traffic statistics, and routing tables)
2) FaultSet = {} Let RealPerf denote the real network performance
it ; ; ; i 2) FaultSet = {}
i) PredPCLS'szerf by running simulation with inpu NS, FaultSet) 3) PredictSim Perf by running simulation with inpuf N.S, FaultSet)
) if | Diff (SimPerf, RealPerf)| > threshold ey .
. . L - 4) if | Diff (SimPerf, RealPerf)| > threshold
determine the fault typg¢t using the decision tree shown in Fig. 10 goto5)
for each link or node else
it (| Diffy (SimPerf (i), RealPerf(i))| > threshold) goto7)
addfault(ft, 1) 5) Initial diagnosis:
- — - - - - - initialize FaultSet by applying the algorithm in Fig. 9
Figure 9: Initial diagnosis: one pass diagnosis algorithm 6) while (not converged)

a) adjusting fault magnitude
for each fault typeft in FaultSet (in the order of decision tree in Fig. 10)
for each faulti in (FaultSet, ft)

magnitude(i)— = g(Diffp (SimPerf (i), RealPerf(i),t))
[SimSent — RealSent| >ThreshSentbi if ( |magn1tude(z) ‘ < thT€Sh0ld)
delete the fault (¢, 7)
b) adding new candidate faults if necessary

foreach fault typeft (in the order of decision tree in Fig. 10)
i) find a faulti s.t. itis notinFaultSet
and has the large$Diffy; (SimPerf (i), RealPerf (i))|

ii) if (| Diffye (StmPerf (i), RealPerf (i))| > threshold)
add (ft, 7) to FaultSet with
magnitude(i) = g(Diffy (SimPerf (i), RealPerf(i))

c) simulate
7) ReportFaultSet

N
If |SimLoss-RealLoss| >ThreshLossbif
N

Y
Pkt dropping @

Figure 10: An algorithm to determine the type of faults

Figure 11: A complete diagnosis algorithm: diagnose faults of pos-
sibly multiple types

5.3 Dealing with Imperfect Data

In the previous sections, we describe how to diagnose faults by using
The alaorithm: | | h ol  faul trace data to drive online simulation. In practice, the raw trace data
e algorithm: In general, we may have multiple types of faults ) 6¢teq may contain errors for various reasons as mentioned earlier.

interacting with e_ac_h other. Even W.h?n all the faults are of the same Therefore we need to clean the raw data before feeding it to a simulator
type, they may still interact, and their interaction may make the above for fault diagnosis

one pass d_iagngsis ins_ufficien_t. To address the_se (_:hallenges, we develop To facilitate the data cleaning process, we introdoeghbor moni-

an interactive diagnosis algorithm, as shown in Figure 11, to find root o inq in which each node reports performance and traffic statistics not
cauaes.l ith . ¢ - (0 initial di . d only for its incoming/outgoing links, but also for other links within its

. T N a_gorlt m consists o tv_vo stagt_es_._(l) |r_1|t|a lagnosis stage, and ., mynication range. Such information is available when a node is in
(ii) iterative refinements. During the initial diagnosis stage, we apply é)romiscuous mode

_th_e_ olne-pafs? dllag.nct:&s Zlgquthrp descrlbgd above to come UFI) W't?_ th Due to neighborhood monitoring, multiple reports from different source:
'Em? SIEt 0 k?u s, td_en . Uﬂl’;]g the se_cog S]}aﬁe’fwﬁ |ter2at|\;]e y rilne are likely to be submitted for each link. The redundant reports can be
the fault set by (i) adjusting the magnitude of the faults that have been used to detect inconsistency. Assuming that the number of misbehaving

already mserteql into the fault set, and .(") adding a new fault to Fhe set_ 'f_ nodes is small, our scheme identifies the misbehaving nodes as the min-
necessary. We iterate the process until the change in fault set is negligi-

. - ; imum set of nodes that can explain the discrepancy in the reports. Based
ble (i.e., the fault types and locations do not change, and the magnitudeg | e insight, we develop the following scheme
of the faults change very little). ' ‘

. . ) In our scheme, a sendéreports the number of packets sent and the
We usean iterative approaqh t(.) s_earch forthe magmtud_es of t.hefaunsnumber of MAC-level acknowledgements received for a directed link
At a high level, the approach is similar to the link-based simulation, de-

las ti(1), ack;(1)); a receiver; reports the number of packets re-
scribed in Sectiof.1.2 where we use the difference between the target (senti(l), ack (1)) J 1ep ’

d | teodback ivel ds th ceived on the link asecv;(1); in addition, a sender or receiver’s im-
and current values as a feedback to progressively move towards the tary, o jiate neighbok also reports the number of packets and MAC-level
get. In more details, during each iteration, we first estimate the expected

K perf der the existing faul h h acknowledgement it observes sent or received on the lirfkas (1),
network performance under the existing fault set. Then we compute t erecvk(l), ackr(1)). Aninconsistency in the reports is defined as one of

difference between simulated network performance (under the existingthe fo

fault set) with real performance. Next we translate the difference in per- llowing cases.

formance into change in faults’ magnitudes using a functig, This 1. The number of packets received on a link, as reported by its desti-
function essentially maps the impact of a fault into its magnitude. For nation, is noticeably larger than the number of packets sent on the
example, under the random dropping fayif) function is the identity same link, as reported by its source. That is, for the lifitom
function, since the difference in a link’s loss rate can be directly mapped nodes to nodej, and given a threshold

to a change in dropping rate on a link (fault's magnitude); under the ex-
ternal noise faultg() is a propagation function of a noise signal. After recv;(l) — senti(l) >t



2. The number of MAC-level acknowledgments on a link, as re- influence the behavior of a node in order to fix problems or initiate ex-
ported by its source, does not match the number of packets re-periments remotely.
ceived on that link, as reported by its destination. That is, forthe = Each manager is also equipped with a graphical user interface (GUI)
link I from nodei to nodej, and given a threshold to interact with network administrators. The GUI allows an administra-

| acks(l) — recv, (1) |> t tor to visualize the network as well as to issue management requests.
ill) = J

[ opology

3. The number of packets received on a link, as reported by a neigh- e
bor of its destination, is noticeably larger than the number of pack- ko
ets sent on the same link, as reported by its source. That is, for the
link [ from nodei to nodej, j's neighbork, and given a threshold
t:

recvy () — sent;(l) >t

4. The number of packets sent on a link, as reported by a neighbor
of its source, is noticeably larger than the number of packets sent
on the same link, as reported by its source. That is, for thellink
from node: to nodey, i's neighbork, and given a threshold

senti(l) — sent; (1) > ¢

Since nodes do not send their reports strictly synchronously, we need
to use a threshold > 0 to mask the resulting discrepancies. Note that
in the absence of inconsistent reports, the above constraints cannot be
violated as a result of lossy links. : . ; ;

We then construct aimconsistency graphs follows. For each pair of Fl_gure L2: A manager GUI displays the topology for a multihop

. - ! . wireless network testbed.

nodes whose reports are identified as inconsistent, we add them to the
inconsistency graph, if they are not already in the graph, with an edge
connecting between the two. Based on the assumption that most nodes Figure 12 shows a snapshot from the manager window with agents de-
send _rellable rt_aports,'our goal is to find the_smallest set c_>f nodes that carployed over a testbed of 23 nodes. The manager can display the topology
explain all the inconsistency observed. This can be achieved by findingpased on the relative coordinates of the nodes either directly obtained
the smallest set of vertices that covers the graph, where the identiﬁed(as in the case shown in Figure 12) or inferred. The GUI also allows
vertices represent the misbehaving nodes. ~ the administrator to zoom in on a particular part of the network for more

This is essentially the minimum vertex cover problem [30], which is  detailed information and to click on a link to look at all the performance
known to be NP-hard. We apply a greedy algorithm, which iteratively data about that link in a table format.
picks and removes the node with the highest degree and its incident The manager is also connected to the back-end simulator. The infor-
edges from the current inconsistency graph until no edges are left. mation collected will be processed and then converted into a script to

History of traffic reports can be used to further improve the accuracy drive the simulation and produce fault diagnosis results.
ofinconsistency detection. For example, we can continuously update the  |n this paper, we report results from a multihop wireless testbed built
Inconsistency graph with new reports WlthOU_t deletlng previous |nforma- using IEEE 802.11a cards, although our design should work equally well
tion, and then apply the same greedy algorithm to identify misbehaving on other types of wireless networks. We choose IEEE 802.11a to avoid

nodes. cross interference with the 2.4 GHz IEEE 802.11b infrastructure net-
work deployed in our organization.
6. SYSTEM IMPLEMENTATION The capability of the network monitoring and management depends

We have implemented a prototype of network monitoring and man- heavily on the information available for collection. We have seen wel-
agement module on Windows XP platform. We present the componentsCoMing trends in both wireless NICs and the standardization efforts
of the prototype implementation, the design principles, and its features!® €xpose performance data and control at the physical and MAC lay-
in this section. ers. For example, in order to reduce the cost and commoditize wireless

Our current prototype consists of two separate componegsnts cards, IEEE 802.11 WLAN NIC vendors [1, 8] are minimizing the func-
andmanagers An agent runs on every wireless node, and reports lo- tionality of the code residing inside the micro-controller of their NICs.
cal information periodically or on-demand. A manager collects relevant 1"€se next generation wireless NICs, popularly known as Native 802.11
information from agents and analyzes the information. NICs [15], provide arich set of networking information to the operating

Simplicity and extensibility are two main design principles we follow. System. In addition to the Native 802.11 NICs, there is a new initia-
The information gathered and propagated for monitoring and manage-t'Ve Wlthln the IEEE standardization body, called the IEEE P802.11I§—
ment is cast into performance counters supported on Windows. Per-Radio Resource Measurement Study Group [4], whose charter is to

formance counters are essentially (name, value) pairs grouped by cate€valuate the inclusion of “hooks” in the MAC MIB to provide PHY and
gories. MAC measurements for the use of external (above the MAC) network

This framework is easily extensible. Adding to the information be- Management. Unfortunately, there are no IEEE 802.11a cards available
ing monitored simply involves creating a new category of performance I r_narket that support Nat!ve 802.11 func_tlonalltlt_es. To overcome this
counters and writing a module that updates the performance counter valdifficulty, we resorted to using a commercially available network sniffer
ues as the information changes. Performance data related to TCP, UDF:alled Airopeek [11]. But once cards with Native 802.11 functionality
IP, and WRAPI have all been incorporated into the framework with little '€ available, we can very quickly integrate the newly available perfor-
work. mance counters into our extensible framework for data collection.

Values in these performance counters are not always read-only. Writable
counters offer a way for an authorized manager to change the values and. EVALUATION
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In this section, we present our evaluation results. We first quantify 700 |-
the network overhead introduced by data collection and show its impact 600 -
on the overall performance. Then we evaluate the effectiveness of our P
500 - * K

diagnosis techniques and inconsistency detection scheme. We use sim-
ulations for most of our evaluation, since it enables us to inject different
types of faults in a controlled and repeatable manner, and quantify the
accuracy of our approach. When fault diagnosis is evaluated in a simula-
tor, we diagnose traces collected from simulation runs that have injected
faults. In simulation-based evaluation, we mainly focus on validating

400 [

Overhead (bits/node/s)

60 seconds - no data cleaning —+— -
60 seconds - with data cleaning ---->--
90 seconds - with data cleaning -

the following two important components in our approach: trace-driven °5 " p” " p p 7
simulation (in particular, link-based traffic simulation and route simu- Number of nodes

lation) and fault diagnosis algorithm. Finally we report our experience

of applying the approach to a small-scale testbed. Even though the re- Figure 13: Management traffic overhead

sults we could obtain from the test-bed were limited by our inability to
inject some types of faults like external noise and MAC misbehavior in
a controlled fashion and the lack of transparency in the current gener- 200000
ation of drivers for wireless NICs, they demonstrate the feasibility of 180000 |
on-line simulations in a real system. Unless otherwise specified, all the
simulation results in this section are based on IEEE 802.11b.
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100000
7.1 Data Collection Overhead

For data collection, every node not only collects information locally,
but also deliver the data to the manager. We evaluate the overhead in-
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ager. o ) _ Without data collection -3
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As described in Sectiob.1.1 we collect the following information:
routing changes, traffic counters (i.e., the number of packets sent and
received), and signal strength. Since the primary goal of this section is
to demonstrate the feasibility of distributing all the data to a manager at
a modest cost, we only mak®nservative assumptioadout the sizes
g;gr:;rf);cjl-(e{s used. Further optimization is possible as described in7_2 E\(aluation of Fault Diagnosis through Simu-

In our evaluation, we place nodes randomly in a square, and the man- lations
ager is chosen at random amongst the nodes. We keep the average num- In this section, we evaluate our fault diagnosis approach through sim-
ber of neighbors around 6 as we increase the network size. On average, Hlations in Qualnet.
node takes 1 to 5 hops to reach the manager. Based on the configuration . . . .

a conservative estimate of routing update size is 20 bytes, assuming eack-2.1 Diagnosing one or more faults of possibly different
node address is 4 bytes. The size of link report, which includes traffic types

counters and signal strength, depends on whether redundant informa- Our general methodology of using simulation to evaluate fault diag-
tion is sent for consistency check. Therefore we consider two scenarios:nosis is as follows. We artificially inject a set of faults into a network,
when each link is reported by one node (i.e., without data cleaning) andand obtain a set of faulty traces, which includes network topology, link
when each link is reported by all the observers (including the sender andload and routing updates. We then feed these faulty traces into the fault
receiver) to allow us to check for consistency (i.e., with data cleaning). diagnosis module to infer root causes, and quantify the diagnosis ac-
Since every node has around 6 immediate neighbors, a conservative essuracy by comparing the inferred fault set with the fault set originally
timate of a link report is 72 bytes when no redundant link data is sent, injected.

and is 312 bytes when redundant link data is sent. We use both grid topologies and random topologies for our evalua-

In Figure 13, we plot the overhead of data gathering as a function of tion. In a grid topology, only nodes horizontally or vertically adjacent
the network size. As it shows, even with data cleaning using 60 sec-can directly communicate with each other, whereas in random topolo-
ond report interval, the overhead remains low, less than 800 bits/s/nodegies, nodes are randomly placed in a region. To challenge our diagnosis
Moreover, the overhead does not increase much as the network size inscheme, we put a high load on the network by randomly picking 25 pairs
creases. of nodes to send one-way constant bit rate (CBR) traffic at a rate of 1

Figure 14 shows the performance of FTP flows in the network with Mbps. Under this load, the links in the network have significant con-
and without the data collection traffic. Ten simultaneous FTP flows are gestion loss, which makes diagnosis even harder. For example, differ-
started from random sources to the manager. The graph shows the aventiating loss caused by random packet dropping is more difficult when
erage throughput of these flows on the y-axis. As we can see, the datahere is significant congestion loss. Correct identification of dropping
collection traffic (with and without sending redundant link data) has lit- links also implies reasonable assessment of congestion loss. In addition,
tle effect on the application traffic in the network. we randomly select a varying number of nodes to exhibit one or more

Summary: In this section, we evaluate the overhead of collecting faults of the following types: random packet dropping, external noise,
traces, which will be used as inputs to diagnose faults in a network. We and MAC misbehavior. For a given number of faults and its composi-
show that the data collection overhead is low and has little effect on tion, we conduct three random runs, which have different traffic patterns
application traffic in the network. Therefore it is feasible to use trace- and fault locations. We evaluate how accurate our fault diagnosis al-
driven simulation for fault diagnosis. gorithm, described in Section 5.2, can locate the faults. The diagnosis

Figure 14: Effect of overhead on throughput
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process takes on the time scale of tens of minutes. (The exact time de-
pends on the size of topologies, the number of faults, and duration of
the faulty traces.) Such diagnosis time scale is acceptable for diagnos-
ing long-term performance problems. Moreover, the efficiency can be
significantly improved through code optimization.

We use coverage and false positive to quantify the accuracy of fault
detection, where coverage represents the fraction of faulty locations that

Coverage
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are correctly identified, and false positive is the number of (non-faulty) Talolalale TalolalalolaTa o
locations incorrectly identified as faulty divided by the total number of 5/5/5|5/15/5|5/515|51515|515/15|5/5/5

true faults. We consider a fault is correctly identified when both its type fault=1 | fault=2 | fault=3 | fault=4 | fault=5 | fault=6

and its location are correct. For random dropping and external noise [ detected faults Bno effect fauts|

sources, we also compare the inferred faults’ magnitudes with their true _ ) o )
magnitudes. Figure 15: Accuracy of detecting random dropping links in a 5x5

Detecting random packet dropping: We start by evaluating how  9rid topology
accurately we can detect random packet dropping. In our evaluation,
we select a varying number of nodes to intentionally drop packets at a
random dropping rate between 0 - 100%. We vary the number of such
misbehaving nodes from 1 to 6.

generate extra noise. It then injects noise at these nodes with magnitude

derived from the difference between expected and observed noise level

We apply the diagnosis algorithm, which first uses trace-driven sim- to the simulator. After noise injection, it sees a close match between the

. : - : observed and expected performance, and hence concludes that the net

ulation to estimate the expected performance (i.e., noise level, thrOngh_Work has the above faults. In most cases, the algorithm converges within
put, and loss rates) in the current network. Since we observe a signif- ; ’ 9 9

icant difference in loss rates, but not in the other two metrics, we sus- two iterations. That is, after injecting the fault set identified in the first

pect that there is random packet dropping on these links. We locate the'tera.t'on’ the expected performance is Clo.se to Qbserved pgrformance..
Figure 16 shows the accuracy of detecting noise generating sources in

random dropping links by identifying links whose loss rates are signifi- F 5x5 grid topology. As we can see, in all cases noise Sources are cor-

cantly higher than their expected loss rates. We use 15% as a threshol rectly identified with only 1 to 2 false positives at most. We also com-
so that links whose difference between expected and observed loss rates y 10€r o € posit - ‘ ;
are the inferred magnitudes of noises with their true magnitudes, and

exceed 15% are considered as packet dropping links. We then inject; : . , o
the faults into the simulator, and find that this significantly reduces the ind the inference error, computedgsi |infer; — true:|/ Zi trues, 1s

difference between the simulated and observed performance. within 4%.
Figure 15 shows the accuracy of detecting random dropping links in 1

a 5x5 grid topology. Note that some of the faulty links do not carry . 2§

enough traffic to meaningfully compute loss rates. In our evaluation, we g 071

use 250 packets as a threshold so that only for the links that send over % 0.6 1

250 packets, loss rates are computed. We consider a faulty link send- g gi

ing less than a threshold number of packets as a no effect fault since it 031

drops only a small number of packétss Figure 15 shows, under our S o024

diagnosis scheme, in most cases less than 20% effective faulty links are 0'3’

left un-detected. The false positive (not shown) is 0 except for one case, 2lelelzlele|g|elelelelelelylelely|e

which has one false positive. Moreover the accuracy does not degrade slelsjeisis)siaiziei=iziaisis)ziais
fault=1 | fault=2 fault=3 fault=4 fault=5 fault=6

as the number of faults increases. When we compare the difference be-
tween the inferred and true dropping rates, we find the inference error,
computed a9, |infer; — truei|/ 3, true;, is within 30%. This er-  Figure 16: Accuracy of detecting external noise sources in a>56
ror rate is related to the threshold used to determine if the iteration hasgrid topology

converged. In our simulations, we consider an iteration converges when
changes in loss rates are all within 15%. We can further reduce the infer-
ence error by using a smaller threshold at a cost of longer running time.
Also, in many cases it suffices to know where packet dropping occurs
without knowing precise dropping rates.

\Ddetected faults mfalse posilive\

Detecting MAC misbehavior: Now we evaluate the accuracy of de-
tecting MAC misbehavior. In our evaluation, we consider one imple-
mentation of MAC misbehavior. But since our diagnosis scheme is to
. . detect unusually aggressive senders, it is general enough for detecting

Detgctmg external noise sourcesNext we evaluate the accuracy of other types of implementations of MAC misbehavior that exhibit simi-
detecting external noise sources. We_ randomly select a varying num- symptoms. In our implementation, a faulty node alters its minimum
ber of nodes to generate ambient noise at 1.1e-8 mW. We again US€, 4 maximum MAC contention window in 802.11 (CWMin and CW-
the trace-driven simulation to estimate the expected performance underMaX) to be only half of the normal values. The féulty node continues to
the current traffic and network topology when there is no noise source. obey the CW updating rules (i.e., when t.ransmission is successful. CW
Note that simulation is necessary to determine the expected noise level,_ ~\in- and when a node has to retransmit. CW = min((CW+1)*é-1
because the noise experienced by a node consists of both ambient nOiSEWMax))' However since its CWMin and CV\/Max are both half of the'
and noise due to interfering traffic; accurate simulation of network traf- normal ité CW is usually around half of the other nodes’. As a result, it
fic is needed to determine the amount of noise contributed by interfering transmits more aggressively than the other nodes. As one would exp;ect,

wraffic. The d'?9”°_s's algorithm detects a S|gn|f|ca_nt difference (e.g., the advantage of using a lower CW is significant when network load is
over 5e-9mW) in noise level at some nodes, and conjectures these nOdeﬁigh Hence we evaluate our detection scheme under a high load

3These faulty links may have impact on route selection. That is, due In our diagnosis, we use the trace-driven simulation to estimate the
to its high dropping rate, it is not selected to route much traffic. In this expected performance under the current traffic and network topology,

paper, we focus on diagnosing faults based on data traffic. As part ofand detect a significant discrepancy in throughput (e.g., the rat_io _be-
our future work, we plan to investigate how to diagnose faults based ontween observed and expected throughput exceeds 1.25) on certain links
selected routes. Therefore we suspect the corresponding senders have altered their CW




After injecting the suspected faults, we see a close match between the
simulated and observed performance. In almost all cases, the algorithm
converges within two iterations. Figure 17 shows the diagnosis accuracy
in a 5x5 topology. We observe the coverage is mostly around 80% or
higher, and the number of false positives is within 2.

1

5‘08
§06 fault=4 fault=6 fault=8 | fault=10 | fault=12 | fault=14
§ 0.4 \Ddetected faults B no effect faults\
g 0.2
Figure 19: Accuracy of detecting combinations of MAC misbehav-
O U U U O O Y O R DO O ior, random packet dropping, and external noises in a X5 grid
2l212|313l2|2l1213|21212|21312|2I2I2 topology
fault=1 fault=2 fault=3 fault=4 fault=5 fault=6
\Ddetected faults B false positive\ # FaUltS 4 6 8 10 12 14
Coverage | 1| 0.67|0.75| 1 | 0.92| 0.64
Figure 17: Accuracy of detecting MAC misbehavior in a 5<5 grid False positive] 0 | 0 0 |01 O |o0.07

topology
Table 3: Accuracy of detecting combinations of MAC misbehavior,

Detecting mixtures of random dropping and MAC misbehavior: random packet dropping, and external noises in a ¥ 7 grid topology

Next we examine how accurately the diagnosis algorithm can handle

multiple types of faults. First we consider mixtures of random packet

dropping faults and MAC misbehavior. To challenge the diagnosis scheme, . i

we choose pairs of nodes adjacent to each other with one node randoml{29@in randomly choose 25 pairs of nodes to send CBR traffic at 1 Mbps
dropping one of its neighbors’ traffic and the other node using an unusu-rate. Table 3 summarizes results of one random run. As it shows, we

ally small CW. We vary the number of node pairs selected to misbehave ¢an identify most faults in the network with few false positives.
from 1 to 6 (.., the total number of faults is varied from 2 to 12 in N addition, we evaluate the algorithm using a 25-node random topol-

the network). Figure 18 summarizes the accuracy of fault diagnosis in a®9Y Where the nodes are randomly placed in a 10608000 region,

5x5 grid topology. As it shows, in most cases around 20% or less faults @1d 25 pairs of nodes are randomly chosen to send CBR traffic at a 1
are left undetected. Moreover, the false positive (not shown) is close to 0MPPS rate. As shown in Table 4, the diagnosis algorithm continues to
in all cases. Comparing the inferred link dropping rates with their actual Perform well, yielding reasonably high coverage and close to 0 false
rates, we observe the inference error is between 20% to 40%. positive.

1

7.2.2 Using simulation-based diagnosis for what-if anal-
ysis

Finally we demonstrate the utility of simulation-based diagnosis tech-
nique for doing what-if analysis. We set up a7 grid topology with 7
vertical flows and 1 horizontal flow as shown in Figure 20. (Note that we
use AODV as the routing protocol. Since occasionally the shortest routes
timeout due to packet losses, the routes in use sometimes slightly deviate
from the vertical/horizontal routes.) The transmission power is 15 dBm;
the communication and interference ranges are 250m and 450m, respec:
tively; the width and height of every grid cell are both 200m. Therefore
two nodes adjacent horizontally or vertically can communicate directly,
but not two nodes adjacent diagonally.

We observe the flows experience much lower throughput than their
initial demands. To systematically detect the flow whose presence causes
serious degradation in network throughput, we consider a new type of
fault—damaging flows. This fault is different from the previous faults

Detecting mixtures of all three fault types: Finally we evaluate the  in that it is healthy by itself but interfere with the other competing flows.
diagnosis algorithm under mixtures of all three fault types as follows.  The way we detect the damaging flows is by looking at the change in
As in the previous evaluation, we choose pairs of nodes adjacent to eachhe aggregate network throughput if we remove the flow from simula-
other with one node randomly dropping one of its neighbors’ traffic and
the other node using an unusually small CW. In addition, we randomly

I o o
ES o ©

Coverage

o
N

o

fault=10 | fault=12

fault=8

fault=2 | fault=4 | fault=6

\D detected faults M no effect faults \

Figure 18: Accuracy of detecting combinations of MAC misbehav-
ior and random packet dropping faults in a 5x5 grid topology

select two nodes to generate external noise. Figure 19 summarizes the # Faults 46| 8 | 10| 12 | 14
accuracy of fault diagnosis in a& topology. As it shows, the coverage Coverage | 1| 1] 0.75| 0.7| 0.92| 0.86
is mostly above 80%. The false positive (not shown) is close to 0. The False positivef 0 | 0| O 0 | 0.25| 0.29

accuracy remains high even when the number of faults in the network

exceeds 10. As before, the inference errors in links’ dropping rate and Table 4: Accuracy of detecting combinations of MAC misbehavior,
random packet dropping, and external noises in a 25-node random

noise level are within 30% and 4%, respectively.

To test sensitivity of our results on the network size, we also evaluate topology

the accuracy of the diagnosis algorithm ona77grid topology. We



tion. Since we are interested in knowing the effects of network changes,results. Moreover the approach is flexible for what-if analysis to assess

we consider adaptive flows (i.e., sending rate to the air varies). As shownthe performance implications of alternative network configurations.

in Figure 21, removing flow 8, which crosses all the other 7 flows, re- . .

sults in the largest increase in throughput. In other words, its presence/ -3~ Data cleaning effectiveness and overhead

caused the most damage. This is consistent with our expectation. We As mentioned earlier, to deal with data imperfectness, we need to

have successfully applied the technique to detect less easily identifiableprocess the raw data by applying the inconsistency detection scheme

damaaging flows. described in Section 5.3 before feeding them to the diagnosis module. In
this section, we evaluate the effectiveness of this scheme using different
network topologies, traffic patterns, and degrees of inconsistency.

e Network topologies: We use both random and grid topologies for
evaluation. In the former, we randomly place nodes in a region
while in the latter we place nodes in dnx L grid, where only
the nodes horizontally or vertically adjacent can directly commu-
nicate with each other. We vary the size of the region to evaluate
how node density affects the accuracy of inconsistency detection,
while fixing the total number of nodes at 49 in all cases.

o Traffic patterns: We generate CBR traffic in the network. We con-
sider two types of traffic patterns:

1. Client-server traffic: in this case, we place one server at the

Figure 20: 7x7 grid topology used for detecting damaging flows, center of the network to serve as an Internet gateway, and the
where each flow sends 1.222 Mbps CBR traffic in a 802.11b wireless other 48 nodes all establish connections from themselves to
network. the gateway. We assume that the performance reports gener-
ated by the server are correct, and if a client’s report deviates
50 from the server's, it is the client that supplied incorrect in-
formation.

40
2. Peer-to-peer traffic: we randomly select pairs of nodes from

the network to transfer CBR traffic. We keep the number of
20 connections the same as in client-server traffic.

10

30 4

e Inconsistent reports: We randomly select a varying fraction of
0 L B RE-BE B ‘ \ \ nodes to report incorrect information. In addition, for every such
1 3 5 6 7 8

change in throughput (%)

node, we vary the fraction of its adjacent links that are reported
= incorrectly. We usel to denote the fraction, where= 1 means
that the selected node reports all the adjacent links incorrectly,
while d < 1 means that the selected node reports a fraction of its
Figure 21: Use what-if analysis to detect damaging flows adjacent links incorrectly.

210 -

-20

flow ID

Such detection is useful for identifying candidate long-lived flows for ~ We again use coverage and false positive to quantify the accuracy,
corrective action, where long-lived flows can be determined by apply- where coverage denotes the fraction of misbehaving nodes that are cor-
ing the schemes such as [32, 14] (e.g., based on the number of packettectly identified, whereas false positive is the ratio between the number
arrived within some time interval). The possible corrective actions may of nodes that are incorrectly identified as misbehaving and the number
include rate-limiting, re-routing, and topology control. Simulation en- of true mishehaving nodes.
ables us to further evaluate the benefit of these actions accurately. For Effects of node density:Figure 22 shows the effect of node density
example, Table 5 shows the expected throughput for some of the correcon the fraction of misbehaving nodes detected and false positives in ran-
tive actions. As we can see, increasing the power to 25 dBm yields thedom topologies. When the area is a 1408mi400m, a node has 7 to 8
highest throughput among the four actions under consideration, since itheighbors within communication range on average, whereas in a 2450m
reduces the number of hops needed to reach destinations. Based on these 2450m region, a node only has 2 to 3 neighbors on average.
results, one may consider to increase power to alleviate the performance We make the following observations. First, the detection accuracy is

problem. high: except for the lowest node density, in most cases the coverage is
above 80% and false positive (not shown) is below 15%. Second, as
Action Total throughput (Mbps) one would expect, the detection accuracy tends to be higher in a denser

No action 1.064 topology than in a sparser topology. This is because in a denser topology,

Roigdsliﬁilgw \fxligmtlhsergtr? dbgorll?\glary i ;‘113 there are more observers for each link, and majority voting works better.
Increase power from 15 dbm to 20 dBm 5990 Note that the accuracy does not strictly decrease with the network size

1.661 due to random selection of misbehaving nodes.

Effects of traffic types: Also, in Figure 22, we see that with peer-

Table 5: Use what-if analysis to quantify the performance impact of to-peer traffic, the detection accuracy is lower than with client-server

corrective actions to the network in Figure 20. traffic. This is because for client-server traffic, we trust the server to
report correct information; we can detect misbehaving clients whenever
their reports deviate from that of the server. In comparison, in peer-to-

Summary: To summarize, we have evaluated the fault diagnosis ap- peer traffic, all nodes are treated equally and we only rely on majority
proach using a variety of scenarios, and shown it yields fairly accurate voting.

Increase power from 15 dbm to 25 dB

3
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Figure 22: Detection accuracy in random topologies with varyingd, Figure 24: Comparing detection accuracy between with and without
node density, and traffic patterns. using history in a 2450mx 2450m grid topology using peer-to-peer
traffic.

Effects of number of misbehaving nodes:Figure 23 plots the de-
tection accuracy versus the number of misbehaving nodes that report Summary: In summary, we show that the inconsistency detection
incorrect information in the network. The density is held constant by Scheme is able to detect most mishehaving nodes with very few false
holding the region fixed at a 2450m 2450m square. Here, we plot the  positives under a wide variety of scenarios we have considered. These
accuracy for both the grid and the random topologies. As it show, the results suggest that after data cleaning, we can obtain good quality trace
accuracy is high even when a large fraction (40%) of the nodes in the data to drive simulation-based diagnosis.
system are misbehaving. In all cases, the coverage is higher than 80%. . . -
and the false positives (not shown) are lower than 12%. 7.4 Evaluation of Fault Diagnosis in a Testbed

Effects of topology type: Next we examine the effects of network In this section, we evaluate our approach using experiments in a testbe
topologies on detection accuracy. We compare the detection accuracy irOur testbed consists of 4 laptops, each equipped with a Netgear WAG511
the grid topology against the random topology, both spanning 2460m  card operating in 802.11a mode. The laptops are located in the same of-
2450m. In Figure 23, we can see that the grid topology almost always fice with good received signal strength. Each of them runs a routing
has a higher detection accuracy than the random topology. A closerprotocol, similar to DSR [31], to determine the shortest hop-count paths
look of the topology reveals that while the average node degree in theto the other nodes. However, due to packet losses caused by high traffic
grid and random topologies are comparable, both around 2 to 3, theload and artificial packet dropping, the nodes sometimes switch between
variation in node degree is significantly higher in the random topology. 1-hop routes and 2-hop routes. The routing updates and traffic statistics
There are significantly more nodes with only one neighbor in the random on all links are periodically collected using the monitor tool, described
topology. In this case, it is hard to detect which node supplies wrong in Section 6. We randomly pick a node to drop packet from one of its
information. In comparison, nodes in grid topologies have a similar neighbors, and see if we can detect it. To resolve inconsistency in traffic
number of neighbors (only corner nodes have fewer neighbors), and noreport if any, we also run Airopeek [11] on another laptop. (Ideally we
nodes have fewer than 2 neighbors, which makes it easier for majority would like to have every node monitor traffic in a promiscuous mode,
voting. This observation suggests that the minimum node degree is morebut since we currently do not have such cards, we use Airopeek to re-

important to detection accuracy than the average node degree. solve inconsistencies.)

First, we run experiments under low traffic load, where each node

1 — sends CBR traffic at a rate varying from 1 Mbps to 4 Mbps to another

I node. We find the collected reports are consistent with what has been

08| ¥ ¥ o Roog 8 1 observed from Airopeek. Then we feed the traces to the simulator (also
.gg running in the 802.11a mode), and apply the diagnosis algorithm in Fig-

o 06| 1 ure 11. Since in the testbed one node is instructed to drop one of its

g neighbor’s traffic at a rate varying from 20% to 50%, the diagnosis algo-
S oat 1 rithm detects that there is a significant discrepancy between the expected
and observed loss rates on one link, and correctly locate the dropping

Rl Sy | fink. .

Random placement, =04 - x- Then we repeat the experiments when we overload the network by

0 2 4 6 8 10 12 14 15 18 2 having each node sending CBR traffic at a rate of 8 Mbps. In this case,
Number of Misbehaving Nodes we observe that the traffic reports often deviate from the numbers seen

in Airopeek. The deviation is caused by the fact that the NDIS driver for
Figure 23: Detection accuracy when the nodes are placed ina2450m  the NIC sometimes indicates sending success without actually attempt-
x 2450m region with varying topology types and the number of mis-  ing to send the packet to the air [37]. This implies that it is not always
behaving nodes. possible to keep an accurate count of the packets sent locally. However,
the new generation of wireless cards, such as Native 802.11 [15], will
Incorporating history: So far we have studied the case when every expose more detailed information about the packets, and enable more
node submits one traffic report at the end of simulation. Now we eval- accurate accounting of traffic statistics. The inaccurate traffic reports
uate the case in which nodes periodically send report. In this case, weobserved in the current experiments also highlight the importance of
can take advantage of history information as described in Section 5.3.cleaning the data before using them for diagnosis. In our experiment,
As shown in Figure 24, we observe a higher coverage when using his-we clean the data using Airopeek’s reports, which capture almost all the
tory information. Similarly, the false positive (not shown) is lower when packets in the air, and feed the cleaned data to the simulator to estimate
history information is incorporated. the expected performance. Applying the same diagnosis scheme, we de-



rive the expected congestion loss, based on which we correctly identify A seminal piece of work in the area of detecting routing misbehavior

the dropping link. is by Marti, Giullu, Lai, and Baker [36]. The authors address network
unreliability problems stemming from selfish intent of individual nodes,
7.5 Summary and propose avatchdogand pathrateragent framework for mitigating

To summarize, in this section we evaluate our trace-driven diagnosisrouting misbehavior and improving reliability. The basic idea is to have
approach in both simulation and testbed under a variety of scenarios.a watchdog node observe its neighbor and determine whether it is for-
Our results show that the approach is effective in detecting and diagnos-warding traffic as expected. The pathrater assigns ratings for paths basec
ing faults without imposing much overhead on the network. Moreover on observed node behavior. Based on the observations and rating, node:
we also show that the trace-driven simulation approach can be used forestablish routes that avoid malicious nodes, which in turn results in over-
what-if analysis to evaluate the performance of alternate network con-all increase in throughput. Other work following this thread of research

figurations. include [20, 23, 24].
Our work differs from watchdog-like mechanism in the following
8. LIMITATIONS OF OUR SYSTEM ways. First, the focus of the above research has been on detecting anc

punishing malicious nodes, whereas our focus is on detecting and di-
This paper represents our first attempt in applying simulation-based agnosing general performance problems. Second, we use reports from
fault isolation and diagnosis to multihop wireless networks. Although myltiple neighbors and take historical evidence into account to derive
our experience has indicated that this approach is promising, there are gnore accurate link loss rates. Finally, more importantly, we use online
few limitations. simulation-based diagnosis to determine the root cause for high link loss
_First, simulation-based diagnosis is limited by the accuracy of the rates. Different from a simple watch-dog mechanism, which considers
simulator and the quality of trace data. Even if we drive the simulator end points as misbehaving when its adjacent links incur high loss rate,
with traces obtained from the real network, we cannot expect a perfectoyr diagnostic methodology takes into account current network config-
match. Moreover, the time to detect faults is governed by the frequency yration and traffic patterns to determine if the observed high loss rates
of data collection, the speed of simulation, and the efficiency of the fault 5re expected, and determines the root causes for the loss (e.g., whethe
diagnosis algorithm. Our evaluation suggests that its current speed ist s due to RF interference, or congestion, or misbehaving nodes).
acceptable for detecting long-term faults, but not for detecting transient | the area of wireless network fault management, there exist a num-
faults. In addition, the choice of traces used to drive simulation has im- per of commercial products in the market. Examples include AirWave
portantimplications on what faults we can diagnose. For example, using[2], AirDefense [18], Computer Associate’s UniCenter [3], Symbol’'s
trace-driven route simulation implies that we cannot diagnose routing \yjreless Network Management System (WNMS) [10], IBM’s Wireless
misbehavior. Finally, the current fault diagnosis algorithm has room for secyrity Auditor (WSA) [13], and Wibhu's SpectraMon [9]. Our work
improvement. In particular, so far we focus on diagnosing faults result- gitfers from these in that these products target infrastructure or base sta-

ing in different behavior. In practice, it is possible to have different sets tjon hased wireless networks. Multihop wireless networks are signifi-
of faults that lead to similar faulty behavior. We plan to explore if it cantly different.

is possible to use a probabilistic approach to diagnose such ambiguous

faults. 10. CONCLUSION & FUTURE WORK
Diagnosing faults in a multihop wireless network is challenging due
9. RELATED WORK to unpredictable physical medium, distributed nature of the network, and

To the best of our knowledge, there has been no previous publishedcomplicated interactions between various protocols, environmental fac-
work on incorporating a simulator as a diagnostic tool for fault detec- tors, and potentially multiple faults.
tion, isolation, and diagnosis in multihop wireless networks. However,  To address these challenges, we propose the use of online trace-driver
researchers have worked on problems that are related to network mansimulation to diagnose faults and test alternative network configurations.
agement in multihop wireless networks. We broadly classify the work We evaluate our approach using several different scenarios, and show
into three areas: (1) protocols for network management; (2) mechanismshat the approach is effective in detecting, isolating, and diagnosing mul-
for detecting and correcting routing and MAC misbehavior, and (3) gen- tiple faults. We also show that our approach can be used to evaluate
eral fault management. alternative node and network configurations for efficient network opera-

In the area of network management protocols, one of the earliest pub-tion.
lished works that we are aware of is by Chen, Jain and Singh [26]. There are a number of avenues for future work. First, we are in the
The authors present Ad Hoc Network Management Protocol (ANMP), process of validating our diagnosis approach in a larger-scale testbed.
which uses hierarchical clustering to reduce the number of message exSecond, we plan to examine how well our diagnosis approach works in
changes between the manager and agents. Nodes in the network partiggresence of node mobility.
ipate in the cluster construction and management, and the cluster-head Third, we have focused on faults resulting from misbehaving (but
polls management information from cluster members in a centralized benign) nodes, links, or adverse environmental factors. Malicious at-
manner. ANMP takes the vagaries of wireless ad hoc networking into tacks are hard to detect and can often be disguised as benign faults. Se
account while preserving compatibility with SNMP [25, 45]. curity mechanisms (e.qg., cryptographic schemes for authentication and

In contrast to ANMP’s centralized approach, Shen et al. [44] describe integrity) and measures (such as secure traceroute [39]) are necessar
a distributed network management architecture with SNMP agents resid-weapons to guard against malicious attacks. We would like to study
ing on every node. Some nodes, with greater capabilities, are equippechow to integrate these mechanisms into our diagnosis system.

with aprobe processingndnomadic managementodule. These mod- Fourth, our diagnosis currently assumes a fairly complete knowledge
ules facilitate management by delegation and the “nomadic managers’of the network in terms of RF condition, traffic statistics, and link perfor-
collaborate with one another to manage the network. mance. Obtaining such complete information may sometimes be hard.

Our work differs from these two pieces of work in that we do not focus  As part of our future work, we plan to investigate techniques to perform
on the protocol for distributing management information, but instead detailed diagnosis for a subset of the network. Such capability will en-
focus on algorithms for identifying and diagnosing faults and testing hance the scalability of our approach.
alternative configurations. Consequently, our work is complimentary to  Finally, we are in the process of investigating more deeply the util-
both [26] and [44]. ity of on-line trace-driven simulation for what-if analysis. This has the



potential of becoming a useful tool that can be employed for assisting [38]
network configuration and planning.
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