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An Overview of Chaotic Cryptosystems

1. Introduction:

Since their discovery, deterministic physical systems that have the capability to exhibit "chaotic" behavior have caused considerable excitement.  Examples of such systems include fish populations, dripping faucets, magnetically confined plasmas, certain electrical circuits, and probably weather patterns.  There are also many mathematical systems (which do not necessarily have physical realizations) which exhibit the extreme sensitivity to initial conditions known as chaos. What is cryptographically useful about these systems is the fact that small changes in "tuning parameters" (i.e., initial conditions) cause completely different sequences to be generated (Matthews, 1989).  When the tuning parameters are used as keys, extremely long keystreams with essentially random properties can be generated.  Ideally, these keystreams would not be vulnerable to the cryptanalytic methods used for Linear Feedback Shift Registers, other pseudorandom number generators, and periodic, Vigenere type keys.  Furthermore, the ability to generate long keystream sequences from short keys make these systems ideal for the transmission of live audio and video.  

This paper will present several simple chaotic cryptosystems that exist in the literature, examine their weaknesses, and propose a ways to improve on the systems presented.

2. Types of Systems

2.1 Digital Implementations

Using pseudorandom number generators for encryption is a relatively old idea.  Most pseudorandom number sequences can be cryptanalyzed easily by probable word attacks (Wheeler, 1989) or various other methods (Stinson, 1995).

The sequences generated by deterministic systems that exhibit chaos are less prone to such attacks and therefore have promise as pseudorandom keystream generators.  

There are very simple systems such as the logistic map (May, 1976) that behave chaotically for certain parameter values.  The logistic map is generated by the equation:

Xn+1=4Xn(1-Xn)





(1)

Example Systems

Matthews (1989) proposes a general chaotic function based on the one-dimensional logistic map presented above:

xn+1=g(xn)=((+1)(1+1/()( xn (1- xn)(



(2)

This system generates chaotic values for 1 ≤ ( ≤ 4

Unfortunately, there are an infinite number of pathological values for which xn+1 = xn which are cryptographically useless (Wheeler, 1991).  These are the values that satisfy:
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(3)

There are also an infinite number of initial iterates that will lead to a pathological value.  Wheeler (1991) has also shown that rounding errors introduce cycling to this otherwise chaotic system.  It must be noted that any system implemented on a digital computer is actually periodic due to the finite representation of numbers.  Wheeler and Matthews (1991) have investigated this phenomenon further and give the number of useful iterations as:

1.8 x 100.142P 
or 

1.8 x 100.47D
Where P is the number of bits of precision or D is the decimal places used.  Therefore, on a 64 bit system (i.e., a system using 64 bit precision for floating point arithmetic), one can be relatively assured of getting 2.2 billion iterations before the system starts repeating--this is cryptographically useful for applications that need only a moderate amount of security.  On a 32 bit system, this number is 62990, and on a 16 bit system, it is 336. It can be seen that using a system like this is almost useless on a system with limited precision.  The advantage is that the cycle can be made arbitrarily large by increasing the precision (and that the period increases exponentially with respect to precision). 

Other cryptosystems based on different chaotic equations (such as the Lorenz and Rossler systems) have also been proposed.  

2.2 Analog Circuits

Voice and video transmission involves long sequences of data (almost impossibly long for using a one time pad) that is redundant and especially vulnerable to cryptanalysis.  The ability to make chaotic circuits makes chaotic cryptography an ideal candidate for these types of data.  Most of the work in the last 5 years in this field seems to have concentrated on building analog implementations of chaotic algorithms.  For example, Corron (1997) proposes a communication system using two synchronized chaotic circuits.  Gonzales (1998) has built a VLSI (Very Large Scale Integration) chip containing his chaotic communication algorithm.  In all these systems, a major problem is that the sender and receiver need to remain synchronized, since the sensitivity to initial conditions that is useful to encryption will also render communication impossible if they are not.  These circuit based systems have not yet been demonstrated to have the security of systems such as DES or RSA, but they are inexpensive to produce, and may be useful in analog applications such as portable phones which currently suffer greatly from theft of services (due to their weak or nonexistent encryption algorithms).  

2.3 Inherent Problems, Suggested Improvements, and Other Considerations

Since the keystream is generated by a deterministic system, and the actual key is much shorter than the keystream, so absolute secrecy is not theoretically attainable.  Also, for short keys, chaotic cryptosystems (just like any other cryptosystem) are open to 'brute force' type of attacks.  Theoretically, even if there is one parameter to be controlled, the keyspace is infinite, but once again, finite precision of computers prevents this from being realized. 

Intermittency  

Chaotic systems can exhibit a phenomenon called intermittency where the observed behavior is apparently periodic for a long time (compared to the typical time period of the system) and abruptly switches to chaotic behavior, or vice versa  (Hilborn, 1994).  This does not appear to be mentioned in the literature anywhere, but is a real problem—even if a keystream is generated by a system that is essentially chaotic, stretches of ‘apparently periodic’ behavior still constitute a security risk, allowing classical cryptanalytic attacks to succeed.  

Number of Dimensions 

If the system is low dimensional, it is possible that the system that produced the chaotic keystream can be deduced.  For example, the system proposed by Matthews is a one-dimensional map.  If one considers that the key used in an actual system will probably be based on a password and that the useable keyspace will constitute only a small portion of the actual keyspace, cryptanalysis becomes easier.  If the number of dimensions in the chaotic system is increased, its vulnerability to tools that have been developed for the analysis of chaotic data will decrease.  It is possible to analyze timeseries generated by simple chaotic systems and reconstruct the systems (many of the methods used for this purpose can be found in Chapter 10 of Hilborn (1994)).  

One way to increase the number of dimensions of the system is to use a system of equations known to exhibit chaos with the desired number of variables.  For example, the Hénon map (Hénon, 1976) is a 2 dimensional chaotic system:

Xn+1 = 1+ yn – Cx2n




(4)

Yn+1= Bxn 

In which C and B can be used as control parameters.  A more general approach is to use multiple copies of the same low dimensional map with different control parameters.  This would also allow the use of a longer key which would be decomposed into the required number of control parameters.  Using more than one system would also be useful for overcoming the period limitation imposed by the precision of the machine.  A popular method used for increasing the “randomness” of a random number generator can be used here.  In this method, a list of random numbers is ‘shuffled’ by a random number generator.  A straightforward variant of this would be to have a system of N independent logistic maps (the exact value of N depending on the length of the key), using N-1 of them to generate pseudorandom sequences, and one to decide which one to pick the output from at each timestep.  This method would render cryptanalysis more difficult.

Lyapunov Exponents 

Not all chaotic systems are equally sensitive to initial conditions. The numerical calculation of the largest Lyapunov exponent of a system determines whether it is chaotic or not and is a measure of the degree of chaos (Frederickson et al., 1983).  Ideally, a chaotic cryptosystem would have a large positive Lyapunov exponent.  If this is not the case, keys that are similar to each other might produce similar keystreams for the first few hundred iterations of the system and may provide unwanted information to the cryptanalyst. 

3. Further Extensions

In addition to increasing the number of dimensions that is discussed above, several other extensions are necessary in order to make the system proposed by Matthews (1989) cryptographically useful.  A keystream cipher (including all chaotic cryptosystems discussed so far) is not secure if the  keystream is reused.  If the same key is used with more than one message, chosen-plaintext type attacks become more possible (for example, the cryptanalyst might be able to deduce two different e-mail headers sent with the same keystream, etc.).  For this reason, a method must be devised to make sure the same keystream is never reused, even if the keys are.  One way of overcoming this would be the use of a public timestamp.  While time-based keys can present a security risk in themselves, this would not be the case here, since there would ideally be no way of deducing the key from the timestamp and message alone (this idea is similar to ‘salting’ used in UNIX password files).  Another useful extension would be to somehow translate passwords into initial conditions of the logistic maps in such a way that ensured a large portion of the keyspace was utilized.  Another point that has to be considered in the design is the floating point representation of numbers used by the system.  Even with the same number of bits of precision, different floating point systems may allocate different number of bits for the exponent and the mantissa—this would render a chaotic communication system useless between two machines using such different architectures.  Although IEEE FPS is common in a lot of systems, the designers must still be cautious about trusting their hardware to do all calculations.

4. Conclusion

Chaotic cryptosystems have several problems, some stemming from system design, and others stemming from the nature of chaos (such as intermittency, the existence of fixed points, etc.).  The ability to generate long keystreams that are very sensitively dependent on short keys, however, is a big advantage in certain fields, such as the transmission of continuous signals and large amounts of data.  To this end, many experimental and several commercial systems have been developed, such as K-crypt (www.k-crypt.com), and Gao’s Chaotic Cryptosystem (http://www.iisi.co.jp/reserch/GCC-over.htm)
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