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Chaotic Encryption Utilizing Variable Precision
The idea of using pseudorandom numbers to generate long keys for encryption has been around for a while.  A related idea that has received much attention in the recent years is encryption using keystreams generated by a chaotic system.  Several commercial systems such as K-Crypt (www.k-crypt.com), and Gao’s Chaos Cryptosystem (http://www.iisi.co.jp/reserch/GCC-over.htm) claim to exploit chaos for cryptography. Chaotic systems have the advantage of being deterministic, yet extremely sensitive to initial conditions.  The information about the “key” that would specify the initial conditions of the system is thus lost in a couple hundred iterations.  Time series generated by chaotic systems also do not repeat—this makes these systems especially suited for encrypting large amounts of data or continuous data streams (such as streaming audio or video).  

Another feature of chaotic systems (simulated on computers) is their dependence on the precision of the machine being used.  Varying degrees of accuracy in the computer would cause timeseries generated by a chaotic system to diverge in several iterations (in addition to the famous “butterfly effect,” lack of infinite precision as another reason that renders long term prediction of chaotic phenomena impossible).  

I propose to build a chaotic encryption system that exploits this phenomenon by having varying the precision of the calculation (between 16 and 32 bits) at various points during the generation of the keystream.  The initial key would determine both the initial conditions of the system generating the keystream and the algorithm that varies the precision of the calculation.  This should render the analysis of the pattern generated by the chaotic system and thus cryptanalysis more difficult.  While a variety of chaotic systems can be used for this purpose, I propose using several coupled logistic maps (the exact number can be a function of the algorithm), which would provide an arbitrary number of dimensions to the system and simplicity of implementation.

Goals:

1) Investigate the effectiveness of traditional methods of cryptanalysis on chaotic cryptosystems.

2) Determine whether varying precision actually renders cryptanalysis more difficult (i.e., make sure that it does not unintentionally simplify the sytem)
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