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We study the problem of data poisoning a^ack against online learning

systems. Data poisoning a.ack studies methods to control a machine
learning system by contaminaKng its training data. Different from prior work
in the off-line seang, the main challenge in the online seang is that the
future training data is stochas4c and unknown, and the a^acker has to
perform a^acks under uncertainty.

Problem Defini4on:
At Kme step t,

Environment• : Generates a data point !" from the underlying data
distribuKon #.
Online• Learning: Performs learning update: .
A.acker• : Sits in between the environment and the online learning 
system, and can perturb !" to !′".

A.acking• Objec4ve: (a) Manipulate the learned model, while (b) stay
undetected. It can be captured by the weighted sum of an a.ack loss

funcKon and a perturba4on cost funcKon:

Examples: targeted a;acks
aversion a;acks
backdoor a;acks

Formulate As Stochas4c Op4mal Control:
The a^acker's opKmal a^ack problem is characterized as a stochasKc opKmal 
control problem, namely finding a control policy that minimizes the expected 

discounted cumula4ve loss:

Challenge: The underlying distribuKon # is unknown. The only knowledge
about # is the historical data points generated from #.

Introduc4on

Near-Op4mal A.acks via Model Predic4ve Control (MPC):
At every Kme step t, the a^acker solves for the surrogate a.ack problem:

based on the current knowledge &", and then perform one step a.ack:   

Such repeated procedure of (re)-planning but only execuKng the immediate 
acKon is characterisKc of Model Predic4ve Control (MPC). 

Solve as Nonlinear Programming (NLP):
Further approximate the objecKve by (a) introducing a finite 4me horizon ℎ
and (b) replacing the expectaKon with random instan4a4on .

It can then be solved using modern NLP solver such as IPOPT[1].

Solve using Deep Determinis4c Policy Gradient (DDPG):
One can directly solve for the opKmal policy (" using policy learning. In our 
problem, the acKon space is con4nuous. Therefore, we use the DDPG[2]

method which learns a determinisKc policy over conKnuous acKon space.
Roughly, it simultaneously learns an actor network ) * parametrized by +,
and a cri4c network -(*, 0) parametrized by +2. The actor network 
represents the currently learned policy while the criKc network esKmates the 
acKon-value funcKon of the current policy, whose funcKonal gradient guides 
the actor network to improve its policy. The policy gradient can be wri^en as:

Advantages of DDPG vs. NLP:

DDPG actually learns a policy 1. (" that can generalize and be applied to 
more than one future steps of a^ack.
DDPG is a 2. model-free method. It doesn’t require the analyKcal form of the 
learner’s update rule 3. Therefore, it also applies to the black-box a^ack 
seang, where the exact learning rule is unknown to the a^acker.

Methods

Baselines:
• Null Attack: baseline without attack, namely !′" = !".
• Greedy Attack:
• Clairvoyant Attack: An idealized attacker who knows the exact past, 

present, and future data stream, and solves for the deterministic optimal
attack problem as a nonlinear program.

Victim Learners:
• Online Logistic Regression: The learner‘s update rule is one step of 

gradient descent on the log likelihood with step size 5.
• Online Soft k-means: The learner updates all the centroids weighted by 

their distances to the current data point using the softmax function.

Selected Experiment Results:

Experiments

Takeaway messages: 
Op4mal control• -based methods NLP and DDPG achieve significantly 

be.er performance than heurisKc methods such as GREEDY, and in some 
cases they even achieve clairvoyant-level performance. 
In the case that the learner‘s dynamics • 3 is known to the a^acker and is 
differen4able, and that the induced nonlinear program can be solved 
efficiently, NLP is a strong a^ack method. 
DDPG, on the other hand, is able to learn a • reasonable a.ack policy given 
enough data.  The a^ack policy can be fixed and deployed, which is 
advantageous when the data stream comes in quickly and leaves no Kme 
to re-do planning in MPC/NLP.

Possible direc4on of future work:
How to perform a^acks • if the data generaKng distribuKon # is not fixed?
How• to tackle high dimensional tasks? AcKon space dim = 784 for MNIST.
How• should the vicKm defend against such a^acks?

Conclusions

✓t+1 = f(✓t, zt)
<latexit sha1_base64="U+qeyxyrpjYS6WVKyAqz43ist4k=">AAACEHicbVC7SgNBFJ2NrxhfUUubIUGMRMKuFtoIQRvLCOYB2bDMTmaTIbMPZu4Kcckn2Ih/YmOhiK2lXf7G2SSFJh64cDjnXu69x40EV2CaYyOztLyyupZdz21sbm3v5Hf3GiqMJWV1GopQtlyimOABqwMHwVqRZMR3BWu6g+vUb94zqXgY3MEwYh2f9ALucUpAS07+yIY+A+IkULZG+BJ7pZkAJ7ZPoO96ycPIgWMnXzQr5gR4kVgzUqwW7PLzuDqsOflvuxvS2GcBUEGUaltmBJ2ESOBUsFHOjhWLCB2QHmtrGhCfqU4yeWiED7XSxV4odQWAJ+rviYT4Sg19V3emR6p5LxX/89oxeBedhAdRDCyg00VeLDCEOE0Hd7lkFMRQE0Il17di2ieSUNAZ5nQI1vzLi6RxWrHOKuatVaxeoSmy6AAVUAlZ6BxV0Q2qoTqi6BG9oDf0bjwZr8aH8TltzRizmX30B8bXDwU+n5A=</latexit>

f
θt

attacker

victim learner 

ztenvironment zt− 1 zt+1 ……

z′�t

θt− 1 θt+1 ……

gt(✓t, zt, z
0
t) = �lt(✓t) + ct(zt, z

0
t).

<latexit sha1_base64="rfZybWrFuvEn1I0HzMulpQ2YnVE="></latexit>

lt(✓t) := k✓t � ✓targetk
<latexit sha1_base64="Ogri4uTHFpwPgktwyoj7W3+JhCo=">AAACGnicbZDLSgMxFIYz9V5voy7dBKugC8tMXSiCUHTjsoKtQqcMmfS0DWYuJGeEMvY53Pgqblwo4k7c+Dam7Qhq/SHw5T/nkJw/SKTQ6DifVmFqemZ2bn6huLi0vLJqr603dJwqDnUey1hdB0yDFBHUUaCE60QBCwMJV8HN2bB+dQtKizi6xH4CrZB1I9ERnKGxfNvdlj7uetgDZD7u0eMT6t19X+k+zTFDprqAA+9u27dLTtkZiU6Cm0OJ5Kr59rvXjnkaQoRcMq2brpNgK2MKBZcwKHqphoTxG9aFpsGIhaBb2Wi1Ad0xTpt2YmVOhHTk/pzIWKh1PwxMZ8iwp//WhuZ/tWaKnaNWJqIkRYj4+KFOKinGdJgTbQsFHGXfAONKmL9S3mOKcTRpFk0I7t+VJ6FRKbsHZeeiUqqe5nHMk02yRXaJSw5JlZyTGqkTTu7JI3kmL9aD9WS9Wm/j1oKVz2yQX7I+vgDGAaAb</latexit>

lt(✓t) := �k✓t � ✓cleank
<latexit sha1_base64="m+hT1GXuDg+GxvPlEG9ElLkwGy4=">AAACGnicbVDLSgMxFM34rPU16tJNsBXqomWmLhRBKLpxWcE+oFOGTJraYCYzJHeEMu13uPFX3LhQxJ248W9M2xF8HQicnHPvTe4JYsE1OM6HNTe/sLi0nFvJr66tb2zaW9tNHSWKsgaNRKTaAdFMcMkawEGwdqwYCQPBWsHN+cRv3TKleSSvYBizbkiuJe9zSsBIvu0WhQ8lDwYMiA8H+OQUl73R1x2XcUZTKhiRY29U9O2CU3GmwH+Jm5ECylD37TevF9EkZBKoIFp3XCeGbkoUcDN0nPcSzWJCb8g16xgqSch0N52uNsb7RunhfqTMkYCn6veOlIRaD8PAVIYEBvq3NxH/8zoJ9I+7KZdxAkzS2UP9RGCI8CQn3OOKURBDQwhV3PwV0wFRhIJJM29CcH+v/Jc0qxX3sOJcVgu1syyOHNpFe6iEXHSEaugC1VEDUXSHHtATerburUfrxXqdlc5ZWc8O+gHr/RM7L5/E</latexit>

lt(✓t) := `(✓t, z
⇤)

<latexit sha1_base64="bKHtpHtw1cdxYc8CHQJDrMb8SHw=">AAACFnicbVDJSgNBEO1xN25Rj16aiGBcwoweFEEIevEYwRghE4eeTo1p7FnorhHikK/Qg7/ixYMiXsVb/sbOgrg9KHi8V0VVPT+RQqNtd62R0bHxicmp6dzM7Nz8Qn5x6VzHqeJQ5bGM1YXPNEgRQRUFSrhIFLDQl1Dzr497fu0GlBZxdIbtBBohu4pEIDhDI3n5benhuostQOZhkR4cUhek/FK2qBsybPlBdtu53Ch6+VW7ZPdB/xJnSFbLBXfzvltuV7z8h9uMeRpChFwyreuOnWAjYwoFl9DJuamGhPFrdgV1QyMWgm5k/bc6dM0oTRrEylSEtK9+n8hYqHU79E1n70j92+uJ/3n1FIP9RiaiJEWI+GBRkEqKMe1lRJtCAUfZNoRxJcytlLeYYhxNkjkTgvP75b/kfKfk7JbsU5PGERlgiqyQAlknDtkjZXJCKqRKOLkjj+SZvFgP1pP1ar0NWkes4cwy+QHr/RN3FKFJ</latexit>

min
�2�

EP

" 1X

t=0

�tgt(✓t, zt,�(✓t, zt))

#

s.t. ✓t+1 = f(✓t,�(✓t, zt)), t � 0

✓0 given.
<latexit sha1_base64="4IhQ9jDEKBelU5VAGYpulVCBehM="></latexit>

�t = argmin
�2�

EDt

" 1X

⌧=t

�⌧�tg⌧ (✓⌧ , z⌧ ,�(✓⌧ , z⌧ ))

#

s.t. ✓⌧+1 = f(✓⌧ ,�(✓⌧ , z⌧ )), ⌧ � t

✓t given.
<latexit sha1_base64="9TJXSXtv6L/FFULL+EVlop9A1CI="></latexit>

z0t = �t(✓t, zt).
<latexit sha1_base64="vN2qjbQx2+BqDdYNHPTBJ3W1asE=">AAACFnicbVDLSgNBEJyNrxhfUY9ehgQxooZdPehFCHrxGME8IBuW2clsMmT2wUyvsIZ8hR78FS8eFPEq3vI3ziZB1FjQUFR1093lRoIrMM2RkZmbX1hcyi7nVlbX1jfym1t1FcaSshoNRSibLlFM8IDVgINgzUgy4ruCNdz+Zeo3bplUPAxuIIlY2yfdgHucEtCSkz+yfQI918N3ew7gc2xHPe5AyYYeA+LAIf72HdgvO/miWTbHwLPEmpJipWAfPIwqSdXJf9qdkMY+C4AKolTLMiNoD4gETgUb5uxYsYjQPumylqYB8ZlqD8ZvDfGuVjrYC6WuAPBY/TkxIL5Sie/qzvRI9ddLxf+8VgzeWXvAgygGFtDJIi8WGEKcZoQ7XDIKItGEUMn1rZj2iCQUdJI5HYL19+VZUj8uWydl81qncYEmyKIdVEAlZKFTVEFXqIpqiKJ79IRe0KvxaDwbb8b7pDVjTGe20S8YH18n+qEU</latexit>

z⌧ :t+h�1 ⇠ Dt
<latexit sha1_base64="djVJJMIVFrthAmHst9UmDJW2vhk=">AAACCXicbVDLSsNAFJ3UV62vqEs3g60giCWpC8VVURcuK9gHNCFMppN26OTBzI1QQ7du/BU3LhRx6x+482+ctF1o9cCFwzn3cu89fiK4Asv6MgoLi0vLK8XV0tr6xuaWub3TUnEqKWvSWMSy4xPFBI9YEzgI1kkkI6EvWNsfXuZ++45JxePoFkYJc0PSj3jAKQEteSauOCGBgR/gey9zgKTncDQ4tseO4iG+8qDimWWrak2A/xJ7RspohoZnfjq9mKYhi4AKolTXthJwMyKBU8HGJSdVLCF0SPqsq2lEQqbcbPLJGB9opYeDWOqKAE/UnxMZCZUahb7uzM9W814u/ud1UwjO3IxHSQosotNFQSowxDiPBfe4ZBTESBNCJde3YjogklDQ4ZV0CPb8y39Jq1a1T6rWTa1cv5jFUUR7aB8dIhudojq6Rg3URBQ9oCf0gl6NR+PZeDPep60FYzazi37B+PgGwPuZEw==</latexit>

min
z0
t:t+h�1

t+h�1X

⌧=t

�⌧�tg⌧ (✓⌧ , z⌧ , z
0
⌧ )

s.t. ✓⌧+1 = f(✓⌧ , z
0
⌧ ), 8⌧ = t, ..., t+ h� 1

✓t given, zt:t+h�1 ⇠ Dt and fixed.
<latexit sha1_base64="vXKdFGTCgPXcqKhtGLciYGGzmd0="></latexit>

r✓µµ = Eµ[raQ(s, a|✓Q)r✓µµ(s|✓µ)]
<latexit sha1_base64="wdVTo52aljuDoowd2ubrNGLqzaE="></latexit>

zgreedyt = argmin
z

gt(✓t, zt, z).
<latexit sha1_base64="Mp7zwE6lXl0txBHWDXWR10sv8V4="></latexit>

Banknote Sonar MNIST 1 vs. 7GREEDY

DDPG Knowledge, k=2 Seeds, k=3 Posture, k-5

SyntheKc Experiment Real Data Experiment

Online LR:

Online KM:

Dt = {z0, ..., zt}
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