CS 810: Complexity Theory 2/28/2007

Lecture 18: Randomness Extraction

Instructor: Dieter van Melkebeek Scribe: Jeff Kinne

In the last lecture we briefly introduced the paradigm of randomness extractors. Recall that our analysis of the correctness of randomized algorithms has always assumed a source of random bits that are perfectly uniform and independent. We do not in general have access to such sources in the real world, but we may have access to weak random sources - with some randomness in the source. Randomness extractors are procedures that can be applied to a weak random source to extract out bits that are close to being uniform and independent. We can then run a randomized algorithm on the output of an extractor and have confidence in the answer just as we would if we had access to perfect random sources. Today we formally define randomness extractors, explore some applications, and give a few constructions.

1 Weak Random Sources

Before defining extractors, we quantify what we mean when we say a source has a certain amount of randomness.

Definition 1. Let X be a random variable on {0, 1}^n. X has min-entropy at least k if

(∀x ∈ {0, 1}^n), Pr[X = x] ≤ 2^{−k}.

We use H_∞(X) to denote the min-entropy of X.

We will show in this lecture that given a source with H_∞(X) ≥ n^{Ω(1)}, we can in polynomial time use the source to run polynomial time randomized algorithms. In addition, it can be shown that any source that can be used for randomness extraction, which we define formally in Definition 2, is close to a source with min-entropy n^{Ω(1)} (see Exercise 2). Hence, min-entropy is the correct notion of randomness for our goal. Therefore, we call a source a weak random source if H_∞(X) ≥ n^{Ω(1)}.

There are a number of sources with high min-entropy with simple descriptions.

• Bit fixing sources. These are sources where a certain number of bits are fixed adversarially, and the remaining k bits are perfectly random. For such a source, H_∞(X) = k. If k = n^{Ω(1)}, this gives a weak random source.

• Unpredictable sources. These are sources where each bit is unpredictable given previous bits, namely for each i, Pr[X_{i+1} = 0|X_0, X_1, ..., X_i] ∈ [1/2 − δ, 1/2 + δ] for some δ < 1/2. For δ ≤ 1/2 − 1/n^{1−ϵ} for any constant ϵ < 1 this gives a weak random source.

• Flat sources. These sources correspond to the uniform distribution over some subset S of the range {0, 1}^n. It follows that H_∞(X) = log |S|, and such a source is a weak random source if |S| = 2^{nΩ(1)} . The following exercise shows that in fact flat sources are a base case for all sources with high min-entropy, and therefore if we can handle flat sources then we can handle all random sources with high min-entropy.

Exercise 1. Let X be a random source with H_∞(X) ≥ k. Then X is a convex combination of flat sources each on a subset of size at least 2^k.

2 Randomness Extractor

Given a source of randomness with high min-entropy, we wish to output a distribution that is statistically close to uniform. Ideally, we would like to be able to convert weak randomness into near perfect randomness without using any additional perfect randomness. However, the following shows this is not possible.

Proposition 1. Let E : {0, 1}^n → {0, 1}^m be a function taking input from a weak random source. There is a weak random source X with H_∞(X) = n − 1 so that when m = 1, E(X) is a constant function.

Proof. In this setting, E outputs a single bit and so must output either 0 or 1 with probability ≥ 1/2; suppose 0. Define X to be the flat distribution on S = {x|E(x) = 0}. Then X has min-entropy at least n − 1, yet Pr[E(X) = 0] = 1 meaning that the output distribution of E is a constant.

We think of E in the above as taking a weak random source as input and attempting to output bits that are close to uniform. The proposition shows that even for the weakest setting possible, this cannot be done. We therefore augment E with an additional input that comes from a perfect random source.

Definition 2 (extractor). E : {0, 1}^n ×{0, 1}^ℓ → {0, 1}^m is a (k, ϵ) extractor if for all X on {0, 1}^n with H_∞(X) ≥ k, ‖ E(X, U_ℓ) − U_m ‖_1< 2ϵ (1)

where U_ℓ is a uniform variable on ℓ bits and U_m is uniform on m bits.

Note that (1) is equivalent to the following: for every event A ⊆ {0, 1}^m,

| Pr[E(X, U_ℓ) ∈ A] − Pr[U_m ∈ A]| < ϵ. (2)

Although we need some additional true randomness to define the extractor, we often will be in the setting where ℓ = O(log n), meaning the amount of true randomness needed is very small. In fact, we will see uses of extractors in the next section that eliminate the need for any true randomness by cycling over all possible strings in {0, 1}^ℓ.

There are a number of parameters of Definition 2 that we might wish to optimize. The following bounds can be proven on any possible extractor.

• ℓ ≥ log n + 2 log^1_ϵ − O(1)

• m ≤ k + ℓ − 2 log^1_ϵ + O(1)

We think of these bounds intuitively as: we need at least enough perfect random bits to specify an index into the weak random source, and we can extract out at most as many random bits contained in the combination of the weak source and perfect random source. It can be shown that picking a function at random with ℓ = log n + 2 log^1_ϵ + O(1) and m = k + ℓ − 2 log^1_ϵ − O(1) with high probability satisfies Definition 2. However, this does not help us in the application we are interested in as the act of picking an extractor at random requires a large amount of perfect randomness. For our application, we want to develop extractors that are computable in deterministic polynomial time.

Exercise 2. Show that if there is a combination of random source X and function E satisfying (1), then the source must be O(ϵ) close to a source with min-entropy H_∞(X) ≥ m − ℓ.

This fact justifies our choice of H_∞ as the notion of weak randomness.

3 Applications

We give two applications of extractors: to achieve our original goal of simulating randomized algorithms with weak random sources, and to give an alternate proof that BPP ⊆ Σ^p_2. In each application, we eliminate the need for the perfect randomness by using an extractor where ℓ = O(log n) and cycling over all possible seeds. There are other areas where this is not feasible. For example, in many cryptographic settings, we do not have this luxury. There do exist extractors - called seedless extractors - that can be used in these settings. For these, the extractor takes input from two independent weak random sources and outputs a distribution close to uniform. We do not discuss seedless extractors but only mention their existence.

3.1 Simulating Randomized Algorithms

If we had an extractor that did not have the second input from a perfect random source, simulating a randomized algorithm with the extractor would be trivial. We describe a simulation in this section that removes the need for the perfect random source while giving a simulation that is correct with high probability.

Suppose we have a randomized algorithm M that needs m random bits and an extractor E : {0, 1}^n × {0, 1}^ℓ → {0, 1}^m. Given an input z, we simulate M(z) as follows:

(1) Set count = 0.

(2) Let x be a sample from a random source X. (3) foreach y ∈ {0, 1}^ℓ (4) Let ρ_y = E(x, y).

(5) if M(z, ρ_y) = 1 then count = count + 1 (6) if count ≥ 2^ℓ/2 then Output 1 (7) else Output 0

Let us consider the probability this simulation errors. Let B_z be the bad set for z on algorithm M, i.e., B_z = {ρ|M(z, ρ) ≠ maj_r(M(z, r))}. Then the bad set for our simulation is

B^′_z = {x| Pr_y [E(x, y) ∈ B_z] ≥ 1/2}. (3)

Claim 1. If E is a (k, 1/6) extractor, then |B^′_z| < 2^k.

Proof. Suppose |B^′_z| ≥ 2^k, and let X be the flat source on B^′_z. Notice that X has min-entropy at least k. Also, Pr[E(X, U_ℓ) ∈ B_z] ≥ 1/2 while Pr[U_m ∈ B_z] ≤ 1/3. So we have a set B_z where the difference in probability assigned between the extractor and uniform is at least 1/6, contradicting E being a (k, 1/6) extractor.

Given this claim, we compute the probability our simulation errors assuming E is a (k, 1/6) extractor.

Pr[Simulation errors] = Pr_{x←X}[x ∈ B^′_z] ≤ |B^′_z| · 2^{−H∞(X)} < 2^{k−H∞(X)}.

If we use a source X with H_∞(X) a bit more than k, this probability will be at most 1/3 (for example, H_∞(X) ≥ k + 2 suffices).

Now consider the efficiency of the simulation. We hope that the simulation incurs only a poly(m) factor overhead in time so that simulating a polynomial time algorithm still takes polynomial time. The time to complete the simulation is the product of: 2^ℓ, the time to compute E, and the time of the original algorithm. Given a poly(n) computable extractor, the second term is poly(m) if H_∞(X) ≥ n^{Ω(1)} because then n = poly(m). The 2^ℓ term is poly(m) if ℓ = O(log m), or equivalently ℓ = O(log n) since n = poly(m). Recall the condition on X is precisely what we stated earlier as the requirement to be a weak random source. So, we see that our choice of weak random sources corresponds precisely with the random sources for which this analysis yields a correct simulation of M in polynomial time. We also remark that extractors with the parameters stated here do exist, and we demonstrate these later in the lecture.

3.2 Alternate Proof of BPP ⊆ Σ^p_2

For this application, we assume the existence of a (n/2, 1/6) extractor E : {0, 1}^n ×{0, 1}^ℓ → {0, 1}^m computable in polynomial time and with ℓ = O(log n). The existence of such an extractor is proven in the next section.

Given a BPP machine M requiring m random bits and input z, we wish to give a Σ^p_2 formula equivalent to the acceptance of M(z). We start by considering the simulation given in the previous section using E on a perfectly random source (one with H_∞(X) = n). We view a sample x from this source as two components of equal length: x = (x_1, x_2) where |x_1| = |x_2| = n/2. The number of x on which the simulation fails on a sample from X is < 2^{n/2} by Claim 1. By a counting argument, there is a choice of x_1 so that the simulation when given (x_1, x_2) results in the correct answer for all x_2. Stated formally, for an input z, we have the following

z ∈ L(M) ⇒ ∃x_1∀x_2(Pr_y [M(z; E(x_1, x_2, y)) = 1] ≥ 1/2).

Because |y| = O(log n) and assuming m = n^{Ω(1)}, the inside predicate is computable in polynomial time. If we can show that z /∈ L(M) implies the negation of the RHS, we will be done. With this goal in mind, we switch the roles of x_1 and x_2, and note that the simulation outputs 0 only when the appropriate probability is less than 1/2, and get the following:

z /∈ L(M) ⇒ ∃x_2∀x_1(Pr_y[M(z; E(x_1, x_2, y)) = 1] < 1/2) ⇒ ∀x_1∃x_2¬(Pr_y[M(z; E(x_1, x_2, y)) = 1] ≥ 1/2).

The first line implies the second because ∃x∀y always implies ∀y∃x and (Pr_y[M(z; E(x_1, x_2, y)) = 1] < 1/2) = ¬(Pr_y[M(z; E(x_1, x_2, y)) = 1] ≥ 1/2).

4 Constructions

We give three different constructions of polynomial time computable extractors.

1. The first construction is based on the construction of pseudorandom generators secure against circuits that uses functions with high circuit complexity. This construction gives ℓ = O(log n) and m = k^{Ω(1)} for sources with k = n^{Ω(1)}. Note that these parameters are good enough for the applications of the previous section, but the dependence of the number of output bits to the entropy of the input distribution is still far from optimal.

2. The second construction is based on a random walk on an expander graph. For any constant α > 0, this construction gives a δ > 0 and an extractor such that for sources with entropy k = (1 − δ)n, m = (1 − α)k, and ℓ = O(log n). This construction is within constant factors of being optimal but only works for sources with very high min-entropy.

3. The final construction is based on polynomials over a finite field and uses the second construction as a building block. The parameters achieved are the same as the second construction, but it works for any value of k.

The first two we give today, and we give the third in the next lecture.

4.1 Hardness based Extractor

The basic idea here is to take the weak random source and view it as the truth table of a function. Most functions have high circuit complexity and so can be used as the hard function to the pseudorandom generator based on hard functions. We then use the perfect random seed as the seed for this generator. We now elaborate these ideas and derive the extractor.

Recall the pseudorandom generator that we gave in a previous lecture that is secure against circuits. Given a function f : {0, 1}^{Θ(log r)} → {0, 1} with non-uniform circuit complexity C_f ≥ r^{Ω(1)}, we were able to construct a generator G_f : {0, 1}^{Θ(log r)} → {0, 1}^r such that for all circuits D of size at most r, | Pr_σ [D(G_f (σ)) = 1] − Pr_ρ [D(ρ) = 1]| ≤ 1/r.

An examination of the proof reveals that the proof relativizes, so that if the function has circuit complexity C^A_f ≥ r^{Ω(1)} even for circuits that are given an A oracle, then the output is indistinguishable even for circuits D^A with oracle access to A. In particular, the output of the generator given such a hard function is indistinguishable to the oracle circuit that just queries the oracle^1. That is, if f has C^A_f ≥ r^{Ω(1)}, then

| Pr_σ [A(G_f (σ)) = 1] − Pr_ρ [A(ρ) = 1]| ≤ 1/r. (4)

This already looks similar to the condition of (2) for G_f being an extractor. (4) already makes use of a short random seed, but only works for a fixed f. We use the weak random source to pick a function f at random. We view a sample from the weak random source as specifying the truth table of f. Since f is a function on O(log r) bits, this can be specified in r^{O(1)} bits.

Claim 2. For any fixed oracle A, most functions f : {0, 1}^{Θ(log r)} → {0, 1} have C^A_f ≥ r^{Ω(1)}.

We do not prove this claim or quantify what “most” means.

We are now ready to define the extractor. We view x as the truth table of a function f from Θ(log r) bits to 1 bit, and view y as the seed σ for the pseudorandom generator G_f . Then

E(x, y) = G_f (σ).

1Note that for an oracle circuit, the size of a query to the oracle is charged as part of the size of the circuit. Otherwise, even very large queries to the oracle would count as only one gate, making even “constant sized” circuits powerful.

Now consider the difference in probability assigned to a set A by this extractor and the uniform distribution. By (4) and the fact that x comes from a weak random source with min-entropy at least k, we split the difference in probability assigned to A based off whether f has high circuit complexity or not, to get

| Pr[E(x, y) ∈ A] − Pr[U_r ∈ A]| ≤^1_r · (Pr_{x←X} [C^A_f large]) + 1 · (Pr_{x←X} [C^A_f small]) ≤^1_r + 1 · 2^{−k} · (# of f with C^A_f small).

The term (# of f with C^A_f small) can be quantified, but intuitively can be bounded by considering the number of small circuits. We want C^A_f = r^{Ω(1)}. The number of circuits of size r^{o(1)} is 2^{ro(1)} , so the number of f with small circuit complexity is bounded by this value. This means we only need to have k = r^{Ω(1)} to ensure the above probability is less than some constant ϵ, showing that E(x, y) is a (k, ϵ) extractor.

4.2 Expander based Extractor

For this construction, we view the sample from the weak random source as describing a random walk on a d-regular expander graph. Let x be a sample from source X. We view the first portion as indicating an initial vertex x_0 within an expander, and the remaining part of x specifies a path to follow in the graph from this vertex. The perfect random seed y specifies a vertex along this path to output. Therefore, the first m bits of x specify x_0 and the next t log d specify a path of length t starting from x_0. To index a vertex along this path, |y| = log t. To summarize, we let

E(x, y) = y^{th} point on random walk specified by x.

Before proving this is an extractor, let us specify the relationship of the parameters. By definition, n ≥ m + t log d. We said previously that the construction should work for m = (1 − α)k for any α > 0, and we can pick a δ to set k = (1 − δ)n. Then for the δ we pick, we will have n ≥ (1 − α)(1 − δ)n + t log d. Setting t =^{αn}_{log d} , we get that ℓ = |y| = log(t) = O(log n).

We must show that we can pick a δ so that (2) is satisfied. Let A ⊆ {0, 1}^m. We use the Chernoff Bound for random walks on expanders to bound the difference in probability assigned to A by E(x, y) and U_m. Recall that the Chernoff Bound for random walks states that if ρ_i is the i^{th} vertex visited on a random walk in an expander with second largest eigenvalue λ, then

Pr_{x←Un}[| 1 t t∑ i χ[ρ_i ∈ A] − μ(A)| ≥ ϵ (∗) ] ≤ exp(−b(1 − λ)ϵ^2t)

(∗∗)

. (5)

Splitting the difference in probability assigned to A based off whether (*) holds for a particular x and assuming a weak random source with min-entropy k, we get | Pr_{x←X,y←Uℓ} [E(x, y) ∈ A] − Pr_{ρ←Um} [ρ ∈ A]| ≤ ϵ contribution of good x breaking (*)

+1 · (# x satisfying (*)) · 2^{−k}.

To finish, we bound (# x satisfying (*))·2^{−k} :

(# x satisfying (*)) · 2^{−k} = (2^n · (∗∗)) · 2^{−k} = 2^{δn} · (∗∗) = 2^{δn}2^{−βn}

for some constant β depending on (**). If we pick δ sufficiently smaller than β, we get that E(x, y) is a (k, 2ϵ) extractor.

4.3 Polynomial based Extractor This construction is given in the next lecture.