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CWE 78: OS Command Injection
1. void CWE78_OS_Command_Injection__char_console_execl_41_bad(){
2. char *data; char dataBuffer[100] = ""; 
3. data = dataBuffer; 
4. /* Read input from the console */
5. size_t dataLen = strlen(data);
6. /* If there is room in data, read into it from the cons */
7. if (100-dataLen > 1)  {
8. /* POTENTIAL FLAW: Read data from the console */
9. if (fgets(data+dataLen,(int)(100-dataLen),stdin)!= NULL)
10. {
11. /* Remove the carriage return from the string */         
12. dataLen = strlen(data);
13. if (dataLen > 0 && data[dataLen-1] == '\n')
14. data[dataLen-1] = '\0';
15. else {
16. printf("fgets() failed\n");
17. data[dataLen] = '\0';
18. }
19. /* POTENTIAL FLAW: Execute command without   

validating */
20. system (data);
21. }
22. }
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How to Describe a Weakness

Descriptive name of weakness (CWE XX)
An intuitive summary of the weakness.
– Attack point: How does the attacker affect the 

program.
– Impact point: Where in the program does the 

bad thing actually happen.
– Mitigation: A version of the program that does 

not contain the weakness.

(CWEXX_Long_Detailed_File_Name_Containg_The_Code_yy.cpp)
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OS Command Injection (CWE 78)
User supplied data is used to create a 
string that will be interpreted by a 
command shell.

– Attack Point: Input read from the console.
– Impact Point: Executing command with
system().

– Mitigation: Don’t execute user provided input; 
instead use a fixed string.

CWE78_OS_Command_Injection__char_console_execl_41.c
(Highly modified to compensate for errors.)
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Coverity Analyze
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Coverity
• Commercial tool. Available at 

http://www.coverity.com/
• Starting Point:  Accurate Compilation.
• Depth and Accuracy of Analysis

– Interprocedural Dataflow Analysis.
– False Path Pruning.
– Design Pattern Intelligence.
– Enterprise Framework Analyzer.
– White Box Fuzzer.

• Scalable.
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Coverity
1. Download the license and the software: 

https://coverity.secure.force.com/ape
x/LicenseManagement2

2. Run the installation script: cov-analysis-
linux64-7.6.0.sh

3. Include in PATH the location of 
~elisa/cov-analysis-linux64-7.6.0/bin

4. Command line and graphic interface.
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Coverity
Steps:

– Generate a configuration for the compiler:  
cov-configure –-gcc

– Build the intermediate representation of the 
source code:  
cov-build --dir <intermediate-dir> make

– cov-analyze --dir <intermediate-dir> 
– Check the checkers included by cov-analize:
cov-analyze –-list-checkers

– Read and interact with the analysis results.
– Graphic mode:  cov-wizard
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Coverity. OS Command Injection

$ cov-build –-dir cov-comm-injection make
$ cov-analyze –-dir cov-comm-injection

–-security
• 1 defect found.
• 1 true positive:  It detects the command 

injection.
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Coverity. OS Command Injection
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Coverity. OS Command Injection
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Coverity. OS Command Injection
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Coverity. OS Command Injection
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Coverity. OS Command Injection
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Coverity. OS Command Injection
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Coverity. OS Command Injection
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Coverity. OS Command Injection
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