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Abstract—Many techniques have been proposed to improve the
reliability of on-chip memories (e.g., caches). These techniques
can be broadly characterized as being based on either errorcorrecting codes, side-information from built-in self test (BIST)
routines, or hybrid combinations of the two. Although each
proposal has been shown to be favorable under a certain set
of assumptions and parameters, it is difficult to determine the
suitability of such techniques in the overall design space.
In this paper, we seek to resolve this problem by introducing
a unified general framework representing such schemes. The
framework, composed of storage, decoders, costs, and error
rates, allows a full exploration of the design space of reliability
techniques. We show how existing schemes can be represented
in this framework and we use the framework to examine
performance in the practical case of high overall and moderate
BIST-undetectable fault rates. We show that erasure-based sideinformation schemes are less sensitive to BIST-undetectable
errors compared to other techniques.

I. I NTRODUCTION
Techniques correcting cell errors in on-chip memories have
become increasingly important as process variation and voltage scaling have decreased reliability. Some techniques rely
on exploiting side information about detectable cell faults
gathered by built-in self test (BIST) routines. Others rely on
error-correcting codes, which are designed to correct errors
by ensuring sufficiently large redundancy in the stored data.
There are also hybrid approaches that combine both concepts.
Unfortunately, it is very difficult to compare these reliability schemes against each other. The reliability schemes
are typically validated against a fixed set of assumptions and
may perform quite differently when the assumed parameters
change. As an illustrative example, in Figure 1, we show the
silent data corruption (SDC) rate for the VS-ECC technique
[1] versus a comparable (further detail will be provided later
on) Bit Fix scheme [2] for cell fault rates p1 between 10−6
and 10−1 . Both VS-ECC and Bit Fix rely on identifying faulty
cells using BIST and storing the relevant side information for
decoding. When BIST routines are perfect and cannot fail to
identify faults, as shown in the curves with thick lines, VSECC offers a slightly better SDC rate. On the other hand, when
some fraction p2 > 0 of faults are missed by BIST routines,
as shown by the dashed lines for p2 = 10−1 , the performances
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Fig. 1. Silent data corruption (SDC) rates for Bit Fix and VS-ECC. The
p2 parameter represents the probability a fault is not detected by a BIST-like
routine; solid curves are for p2 = 0 while dashed curves indicate p2 = 0.1.
Observe that p2 has a significant effect on VS-ECC SDC.

are dramatically changed, with VS-ECC nearly unusable. The
value p2 = 10−1 represents the high end of practical range,
as shown in [3].
Situations like the one shown in Figure 1 motivate us to
better define and explore the rich design space of reliability
techniques for memories. This is a challenging problem, due
to the fact that there are many known techniques with very
different approaches. Therefore, in this preliminary work, we
introduce a general framework that can express previously
introduced techniques (and can suggest novel ones.) The
framework provides abstract data storage and decoding components and defines an overall “cost” function, allowing for a
fair comparison between different schemes. Furthermore, the
framework includes three classes of fault/error rates, capturing
the complex fault behavior of systems. We use the framework
to explore performance of schemes in the practical case with
high cell fault rates and varying BIST fault miss rates.
II. P RIOR W ORK
There have been many proposals to tolerate high fault
rates in on-chip memories (e.g., L1 and L2 caches). Broadly
speaking these proposals fall into three categories— those that
rely solely on prior knowledge of fault locations (fault aware),
those that use no prior knowledge of fault locations (fault
agnostic), and hybrids combining the two.

A. Fault Aware Techniques
Several prior works observed that if a fault is persistent
and can be detected during an offline built-in self test (BIST)
routine or through online testing, then the corresponding
logical bits can be remapped to fault-free bits (at a cost in
capacity or area) [2], [4], [5], [6], [7]. Bit-fixing [2] and
word disabling are prototypical examples. Bit-fixing remaps
adjacent bits in a cache line to redundant bits in an unused
cache line within the same set. The redundant bits store the
location of the faulty patch and are used to shift the patch
bits into the word for the faulty bits within a small number of
cycles (i.e., two or three cycles). Word disabling operates at a
coarser granularity; chunks of two cache lines are used to store
the data for one cache line. If a chunk contains one or more
faults, the chunk is disabled. The line will be functional if half
or more of each of the chunks from the two original lines are
fault free. Each chunk requires a bit to specify if it is disabled
or not. The advantage of fault aware techniques is that they
require a small amount of decoding complexity (i.e., hardware)
to implement, making them low cost in both decoder area and
latency. Unfortunately, fault aware techniques lack the ability
to correct any faults which are not detected via a BIST-like
routine.

detect a third fault that may be BIST-undetectable. The scheme
then uses a low-overhead, low-coverage checksum to correct
BIST-undetectable faults. While EB-ECC makes efficient use
of fault information, the storage of erasures for higher fault
rates would become prohibitive and the BIST-undetectable
correction solution cannot handle BIST-undetectable fault rates
as high as those evaluated in [3]. We aim to use our framework
to find techniques capable of efficiently handling high fault
rates and moderate BIST-undetectable fault rates.
D. Comparisons and Evaluations Techniques
Past work’s treatment of BIST-undetectable faults has generally been ad hoc, providing guarantees only for a single
fault within a codeword ([1], [9]), rather than SDC rates
for entire caches. Furthermore, past work often targets very
specific technology (e.g., Hi-ECC targets eDRAM and MSECC targets estimated CMOS SRAM). Our work provides
a framework to fully explore the design space of reliability
techniques of current on-chip memory technologies in the
context of imperfect BIST. The proposed framework will be
useful to fault tolerant design with future on-chip memory
technologies where absolute fault rates, BIST-detectable fault
rates, and correction latencies significantly differ.
III. U NIFIED F RAMEWORK

B. Fault Agnostic Techniques
In order to correct both BIST-detectable and BISTundetectable faults, other works have been proposed using
error correction alone [3], [8]. MS-ECC [3] uses segmented
Orthogonal Latin Square (OLS) codes to have low latency error correction, but requires doubling the number of bits stored.
Hi-ECC [8] uses large, 1KB Bose-Chaudhuri-Hocquenghem
(BCH) codewords to have a low number of redundant bits,
but requires a large, long-latency decoder. Since fault agnostic
error correction ignores the fault information from BIST,
imperfect as it may be, the resulting schemes are inefficient
either in terms of storage overheads or decoding complexity.
C. Hybrids
Due to the undesirability of using either completely fault
agnostic or fault aware techniques, some past work has explored hybrid solutions [8], [1], [9]. [8] applied a bit-fixing
approach prior to using its complex, multi-bit BCH decoder.
Unfortunately, this adds the latency of both techniques making
the resulting latency prohibitive for latency-critical on-chip
memories like an L1 cache. VS-ECC [1] uses information
about the number of BIST-detectable faults within a line
to allocate a stronger, multi-bit code only for lines with
multiple hard faults. This reduces both the average latency
of decoding and the number of redundant bits while still
being amenable to correcting some BIST-undetectable faults.
However, VS-ECC still requires the hardware for a complex
decoder and cannot easily maintain yield and SDC targets
over different rates of BIST-undetectable faults. [9] proposes
applying fault location information to a SECDED code in the
form of erasures. By replacing faulty cells with erasures, a
SECDED decoder can correct two faults per codeword and

In this section, we introduce a general, unified framework
for representing error-correction schemes capable of incorporating side information for on-chip memories. Our goal is to
provide an abstraction of a system that is sufficiently general to encompass any of the existing, proposed approaches.
Moreover, the framework allows for a combination (or hybrid)
consisting of multiple schemes. We begin by motivating the
need for such a framework. We dedicate the following four
subsections to a description of the framework, consisting of
storage, decoding functions, costs, and error rates. Finally, we
give examples of how existing schemes, such as Bit Fix or
VS-ECC can be expressed in the framework.
A. Motivation
Previous works focus on proposing a particular system
and showing (analytically or through simulation) superior
performance to existing systems for some particular set of
parameters. As we saw in Figure 1, if the parameters are
changed, a very different result may arise. Similarly, for the
comparisons to be fair, a number of different factors must be
kept constant between different systems (similar areas, etc...)
Changing some aspect will also change the comparison results.
These notions motivate us to describe an abstract, general
framework that can express as many systems and as much
of the design space as possible.
In other words, we are interested in describing a framework
consisting of “dials” that we can turn in order to reach different
parts of the design space. These dials include errors and
fault rates, but also abstract costs that correspond to area
and latency. The framework we propose has the advantage of
defining a rich design space, allowing for partitioning, search,
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Fig. 2. Block diagram depicting storage components of a single sharing unit. On the left is the base code region, containing m codewords c1 , c2 , . . . , cm
from a [n, k, t]q code CB . Each codeword stores k information symbols and r redundancy symbols with k + r = n. On the right is the side information
region, consisting of j side information blocks. The ith block contains information referring to Ni cells; the location of these cells is stored in `i and the
relevant information in vi . The pair (`i , vi ) is denoted by si . The costs (in symbols) of the two fields are Li and Vi , respectively.

optimization, and extensive comparisons. It also allows us to
examine questions that cannot be easily answered without the
framework. For example, we might wish to explore when the
reliability of side information is sufficiently low that systems
should no longer rely on it. The answers to such questions
cannot be found without an expressive underlying framework.
B. Storage Components
The first part of our framework are the storage components.
We divide the system’s storage into sharing units with two
parts (or regions) each, as shown in Figure 2. An entire cache
consists of many sharing units. The storage components of a
sharing unit can only be used to correct information symbols
within that sharing unit. The two regions are
1) A base code region, which includes the information
symbols that store data and redundancy symbols used
for decoding the base codewords, and the
2) Side information storage region, which is a set of
cells storing information that is used to aid or improve
decoding the base codewords, but is not part of the base
codewords.
In other words, the two areas include cells storing codewords from an error-correcting code and an additional area that
contains one or more types of side information. Specifically,
we define side information as any information pertaining to the
stored words that is not found in the base code information or
redundancy symbols.
There is a separation between the two regions. The base
code region is designed to have inherent redundancy which
can correct errors with no knowledge about these errors.
Conversely, the side information region is designed to store

specific information (acquired from BIST during device operation) about cells that can be used (possibly in conjunction with
the base code) to correct errors. Note that we can represent
the extreme cases where there is no code (by allowing the
code not to have any redundancy) or no side information (by
leaving the side information region empty.)
Next we define these terms more precisely. We refer
to cells capable of storing a symbol from [0, q − 1] =
{0, 1, . . . , q − 1} as c1 , c2 , . . .. We take the base code region to include m codewords from a [n, k, t]q (length n, q k
codewords, t-error correcting) code CB , where each codeword has k information symbols and r redundancy symbols
from [0, q − 1]. Therefore, the base code region stores mk
symbols (or, equivalently, mkblog2 qc bits) in an array of
nk cells (representing nkblog2 qc bits). Here, the cells are
c1 , c2 , . . . , cmn , where the ith codeword ci is given by ci =
cn(i−1)+1 , cn(i−1)+2 , . . . , cn(i−1)+n .
The side information region is organized as follows. We
store j side information (SI) blocks. Each block contains
some type of information that refers to a particular group
of cells. In our framework, we require each separate block
to refer to an aligned, contiguous group of cells. In order to
take advantage of side information, the system requires both
the locations of the cells being referred to and the pertinent
information. Therefore, each block must contain several fields:
1) The location field for the ith block contains the
location z of a group of Ni contiguous cells
cz , cz+1 , . . . , cz+Ni −1 . This location information is
stored as `i . The total number of symbols required is
defined to be Li .
2) The value field stores the relevant side information.
There are Vi symbols used for the ith field. We define
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the information in the value field to be vi .
3) The redundancy field ri stores Ri redundancy symbols
used when side information is protected with an additional error correcting code.
total quantity of side information in symbols is then
PThe
j
i=1 (Li + Vi + Ri ). Side information blocks need not be the
same size. This enables the framework to represent a system
that uses a combination (a hybrid) of multiple schemes.
C. Decoding Functions
The previous subsection described the storage components
of a general system. In addition, we have circuitry that is
needed to decode the stored data. Naturally, each of the components in our system (the base code and the side information
blocks) will have an associated decoding function. Although
slightly complex to state formally, these decoding functions are
needed to maintain full generality in expressing different side
information schemes. Later on we give illustrative examples
to clarify the idea.
Let us say that we have written the value x =
x1 , x2 , . . . , xmn to the cells c1 , c2 , . . . , cmn in the base code.
After some time, these cells are read as y = y1 , y2 , . . . , ymn ,
where possibly yi 6= xi due to an error.
We have an initial decoding function D0 that does not
use any of the side information blocks. This function may
(but is not required to) use the decoder DB of the code
CB . Applying D0 produces an estimate x̂(0) = D0 (y). In
addition, with the ith SI block we associate the two decoding
functions DiS and Di . The function DiS decodes the side
information (when it is protected by an error-correcting code
using Ri redundancy bits), providing an estimate (`ˆi , v̂i ).
Afterwards, Di operates on the (estimated) side information
block data (`ˆi , v̂i ), the read data y, and the output x̂(i−1) of
the previous decoding function Di−1 to produce an updated
estimate x̂(i) = Di (y, x̂(i−1) , `ˆi , v̂i ).
Finally, we allow for a “final” decoding map DF that uses
the result of the last side information decoding estimate to
produce a final output read x̂ = DF (y, x̂(j) ). The purpose of
the final decoder is to allow the system the flexibility to use
the base code decoder either before (as D0 ) or after (or both
before and after) side information decoding. We illustrate the
abstract decoding process in Figure 3.
For all of the decoding maps D0 , D1 , . . . , Dj , DF , we introduce corresponding decoding area complexities (measuring

the worst case number of operations required for decoding)
γ0 (m, n), γ1 (m, n, L1 , V1 ), . . . , γj (m, n, Lj , Vj ), γF (m, n)
and decoding latency complexities (measuring the worst
case number of operations needed to be performed in series)
δ0 (m, n), δ1 (m, n, L1 , V1 ), . . . , δj (m, n, Lj , Vj ), δF (m, n).
D. Costs
We also introduce an overall cost associated with our system. The cost measures resource consumption in a real system
by mapping different quantities (area, latency, complexity,
etc...) into a single abstract number for easy comparison. The
first part of the cost involves the storage for the base code and
side information cells. We set each base code cell cost to 1
and each side information cell to a parameter α. This models
robust side information cells with a lower fault rate (in which
case α  1.) TheP
total cost of storage for a sharing unit is
j
given by mk + α( i=1 (Li + Vi + Ri )).
We also consider the decoding complexity, which we further
break down into two components: added decoder area and
added decoder latency. We weight the components by two
parameters, β1 and β2 . β1 defines the relative importance of
decoder latency while β2 defines the relative importance of
decoder area. Depending on what type of on-chip memory is
being designed, these values will be different (e.g., an L1’s β1
will have a higher value than an L2’s β1 because latency is
more critical to an L1’s functionality1 ).
The area per sharing unit and latency terms are multiplied
by the number of sharing units, ρ, because they are applied
equally to each sharing unit. Since the decoding area complexity is amortized over the entire cache, it is not multiplied
by the number of sharing units. With this, we may write the
total cost of our system as
!
j
X
ρ mk + α
Li + Vi + Ri +
i=1

β1

δ0 (m, n) +

j
X

!!
δi (m, n, Li , Vi ) + δF (m, n)

i=1

+ β2

γ0 (m, n) +

j
X

!
γi (m, n, Li , Vi ) + γF (m, n) .

i=1

E. Error Rates
Next, in order to give a performance comparison or analysis,
we must describe the system error rates. Towards this end we
introduce three error rate parameters p1 , p2 , p3 :
1 If a processor supports speculation across cache error correction, the
latency parameter, β1 , may be set very low.

F. Illustrative Examples
We give examples of existing systems for error correction
and describe how they can be expressed in the framework.
1) MS-ECC (using OLS codes). No side information is used
so that j = 0 and we use the single decoding function D0
which corresponds to the OLS code C. This case represents
one of the extremes of our system setup.
2) Bit Fix. In Bit Fix, the locations and correct values of
pairs of adjacent faulty binary cells are stored. There are two
cells referred to by each SI block, so that Ni = 2 for all i.
The location of a pair of cells requires Li = log2 mn
2 bits
and the values vi = (v1 , v2 ) require Vi = 2 bits. `i and vi
are protected by a single error-correcting code. The total cost
is then j(log2 (mn/2) + 2 + R) bits for j pairs, where R is
the needed amount of redundancy bits to protect `i , vi . Here,
the decoding function Di is almost immediate: If the two cells
specified by the Li location bits are xz and xz+1 and the value
field contains v1 and v2 , then,
x̂(i) = Di (y, x̂(i−1) , `i , vi ) = Di (y, x̂(i−1) , z, v1 , v2 )
(i−1)

= x̂1

(i−1)

(i−1)

(i−1)
, . . . , x̂z−1 , v1 , v2 , x̂z+2 , . . . , x̂mn
.

In other words, each side information decoding function
simply replaces (fixes) the relevant bits.
3) VS-ECC. With VS-ECC, codewords that contain more
detected faults are targeted for additional protection with a
very strong code (in excess of the base SECDED code. First,
the initial decoding function D0 corrects only those codewords
that are not targeted for extra protection. These codewords
are decoded with DB . Next, each side information block
refers to a full codeword of n cells, so Ni = n. The location
of a particular codeword requires Li = log2 mn
n = log2 m
bits. Next, vi consists of the additional redundancy bits
needed for the codeword. Let DS be the strong code
decoder. With this, if the zth codeword is the one being
targeted by the ith block, x̂(i) = Di (y, x̂(i−1) , `i , vi ) =
(i−1)
(i−1)
Di (y, x̂(i−1) , z, vi )
=
x̂1
, . . . , x̂(z−1)n ,
(i−1)

(i−1)

DS (y(z−1)n+1 , . . . , yzn , vi ), x̂zn+1 , . . . , x̂mn .
Here too, DF is an identity function.
4) Single-cell erasure scheme. In this scheme individual
faulty cells are marked with erasures and decoded using an
errors-and-erasures decoder. Thus, Ni = 1 for all 1 ≤ i ≤ j,
Li = log2 (mn), and, interestingly, we do not need any information about cells other than their locations, so that Vi = 0 and
vi is an empty vector. The total bit cost is thus j log2 (mn).
The decoding function Di marks the locations given by the
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Yields for fault rates p1 for five techniques for p2 ∈ {0, 0.1}.

location fields as erasures: x̂(i) = Di (y, x̂(i−1) , `i , vi ) =
(i−1)
(i−1)
(i−1)
(i−1)
Di (y, x̂(i−1) , z) = x̂1
, . . . , x̂z−1 , ‘?’, x̂z+1 , . . . , x̂mn .
It is also interesting that with this scheme, the main decoding is done entirely by the final decoder. That is, we take
the base decoder to be DB (y) = y, so that no errors are
corrected. Afterwards, the erasures are marked with the use
of side information. Finally, the decoding (of both errors and
erasures) is performed with DF .
IV. R ESULTS
In this section, we use the framework to derive practical
results. We are especially interested in the realistic case where
we have a relatively high fault rate p1 , imperfect BIST routines
(p2 > 0), and moderate side-information fault rates p3 .
A. Methodology
We compare several implementations of existing schemes
in terms of yield and reliability. The idea is to produce a fair
yield and reliability comparison by matching the costs. As
an initial evaluation, we set a constant useable space (i.e.,
16KB) and set the other cost parameters to 1.0 as shown
in Figure 4. We leave a more rigorous evaluation of cost
parameters to future work. Under these cost assumptions, the
code parameters shown in Figure 5 have equal cost. The fifth
scheme, called OLS/Erasures is a novel technique that we
propose in this work, motivated by the possibility that p2 > 0.
The idea is to use an OLS code capable of correcting several
errors and to mark BIST-detected faults by erasures. These
erasures (along with possibly undetected errors) are corrected
by an errors-and-erasures OLS decoder.

0
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B. Yield and Reliability Comparisons
First, in Figure 6 we show a plot of the yields for five
schemes with two curves for each scheme. The solid line
indicates the case of p2 = 0, so that BIST is capable of
detecting all faults. The dotted lines indicate p2 = 0.1, so that
many faults are missed by BIST. All schemes follow a similar
pattern: the yield is 100% until a narrow increase in p1 yields
a dramatic drop in yield to 0. A surprising observation is that a
higher BIST miss rate p2 improves the yield. However, this
means that a higher fraction of faults exist during operation,
resulting in a higher SDC rate. Therefore, as we will see, in
the high p2 case, we pay for the yield with a higher SDC rate.
Next we plot silent data corruption (SDC) rates for the
schemes in Figures 7 and 8. We sweep p1 over the range
10−6 to 10−1 and include the two extreme cases p2 ∈ {0, 0.1}
for BIST reliability. In addition, we let the side information
storage fault rate p3 maintain a constant ratio with p1 , so
that higher p1 also yields higher p3 . The two ratios are 10−5
(top plot) and 10−1 (bottom plot). Naturally, the MS-ECC
scheme that does not use side information is identical in all
cases. However, we observe that erasure-based schemes are
less sensitive to BIST misses (high p2 ) compared to other
schemes. On the other hand, the p2 BIST failure parameter is
much less important when the p1 /p3 ratio is large (reliable
side information storage) compared to when p1 /p3 is low
(unreliable side information storage). These observations show
the power of our proposed framework: we can see the effect
of key parameters such as p3 and p2 (and their interplay) on
various techniques.
2 The performance of using our framework to derive parameters is dependent
on the efficiency of analytic solutions or of simulations. It took us approximately 10 minutes to gather the results presented here.
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We perform similar calculations for yield and SDC rates for
each of the five schemes in order to derive the plots described
in the yield and reliability comparison section below.
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Fig. 8. SDC rates for different fault rates p1 for five techniques in the
cases of p2 ∈ {0, 0.1}. Here, the fault probability of the side information is
p3 = p1 × 10−1 . This case models very unreliable side information storage.

V. C ONCLUSION
In this work, we introduced a general framework for errorcorrecting techniques in on-chip memories. The proposed
framework defines a rich design space and suggests different
approaches when selecting techniques for a particular set of
parameters or targets. As a proof-of-concept, we showed that
erasure-based schemes are less sensitive to BIST detection
failures and are therefore suitable for systems facing this issue.
For future work, there are many possible applications of the
framework to system design. The framework can also be extended in various ways. For example, we may seek a principled
technique or algorithm to derive allowable scheme parameters
for a fixed cost. In addition, we can perform a theoretical
analysis of the framework. Although a full optimization is
computationally intractable, the framework can be analyzed
and results derived for extreme cases. The resulting insights
can be used as heuristics helpful in performing system design.
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