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Scaling	
  services	
  
1. Giant	
  scale	
  services	
  

a. Questions	
  from	
  reviews	
  
i. Uptime	
  vs	
  recovery	
  time?	
  
ii. Unhelpful	
  focus	
  on	
  read-­‐only	
  services	
  
iii. Are	
  systems	
  more	
  network-­‐bound	
  than	
  disk	
  bound?	
  

1. It	
  is	
  when	
  you	
  introduce	
  caching	
  
iv. How	
  does	
  harvest	
  relate	
  to	
  non-­‐search	
  systems?	
  

1. Reduce	
  amount	
  of	
  data	
  for	
  adds,	
  recommendations	
  
2. Precision	
  of	
  #	
  of	
  messages	
  in	
  mailbox	
  
3. 	
  

b. Background:	
  
i. Eric	
  Brewer	
  and	
  some	
  grad	
  students	
  founded	
  inktomi	
  as	
  a	
  search	
  engine	
  

using	
  a	
  google-­‐style	
  architecture:	
  commodity	
  workstations	
  and	
  networks	
  
(myrinet	
  cluster)	
  

ii. We	
  read	
  his	
  papers	
  because	
  he	
  writes	
  about	
  his	
  experiences	
  (few	
  others	
  
do)	
  and	
  writes	
  for	
  our	
  community	
  

c. What	
  problems	
  addressed	
  in	
  this	
  paper?	
  
i. Basic	
  architecture	
  

1. Load-­‐balancing	
  front	
  end,	
  back-­‐end	
  nodes:,	
  separate	
  data	
  store	
  

	
  
2. Best-­‐effort	
  service	
  
3. Where	
  not	
  appropriate?	
  

a. E-­‐commerce:	
  want	
  to	
  store	
  orders,	
  credit	
  card	
  transactions	
  
4. Why	
  clusters?	
  

a. Only	
  way	
  to	
  scale	
  to	
  the	
  whole	
  planet	
  
b. Cheap	
  to	
  buy	
  
c. Incrementally	
  scalable	
  
d. Independent	
  failures	
  of	
  small	
  components	
  

5. Cluster	
  architecture:	
  
a. Use	
  "symmetric	
  design"	
  –	
  really	
  means	
  homogeneous	
  

ii. Load	
  management:	
  LARD	
  &	
  consistent	
  hashing	
  type	
  approaches	
  

but I intentionally ignore them here because they
are well studied elsewhere and because the issues
in this article are largely orthogonal to the use of
databases.

Advantages
The basic model that giant-scale services follow
provides some fundamental advantages: 

! Access anywhere, anytime. A ubiquitous infra-
structure facilitates access from home, work,
airport, and so on.

! Availability via multiple devices. Because the
infrastructure handles most of the processing,
users can access services with devices such as
set-top boxes, network computers, and smart
phones, which can offer far more functionali-
ty for a given cost and battery life.

! Groupware support. Centralizing data from
many users allows service providers to offer
group-based applications such as calendars, tele-
conferencing systems, and group-management
systems such as Evite (http://www.evite.com/).

! Lower overall cost. Although hard to measure,
infrastructure services have a fundamental cost
advantage over designs based on stand-alone
devices. Infrastructure resources can be multi-
plexed across active users, whereas end-user
devices serve at most one user (active or not).
Moreover, end-user devices have very low uti-
lization (less than 4 percent), while infrastruc-
ture resources often reach 80 percent utiliza-
tion. Thus, moving anything from the device
to the infrastructure effectively improves effi-
ciency by a factor of 20. Centralizing the
administrative burden and simplifying end
devices also reduce overall cost, but are harder
to quantify.

! Simplified service updates. Perhaps the most
powerful long-term advantage is the ability to
upgrade existing services or offer new services
without the physical distribution required by
traditional applications and devices. Devices
such as Web TVs last longer and gain useful-
ness over time as they benefit automatically
from every new Web-based service.

Components
Figure 1 shows the basic model for giant-scale
sites. The model is based on several assumptions.
First, I assume the service provider has limited
control over the clients and the IP network.
Greater control might be possible in some cases,
however, such as with intranets. The model also

assumes that queries drive the service. This is true
for most common protocols including HTTP, FTP,
and variations of RPC. For example, HTTP’s basic
primitive, the “get” command, is by definition a
query. My third assumption is that read-only
queries greatly outnumber updates (queries that
affect the persistent data store). Even sites that we
tend to think of as highly transactional, such as e-
commerce or financial sites, actually have this
type of “read-mostly” traffic1: Product evaluations
(reads) greatly outnumber purchases (updates), for
example, and stock quotes (reads) greatly out-
number stock trades (updates). Finally, as the side-
bar, “Clusters in Giant-Scale Services” (next page)
explains, all giant-scale sites use clusters.

The basic model includes six components:

! Clients, such as Web browsers, standalone e-
mail readers, or even programs that use XML
and SOAP initiate the queries to the services.

! The best-effort IP network, whether the public
Internet or a private network such as an
intranet, provides access to the service.

! The load manager provides a level of indirection
between the service’s external name and the
servers’ physical names (IP addresses) to preserve
the external name’s availability in the presence
of server faults. The load manager balances load
among active servers. Traffic might flow through
proxies or firewalls before the load manager.

! Servers are the system’s workers, combining
CPU, memory, and disks into an easy-to-repli-
cate unit. 
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Figure 1.The basic model for giant-scale services. Clients connect via
the Internet and then go through a load manager that hides down
nodes and balances traffic.
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iii. High	
  availability	
  
d. Availability	
  

i. Metrics	
  
1. 	
  MTTF/MTBF	
  =	
  time	
  between	
  failures	
  
2. MTTR	
  =	
  time	
  to	
  repair	
  

a. Restart	
  app	
  after	
  app	
  crash	
  
b. Reboot	
  after	
  system	
  crash	
  
c. Repair	
  /replace	
  hardware	
  after	
  hardware	
  crash	
  
d. Move	
  workload	
  to	
  another	
  machine	
  
e. QUESTION:	
  Which	
  should	
  you	
  try	
  to	
  improve	
  –	
  MTTR	
  or	
  

MTTF?	
  
i. Depends	
  on	
  how	
  long	
  computations	
  run	
  for	
  –	
  if	
  

short,	
  then	
  little	
  is	
  lost	
  from	
  a	
  failure	
  
3. Availability/uptime	
  =	
  (MTBF-­‐MTTR)/MTBF	
  =	
  fraction	
  of	
  time	
  you	
  

are	
  available	
  to	
  serve	
  data	
  
a. In	
  a	
  setting	
  with	
  multiple	
  data	
  centers	
  and	
  independent	
  

failures,	
  what	
  does	
  this	
  mean?	
  
i. What	
  a	
  single	
  user	
  sees?	
  	
  

1. If	
  the	
  internet	
  goes	
  down	
  on	
  their	
  side,	
  they	
  
see	
  zero	
  

ii. Aggregate:	
  of	
  all	
  requsts/	
  what	
  fraction	
  served?	
  
4. Yield	
  =	
  #	
  queries	
  completed	
  /	
  #	
  queries	
  offered	
  

a. Aggregate	
  availability	
  
b. QUESTION:	
  How	
  define	
  for	
  google	
  docs	
  or	
  gmail?	
  

5. Harvest	
  =	
  data	
  available	
  (how	
  much	
  data	
  used	
  for	
  query)	
  /	
  
complete	
  data	
  

a. Q:	
  how	
  use	
  in	
  email?	
  
i. What	
  fraction	
  of	
  inbox/total	
  messages	
  available?	
  

b. Q:	
  how	
  use	
  in	
  ecommerce?	
  
i. Reduce	
  number	
  of	
  suggestions	
  

c. Q:	
  how	
  use	
  in	
  ebay?	
  
i. Simplified	
  rendering	
  of	
  pages,	
  fewer	
  suggestions	
  or	
  

data	
  per	
  page	
  
d. Q:	
  how	
  use	
  in	
  new	
  york	
  times	
  online?	
  

i. Simplified	
  pages,	
  less	
  dynamic	
  content	
  
	
  

e. Architectures	
  for	
  availability:	
  
i. Replication:	
  store	
  multiple	
  copies	
  of	
  data	
  

1. Q:	
  what	
  happens	
  on	
  failure?	
  
a. Yield	
  goes	
  down	
  –	
  fewer	
  servers	
  to	
  answer	
  results	
  
b. Harvest	
  stays	
  same	
  (all	
  data	
  still	
  available)	
  

ii. Partition:	
  split	
  data	
  into	
  smaller	
  chunks	
  
1. Q:	
  what	
  happens	
  on	
  failure?	
  

a. Harvest	
  goes	
  down	
  –	
  cannot	
  see	
  all	
  data	
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b. Yield	
  stays	
  same	
  (copies	
  of	
  other	
  data	
  stay	
  same)	
  
iii. QUESTION:	
  What	
  does	
  consistent	
  hashing	
  /LARD	
  do?	
  

1. Mostly	
  partitioning,	
  replication	
  only	
  for	
  super-­‐hot	
  data	
  
iv. NOTE:	
  everybody	
  does	
  both	
  
v. Replication	
  and	
  read/write	
  data	
  

1. For	
  read-­‐only	
  data,	
  replication	
  adds	
  scalability	
  –	
  can	
  serve	
  more	
  
than	
  possible	
  on	
  a	
  single	
  machine	
  

2. For	
  read/write	
  data,	
  write	
  throughput	
  limited	
  to	
  what	
  a	
  single	
  
machine	
  can	
  handle	
  

a. Must	
  write	
  to	
  all	
  machines,	
  so	
  replication	
  does	
  not	
  
improve	
  throughput	
  

b. Must	
  partition	
  to	
  the	
  point	
  where	
  load	
  can	
  be	
  handled	
  by	
  
a	
  single	
  machine	
  

f. Scalability	
  
i. DQ	
  principle	
  

1. Data	
  per	
  query	
  X	
  queries	
  per	
  second	
  =	
  constant	
  for	
  a	
  given	
  
cluster/architecture	
  

a. This	
  is	
  the	
  amount	
  of	
  data	
  you	
  need	
  to	
  process	
  per	
  second,	
  
driven	
  by	
  number	
  of	
  machines,	
  disk	
  throughput,	
  network	
  
throughput,	
  memory	
  capacity	
  (for	
  caching)	
  

2. DQ	
  of	
  a	
  cluster	
  is	
  a	
  capacity	
  metric	
  
a. DQ	
  of	
  a	
  workload	
  is	
  the	
  demand	
  on	
  the	
  cluster.	
  You	
  hope	
  

the	
  DQ	
  of	
  the	
  cluster	
  is	
  higher	
  than	
  the	
  DQ	
  of	
  the	
  demand	
  
ii. How	
  do	
  replication/partitioning	
  and	
  failures	
  affect	
  DQ?	
  

1. Replication:	
  increase	
  #	
  of	
  queries	
  per	
  second	
  by	
  having	
  more	
  
machines	
  answer	
  each	
  query	
  

a. Failure	
  leads	
  to	
  fewer	
  queries	
  per	
  second	
  
2. Partitioning:	
  increase	
  amount	
  of	
  data	
  by	
  having	
  more	
  machines	
  

store	
  data	
  
a. Failure	
  leads	
  to	
  less	
  data	
  per	
  query	
  

3. Result:	
  a	
  failure	
  in	
  either	
  case	
  reduces	
  aggregate	
  capacity	
  the	
  same	
  
way	
  

4. 	
  
5. What	
  happens	
  to	
  the	
  load?	
  Must	
  send	
  it	
  somewhere	
  else	
  (with	
  

replication)	
  
a. If	
  lose	
  1/n	
  machines,	
  then	
  each	
  other	
  machine	
  must	
  add	
  

1/(n-­‐1)	
  more	
  capacity	
  (with	
  replication)	
  
The traditional view of replication silently

assumes that there is enough excess capacity to
prevent faults from affecting yield. We refer to this
as the load redirection problem because under
faults, the remaining replicas have to handle the
queries formerly handled by the failed nodes.
Under high utilization, this is unrealistic. 

Table 1 generalizes this analysis to replica groups
with n nodes. Losing two of five nodes in a replica
group, for example, implies a redirected load of 2/3
extra load (two loads spread over three remaining
nodes) and an overload factor for those nodes of 5/3
or 166 percent of normal load.

The key insight is that replication on disk is
cheap, but accessing the replicated data requires
DQ points. For true replication you need not only
another copy of the data, but also twice the DQ
value. Conversely, partitioning has no real savings
over replication. Although you need more copies
of the data with replication, the real cost is in the
DQ bottleneck rather than storage space, and the
DQ constant is independent of whether the data-
base is replicated or partitioned. An important
exception to this is that replication requires more
DQ points than partitioning for heavy write traf-
fic, which is rare in giant-scale systems.

According to these principles, you should
always use replicas above some specified through-
put. In theory, you can always partition the data-
base more thinly and avoid the extra replicas, but
with no DQ difference, it makes more sense to
replicate the data once the partitions are a conve-
nient size. You will enjoy more control over har-
vest and support for disaster recovery, and it is
easier to grow systems via replication than by
repartitioning onto more nodes.

We can vary the replication according to the
data’s importance, and generally control which
data is lost in the presence of a fault. For example,
for the cost of some extra disk space we can repli-
cate key data in a partitioned system. Under nor-
mal use, one node handles the key data and the
rest provide additional partitions. If the main node
fails, we can make one of the other nodes serve the

key data. We still lose 1/n of the data, but it will
always be one of the less important partitions. This
combined approach preserves the key data, but
also allows us to use our “replicated” DQ capacity
to serve other content during normal operation.

Finally, we can exploit randomization to make
our lost harvest a random subset of the data, (as
well as to avoid hot spots in partitions). Many of
the load-balancing switches can use a (pseudo-
random) hash function to partition the data, for
example. This makes the average and worst-case
losses the same because we lose a random subset
of “average” value. The Inktomi search engine uses
partial replication; e-mail systems use full replica-
tion; and clustered Web caches use no replication.
All three use randomization.

Graceful Degradation
It would be nice to believe that we could avoid sat-
uration at a reasonable cost simply by good design,
but this is unrealistic for three major reasons.

! The peak-to-average ratio for giant-scale sys-
tems seems to be in the range of 1.6:1 to 6:1,
which can make it expensive to build out
capacity well above the (normal) peak.

! Single-event bursts, such as online ticket sales
for special events, can generate far above-aver-
age traffic. In fact, moviephone.com added 10x
capacity to handle tickets for “Star Wars: The
Phantom Menace” and still got overloaded.

! Some faults, such as power failures or natural
disasters, are not independent. Overall DQ
drops substantially in these cases, and the
remaining nodes become saturated.

Given these facts, mechanisms for graceful degra-
dation under excess load are critical for delivering
high availability. The DQ principle gives us new
options for graceful degradation: We can either
limit Q (capacity) to maintain D, or we can reduce
D and increase Q. We can focus on harvest through
admission control (AC), which reduces Q, or on
yield through dynamic database reduction, which
reduces D, or we can use a combination of the two.
Temporarily cutting the effective database size in
half, for instance, should roughly double our
capacity. Some giant-scale services have just start-
ed applying the latter strategy.

The larger insight is that graceful degradation
is simply the explicit process for managing the
effect of saturation on availability; that is, we
explicitly decide how saturation should affect
uptime, harvest, and quality of service. Here are
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Table 1. Overload due to failures.
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i. 5	
  machines,	
  1	
  crashes	
  -­‐>	
  each	
  machine	
  has	
  ¼	
  more	
  
capacity	
  (divide	
  1	
  machine	
  over	
  4)	
  

b. Other	
  machines	
  have	
  n/(n-­‐1)	
  load	
  (5/4	
  in	
  our	
  example)	
  
	
  

g. What	
  happens	
  at	
  overload?	
  
i. Overload	
  can	
  happen	
  when	
  unexpected	
  failures	
  (data	
  center)	
  or	
  

unexpected	
  workloads	
  (Slashdot	
  effect)	
  
ii. What	
  bad	
  thing	
  happens?	
  

1. Congestion	
  collapse:	
  latencies	
  get	
  so	
  long	
  everybody	
  times	
  out	
  and	
  
retries	
  

iii. How	
  can	
  you	
  handle?	
  
1. Must	
  reduce	
  DQ	
  of	
  the	
  load	
  

a. Queries	
  per	
  second:	
  admission	
  control	
  
i. Fail	
  low-­‐priority	
  queries	
  

b. Data	
  per	
  query:	
  incomplete	
  answers	
  
i. Fewer	
  email	
  messages	
  displayed	
  (in	
  email)	
  
ii. Fewer	
  tail	
  search	
  results	
  
iii. Fail	
  complex	
  queries	
  early	
  (lower	
  average	
  data	
  per	
  

query)	
  
iv. Stale	
  data	
  (more	
  caching)	
  

h. Online	
  evolution	
  
i. Cannot	
  take	
  down	
  an	
  internet	
  service	
  (although	
  AOL	
  used	
  to	
  go	
  down	
  for	
  

a	
  few	
  hours	
  every	
  week	
  
ii. Key	
  question:	
  can	
  versions	
  co-­‐exist?	
  
iii. Solutions:	
  

1. Fast	
  reboot:	
  reboot	
  all	
  machines	
  at	
  the	
  same	
  time	
  during	
  off	
  peak	
  
hours	
  

a. Avoid	
  incompatibilities	
  
2. Rolling	
  upgrade:	
  upgrade	
  in	
  waves,	
  take	
  down	
  1/#waves	
  at	
  a	
  time	
  

a. Longer	
  latency,	
  lower	
  impact	
  
b. Need	
  to	
  support	
  co-­‐existence	
  of	
  versions	
  

3. Big	
  flip	
  
a. Do	
  half	
  the	
  machines	
  at	
  a	
  time,	
  switch	
  from	
  old	
  to	
  new	
  

with	
  network	
  switch	
  
iv. Must	
  support	
  lowered	
  throughput	
  during	
  upgrade,	
  or	
  do	
  during	
  off-­‐peak	
  

hours	
  
i. Why	
  read	
  

i. See	
  how	
  load	
  balancing	
  fits	
  into	
  picture	
  
ii. See	
  how	
  make	
  service	
  infinitely	
  scalable	
  

1. Replicate,	
  partition	
  
2. Plan	
  for	
  added	
  load	
  after	
  failure	
  

iii. See	
  fault	
  tolerance	
  techniques	
  
1. MTTR	
  vs	
  MTTF	
  

iv. See	
  issues	
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1. Upgrades	
  
2. Capacity	
  (throughput)	
  =	
  DQ	
  

2. Dynamo	
  
a. Questions	
  from	
  reviews?	
  

i. Gossip-­‐based	
  protocol	
  
1. Does	
  it	
  limit	
  size?	
  They	
  say	
  they	
  have	
  a	
  size	
  limit	
  elsewhere	
  

b. Why	
  read	
  this	
  paper?	
  
i. Introduction	
  to	
  a	
  ton	
  of	
  ideas	
  

1. merkle	
  trees	
  
2. quorum	
  protocols	
  
3. gossip	
  protocols	
  
4. vector	
  clocks	
  
5. Anti-­‐entropy	
  replication	
  	
  
6. CAP	
  theorem	
  

c. Looks	
  at	
  issues	
  of	
  partitioning	
  &	
  replication	
  &	
  fault	
  tolerance	
  &	
  load	
  specifically	
  
d. What	
  are	
  key	
  ideas	
  

i. Define	
  the	
  appropriate	
  service	
  
1. key-­‐value	
  store	
  vs	
  RDBMS	
  

ii. Define	
  the	
  appropriate	
  consistency	
  metric	
  
1. Generally,	
  what	
  is	
  the	
  loosest	
  thing	
  your	
  application	
  can	
  handle?	
  

a. Dynamo:	
  
i. No	
  lost	
  data	
  or	
  silent	
  overwrites	
  
ii. Always	
  writeable	
  

iii. Partition	
  your	
  data	
  
1. Hash	
  on	
  the	
  key	
  of	
  an	
  object	
  
2. Assign	
  servers	
  to	
  hash	
  buckets	
  explicitly	
  (consistent	
  hashing)	
  
3. Virtual	
  servers	
  to	
  spread	
  load	
  more	
  evenly	
  

iv. Replicate	
  your	
  data	
  
1. Write	
  data	
  to	
  some	
  number	
  of	
  nodes	
  
2. Read	
  from	
  some	
  number	
  of	
  nodes	
  
3. If	
  you	
  can	
  guarantee	
  they	
  overlap,	
  then	
  you	
  have	
  consistency	
  
4. Assign	
  a	
  coordinator	
  among	
  top	
  N	
  replicas	
  

a. helps	
  with	
  consistency	
  because	
  it	
  knows	
  of	
  previous	
  
versions	
  of	
  data	
  

v. Handle	
  failures	
  
1. Send	
  reads/writes	
  somewhere	
  else	
  

a. hinted	
  handoff	
  
2. Propagate	
  changes	
  back	
  on	
  recovery	
  

a. merkle	
  trees	
  &	
  anti-­‐entropy	
  for	
  detecting	
  missing	
  changes	
  
vi. Keep	
  track	
  of	
  members	
  

1. Explicit	
  add/remove	
  of	
  nodes	
  by	
  admins	
  
a. permanently	
  changes	
  the	
  home	
  of	
  data	
  

2. Failure	
  detector	
  &	
  periodic	
  retry	
  for	
  temporary	
  outages	
  
a. Temporarily	
  sends	
  reads/writes	
  to	
  next	
  nodes	
  down	
  ring	
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vii. Locate	
  data	
  
1. Load	
  balancer	
  to	
  ring	
  member	
  for	
  dumb	
  clients	
  

a. adds	
  layer	
  of	
  indirection	
  but	
  removes	
  complexity	
  of	
  client	
  
2. Smart	
  clients	
  know	
  which	
  servers	
  to	
  contact	
  

a. reduces	
  latency	
  at	
  a	
  complexity	
  cost	
  
e. Big	
  idea:	
  

i. Build	
  the	
  simplest	
  useful	
  system	
  
1. Reduce	
  the	
  guarantees	
  to	
  the	
  ones	
  you	
  cannot	
  provide	
  at	
  a	
  higher	
  

level	
  	
  
a. write	
  availability	
  

2. Push	
  complexity	
  out	
  of	
  the	
  service	
  to	
  client	
  when	
  feasible	
  
a. Managing	
  conflicts	
  

3. Leverage	
  centralization	
  when	
  possible	
  
a. assignment	
  of	
  tokens	
  to	
  servers	
  
b. Seeds	
  

	
  
	
  


