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Disclaimer: This document is intended as an informal supplement to in-class note-taking. It has
not been given the level of scrutiny expected in polished lecture notes, let alone that reserved for
peer-reviewed publications.

In this lecture, we explore correlated noise mechanisms, the most well-known example of which is
DP-Follow-The-Regularized-Leader (DP-FTRL). To lay the groundwork for understanding correlated
noise in Differentially Private Gradient Descent (DP-GD), we first review the factorization mechanism,
the binary tree mechanism, and prefix sums.

1 Factorization for Linear Queries

Definition 1.1 (Linear Queries). We want to answer k linear queries f1, f2, . . . , fk over a dataset
x1, . . . , xn ∈ U , where |U| = m. For each j ∈ [k], the query is defined as fj(x) =

1
n

∑n
i=1 φj(xi),

with predicates φj : U → {0, 1}. The overall workload is a function F : Un → [0, 1]k.

To rewrite this in matrix notation:

• We represent the data as a histogram hx ∈ [0, 1]m, where (hx)u = 1
n |{i ∈ [n] : xi = u}|.

• We represent each predicate as a vector vφj ∈ {0, 1}m, where vφj = (φj(u1), φj(u2), . . . , φj(um)).

• Consequently, each query can be written as an inner product: fj(x) = ⟨vφj , hx⟩.

• Our workload matrix F is constructed by stacking these predicate vectors:

F =


vφ1

vφ2

...
vφk


Our goal is to accurately approximate Fhx.

The standard Gaussian mechanism would simply return Fhx + Z, where Z ∼ N (0, σ2I). However,
this may be less accurate than necessary. For example, if all queries are identical, the basic Gaussian
mechanism would redundantly add independent noise to each repeated query. The factorization
mechanism, on the other hand, can evaluate the query once and reuse the result for the remaining
queries.

The factorization mechanism operates as follows:

1. Find matrices R (Reconstruction) and M (Measurement) such that F = RM .

2. Return R(Mhx + Z).
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If we expand the factorization mechanism’s output:

R(Mhx + Z) = RMhx +RZ = Fhx +N (0, σ2RRT )

From the covariance matrix of the noise (σ2RRT ), we can clearly see that the answers for all queries
will be correlated with one another.

In Lecture 6 we covered the accuracy and privacy considerations of this approach, but we won’t
need this information today.

2 Binary Tree Mechanism & Prefix Sums

We now discuss an important instance of this approach.

Suppose we have T individuals, each holding a single bit xt. Our task is to estimate the prefix sum
St =

∑t
τ=1 xτ for all t = 1, . . . , T . This fits naturally into the linear query framework.

f14

f12 f34

f11 f22 f33 f44

x1 x2 x3 x4

Recall that for interval queries, we want to answer fs,t(x) =
∑t

τ=s xτ . From Lecture 5, we learned
about the Binary Tree Mechanism, and the specific procedure is as follows:

1. Add Lap
(
O(log T )

ε

)
noise to each node in the tree. This preserves DP, since changing a single

bit can change log T counts (i.e., this is a bound on global sensitivity).

2. Measure: For each node in the tree, obtain noisy estimates f̃1,1, f̃1,2, f̃2,2, . . .

3. Reconstruct: Calculate the desired prefix sums using the tree’s nodes. For example:

(a) f̃1,1

(b) f̃1,2

(c) f̃1,3 = f̃1,2 + f̃3,3

(d) f̃1,4 = f̃1,2 + f̃3,4

Notice that f̃1,2 is used in both the second and third reconstruction steps. Because of this
reuse, the noise across these reconstructed answers is inherently correlated.

Remark 2.1. 1. Each output relies on at most log T noise variables, meaning the total accumu-
lated error is polylog(T ).
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2. The noise is correlated.

3. There is nothing restrictive about the answers being single bits; this mechanism easily extends
to multivariate settings where xi ∈ Rd.

4. Answers can be provided sequentially. Because we do not need to observe future data points
to compute the current prefix sum, this serves naturally as a streaming or online algorithm.

3 Correlated Noise for DP-(S)GD

Recall that for DP-GD, we start with an initialized parameter θ0. Our subsequent iterates are
computed as:

θ1 = θ0 − ηg0

θ2 = θ1 − ηg1 = θ0 − η(g0 + g1)

In general, the update rule at step t is:

θt = θ0 − η

t−1∑
τ=0

gτ

This reveals that the gradient update is effectively a prefix sum! Therefore, our focus shifts:
instead of trying to estimate each individual gradient gt perfectly (the old goal), we now want to
estimate the prefix sum St :=

∑t
i=1 gi as accurately as possible (the new goal).

If we define the gradient matrix G and the prefix-sum matrix S as:

G =


g0
g1
...

gt−1

 , S =


S1

S2
...
St


We can express the relationship as S = AG, where A is the well-studied prefix-sum workload matrix:

A =


1 0 0 0 . . . 0
1 1 0 0 . . . 0
1 1 1 0 . . . 0
...

...
...

...
. . .

...
1 1 1 1 . . . 1


Applying the factorization mechanism here means we factor A = BC and release:

B(CG+ Z) = BCC−1(CG+ Z) = A(G+ C−1Z)

where Z is Gaussian noise. If we take C to be the identity matrix, we recover the standard mechanism
we analyzed previously.

This is a clean formula, but it hides a lot of complications, some of which are active research
questions.
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1. Adaptivity: It is not immediately obvious whether this streaming process maintains privacy;
unlike our previous privacy analysis for the factorization mechanism, the gradients (which in
this setting play the role of data points) are chosen adaptively. (Though the privacy analysis
has been solved, the analysis is non-trivial.)

2. Factorization Quality: It is unclear exactly what constitutes a “good” factorization A = BC
that minimizes error. A natural approach is to try to make each prefix-sum as accurate as
possible, but this may not be optimal.

3. Computation: Two main questions here.

• Can we efficiently compute a good factorization? Finding optimal matrices often requires
solving a computationally intensive semidefinite program (SDP), whose size scales with
the number of steps needed in the optimization process.

• Can we efficiently generate the correlated noise during the training process? This could
easily produce a large computational overhead at each training step.

This is a highly active research area. The work of Kairouz et al. [2021] introduced the example of
DP-Follow-The-Regularized-Leader (DP-FTRL), which is the most well-known version of DP
training with correlated noise. For further literature review, technical details, and open problems,
see the recent monograph of Pillutla et al. [2025].
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