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Inverse Sensitivity Mechanism

Definition

For a function f : X7 — ), the inverse sensitivity mechanism Ai,, samples
from

p(y) o exp (—g -lenf(y;X))

where

lens(y; x) = i)r;n,f {dH(X,X’) | f(x') = Y)}

Here dy(x,x’) is Hamming distance.

Important questions we will ignore:
@ How can we compute lens(y; x)?

@ How can we sample from p(y)?
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Local Modulus of Continuity

We've seen local sensitivity:

LS¢(x) = sup ||f(x) — F(x')||

LSk(x) = sup |£(x) = F(x)]| -
d(xx') <k

This has another name.

Definition

The local modulus of continuity of f at x is, for k € N,

wr(x; k) = sup | F(x) = (X)) -

d(x,x')<k
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Utility for Inverse Sensitivity, Discrete Case

Let diam(Y) = sup,, yey [|u — v|.

For f : X™ — Y, on any input x, with probability 1 — 8 A,y returns y

such that

17— F()) < wf( = (M»

Vacuous guarantee when |Y| = +oo, which is what we usually care about.
Two options to proceed:

e Can assume more about the distribution/estimator.

@ Can modify the mechanism.
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Smoothed Inverse Sensitivity Mechanism

Definition
For a function f : X" — Y and p > 0, the smoothed inverse sensitivity

mechanism A’ samples from

&
p(y) o< exp (—5 -len?(y:X))

where

lenf(y; x) = iQ,f{dH(Xaxl) RLCORS]
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Utility for Smoothed Inverse Sensitivity

Theorem (Utility for Smoothed Inverse)

For f : X" — Y C B(0, R), on any input x, with probability 1 — 8 AL
returns y such that

15 = 100l < (.2 - (d1og(R/p+ 1) + log(a/3) ).

Proof is very similar to analysis on Homework 2.
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Robust Estimation

Well-studied definition that captures insensitivity to model misspecification
or data corruptions, even adversarial ones.

Definition

Fix a distribution P and population quantity p(P). Algorithm A is a
(7, B, )-robust estimator for p(P) if with probability 1 — 3 over the draw
of x ~ P®" for all x’ that differ from x in at most nT entries we have

AG) — p] < o

Today, will assume the robust estimator is deterministic.
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Prior Work on Robustness and DP

Almost immediately, privacy researchers knew that:

@ DP algorithms are automatically robust to low levels of adversarial
corruptions, and

@ Robust algorithms tend to be useful tools for designing DP algorithms.

A formal version of (1) is folklore, but its full implications are still being
explored.

Until recently, we lacked general tools to operationalize (2).
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Privacy to Robustness

The output of DP algorithms cannot change much if you change a single
point.

This applies to changing many points.

Lemma (Group Privacy)

Suppose A is e-DP. If datasets x and x' satisfy dy(x, x") < k, then

A(x) e A(X).

l.e., for any event E, Pr[A(x) € E] < e Pr[A(X') € E].
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Privacy to Robustness

Suppose A is e-DP and satisfies: for x ~ P®", with probability at least
1 — B we have |A(x) — u(P)|| < a.
For any v € (0,1), let T = M Then A is (7, 3/, a)-robust.

Let W ={y ||y —ull >a}. Forx~ P®" and x’ with dy(x,x") < 7n:
Pr{A(x") € W] < ™™ Pr[A(x) € W]

= exp (% . na) - Pr[A(x) € W].

Finally, Pr[A(x) € W] < 3 by assumption. O
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Robust-to-Private

Concurrent works of Hopkins, Kamath, Majid, Narayanan (2023) and Asi,
Ullman, and Zakynthinou (2023).

Let A: X" — Y C B(0, R) be a (r, 3, a)-robust estimator for j(P). If

n> T%(dlog (R/a+1) + log(1/5))

With probability at least 1 — 23, A’

‘v With p = « returns y such that,

17 — wll < 4o

Lecture 20: Robustness-to-Privacy March 27, 2026



Proof on Board
Theorem (Utility for Smoothed Inverse)

For f : X" — Y, on any input x, with probability 1 — 3 Al  returns y
such that

15 = FC0ll < wr (i 2 - (dlog(R/p -+ 1) + log(1/) ).

Let A: X" — Y C B(0,R) be a (t, 3, a)-robust estimator for u(P). If

n> %(d log (R/ao + 1) + log(1/3))

With probability at least 1 — 23, A°

‘ay With p =« returns y such that,

17 — pll < 4a.
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Today's Discussion

We saw, informally,
@ DP algorithms are automatically somewhat robust
@ Robust algorithms imply the existence of DP algorithms

Remember: the details matter! This topic is far from settled.

Our discussion was restricted to

@ Pure DP
@ Information-theoretic (no talk of computation)

@ Parameter estimation in a fixed norm
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Some Open Directions

Surprising observation: for many tasks, the best-known DP algorithm is
also robust.

Consider the following simpler “robustness-to-privacy” transformation: for
robust A, run A(x) and add Gaussian noise. This doesn't work, but it's
not obviously a dead-end algorithmically, either.

Many questions about sample and computational efficiency for key tasks.
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