
CS839: Differential Privacy and Learning April 9, 2026

Lecture 22: Score Attack and Fingerprinting

Instructor: Gavin Brown Scribe: Gavin Brown

Disclaimer: This document is intended as an informal supplement to in-class note-taking. It has
not been given the level of scrutiny expected in polished lecture notes, let alone that reserved for
peer-reviewed publications.

In these notes we will discuss techniques for proving lower bounds for statistical estimation under
approximate differential privacy. Our presentation draws directly from Duchi [2025] and Smith and
Ullman [2025]; see Section 5 for discussion of the literature.

Recall from our analysis of FriendlyCore that we gave an (ε, δ)-DP algorithm which, given n i.i.d.

samples from a Gaussian N (µ, I), if n ≳ log(1/δ)
ε , with probability at least 9/10 returns an estimate

µ̃ such that

∥µ̃− µ∥22 ≲
d

n
+

d2

n2ε2
· log(1/δ).

The first term is required even without privacy: the empirical mean satisfies E ∥µ̂− µ∥22 =
d
n , and

this is optimal.

Today we will work toward proving a lower bound: if A is (ε, δ)-DP and δ is sufficiently small, then

E
[
∥A(X)− µ∥22

]
≳

d2

ε2n2
.

This establishes that, up to the log(1/δ) factor and ignoring the difference between accurate-on-
average and accurate-with-high-probability, FriendlyCore is optimal.1

We remark that, for this specific result, the techniques developed here are somewhat overkill. There
are more direct ways to prove this lower bound. However, the framework here applies in much
greater generality and also helps us develop intuition for why such results hold.

1 Membership Inference Attacks

At the core of these proofs is a particular membership inference attack (MIA). In a standard MIA,
an attacker is given a data point x′ and the output of an algorithm A(X), where X is the training
data. The attacker’s job is to distinguish whether x′ ∈ X (the IN case) or x′ /∈ X (the OUT case).
The is the most common attack used to evaluate privacy in practice, in addition to its use as a
theoretical tool.

We will consider MIAs which compute a test statistic T (x′, A(X)) and then threshold, i.e., for some
τ ∈ R, the attacker returns “IN” if T (x′, A(X)) ≥ τ and “OUT” otherwise.

Example 1.1. A(X) may output the weights w of a trained language model, i.e., the weights define
a distribution qw(x) with which we can assign probabilities to text. One baseline MIA use the

1Algorithms with better sample complexity are known, although we will not cover them today.
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negative loss as a test statistic: T (x′, A(X)) = log pw(x
′), since we often expect training examples

to have lower loss than examples that weren’t seen during training.

Today we will explore the implications of a particular test statistic/MIA for a wide variety of
learning tasks. For us, the MIA will only be a tool in the theoretical analysis. We will not actually
run it.

2 Setup

We start by assuming a family of distribution {pθ}, where each distribution corresponds to a
particular underlying parameter θ. We use the standard negative log-likelihood loss: for a data
point x,

ℓθ(x) = − log pθ(x).

We define the score
ℓ̇θ(x) = ∇θℓθ(x)

and the Fisher information

J(θ) = Eθ

[
ℓ̇θ(x))ℓ̇θ(x)

T
]
,

where we use the notation Eθ to denote the expectation with respect to x ∼ pθ, and omit the
subscript entirely when it is unambiguous. We will assume that Eθ[ℓ̇θ(x)] = 0, which should be
interpreted as: on average over data from the distribution pθ, the parameter θ has the lowest loss.2

At this point, it may unclear how to interpret the score and Fisher information, or to understand
why the latter is called “information.” That’s ok, we will build up the intuition we need.

Example 2.1. Consider the family of d-dimensional Gaussians with identity covariance: {N (µ, I)}µ∈Rd .
They have density

pµ(x) =
1

(2π)d/2
· exp

(
−1

2
∥x− µ∥22

)
.

Thus the loss is ℓµ(x) =
1
2 ∥x− µ∥22−

d
2 log(2π), the score is ℓ̇θ(x) = x−µ, and the Fisher information

is J(µ) = E[(x− µ)(x− µ)T ] = I.

3 The Score Attack

The score attack, introduced in Cai et al. [2023], uses the following test statistic:

Tθ(x
′, A(X)) = ⟨A(X)− θ, ℓ̇θ(x

′)⟩.

Why should this be a useful quantity to consider? On the one hand, when x′ /∈ X, the two sides of
the inner product are independent. We will formalize this and show that, in this OUT case, Tθ is
mean-zero and unlikely to be too large.

On the other hand, suppose x′ ∈ X and let vector v denote ℓ̇θ(x
′). Intuitively, v tells us “if you

move your estimate away from θ in the direction of v, you’ll get lower loss on x′.” This test
statistic captures a sense in which the algorithm’s empirical estimate differs from the true underlying
parameter.

To use this test statistic to prove lower bounds, we execute three steps that we make quantitative
below.

2Today we will not need to worry about if the loss function is convex.
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• Step 1 (IN): when x ∈ X, Tθ(x,A(X)) is “large.”

• Step 2 (OUT): when x′ /∈ X, Tθ(x
′, A(X)) is “small.”

• Step 3 (Privacy): For any x and x′,

Tθ(x,A(X)) ≈ Tθ(x
′, A(X)).

We will deal with these steps in reverse order.

Step 3 (Privacy) We want to apply the fact that A is DP. Above, we framed this as: for x ∈ X
and x′ /∈ X, we have the following indistinguishability:

Tθ(x,A(X)) ≈ε,δ Tθ(x
′, A(X)).

Equivalently, we can think of x1 as begin the first element of X and let dataset X ′ be equal to X
except with a fresh draw of the first entry. Then the above is equal to asking

Tθ(x1, A(X)) ≈ε,δ Tθ(x1, A(X
′)).

In this formulation, it’s easier to see that this holds by postprocessing.

We apply indistinguishability via the following lemma [Steinke and Ullman, 2016, Kamath et al.,
2019, Cai et al., 2021, 2023].

Lemma 3.1. Abbreviate T = Tθ(x,A(X)) and T ′ = Tθ(x
′, A(X)) and assume ε ∈ (0, 1]. For any

B > 0 we have

E[T ] ≤ E[T ′] + 2εE[|T ′|] + 2δB +

∫ ∞

B
Pr(|T | > b)db.

To apply this technique one has to pick an appropriate parameter B and ensure δ is sufficiently
small, but today we will simply ignore the last two terms. We will prove that E[T ′] = 0 in our next
lemma.

Step 2 (OUT case) We establish Step 2 with the following lemma. Observe that it does not use
the fact that the algorithm is differentially private.

Lemma 3.2 (OUT Case). Let X ∼ p⊗n
θ and let x′ ∼ pθ independently. Then E[Tθ(x

′, A(X))] = 0
and

E
[∣∣Tθ(x

′, A(X))
∣∣] ≤ √

E
[
∥A(X)− θ∥22

]√
∥J(θ)∥2.

Proof. The test statistic is mean-zero because ℓ̇θ(x
′) is independent of A(X)−θ and itself mean-zero.

For the second inequality, we work with the square and apply Jensen’s inequality:

EX,x′
[∣∣Tθ(x

′, A(X))
∣∣]2 ≤ EX,x′

[
Tθ(x

′, A(X))2
]

= EX,x′

[
(A(X)− θ)T ℓ̇θ(x

′)ℓ̇θ(x
′)T (A(X)− θ)

]
= EX

[
(A(X)− θ)TEx′

[
ℓ̇θ(x

′)ℓ̇θ(x
′)T

]
(A(X)− θ)

]
,

where we have written out the inner product and pushed the expectation over x′ inside (using the
fact that X and x′ are independent).
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Then we recognize that the inner expectation is exactly the Fisher information:

EX,x′
[∣∣Tθ(x

′, A(X))
∣∣]2 ≤ EX

[
(A(X)− θ)TJ(θ)(A(X)− θ)

]
.

Finally, we apply the fact that for any matrix A and vector v we have vTAv ≤ ∥v∥22 ∥A∥2. Taking
square roots on both sides, we have finished the proof.

Step 1 (IN) To keep the discussion general, we will for now assume this step is already done.
(We will see a specific example below, in Section 4). Assume we know some number C such that

C ≤
n∑

i=1

E[Tθ(xi, A(X))],

where x1, . . . , xn are the n elements of X.

Putting Things Together For independent x′, we have

C
(1)

≤
n∑

i=1

E[Tθ(xi, A(X))]
(3)

≲ 2ε
n∑

i=1

E[
∣∣Tθ(x

′, A(X))
∣∣]

= 2εn · E[
∣∣Tθ(x

′, A(X))
∣∣]

(2)

≤ 2εn

√
E
[
∥A(X)− θ∥22

]√
∥J(θ)∥2

Rearranging, we get the following lower bound on the mean squared error of our DP algorithm:

E
[
∥A(X)− θ∥22

]
≳

C2

∥J(θ)∥2
· 1

ε2n2
.

To apply this to a specific problem, the main step is to establish Step 1, showing some problem-
specific lower bound C. Such a result is usually called a fingerprinting lemma. We now turn to
establishing such a lemma for Gaussian mean estimation.

4 Fingerprinting For Gaussians

In this section we will follow the presentation of Smith and Ullman [2025] and show that for an
accurate Gaussian mean estimator, the average data point leaves its “fingerprints” on the output.
We use a Bayesian setup, where µ is drawn from a prior distribution. Recall that, for Gaussians
with identity covariance, the score is ℓ̇µ(x) = x− µ.

Lemma 4.1 (Fingerprinting for Gaussian Means). Let µ ∼ N (0, Id) and X = (x1, . . . , xn) ∼
N (µ, Id)⊗n. Suppose algorithm A(X) satisfies: E[

∥∥A(X)− X̄
∥∥2
2
] ≤ d

16 . Then

n∑
i=1

E[⟨A(X)− µ, xi − µ⟩] ≥ d

2
.

Before the proof, a couple of notes. First, we do not use anything about privacy here. Second, we
have made our job easier by assuming that A(X) is somewhat close to the empirical mean; the real
version of this argument would assume that A(X) is close to µ, but this requires a more subtle
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argument. Third, in this step we do not assume that A is very accurate at all: blindly guessing
A(X) = 0 already yields error around d.

We need the following fact about Gaussians. Note that this posterior depends only on X̄, which is a
sufficient statistic for the population mean.

Claim 4.2. Let µ ∼ N (0, Id) and X = (x1, . . . , xn) ∼ N (µ, Id)⊗n. Let X̄ = 1
n

∑n
i=1 xi be the

empirical mean. Conditioned on X, the posterior over µ is

µ | X ∼ N
(

n

n+ 1
X̄,

1

n+ 1
I
)
.

Proof. By Claim 4.2, we can write µ = n
n+1X̄ +Z where Z ∼ N (0, 1

n+1I) is independent of X. This
is the conceptual crux of the proof: in this Bayesian setup, we can think of first generating X,
computing A(X), and then sampling µ independently from the posterior.

Write mechanism A(X) = X̄ + e, where e is a random vector. By assumption, E ∥e∥22 ≤
d
16 . (Note

that we do not assume e is independent of X or X̄; we are not assuming anything about the
algorithm being run.)

Dividing by n, we have

1

n

n∑
i=1

E[⟨A(X)− µ, xi − µ⟩] = Ei[E[⟨A(X)− µ, xi − µ⟩]]

= E[⟨A(X)− µ, X̄ − µ⟩]
= E[⟨X̄ + e− µ, X̄ − µ⟩]
= E[⟨X̄ − µ, X̄ − µ⟩] + E[⟨e, X̄ − µ⟩].

The first term on the right-hand side is E
∥∥X̄ − µ

∥∥2
2
= d

n . For the second, we plug in fact that
µ = n

n+1X̄ + Z where Z is zero-mean and independent of e:

E[⟨e, X̄ − µ⟩] = E[⟨e, X̄ − n

n+ 1
X̄ + Z⟩]

= E[⟨e, 1

n+ 1
X̄ + Z⟩]

=
1

n+ 1
E[⟨e, X̄⟩].

But now we apply Cauchy–Schwarz and have

E[⟨e, X̄ − µ⟩] ≥ − 1

n+ 1
E ∥e∥2 E

∥∥X̄∥∥
2
≥ − 1

n
E ∥e∥2 E

∥∥X̄∥∥
2
.

By assumption E ∥e∥2 ≤
√
d/4, and

E
∥∥X̄∥∥

2
≤ E[

∥∥X̄ − µ
∥∥
2
+ ∥µ∥2] =

√
d

n
+
√
d ≤ 2

√
d.

Combining everything, we have

1

n

n∑
i=1

E[⟨A(X)− µ, xi − µ⟩] ≥ E
∥∥X̄ − µ

∥∥2
2
− 1

n
E ∥e∥2 E

∥∥X̄∥∥
2

≥ d

n
− d

2n
=

d

2n
.
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Multiplying by n, we have finished the proof.

5 Further Reading

It can be difficult to follow the literature on this topic. This approach for lower bounds for differential
privacy first appeared in Bun et al. [2014]; the arguments relied on the existence of fingerprinting
codes developed in cryptography. Over the years such arguments have been used in many places. A
lot has been simplified (notice that we did not have to talk about cryptography).

The explicit connections between the score-based test statistics and lower bounds for DP were
developed in the last few years over a number of papers [Cai et al., 2021, Kamath et al., 2022, Cai
et al., 2023, Portella and Harvey, 2025]. Both Duchi [2025] and Portella and Harvey [2025] give
more detailed overviews of these developments.

The calculation for Gaussian fingerprinting is “standard,” though I can attest that both assistant
professors and LLMs in early 2026 are more than capable of messing it up. See Smith and Ullman
[2025] for its direct application to this topic.3 Kamath et al. [2019] give the entire argument, albeit
in a presentation that is more complicated than what we needed in this lecture.
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