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Abstract

We study the strategic consequences of differential privacy in repeated zero-sum games. The
learner uses a tree-based differentially private Multiplicative Weights Update rule, equivalently
private FTRL with the negative entropy regularizer, while the optimizer knows the learner’s
update rule and chooses the payoff sequence strategically. Using the regret guarantee of Agarwal
and Singh [2017], we first translate the learner’s privacy-aware regret bound into an upper bound
on the optimizer’s reward. We then show that, under a natural alternating-strategy condition
on the game matrix, the optimizer can still obtain a matching Q(n7T") advantage over the game
value against the noisy private dynamics. In particular, for the standard n =< T—/2 scaling, this
gives an Q(\/T ) lower bound, up to the restrictions imposed by the privacy noise.

1 Introduction

Differential privacy is often studied as a constraint on the accuracy of an online learning algorithm.
In full-information online linear optimization, Agarwal and Singh [2017] show that privacy can be
added to FTRL with only a small additional cost: by releasing noisy prefix sums through a tree-
based aggregation mechanism, one obtains an e-differentially private learner with regret of order
O(VT) + O(1/e). This result explains how privacy affects the learner’s regret, but it leaves open a
more game-theoretic question: how does the injected privacy noise change the ability of a strategic
opponent to exploit the learning dynamics?

This project studies that question in repeated zero-sum matrix games. The learner observes
full payoff vectors and updates with a private version of MWU, which is FTRL with the negative
entropy regularizer. The optimizer knows the game matrix and the learner’s update rule, and
chooses a sequence of mixed strategies to maximize cumulative payoff. The benchmark is the value
of the stage game, so the central quantity is the optimizer’s excess reward above T Val(A).

The first step is to connect this strategic objective to the learner’s regret. For any optimizer
sequence, the optimizer’s reward is at most the game-value benchmark plus the learner’s regret.
Therefore the tree-based DP-FTRL regret bound immediately gives an upper bound of
logm nT

7D/
2n+2+’D7

T Val(A) +

where Dp: is the additional error coming from the private tree-based perturbations.

The main lower-bound question is whether this upper bound is tight from the optimizer’s
perspective. We study an alternating optimizer strategy z’,z”,2’,2”, ... whose average is a max-
min strategy z*. For ordinary MWU, such alternating strategies are known to force regret of order



Q(nT). The private setting adds a new difficulty: the learner reacts not to the exact cumulative
payoff vector, but to a noisy tree-based prefix estimate. The analysis therefore controls the size of
the tree perturbation and shows that, when the privacy noise is not too large relative to the step
size, the same alternating construction still creates a positive variance term in the softmax path.
This yields a lower bound of order Q(nT'), and hence Q(+/T) for the usual choice n =< T—1/2,

1.1 Preliminaries

Repeated Zero-Sum Matrix Games We consider a repeated zero-sum matrix game between
an optimizer and a learner. Let A € R™ ™ be the optimizer’s payoff matrix. At each round
t = 1,...,T, the optimizer chooses a mixed strategy x; € A,, and the learner chooses a mixed
strategy vy € Ay, where A, and A, denote the probability simplices over the optimizer’s and
learner’s action sets, respectively. In particular,
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The optimizer receives payoff ;| Ay;, while the learner receives the opposite payoff. Equivalently,
the learner’s payoff matrix is B = —A. Thus, the game is zero-sum: any gain by the optimizer is
exactly a loss for the learner.

The value of the game is defined as

Val(A) = max min x' Ay.
TEAn YEAM

A max-min strategy x* € A,, for the optimizer satisfies
(%) T Ay > Val(A), Yy € Ay,.

In words, by playing x*, the optimizer guarantees a payoff of at least Val(A), no matter how the
learner responds. For the learner, a min-max strategy y* € A,, satisfies

x " A(y*) < Val(A), Vo € Ay,

In words, by playing y*, the learner guarantees that the optimizer’s payoff is at most Val(A), no
matter how the optimizer responds. Together, z* and y* form a Nash equilibrium. We use the
value of the game as a benchmark to evaluate the performance of the optimizer’s strategy.

As a canonical example, consider the rock-paper-scissors game with payoff matrix
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One can verify that the unique equilibrium strategy is the uniform distribution
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and the value of the game is Val(Arpg) = 0. Therefore, in rock-paper-scissors, if both players use
the uniform strategy, neither player can obtain a positive expected advantage.



The Learner The learner employs a fixed update Multiplicative Weights Update (MWU) rule
which is a family member of the Follow-the-Regularized-Leader (FTRL) template with the negative
entropy regularizer h(y) = > i, y;logy; [Arora et al., 2012].

The learner receives the full payoff vector for each round ¢; = B'x; and keep record of the
cumulative payoff vector Ly = Zi;ll gs- Then, at each round ¢, the learner updates her strategy
according to the MWU rule:

enlt,i
m L :°
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_ Now, the learner instead of using the exact cumulative payoff vector Ly, uses a noisy estimate
Ly of Lt to update her strategy. In particular, we will analyze the tree-based DP-FTRL algorithm
of Agarwal and Singh [2017], where the private prefix-sum estimates can be written as L; = L;+ Z;,
where Z; is the tree-based private prefix-sum perturbation. We list the DP-MWU algorithms 1
here which are from Agarwal and Singh [2017, Algorithm 1 and 2] where we need to substitute
the choice map Qp(u) = argmaxyea,,{(u,y) — h(y)} for the negative entropy regularizer h to get
the DP-MWU algorithm. Agarwal and Singh [2017] showed that Algorithm 1 is e-differentially
private 1W}%en we choose the distribution D to be the Laplace distribution with scale parameter
A=0(=%=).

Algorithm 1: DP-MWU for the Learner in the Full-Information Zero-Sum Game
Input: Noise distribution D, regularizer h(y), step size n > 0, horizon T'

yr = arg max {n{Le,y) — h(y)} = softmax(nLy), Yii =

Initialize an empty binary tree B to compute differentially private estimates of Zt ' BTz,
Sample 2§, .. Z(Elog T independently from D.

Set Ly « ZﬂogT 2.
fort=1to T do
Choose y¢ = Qn(nLt).
Observe the optimizer’s strategy x; € A, and hence the payoff vector BT z;.
Receive payoff x/] By;.
Update (Li11,B) < TREEBASEDAGG(B 24, B,t,D, T).

Algorithm 2: TREEBASEDAGG (B, B,t,D,T)

Input: Current payoff vector BTz, binary tree B, round ¢, noise distribution D, horizon T

(L:H—l’ B) < PRIVATESUM(B "2y, B,t,D,T) (Algorithm 5 Jain et al. [2012]), whether
internal or leaf, is sampled independently from D.

s¢ < the binary representation of ¢ as a string.

Find the minimum set S of already populated nodes in B that can compute Zizl BTz,

Set P« |S| < [logT.

Set 14 < Hog T -

Sample 21, 2 independently from D.

Set L1 <+ Lt—i—l + DL 2

Output: (Ly1,B)

The learner is measuring her performance through the notion of regret, which compares her
cumulative payoff to the best fixed strategy in hindsight. Formally, the learner’s regret after T’




rounds is defined as

Regreth'?amer =F

(1)

T T
max Z:J;tTBy — Za:tTByt
YEA,

t=1 t=1

The Optimizer The optimizer is a strategic agent with strategic foresight. Unlike the learner,
who reacts to past payoffs, the optimizer knows the game matrix A and the learner’s update rule.
The optimizer’s goal is to select a sequence of strategies (z;)7_; that maximizes his total reward

T
E Z x, Ay
t=1

optimizer __
Reward

(2)

2 Related Work

Our work is closely related to regret analysis in adversarial online learning, especially for Follow-
the-Regularized-Leader (FTRL) dynamics [Kwon and Mertikopoulos, 2017, Assos et al., 2024, Su
and Vlatakis-Gkaragkounis, 2026]. A standard regret upper bound for an FTRL learner is given by
Kwon and Mertikopoulos [2017]. For a strongly convex regularizer h, the learner’s regret satisfies

T
Amax —
Regretls™mer < % o Z lgel2, (3)

where

hmax - h hmm - h’
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and « is the strong convexity parameter of h.

For the private setting, Agarwal and Singh [2017] analyze a tree-based DP-FTRL algorithm.
In this algorithm, the learner updates using private prefix-sum estimates rather than the exact
cumulative payoff vectors. Their regret bound takes the form

T
h - mln
Regretlﬁamer < - gz max Hgt”wh(y) + Dp, (4)

where Dps captures the additional error introduced by the private tree-based perturbations.

Our work is also related to lower-bound results for adversarial play against learning dynam-
ics. Assos et al. [2024] show that, when the learner uses ordinary Multiplicative Weights Update
(MWU), equivalently FTRL with the negative entropy regularizer, the learner’s regret can be

lower bounded by Q(max{%,nT}) against a suitable adversarial optimizer. More recently, Su

and Vlatakis-Gkaragkounis [2026] extend this type of lower bound beyond MWU to a broader class
of FTRL dynamics with strongly convex regularizers, again showing a lower bound of the form

Q(max {%,nT}) .
These prior works provide regret lower bounds for ordinary, non-private FTRL learners. In

contrast, our goal is to understand whether similar adversarial lower-bound arguments continue to
hold when the learner uses tree-based DP-FTRL. The main technical challenge is that the learner



no longer follows the exact FTRL trajectory: each update is computed from a noisy private prefix-
sum estimate. Therefore, the lower-bound argument must account for the interaction between the
adversarial payoff sequence and the additional tree-based perturbations introduced for differential
privacy.

3 Results

3.1 Upper Bound

In this section, we analyze the optimizer’s reward from the optimizer’s viewpoint, as defined in
Equation (2). We first connect the learner’s regret to the optimizer’s reward and show that the
optimizer’s reward is upper bounded by the learner’s regret.

Proposition 1. For any sequence of strategies (:ct)thl played by the optimizer, the optimizer’s
expected reward is upper bounded by

Reward”"™ " < T'. Val(A) + Regretiamer . (5)
Proof. Let y* € A, be a min-max strategy of the learner. Then
z ' Ay* < Val(A), Vo e Ay,

Hence, for any optimizer sequence (z;)L;,

T T
: T T *
min x, Ay < x, Ay* < T Val(A).
min /Ay <) el Ayt < TVal(4)
t=1 t=1
Since B = — A, the learner’s regret can be rewritten as
T T
Regretlcamer — max Z z; By — Z z, By,
yG m
t=1 t=1

T T
= E x) Ayy — min E z; Ay.
=1 yesm

Therefore,

T T

g x] Ay, = Regreticarner 4 min g z; Ay < Regret!®™mer LT Val(A).
YEAmM

t=1 t=1

Taking expectation over the learner’s randomness gives
RewardOTptimizer < T'Val(A) + Regreticamer

O]

Then, we can directly apply Agarwal and Singh [2017, Theorem 3.1], which gives an upper

bound on Regretlfamer, to obtain an upper bound on the optimizer’s reward when the learner uses

tree-based DP-MWU in Algorithm 1.



Theorem 2. Assume that the learner uses tree-based DP-MWU. If ||ATz4||oo < 1,Vt € [T], then,
for any optimizer strategy sequence (xt)thl,
logm 0T
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RevvardoTptimizer < TVal(A) +

where

DD/ = EZND’ max Zi — min Zi .
1€[m] i€[m]

Remark 1. The term lozgm + % 1s actually the regret of a MWU learner without noise or privacy.

The last term Dpr captures the additional error introduced by the private tree-based perturbations. If

we choose the noise distribution D to be the Laplace distribution with scale parameter A = O(IO%T),

then Dps is of order 6(%) Choosing the standard optimal step size n =< (%) gives the final upper
bound T Val(A) + O(y/TTlogm) + O(1).

3.2 Lower Bound

The next natural question would be whether this upper bound is tight. In particular, we want to
show that the optimizer can achieve a reward of order T Val(A) + Q(v/T) against the DP-MWU
learner, which would match the upper bound up to logarithmic factors and the privacy term. To
establish such a lower bound, we will need to construct an adversarial optimizer strategy sequence
()L, that exploits the learner’s update rule and the structure of the tree-based perturbations.
This is the main technical challenge of our project.

We use the following alternating-strategy assumption.

Assumption 1. Let z* € A, be a mazx-min strategy of the optimizer. There exist two optimizer
strategies ©', 2" € A, such that
x/ +x//
2

Moreover, there exist two learner best responses

=z

i,j € br(z*) := arg min (A" 2y
kelm]

such that

(ATa"); # (ATa");.
Equivalently, after relabeling i, j if necessary,

(ATa"); > (ATa");, (AT < (AT2");.
For random payoff matrices with independent entries A;; ~ Unif[—1,1], Su and Vlatakis-
Gkaragkounis [2026, Lemma E.4] shows that such a construction exists with probability
nlm!
C(ntm 1)

Hence, in the lower-bound analysis below, we assume that the payoff matrix admits such a pair 2/, z”
and best-response actions 4, j. Since the padded tree perturbation is a sum of [log 7| independent
Laplace random variables in each coordinate, Bernstein’s inequality for sub-exponential random
variables gives the following sup-norm bound.



Lemma 3. For each coordinate k € [m|, suppose

[log T']

i.d.
Zr=> &k & < Lap(N).
(=1
Then there exists a universal constant C' > 0 such that, for every p € (0,1), with
2m 2
R,=CA\ max{ [log T'| log —, log m}
P p

we have
P(IZ]lc < Rp) > 1 —p.

Proof. Fix a time k. Since

L
Zn=> ur Lok "X Lap(\),
-1

Zy, is a sum of [log T'] independent centered sub-exponential random variables. Equivalently, using
the moment generating function of a centered Laplace random variable

1 1

Eeféer — —
¢ oz 1<y

For |6] < ¢/, this implies
Ee%tr < exp(Cor?6?)

for a universal constant Cy > 0. Therefore,
Ee’% < exp(Collog TIX*%),  [6] < <.

By the Chernoff bound, there exists a universal constant cg > 0 such that, for every u > 0,

) u? u
P(|Zk| > u) < 2exp | —comin Tog T2 A )"

Applying the union bound over k € [m], we get

. . u? u
P(|1Z]oc = u) < Z (12| > u) < 2mexp <_Comm{[logT]/\2’)\}> -
k=1

2m 2
u=R,= C’/\max{, [ log T'] log — P logzl}

with C' > 0 large enough. Then

2
min 7}%’) & > ilogQ—m.
[logTIN2" A [ ~ «o p

Hence, P(||Z||s > R,) < p. Equivalently, P(||Z]|cc < R,) > 1 —p. O

Now choose



With this lemma, we can show the following lower bound for the optimizer’s reward against the
DP-MWU learner.

Theorem 4. Assume that T is even and that the learner uses tree-based DP-MWU. Assume also
that the tree-based mechanism is padded so that each perturbation Z; has the same marginal law D'.
Let ', 2" and i,j satisfy Assumption 1, and define A;; = ‘(ATCC/)i — (ATQU’)]-} > 0.

For any p € (0,1), define

2 2
Rp:C)\max{ [log T'] logm,logm}
V P P

from Lemma 3. If we choose the step size

1
<
= 2m (R, + AT )’

then the reward of the optimizer is lower bounded by

i T
RewardP™# > T Val(A) + g—
m

2
(1— p)Aij'

Proof. Recall that the learner’s payoff vector is
t—1
gt = BT$t = —AT.’IJt, Lt = ZQT
T=1

Under Assumption 1, the optimizer plays

/ !
Tosr1 =T, Tosyo =T, s=0,1,...,T/2 —1.

. ’ 7
Since % = x*, we have

AT + ATz =24 2*,
Therefore, Logi1 = —2sATz*, and Logio = —2sA Tz — ATy,
The tree-based DP-MWU learner plays y; = softmax (n(L; + Z;)). Hence
Yos+1 = softmax(—2nsATa:* + 77225+1) and  Yostpo = softmax(—ZnsATx* — T]AT:E' + T]Z25+2> )

We first lower bound the reward over one pair of rounds. Using A'Tz” = 2ATz* — AT 2!, we get

o' Ayasir + 2T Ayasio = (AT 2 yosi1) + (AT 2", yosio)

= 2<AT‘T*7 y25+2> + <AT$/7 y28+1> - <AT‘Z/7 y28+2>‘

Since z* is max-min,

(ATz*,y) = ()" Ay > Val(A),  Vye A,.

Therefore,
2T Ayosi1 + 2" T Ayseyo > 2Val(A) + (AT 2 yos 1) — (AT 2 yosio).

It remains to lower bound the final difference in expectation. Define

Fy(z) = (AT ypey1) = <AT33/, Softmax(—2778ATx* + nz>>

8



and
Gs(2) == (AT ygeyn) = <ATx',softmax<—2nsATx* —nAT + nz)> .

By the padding assumption on the tree-based mechanism, Zss11 and Zas o have the same marginal
law D’. Hence

E[(ATe ya0s1) — (ATe 2s42)] = B (Z2s:1)] — ElGu(Zs142)) = Ezmr [Fo(2) - Go(2)].
For fixed Z, define the interpolation path
Ys z(1) := softmax(—2773ATx* +nZ — rnAT:z’) , r € [0,1].
Then
Fy(Z) = Gy(Z) = (72! ys2(0)) — (AT’ ys.2(1)).
For the negative entropy regularizer, differentiating the softmax path gives

d

%<ATajlayS,Z(’r>> = —77\/31"1~ysyz(r) ((ATx/)I> .

Therefore,

1
Fy(2) - Gy(2) =1 /0 Varyy, ) ((AT2')1) dr.

Now define the event E, := {||Z||oc < R,}. By Lemma 3, Pz p/(E,) > 1 — p.
We next lower bound the variance term on E,. By Assumption 1, the coordinates 7, j belong to
the learner’s best-response set against z*. Equivalently, i and j are maximizers of — AT z*. Hence

1 1
softmax(—2nsA’ z*); > —, softmax(—2nsATm*)j > —.
m m

Moreover, the softmax map is 1-Lipschitz from f to ¢;. Thus, for k € {3, j},
T, % T,/ 1 T,
Ys,zk(r) 2 softmax(=2nsA " 2”)g = nl|Z = 1A @llec 2 — =1 ([|Z]jcc + |4 2" ) -
On FE,, this implies
1 . -
vozn() = ——n (Ry+ A7) . k€ {i g}

By the step-size condition

1
<
T=m @R, + [AT2s)’
we obtain ) .
ys,Z,i(T) > %7 ys,Z,j(r) > %7 Vr e [07 1]7

on the event E,,.
For any probability vector p € A, if p;,p; > 1/(2m), then

Vary., ((ATIL‘/)k) > pzpfjpj ((ATm’)i - (ATx’)j)Q >



Therefore, on E,,

1
Var[wysyz(r) ((AT$/)I) > %AQ Vr € [0, 1].

i)

Consequently,

1
E[<AT$/7:U25+1> - <AT$/,yzs+2>} = HEZND'/O Vargy, ,(r) ((ATSU/)k) dr

1 n(—p)
> UPZND’(EP)RA?J' > TA%'

Combining this with the pairwise reward lower bound gives

1—
E|2'" Ayzss1 + UC”TAy2s+2] > 2 Val(A) + MA%-
m
Finally, summing over s = 0,1,...,7/2 — 1, and using the definition of RevvardoTpti]rnizer as the
expected cumulative optimizer reward, we obtain
T/2-1
Rewardy” timizer _ Z IE[Q:/TAyQSH + 2" Ayagio
s=0

> T Val(4) + % : MA%

4dm

nT 2
=T Val(A = (1 — p)A%..
a’( )+8 ( p) 1)

This proves the theorem. ]

Remark 2. This is the final remark on the lower bound above. For the standard tree mechanism,
the Laplace scale is typically chosen as
logT
A= o< °8 > .
€

logT 2 2
Rp:O< o8 max{ longog—m,log m}) .
€ V P P

Therefore,

In particular, if m, p,e are treated as constants, then

RP:O(W).

3

Hence R, + |AT2'||oo = o(V/T), and the step-size condition

1
<
1= 9m(R, + [AT )

is satisfied by the standard choice n < T—Y? for all sufficiently large T. Consequently, Theorem 4
guves

L c(l — A2
Reward ™" > T'Val(A) + &\/T = TVal(A) + Q(VT).

8m
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4 Experiments

We run two experiments to illustrate the theoretical results above.

The first experiment considers the Rock—Paper—Scissors game. The optimizer plays the max-
min strategy z*, while the learner uses DP-MWU. In this case, the optimizer can only obtain the
baseline reward T'Val(A). Indeed, for Rock-Paper—Scissors, the payoff vector ATz* assigns the
same payoff Val(A) to every learner action. Therefore, regardless of the learner’s mixed strategy
¢, we have

(%) " Ayy = Val(A), Vt.

Thus the cumulative optimizer reward is exactly 7' Val(A). See Figure 1 for the experimental
results, which are consistent with this theoretical prediction.

Playing x* against DP-MWU leamer (n=1/VT)

10-90 percentile
0.04 — median

Q
=1
©
=
* 0.02 A
o
B
(1
% 0.00 +--
_
@
=
® —0.02 -
=
£
s |
O

—0.04 4

T T T T T T
0 200 400 600 800 1000
Time step

Figure 1: DP-MWU against the max-min optimizer strategy in the Rock—Paper—Scissors game.
The optimizer reward remains at the baseline 7" Val(A).

The second experiment considers the alternating optimizer strategy from Assumption 1. In
this case, the optimizer can exploit the DP-MWU learner and obtain reward above the game-value
baseline. The cumulative reward grows as

T Val(A) + Q(VT),

when the step size is chosen as n < T-1/2, This behavior matches the lower bound in Theorem 4,
which predicts an optimizer surplus of order Q(nT) = Q(v/T). See Figure 2 for the experimental
results, which are consistent with our theoretical prediction.

5 Future Directions

One thing I want to point out is that the upper bound on the reward from Theorem 2 is

logm 0T
0 Dy,
277 + 2 + Dpr,

Reward?"™ " < T'Val(A) +

11



Playing x' and x" against DP-MWU learner (n=1/VT)

10-90 percentile
- median

Cumulative reward - t * value
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1

T T T T T
0 1000 2000 3000 4000 5000
Time step

Figure 2: DP-MWU against the alternating optimizer strategy. The optimizer obtains positive
surplus above T Val(A), consistent with the Q(v/T) lower bound.

which has two parts that depend on the step size . The optimal choice of 17 to minimize the upper
bound is n =< \/; . What we have shown is that the reward of the optimizer can be lower bounded
by .

Reward?"™" > T'Val(A) + Q(nT).

If we choose 1 < %, then the lower bound matches the upper bound. However, if we want the

step size to be of the form 7 < T~ with 8 € [0,1], we still need to show that the optimizer can
also achieve a reward of order T Val(A) + Q(%) Then, we can conclude that the optimizer can
achieve a reward of order T'Val(A) + Q(max{nT, %}) against the DP-MWU learner, which would
match the upper bound up to logarithmic factors and the privacy term for all choices of . This is
one future direction that I want to explore.

The second point comes from Professor Brown’s question: Can we come up with a more ad-
vanced DP-MWU learner that can avoid being exploited by the alternating optimizer strategy?
This would be another interesting future direction to explore.

The last point is that we only consider the case where the learner uses DP-MWU. It would be
more interesting if we could generalize the lower bound to the DP-FTRL family.
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