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We play “white hat” hackers! 
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E.g., 
Learner: learn the trend of 
#frozen days of Lake Mendota. 
Attacker: hide the lake warming 
trend with minimal modification 
on data. 
 

Bilevel Optimal Framework 

Upper-level: attacker 

Lower-level: learner 

Solved by KKT conditions and implicit functions 
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