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Markov Decision Process (MDP)

A Markov Decision Process (MDP) is defined as a tuple (S, A, P, R, ¥):
S Is the state space

A is the action space

P:S§ x A— Agisthe transition kernel

R:S x A — Risthereward function

v € |0, 1) is the discounting factor.

The learning goal in MDP is to find a policy 7 that maximizes the cumulative discounted reward:
O
Qﬂ<37 CL) — E[Z ’VTR<ST? CL7-> ’ S0 = §,a0 = a, 7T]

7=0
The optimal value function is characterized by the Bellman optimality equation:

Q*(s,a) = R(s,a) +7 Y P(s'|s,a) max Q*(s', a).
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The optimal policy is 7*(s) € arg max,c 4 @ (s, a).

Model-based Batch Reinforcement Learner

Step 1. The learner estimates an MDP M = (S, A, P, R, v) from a training set D.

Maximum likelihood estimate for the transition kernel: P € arg max p ZtT:_ol log P(s}|s¢, at).

Least-squares estimate for the reward function: R = arg minp ZtT:_()1<7“t — R(sy, a1))>.

Step 2. The learner finds the optimal pqlicy 7 that maximizes the expected discounted cumulative
reward on the estimated environment M, i.e.,

o
o € argmax E 5 Z VT R(sr,m(s7)),
T:S—A —0

Policy Poisoning: Threat Model

Knowledge of the attacker. The attacker has access to the original training set DV =
(s¢, at, rg, s})i—0.7—1- 1he attacker knows the model-based RL learner’s algorithm.

Available actions of the attacker. The attacker is allowed to arbitrarily modify the rewards r! =

(7“8, s fr%_l) inDVintor = (rg, ..., rp_1).

Attacker’s goals. The attacker has a pre-specified target policy 7. The attack goals are to (1)
force the learner to learn #', (2) minimize attack cost ||r — 1Y|| under an a-norm chosen by the
attacker.

A Unified Formulation of Policy Poisoning

We give a unified framework for policy poisoning based on bi-level optimization:

min  ||r — Vo

A

r,.R
T—1
st. R= arg min Z(Tt — R<5t> at))Q
L

o
{71} = arg max Es Z VT R(sr,m(s7)).
T:S—A —0

The singleton set {WT} onthe LHS of (1) ensures that the target policy is learned uniquely.

Policy Poisoning on Tabular Certainty Equivalence (TCE)

Step 1 of TCE: P(s' | 5,a) = : Z 1[s; =5, R(s,a) = : Z Tt

| S.a ‘ S.a
’ ’ tETS,a/

Attack Goal: Q(s, 71(s)) > Q(s,a),Vs € S,Va # 71 (s).
Definition. The set of e-robust () functions induced by a target policy 71 is the polytope
Q) ={Q : Q(s,71(s)) > Q(s,a) + €,Vs € 8,Va # w'l(s)}.

Instantiating attack on TCE:

min Ir — 1Y
reR” R,QeRISIxA

A 1
st. R(s,a) = Z T

Ts.0 teTs.q

Q(s,a) = R(s,a) + ’yz P (s'|s,a) Q (S/, 7TT(Sl>) , Vs, Va

Q(s,71(s)) > Q(s,a) + €,Vs € 8,Va # 7'(s).

Experimental results:
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Figure 1. Poisoning a two-state MDP
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(a) Single terminal state G. (b) Two terminal states GG; and G.

Figure 2. Poisoning TCE in grid-world tasks.

Theorem. Assume o > 1. Let r*, R* and Q* be an optimal solution to the attack, then
1

1 . o 1 1
5= 0 (min Tual ) < 57 =10 < 50+ AT

S,a
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Policy Poisoning on Linear Quadratic Regulator (LQR)

The linear dynamical system is
st11 = Ast + Bay + wy, Vi > 0,
The cost functionis L(s,a) = %STQS +q's+a' Ra+ec

Step 1 of LQR;:
, T-1
(A, B) € arg min§ Z |Asy + Bay — St_|_1”%
(AvB) t=0
|
(QR.q.0)= argmin =% s Qsp+q se+af Rap+c+ |3

(Q=0,R=el,q.c) 2 =

Optimal policy: ar = 7(sr) = Ksr + k, where

A A A A

N N R "
K = —n (R 4 VBTXB> BTXA, k=-R+~BTXB) "B 2.
X > 0satisfies Algebraic Riccati Equation:

A A A

. . . A/ . N\ —1
X —~ATXA—~2ATXB (R 4 wBTXB) BTXA+O.
and z satisfies z = § + (A + BK) " «.
Instantiating attack on LQR:

min Ir — 1Yo

T—1 9
A | 1
(@, R,q,6) =  argmin Z —stTQst +q s+ atTRat +c+re|| .
(Qt@,RtE[,(],C) t=0 2 2

Experimental results:
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Figure 3. Poisoning a vehicle running LQR in 4D state space.

Conclusion

We presented a policy poisoning framework against batch reinforcement learning and control.
We showed the attack problem can be formulated as convex optimization.
We provided theoretical analysis on attack feasibility and cost.

We empirically show the attack is both effective and efficient.
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