
Fine-grained fault tolerance 
selects requests to run in SFI if 
they meets certain static or 
dynamic predicates using taps 
over entry points.!
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 FAILURE: REQUEST FAILS AND TRAPS IN SFI!

Notation Used: !

 !   Control Flow!

     ! Application process!

4. De-marshal result and updated 
drivers structures back to main 
module. Release all locks.!

 App      Checkpoint device !!

N dir       Restore device!
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compensate kernel calls!
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1. Checkpoint 
device state.!

2. Replay kernel 
log to restore 
kernel state.!

3. Restore device state using 
our fast device resume.!

4. Return error to main 
module w/o de-marshaling. 
Release all locks.!
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Marshal! 2. Marshal minimal data 
required by request into 
SFI module.!

3. Execute request in SFI. Kernel 
undo log updated to record kernel 
calls such as locks, other resources.!

1. Trap on fault, restore CPU 
registers to recovery routine,  
unwind stack and start recovery.!

SFI module!
Request runs within software fault isolated part of 
kernel module with spatial type checking and 
hardware fault detectors (processor exceptions).!

App! App!
App!

5. Return error to 
app. for this request!

App!


