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Introduction Hardware Device Failures CarburizerIntroduction Hardware Device Failures Carburizer
What happens when the device fails while this device Carburizer automatically implements many driver designWhat happens when the device fails while this device 
driver code executes (drivers/net/3c59x c)? Driver Design Guidelines [4, 7, 5]

Carburizer automatically implements many driver design 
guidelines and provides runtime support to recoverdriver code executes (drivers/net/3c59x.c)?
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Reporting Hardware  Runtime Fault Tolerance
Th C b i ti t i b dCarburizer corrects or reports four categories of bugs  Failures The Carburizer runtime recovery system is based on 

in device drivers:  infinite polling, invalid array  Failures Shadow Drivers [8].  The runtime also recovers from 
accesses, invalid pointer use, and calls to the kernel’s  Transient hardware failures often precede permanent stuck and missing interrupts., p ,
panic() routine.
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otherwise, it halves. The runtime corrects interruptInvalid  Driver dereferences a   Insert a not‐null check and  while (miicontrol & BMCR RESET) { otherwise, it halves.  The runtime corrects interrupt 
storms by disabling the IRQ line and using the samepointer  potentially‐invalid pointer  reports the error to 
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The runtime uses the referenced bits on the pages Carburizer automatically 
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