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Abstract. The internet continues to evolve as a new interactive paradigm for communication. Higher education will shift more of its resources and teaching methodologies to take advantage of the new technologies. One concern facing higher education administrators is the regulation of content of student web pages. Our analysis focuses on public universities and specifically the student web pages hosted by the University.
1. Introduction

Let us begin by depicting a real world scenario.

“The information technology manager for State University, responding to overwhelming student requests, put together a proposal that will provide students, faculty, and staff the ability to create a blog. Before allowing the new technology to be deployed, the administator of State University is seeking answers to the following questions: 1) Does the the blog software create new liability for State University?, 2) Should State University create a policy restricting the type of content students, faculty, and staff may place in their blog, and 3) What disciplinary measures can State University enforce on students, faculty, or staff for the misuse or display of inappropriate content on their blog?”
Though made up, the scenario is likely happening across the country this very moment. Indeed, many universities already provide their students, faculty, and staff the ability to create blogs for a myriad of purposes including personal blogs, class oriented blogs, subject oriented blogs, and organizational blogs. Example programs include UThink at the University of Minnesota [11], OSUWrite at Oregon State Universitie [9], and Weblogs at Harvard Law [7]. In what follows we present a legal analysis to the hypothetical questions asked by the administrator of State University.

2. Blogs

Any legal analysis of blogging must first define what is meant by a blog. The Oxford English Dictionary [10] defines a blog (synonymously via weblog) as, “[a] frequently updated web site consisting of personal observations, excerpts from other sources, etc., typically run by a single person, and usually with hyperlinks to other sites; an online journal or diary.” When a University provides its members the capability to publish a blog online, what the University really provides is access to online

content management software. This software is specifically designed to make the frequent updating of and, in some cases, interaction through the blog easy for its owner and web visitors. Updates are referred to as  entries or posts and interaction is facilitated by allowing viewers of the blog to post comments regarding a particular entry. An entry is, by itself, just a piece of static web content that can be linked to other content (e.g., images) and web pages through the usual web hyperlinks.

3. Liability

From a University's point of view, a student's blog is not any different from that member's email or web page. The Court has generally labeled a University as a “passive Internet Service Provider (ISP)”. In essence, this means that the University merely hosts (or transmits) the content but does not retain editorial rights. Therefore, the University is not liable for any defamous or copyright infringing material found on its network. That being said, it is in the University's favor to have an acceptable use policy in place. Case in point, in U.S. v. Baker [12], the University of Michigan was not liable for the threatening emails sent by the defendant. Also, if an illegal use of the internet services is brought to the University's attention, it has a legal obligation to remove that content from its facilities. 
This begs the question, “if a blog is not different from email and static web pages, why should a University administrator hesitate to provide University members the capability to create a blog?” The answer boils down to how blogs are typically used. Namely, unlike email, they are published and accessible to anyone who may stumble upon them. This is akin to normal (static) web pages; however, blogs are typically oriented for discussion. As will be shown later, many internet users tend to use their blog as a personal online diary. It is the personal nature of the blog that tends to cause problems for administrators.

4. Regulation of online content
Even though the University is not, for the most part, liable for the content contained in a student's blog, it may wish to regulate the content and, if necessary, discipline a student for their blog's content. Regulating student speech is always a tricky battle for universities as freedom of speech is one of American's most protected rights. In fact, asking or forcibly removing content from a student's blog and disciplining the student may violate that student's first amendment rights. In order to ascertain the possibility of a violation, we must analyze what is being regulated by the University. The Court has consistently viewed online content as a form of speech. As will be discussed later, the Court awarded a large sum of money to a Pennsylvania student when he was disciplined for the content of his personal web page. Since blogs are really just web pages, any regulation of a blog constitutes a speech regulation. When courts analyze a free speech violation, they first determine the type of forum the regulated speech took place in by performing a forum analysis.

4.1 Forum Analysis

In determining what type of valid speech restrictions may be placed on a student's blog, we must decide what type of forum the blog constitutes. The Court recognizes three types of fora: public, limited public, and nonpublic. The least amount of restriction can be placed on a public forum. Examples of a traditional public forum include city parks and streets and more recently public web pages. Public fora provide a place for citizens to express themselves to anyone willing to listen. Speech that can be regulated in a public forum includes hate speech, fighting words, and obscenity. A University may also regulate speech in a public forum using content-neutral time, place, and manner restrictions. These restrictions must be narrowly tailored and serve a compelling government interest.

The second type of forum, a limited-public forum, is created when a public property is opened for a limited purpose. Because most universities have an acceptable use policy for information technology resources they allocate to students, a student's blog is minimally constrained to be a limited-public forum.

The third type of forum is a nonpublic forum. Speech that occurs in a nonpublic forum is the least protected by the Constitution. In a nonpublic forum, the government’s regulations on speech do not have to meet strict scrutiny. Rather, they must be reasonable and viewpoint-neutral.
When determining whether a blog constitutes a limited-public forum or a nonpublic forum, the specifics of the University's usage policy must be analyzed. For example, the policy might designate the blog as a nonpublic forum by reserving the right to edit the content. However, there is a “catch” to this type of policy. The Court has been known to use a University’s “past practice” with respect to editorial rights while performing a forum analysis. In Kincaid v. Coffer, the Court states, “actual practice speaks louder than words[.]” This case involved a student yearbook that was prohibited from being distributed by Kentucky State University (KSU). KSU maintained the yearbook constituted a nonpublic forum because its policy reserved the right to make final editorial decisions as to the content. However, the Court looked at KSU's past practice with regard to final edits of the student yearbook and determined that KSU had, in the past, allowed students to make all editorial decisions. Therefore, the Court concluded that the policy did not hold water as KSU's past practice spoke louder than its words. A typical University fair-use policy with respect to information technology resources claims that all resources are for the use of University related materials and to further education. However, because universities rarely regulate the content of student web pages, it could be argued that this policy does not designate a blog as a nonpublic forum because, in practice, the University grants sole editorial rights to the student.

Example. Using the above arguments, would our fictitious State University be violating a student's right to free speech if they asked the student to remove all religious content from their blog? Though we cannot predict how the Court would determine a case if one came to light, we can infer probable outcomes from past cases. In this particular case, we infer that State University would indeed be violating the student's free speech right. This is because the student's blog constitutes a limited-public forum. The outcome of Widmar v. Vincent showed that a University cannot regulate religious speech in a limited public forum.

The Court's use of analyzing past practice in a forum analysis presents a challenging problem for University administrators. Does this imply that the University should screen the online content of each student's blog to ensure that it satisfies the acceptable use policy? This might be possible for a small University; however, it is economically impractical for a large University with many thousands of students. The problem is compounded by the fact that a University may wish to allow for a student to create multiple blogs. Indeed, the UThink program at the University of Minnesota encourages students to create additional blogs for discussing courses, educational subjects, and other activities related to the University. That being the case, what is an administrator to do when a student's blog contains an inappropriate post? What means does the administrator have to discipline the student?

4.2 Discipline
Most case law involving the discipline of students because of online materials they created has dealt with high school students. Though higher education students are generally treated differently by the Court, these past cases can still provide direction for the University administrator.

In Emmett v. Kent School District, the plaintiff was suspended from Kentlake High School for creating a personal web site containing mock obituaries of classmates. The plaintiff brought a restraining order against the school to block his suspension. The District Court found in favor of the plaintiff agreeing that his suspension was sufficient in showing irreparable injury. Even though this case involves a private web site, it proves the Court views online content as speech and is thus protected by the first amendment. In a similar case, Dwyer v. Oceanport School District, a student successfully sued the Oceanport School District for $117,500 for violating his first amendment right to free speech. The case again involved a student creating a personal web site mocking the school he was attending at the time. These two cases; however, do not imply that a University is powerless to discipline a student for the content of their blog. In J.S. v. Bethlehem Area School District, a Pennsylvania school successfully suspended a student for the content of their web page. When analyzing the facts, the Court found that the web page in question created a disturbance to which the school had a compelling government interest in avoiding. In this case, the web page depicted a teacher's head “morphing” into Adolph Hitler's head and asked for $20 donations to hire a hit man. The teacher who was the subject of the web page claimed mental distress and required a year's leave of absence to recover. The Court, using the Tinker test found that the web page constituted a “material disruption”. An interesting aspect of this case is that the Court applied the Tinker test because the web page was about the school and was viewed at the school. Because of this and other cases, the Electronic Frontier Foundation (EFF) warns students that any blog posts they make that are of a derogatory nature about their school should not be viewed while at school [5].
While the previous cases involved high school students and private web pages, there is a similar case involving a college student, Jake Baker, at the University of Michigan [12]. While attending school, Baker sent emails to an unknown correspondent identified as Gonda in Canada. The subject of the emails were sexual fantasies Baker and Gonda shared regarding the rape of young women. Baker's fantasies were brought to light when he published one of his fantasies in the online newsgroup alt.sex.stories. In response, the U.S. Justice Department charged Baker with “five counts of transmitting threats to injure or kidnap another[.]” Although Baker was found innocent of the charges, he was suspended from the University. Even though Baker did not challenge his suspension, it is reasonable to assume he would have lost. Baker's post constituted a breech of the University of Michigan's student code of conduct. Therefore, even though Baker's speech was protected under the first amendment and he was found innocent of all federal charges, the University of Michigan was still able to discipline him.

5. Revisiting State University
Let us revisit our hypothetical situation involving State University. The administrator had three questions, namely “1) Does the blog software create new liability for State University?, 2) Should State University create a policy restricting the type of content students, faculty, and staff may place in their blog, and 3) What disciplinary measures can State University enforce on students, faculty, or staff misuse or display inappropriate content on their blog?” Lets review each question separately. 

First, we have already discussed in Section 3 that the new technology does not create additional liability for the University. Namely, State University is a passive ISP and is not responsible for its user's web pages. State University must remove illegal content upon notification. Many laws, including the Digital Millennium Copyright Act (DMCA) provide a time limit known as a “safe harbor” until the passive ISP becomes responsible for its content. 

Second, we recommend that State University does not create a special policy regulating the student content with respect to blog posts. Even if the policy means well, for example restricting hate speech, the policy will likely be found unconstitutional. We look to UWM Post, Inc. v. Board of Regents in determining this [2]. The Court found the University of Wisconsin's hate speech policy “overbroad and unduly vague” and thus restricting free speech. This case shows that a policy specifically targeting certain types of speech is difficult to write because it tends to either be overbroad or too narrow to serve a purpose. Instead, State University should rely on its student code of conduct when determining whether a blog post is inappropriate.

Third, State University is able to discipline students for the content of their blog. Again, it must rely on the student code of conduct and not a specific policy. The Court has found in J.S. v. Bethlehem Area School District, disruption of a school community is grounds for disciplining. For example, if a student's blog was advocating all students to skip class on a certain day and the school community was disrupted because of this, the University would be within their legal grounds to discipline the student. Also, the University of Michigan successfully suspended Baker because of his emails and posts to an online newsgroup. They were successful because Baker violated his school's the code of conduct.

6. Conclusion
The internet continues to evolve by providing new technologies that enable dynamic and interactive web pages. One example of this technology is a blog. In a University setting, student blogs provide many advantages including discussion of course materials and educational subjects; however, these advantages comes with the disadvantage of inappropriate behavior. Blog posters tend have, in the past, used a blog as an “online diary”. Indeed, many online blogs have very personal posts that, when evaluated out of context, may appear to have threatening and inappropriate content. Should this disadvantage outweigh the many advantages of offering students the capability to create their own blog? Answering this question boils down to a legal analysis of a student's blog. Namely, what type of speech does it constitute and what liabilities does in create for a University. We have argued that a blog is a limited-public forum and, by itself, does not create new liabilities for a University. We have also shown that a University may discipline students for posts they make to their blog. In order to do so, we have argued that creating a separate policy restricting speech is not the correct plan of action but instead universities should rely on their student code of conduct.
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