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Recap: UDP Issues

* #1: Arbitrary communication
» Senders and receivers can talk to each other in any ways
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Three-Way Handshake
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State Machine Transition
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TCP Connection Establishment
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TCP State Transition Diagram
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TCP State Transition Diagram
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TCP Connection Teardown

» Case 1: 4-way handshake

Active participant Passive participant
|




TCP State Machine Transition

Client

ESTABLISHED

Close/FIN

FIN_WAIT_"

FIN_WAIT_2

FINJACK

CLOSED

TIME_WAIT

Timeout after two
segment lifetimes

Server
FIN/JACK
Close/FIN
ACK

CLOSED

10



TCP Connection Termination (Case 1)
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TCP Connection Termination (Case 1)
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Case 2: Both Slides Close Simultaneously

Active participant Passive participant
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Case 2: Both Slides Close Simultaneously
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Case 2: State Machine Transition (Step 1)
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Case 2: State Machine Transition (Step 1)
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Case 2: State Machine Transition (Step 2)
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ESTABLISHED

Case 2: State Machine Transition (Step 3)
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Case 2: State Machine Transition (Step 4)
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TCP Connection Termination (Case 2) Summary
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Case 3: Both Sides Close Simultaneously, but

Active participant Passive participant

| have no more data to send. | also have no more data to send. My
My last sequence number = X » last sequence number = Y

Got it, | acknowledge the Got it, | acknowledge the

seguence number of your » seguence number of your

next byte Is = Y+ 1 next byte is = X + 1
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Case 3. Message Order Changes

Active participant Passive participant

| have no more data to send.
My last sequence number = X

| also have no more data to send. |
acknowledge the sequence number
of your next byte is = X + 1. And my

Got it, | acknowledge the last sequence number =Y

sequence number of your
next byte is = Y+ 1
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TCP Connection Termination (Case 3)

Active participant Passive participant
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Case 3: State Machine Transition (Step 1)

Client Server

ESTABLISHED ESTABLISHED
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Case 3: State Machine Transition (Step 1)
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Case 3: State Machine Transition (Step 2)
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Case 3: State Machine Transition (Step 3)
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TCP Connection Termination (Case 3) Summary
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TCP State Transition Diagram

CLOSED
4 Active open/SYN
Passive oper‘ Close
Y
LISTEN
SYN/SYN y/ wSYN
SYN RCVD |3 SYN/SYN + ACK =l SYN SENT
ACK SYN + ACK/ACK

Close/FIN ESTABLISHEd

Y Close/M QN/ACK

FIN._WAIT 1 | CLOSE_ WAIT

FIN/ACK
ACK Close/FIN

FIN. WAIT 2 CLOSING LAST ACK

l ACK Timeout ??fert.two l ACK
EIN/ACK segment lifetimes

TIME_WAIT -[ CLOSED




TCP Connection Management Summary

* #1:. Connection setup Is asymmetric
* One side does a passive open and the other side does an active open

» #2:. Connection teardown is symmetric
* Each side has to close the connection independently
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» #3: Most states schedule a timeout
* Timeouts are triggered when the expected responses does not happen
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TCP Connection Management Summary

* #1:. Connection setup Is asymmetric
* One side does a passive open and the other side does an active open

» #2:. Connection teardown is symmetric
* Each side has to close the connection independently

S — L e

TCP(UDP) Connection = Flow
* The network processing granularity in the transport layer
* Five tuples = (src IP, dst IP, protocol number, src port, dst port)
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How does TCP solve the first issue?

* #1: Arbitrary communication
» Senders and receivers can talk to each other in any ways

v
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TCP avoids arbitrary communication but exposes
non-negligible attacking interfaces.
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SYN Flood Attack

I — — e — e — — —

- Expected behavior: The TCP connection establishment phase starts with a

standardized three-way handshake. The client sends an SYN packet. The
server responds with an SYN-ACK.

— —
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Attacker

% Open port. Waiting for ACK_.

Open port. Waiting for ACK..
Open port. Waiting for ACK..
Open port. Waiting for ACK..
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SYN Flood Attack

E—— — — — e

- Expected behavior: The TCP connection establishment phase starts with a
standardized three-way handshake. The client sends an SYN packet. The |
server responds with an SYN-ACK.

_ _

- Abnormal behavior: An attacker sends an overwhelming number of SYN
requests and intentionally never responds to the servers SYN-ACK
messages.

- - - —
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Summary

* Today

* TCP connection management (ll)

* Next lecture
* TCP reliability support (I)
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