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Outline
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• Last lecture
• Network virtualization in data center networks (II)

• Today
• SDN and programmable networks (I)

• Announcements
• Lab2 due 11/05/2025 11:59 PM
• Midterm report due 11/04/2025 11:59 PM
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Multiple communication paths exist when accessing 
and traversing data center networks!

Physical Connectivity + Networking Architecture (L1, L2, L3)
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The forwarding (destination) address and routing table 
determine how packets are forwarded!

Addressing and Routing (L4, L5)

Physical Connectivity + Networking Architecture (L1, L2, L3)
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Physical Connectivity + Networking Architecture (L1, L2, L3)
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Flow scheduling requires knowing the loading status  
(congestion degree) of path candidates!

Flow Scheduling (L6, L7)
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A performant load-balancer design requires per-packet and 
per-flow processing at line rate with traffic monitoring.

Flow Scheduling (L6, L7)

Load balancing (L8, L9)
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Physical Connectivity + Networking Architecture (L1, L2, L3)
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A privileged networking layer stack ensure security isolation 
and performance isolation.

Flow Scheduling (L6, L7)

Load balancing (L8, L9)

Network Virtualization (L10, L11)



Messy Enterprise Networks
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Messy Enterprise Networks

Problem: How to simplify enterprise network management?
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Key idea: a centralized controller
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Start From the Scratch

A Central Controller
Controller Functionality: 

•
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#1: Add a Switch

A Central Controller
Controller Functionality: 

•

Switch 1
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#1: Add a Switch

A Central Controller
Controller Functionality: 

• Register devices and 
employ a side network

Switch 1
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#1: Add a Switch

A Central Controller
Controller Functionality: 

• Register devices and 
employ a side network

Switch 1 Switch 2
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#1: Add a Switch

A Central Controller
Controller Functionality: 

• Register devices and 
employ a side network 

• Maintain the network 
topology

Switch 2Switch 1
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#2: Add a host machine

A Central Controller
Controller Functionality: 

• Register devices and 
employ a side network 

• Maintain the network 
topology

Switch 2Switch 1Host 1

Host 2
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#2: Add a host machine

A Central Controller
Controller Functionality: 

• Register devices and 
employ a side network 

• Maintain the network 
topology 

• Register machines

Switch 2Switch 1Host 1

Host 2
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#3: Add a user

A Central Controller
Controller Functionality: 

• Register devices and 
employ a side network 

• Maintain the network 
topology 

• Register machines/users

Switch 2Switch 1Host 1

Host 2

User 1

User 2
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#4: Prevent malicious hosts/users

A Central Controller
Controller Functionality: 

• Register devices and 
employ a side network 

• Maintain the network 
topology 

• Register machines/users 
• Authentication

Switch 2Switch 1Host 1

Host 2

User 1

User 2
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#5: Request an IP Address

A Central Controller
Controller Functionality: 

• Register devices and 
employ a side network 

• Maintain the network 
topology 

• Register machines/users 
• Authentication

Switch 2Switch 1Host 1

Host 2

User 1

User 2
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#5: Request an IP Address

A Central Controller
Controller Functionality: 

• Register devices and 
employ a side network 

• Maintain the network 
topology 

• Register machines/users 
• Authentication 
• Maintain the name-address 

bindings

Switch 2Switch 1Host 1

Host 2

User 1

User 2
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#6: User 1 —> User 2

A Central Controller
Controller Functionality: 

• Register devices and 
employ a side network 

• Maintain the network 
topology 

• Register machines/users 
• Authentication 
• Maintain the name-address 

bindings

Switch 2Switch 1Host 1

Host 2

User 1

User 2
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#6: User 1 —> User 2

A Central Controller
Controller Functionality: 

• Register devices and 
employ a side network 

• Maintain the network 
topology 

• Register machines/users 
• Authentication 
• Maintain the name-address 

bindings

Switch 2Switch 1Host 1

Host 2

User 1

User 2

• How does host 1 know the MAC of host 2?
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#6: User 1 —> User 2

A Central Controller
Controller Functionality: 

• Register devices and 
employ a side network 

• Maintain the network 
topology 

• Register machines/users 
• Authentication 
• Maintain the name-address 

bindings

Switch 2Switch 1Host 1

Host 2

User 1

User 2

• How does Switch 1 know how to forward packets?
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#6: User 1 —> User 2

A Central Controller
Controller Functionality: 

• Register devices and 
employ a side network 

• Maintain the network 
topology 

• Register machines/users 
• Authentication 
• Maintain the name-address 

bindings

Switch 2Switch 1Host 1

Host 2

User 1

User 2

• How does Switch 2 know how to forward packets?
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#6: User 1 —> User 2

A Central Controller
Controller Functionality: 

• Register devices and 
employ a side network 

• Maintain the network 
topology 

• Register machines/users 
• Authentication 
• Maintain the name-address 

bindings 
• Route calculation 
• Forwarding entry installation

Switch 2Switch 1Host 1

Host 2

User 1

User 2

• Every packet? 
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#7: What happens if Host 1 moves?

A Central Controller
Controller Functionality: 

• Register devices and 
employ a side network 

• Maintain the network 
topology 

• Register machines/users 
• Authentication 
• Maintain the name-address 

bindings 
• Route calculation 
• Forwarding entry installation

Switch 2Switch 1

Host 1

Host 2

User 1

User 2
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#8: What happens if the controller is down?

A Central Controller
Controller Functionality: 

• Register devices and 
employ a side network 

• Maintain the network 
topology 

• Register machines/users 
• Authentication 
• Maintain the name-address 

bindings 
• Route calculation 
• Forwarding entry installation

Switch 2Switch 1

Host 1

Host 2

User 1

User 2
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Key functionalities behind Ethane: 
• Registration 
• Bootstrapping 
• Authentication 
• Flow setup 
• Forwarding
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Enabling Technique #1: Match-action Table

Simple switch logic: 
• Small line cards or SoCs 

• Forward/Drop/Statistics bookkeeping 

• Establish a secure channel with the controller

A Central Controller
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Enabling Technique #2: Controller

The OS for the Enterprise Network 
• Registration 

• Authentication 

• Tracking Bindings 

• Namespace Interface 

• Permission Check and Access Granting 

• Enforcing Resource Limits
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Enabling Technique #3: Fault Tolerance

Handle the controller failure  
• cold-standby —> simple 

• warm-standby —> weak-consistency 

• full-replicated —> Minimal downtime
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Enabling Technique #3: Fault Tolerance

Handle the controller failure  
• cold-standby —> simple 

• warm-standby —> weak-consistency 

• full-replicated —> Minimal downtime

Handle the link/switch failure  
• Update the topology
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Enabling Technique #4: The Policy Language

A declarative language  
• Condition + Action

Seems simple, but…
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A Central Controller

Switch 2Switch 1Host 1

User 1 (192.168.1.2)

User 2 (192.168.1.3)

Case 1: allow flow 192.168.1.2:1234 —> 192.168.1.3:5678 
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A Central Controller

Switch 2Switch 1Host 1

User 1 (192.168.1.2)

User 2 (192.168.1.3)

Case 1: allow flow 192.168.1.2:1234 —> 192.168.1.3:5678 
Case 2: deny flows 192.168.1.2:* —> 192.168.1.3:* for user 3
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Enabling Technique #4: The Policy Language

A declarative language  
• Condition + Action

The language system 
• Deal with hardware heterogeneity 

• Deal with user-defined semantics 

• Ensure incrementally correctness 

•…
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OpenFlow and Software-Defined Network (SDN)
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SDN @UW-Madison Campus Backbone
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Summary

• Today
• SDN

• Next
• RMT (Sigcomm’13) and AFQ (NSDI’18)
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