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The Dilemma: Data center networking
bandwidths keep increasing, but
applications can hardly benefit from them!
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ABSTRACT

Over the past oane and half years. we have been using
RDMA over commodity Ethernet (RoCEv2) to support
some of Microsoft's highly-reliable, latency-sensitive ser-
vices. This paper describes the challenges we encoun-
tered during the process and the solutions we devised to
address them. In order to scale RoCEv2 beyond VLAN,
we have designed a DSCP-based priority How-control
(PFC) mechanisin to ensure large-scale deployment. We
have addressed the safety challenges brought by PFC-
indueced deadlock (yes, it happened!), RDMA transport
livelack, and the NIC PFC pausc frame storm prohlem.
We have salso built the monitoring and management
svstems to make sure RDMA works as expected. Our
experiences show that the safety and scalability issues
of running RoCEv2 at scale can all be addressed, and
RDMA can replace TCP for intra data center commu-
nications and achieve low latency, low CPU overhead,
and high throughput.

CCS Concepts
eNetworks — Network protocol design; Network
experimentation; Data center networks;

Keywords
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Ethernet switches and network interface cards (NICs).
A state-of-the-art DCN must support several Gb/s or
higher throughput between any two servers in a DC.

TCP/IP is still the dominant transport /network stack
in today’s data center networks. However, it is increas-
ingly clear that the traditional TCP/IP stack cannot
meet the demands of the new generation of DC work
loads 4, 9, 16, 40], for two reasons.

First, the CPU averhead of handling packets in the
(S kernel remains high, despite enabling numerous hard-
ware and software optimizations such as checksum of-
floading. large segment offload (LSO), receive side scal-
ing (RSS) and interrupt moderation. Measurements in
our data centers show that sending at 40Gb/s using 8
TCP connections chews up 6% aggregate CPU time on
a 32 core Intel Xeon E5-2690 Windows 2012R2 server.
Receiving al 10Gb/s using 3 connections requires 12%
aggregate CPU time. This high CPU overhead is unace-
ceptable in modern data centers.

Second, many modern DC applications like Search
are highly lateney sensitive |7, 15, 41|. TCP, however,
cannot provide the needed low latencv even when the
average traffic load is moderate, for two reasons. First,
the kernel software introduces latencv that can be as
high as tens of milliseconds [21]. Second, packet drops
due to congestion, while rare, are not entirely absent
i1 our data centers. This occurs because dala center
trallic is inherently bursty. T'CP must recover [rom the
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What do applications fundamentally need?



Application Demands
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Application Demands

* #1: Location Independence
* [t shouldn’t matter where the distributed application is running

o #2: Low Latency
* Predictable very low latency request/response behavior

* #3: Incast
* Partition/Aggregation-style execution model

o #4: Priority
* The receiver prioritizes arriving traffic from stragglers
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How does NDP work?



#1: Connection Setup @Endhost
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#1: Connection Setup @Endhost

* TCP: three-way handshake

* Pessimistic and assume there is minimal spare network capacity

* NDP: no connection setup
* Optimistic and assume there will be enough capacity
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#2: Data Transmission in the 1st RTT @Endhost

e TCP: slow start

* [nitially with a small congestion window
* Double it each RTT until filling the pipe

* NDP: full bandwidth-delay product (BDP)

* Network utilization is relatively low
* Link speeds and baseline RTTs are much more homogeneous
* Network conditions can be known in advance
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#3: Routing @ Switch

* Default approach: per-flow routing

source [HNINIRININNIN

Destination

Core

Edge
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#3: Routing @ Switch

* NDP: per-packet routing

.........................................................................................................
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#3: Routing @ Switch

* NDP: per-packet routing

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Core

* Source routing

® Fach NDP sender takes the list of paths to a destination, randomly
permutes it, and sends packets on paths

\w SP \v\w \%’ s‘\';j’ \\n\w \*E-J’ \‘t\?:@ Q‘E’{é’
T Pod 0 Pod 1 Pod 2
Source Destination
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What happens if the switch queue is full?



#3: Queueing Handling @ Switch
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#3: Queueing Handling @ Switch

* TCP: drop => congestion signal

 RED (random early drop)
* DCTCP employs ECN

* NDP: packet trimming

* Headers of trimmed packets are used for traffic control
» Co-design the switch behavior with the transport protocol
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#4: NDP Transport @ Switch+Endhost

Core

Aggregation

Destination

Source
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#4: NDP Transport @ Switch+Endhost

OOOOOOOOO

e Step 1: The sender sends a full window of data without waiting for

\ responses. Data packets carry a packet sequence number.

source [HNISIINININ

-------

T Pbd 0 Pod 1 Pod 2 Pod 3 T

Destination

Core

Edge
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#4: NDP Transport @ Switch+Endhost

Core
* The switch queueing occupancy exceeds a given threshold
o Keep the header and cut off the payload
Aggregation
Edge

Source _ Destination
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#4: NDP Transport @ Switch+Endhost

e Step 2: For each data packet that arrives, the receiver immediately sends ACK to
iInform the sender that the packet arrived, and so the buffer can be freed

e Step 3: For each header that arrives, the receiver immediately sends NACK to inform
the send to prepare the packet for retransmission

e s s s

Pod 3 T

source [HNISIINININ Destination NN
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#4: NDP Transport @ Switch+Endhost

e Step 4: For every header or packet that arrives, the receiver adds a PULL packet to its
pull queue that is sent to the corresponding sender;

e A PULL packet contains the connection ID and a per-sender pull counter that
iIncrements on each PULL packet sent to that sender

e s s s

Pod 3 T

source [HNISIINININ Destination [N
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#4: NDP Transport @ Switch+Endhost

e Step 5: The receiver sends out PULL packets from the per-interface pull queue, paced
so that the data packets they elicit from the sender then arrive at the receiver’s link rate

NN VY &) & & N &) &Y &
P S SIS

d( Pod 1 Pod 2 Pod 3 T

source [HNISIINININ Destination [N
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#4: NDP Transport @ Switch+Endhost

Core
Aggregation
e Step 6: When a PULL packet arrives at the sender, the sender will send as many data Edge

packets as the pull counter increments by. Any packets queued for retransmission are
sent first, followed by new data.

- N R R R R N R

T Pbd 0 Pod 3 T

source [HNISIINININ Destination [N
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#4: NDP Transport @ Switch+Endhost

e Step 7: When the sender runs out of data to send, it marks the last packet.

e Step 8: When the last packet arrives, the receiver removes any pull packets for that sender
from its pull queue to avoid sending unnecessary pull packets.

e Step 9: Any subsequent data the sender later wants to send will be pushed rather than pulled.

T Pobd 0 Pod 3 T

source [HNISIINININ Destination [N
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Prioritized Trimmed Packets

* Low-delay retransmission is ensured

Src ToR Agg Core Aigg TjR Dst
t e J IV R

trim

theadéfpw,”Wm.WWHWM.MP”mmqmm”mmumnmumwwmm”mwp“m”mw.mwuhw.

9 =>

t

engqueue

t

arrive




What happens if packets are delivered out-
of-order?



#5: Reorder Handling @Endhost
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» TCP: a potential indicator of network congestion

* Three duplicated ACKs
e Selective retransmission
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#5: Reorder Handling @Endhost

» TCP: a potential indicator of network congestion

* Three duplicated ACKs
e Selective retransmission

* NDP: common behavior due to per-packet routing
* Rely on PULL packets
* Maintain a separate pull sequence space for each connection
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#6: Data Transmission in the 2nd+ RTT @Endhost
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* TCP: congestion control kicks in
* Adjust the congestion window based on the signal
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#6: Data Transmission in the 2nd+ RTT @Endhost

* TCP: congestion control kicks in
* Adjust the congestion window based on the signal

* NDP: N/A

* PULL packets are used for pacing
* Trimmed packets are used for handling congestion collapse
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What happens if links or switches fail?



#7: Failure Handling @Endhost
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#7: Failure Handling @Endhost

* TCP: timeout engineering
» Senders reduce the congestion window and retransmit unacked packets
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#7: Failure Handling @Endhost

* TCP: timeout engineering
» Senders reduce the congestion window and retransmit unacked packets

 NDP: timeout + proactive retransmission
* Senders keep a scoreboard for all paths
* A small timeout based on the assumption that the network is regular
* Return-to-sender optimization kicks in when incast happens

18



Is NDP fair?



#8: Fairness Guarantee @Endhost
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#8: Fairness Guarantee @Endhost

* TCP: congestion control
* Collaborate with the active queue management (AQM)

 NDP: fairness is inherently supported
* The initial window Is the same
* The follow-up windows are controlled by the receiver, equally partitioned

20



How does NDP achieve the following?

o Quickly max out the
transmission speed

‘e Zero-RTT connection
setup
o Fast start
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e Timely throttling

e Optimized for incast ‘
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