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Outline
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• Last lecture
• Data Center Network Applications (I)

• Today
• Data Center Network Applications (II)

• Announcements
• In-class Exam 11/20/2025
• Project Presentation on 12/04/2025 and 12/09/2025
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Web Transport
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Traditional HTTPS Stack

IP

TCP

TLS

HTTP

• Connection 
• Reliability 
• Congestion control 
• Ordered byte-stream

• Authentication 
• Encryption

• Transfer objects 
• Require low latency
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• Hypertext Transfer Protocol
• Initiated by Tim Berners-Lee in 1989

• HTTP/0.9
• Only support the GET method

• HTTP/1.0
• Independent file transfers (open, write, close)

• HTTP/1.1
• Connection persistence
• Pipelining
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Some Fix
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each TCP connection”
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Root Causes

9

#1: “[…] poor performance due to […] round trips required to open and close 
each TCP connection”

#2: “[…] does not adequately support simultaneous rendering of inlined objects”

#3: “[…]  nor does it provide suitable fairness between protocol flows”

#4: “[…]  or allow for graceful abortion of HTTP transactions without closing the 
TCP connection”

#5: “[…] do not share congestion information across multiple simultaneous 
connections”

Handshake latency

Parallelism

Scheduling

Request cancellation

Many congestion controllers

The need: “[…] mutiplexing multiple lightweight HTTP 
transactions onto the same underlying transport connection 

and deploying smart output buffer management”
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Can we optimize the transport layer to support 
HTTP better?
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applications and transport protocols […]” 

“[…] an ensemble of concurrent TCP connections can effectively 
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The In-Network Challenge

12

• Network changes in the mid-1990s
• Network Address Translators (NATs): IP address scarcity
• Firewalls: Protecting and policy
• Protocol accelerators: transfer performance accelerations

• Network devices started to read/modify end-to-end information
• NATs: transport port number, checksum
• Others: most transport header fields, state machine



The Middlebox

13

• Architectural control points of the Internet 
• By Lixia Zhang (1999)

A middlebox is defined as any intermediary device performing functions 
other than the normal, standard functions of an IP router on the datagram 

path between a source host and destination host.
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The Transport Story Continued

• SST (Structured Stream Transport)
• By Byran Ford et al. in Sigcomm’07
• UDP-based

• Minion
• By Byran Ford et al. in NSDI’12
• Unordered Delivery Wire-Compatible with TCP and TLS

• TCP Fast Open
• By Sivasankar Radhakrishnan et al. in CoNEXT’12
• Accelerate the opening of successive TCP connections

• MPTCP
• By Damon Wischik et al. in NSDI’11
• Enable multi-path TCP connections
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Evolved HTTPS Stack

Good enough?



Applications Demands on Web Architecture

• Millisecond-scale latency
• Search, video streaming, …

• Generality
• Everything’s going over HTTP, e.g., video, DNS, …

• Scalability
• Wide API, broad applicability 
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How can we get rid of inefficiencies in the web 
stack?
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QUIC Overview
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• A new transport protocol



Design Goals

• Performance
• Reduce page load latency, improve video QoE
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• Userspace transport
• Offer control and agility
• Enable architecture exploration

• Deployment agility of new features
• Ossification protection with version, encryption, etc.
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• First connection to server: 2 RTTs
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• Subsequent connection to the same server: 1 RTT



QUIC Handshake Details
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• Transport options exchanged in transport parameters
• Flow control limits, etc
• Sent as extensions to TLS handshake

• Connection IDs exchanged during handshake
• Each endpoint chooses CID (and length) to be used towards it

• TLS handshake carried in QUIC packets

• QUIC packets flow on wire
• Carrying TLS messages, including QUIC options
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Technique #2: Encrypted Transport

“the ultimate defense of the end to end mode is end to end encryption” — 
D. Clark, J. Wrocolawski, K. Sollins, and R. Braden



22

Technique #2: Encrypted Transport

HTTP with TLS/TCP HTTP with QUIC
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Technique #2: Encrypted Transport

HTTP with TLS/TCP HTTP with QUIC



Technique #3: Resilient Connections
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• Packet number used as a nonce for packet encryption
• nonce = used once
• Receivers need it to decrypt the packet
• Monotonically increasing, for loss detection and compression

Packet Number Encryption

• Visible packet number allows for correlation across networks
• Any visible bits ossify in the network

24

• Encrypting packet number would require (another) nonce
• Encrypted bytes from the packet are random



QUIC Techniques Recap

• Low latency handshake
• Eliminate latency of new connections to recently visited sites
• Eliminate head-of-line blocking in TLS and TCP

25

• Encrypted transport
• Connections protected from tamper and disruption
• Most of the headers are not even visible to third parties

• Resilient connections
• Allow connection migration
• Use 18-byte connection IDs
• Improved loss recovery, helping connections over “bad” network



QUIC Packet Format
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• Use Wireshark for analysis
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• Application Metric
• Search latency: user enters search term —> entire page is loaded
• Video rebuffer rate: rebuffer time / (rebuffer time + video play time)   
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QUIC Status

• IETF
• RFC 9000
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• Implementations
• Apple, Meta, Fastly, Firefox, F5, Google, Microsoft,…

• Server deployments
• Akamai, Cloudflare, Meta, Fastly, Google,…

• Client-side adoption
• Chrome, Firefox, Edge, Safari, iOS, MacOS



We are nearly done for this semester.
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CS 740 studies computer network problems and 
techniques in the context of data center networks.
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CS740 Recap

Multiple communication paths exist when accessing and 
traversing data center networks!



Physical Connectivity + Networking Architecture (L1, L2, L3)

Addressing and Routing (L4, L5)

D
at

a 
C

en
te

r N
et

w
or

k

32

CS740 Recap

The forwarding (destination) address and routing table 
determine how packets are forwarded!
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CS740 Recap

Flow scheduling requires knowing the loading status  
(congestion degree) of path candidates!
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CS740 Recap

A performant load-balancer design requires per-packet and 
per-flow processing at line rate with traffic monitoring.
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CS740 Recap

A privileged networking layer stack ensures security isolation 
and performance isolation.
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CS740 Recap

Control-plane and data-plane programmability enable 
new network protocol, better network observability, 

and in-network computation.
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CS740 Recap

High throughput, low tail (average) latency, and traffic incast 
of data center applications motivate in-network and receiver-

driven transport design.
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CS740 Recap

Endhost Networking Stack (L18, L19)

High-bandwidth demands require carefully streamlining data 
through the compute and memory subsystems at the endhost.
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CS740 Recap

Endhost Networking Stack (L18, L19)

Appliation Layer (L20, L21)

Application end-to-end requirements determine how to 
design the endhost and in-network mechanisms.
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L1

Servers —> Accelerators (GPUs)
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L1

Servers —> Accelerators (GPUs)

GPUs



Summary

• Today
• QUIC (SIGCOMM’17)

• Next
• DCNet for GPUs
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