Addressing and Routing In
Data Center Networks (Il)

Ming Liu
mgliu@cs.wisc.edu



Outline

| ast lecture
* Addressing and routing in data center networks (l)

* Joday

* Addressing and routing in data center networks (1)

e Announcements

* Project proposal due 10/02/2025 11:59 PM
* Lab1 due 10/08/2025 11:59 PM



An efficient addressing and routing
mechanism should inherently encode the
multiple-path routing capability!




Proposal #3: Scalable DCNet (SIGCOMM’08)

» Key: co-design addressing and routing
» Target the k-array fat-tree topology, e.qg., k=4
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Addressing: pod switch

* 10.pod.switch.1
* pod:[0, k-1]
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Addressing: pod switch

* 10.pod.switch.1
* switch:[0,k-1], starting from left to right, bottom to up
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Addressing: core switch

* 10.k.).1
* ] and i is the switch’s coordinates in the (k/2)*2 core switch grid
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Addressing: host

* 10.pod.switch.ID
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Routing Overview

* Two-Level Routing Table

* Primary routing table: (prefix, port)
» Secondary routing table: (suffix, port)

* Primary Table
 Left-handed, i.e., /m prefix masks

* Secondary Table
* Right-handed, i.e., /m suffix masks

Prefix | Output port
10.2.0.0/24 0
10.2.1.0/24 1
0.0.0.0/0 —» Suffix Output port

0.0.0.2/8 2

0.0.0.3/8 3




Routing @Edge Switch

* Two types of traffic: to hosts and to aggregation switches

.................

1 foreach pod x in |0,k — 1l do
2 foreach switch zin [0, (k/2) -1] do

My Subnet

addPrefix(10.z.z.1, 0.0.0.0/0, 0);

7 foreach host ID i in (2, (k/2) + 1] do
8 addSuffix(10.z.2.1, 0.0.0.2/8,

(i — 2+ z)mod(k/2) + (k/2));
Y end

end
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Routing @Aggregation Switch

* Two types of traffic: to core switches and to edge switches
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foreach pod x in |0,k — 1| do

foreach switch zin ((k/2),k — 1] do
foreach subnet i in [0, (k/2) — 1| do
addPrefix(10.z.2.1, 10.2.2.0/24, 2);

end

addPrefix(10.z.z.1, 0.0.0.0/0, 0);
foreach host ID i in (2, (k/2) + 1] do
addSuffix(10.2.2.1,0.0.0.2/8, |[FER. .............. .

(i — 2+ z)mod(k/2)
end
end
end

(k/2));
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Routing @Core Switch

* One type of traffic: to aggregation switches

.......................

1 foreach jin [, (k/2)] do
2 foreach i in [1, (k/2)] do
............ 3 foreach destination pod x in [O, k —1] do
4 addPrefix(10.£.7.2,10.2.0.0/16, x);
5 end
6 end
7
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An Example

* 10.0.1.2 —>10.2.0.3
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Bring multi-path communication between
two edge switches!




Proposal #4: VL2 (SIGCOMM’09)

* A virtual layer 2 offering massive aggregation bandwidth
* A big L2 Ethernet switch

Link-statc nctwork Internet
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(e.g., 10/8) D2 x Intermediate Switches

Data Center ST | K P A— e
aver Y Dx1OG 4- /-
g phic=al
------------------------------------------------------ Dv2 x 10G >
T

Key e Wil 2k B 1 1 »
« CR = L3 Core Router b e Dix Aggregate Switches
- X » -
* AR = L3 Access Router 2"10G ..... S D.Dy4 x ToR Switches
« AS = L2 Aggr Switch ToR | __|

« S = L2 Switch
« ToR = Top-of-Rack Switch

__________ 20 _-_____2_9_(9592'51_1&_8_9(\{'?__"8____________|__________l.
servers -

- Fungible pool of

: — : ;
\ J N\, | servers owning AAS

(c.g., 20/8)

Y
A Single Layer 2 Domain




Proposal #4: VL2 (SIGCOMM’09)

* A virtual layer 2 offering massive aggregation bandwidth
* A big L2 Ethernet switch

[ VL2 switches run link-state routing and

nternet maintain only switch-level topology

Data Center
Layer 3

Layer 2

Y
A Single Layer 2 Domain




Addressing

* Key: name-location separation
* Introduce a directory service!

* Address assignment
* Applications use application-specific IP addresses (AA)
* Each AA is associated with a location-specific address (LA)

15



Addressing

* Key: name-location separation
* Introduce a directory service!

* Address assignment
* Applications use application-specific IP addresses (AA)
* Each AA is associated with a location-specific address (LA)

What is an LA?
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Addressing

* Key: name-location separation

introduc [ VL2 switches run link-state routing and
/ maintain only switch-level topology
* Address ¢ | |
» Applicati | | )
mach Af ... |ToR;| ... |ToRs ... |ToR4 \ (LA

The IP address of the connected ToR!
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How to Route Packets

Link-state network with LAs (10/8)

(10.1.1.1)

H(ft) 10.1.1.1

H{(ft) 10.0.0.6

20.0.0.55 20.0.0.56
Payload

H(ft)

10.1.1.1

H{ft)

10.0.0.6

(10.0.0.4)
ToR

20.0.0.1

20.0.0.55

20.0.0.56

Payload

IP subnet with AAs (20/8)

H(ft)

10.0.0.6

20.0.0.55 | 20.0.0.56

Payload

(10.0.0.6)

20.0.0.1

ToR

20.0.0.55

20.0.0.66

Payload

IP subnet with AAs (20/8)
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How to Route Packets

» Key: updating the destination address along the path
* Look up the directory service

Link-state network with LAs (10/8)

Int Int Int
(10.1.2.1) | °° ° | (10.2.2.2) | " " ° (10.1.1.1)

H (ft) 10.1.1.1 H(ft) 10.0.0.6
H(ft) 10.0.0.6 20.0.0.55 | 20.0.0.56
20.0.0.55 | 20.0.0.56 Payload
Payload

(10.0.0.4) (10.0.0.6)
ToR ToR
20.0.0.1 20.0.0.1
H(#t) 10.1.1.1
H(ft) 10.0.0.6
20.0.0.55 | 20.0.0.56 20.0.0.55 | 20.0.0.66

Payload Payload

IP subnet with AAs (20/8) IP subnet with AAs (20/8)




How to Route Packets

* Key: updating the destination address along the path
* Look up the directory service

Link-state network with LAs (10/8)

Int Int Int
T, (10.1.12.1) | ° ° ° (10.1.1.1)

H(ft) 10.1.1.1 H(ft) 10.0.0.6
H (ft) 10.0.0.6 20.0.0.55 | 20.0.0.56
20.0.0.55 [ 20.0.0.56 Payload
Payload

(10.0.0.4) (10.0.0.6)
ToR ToR
20.0.0.1 20.0.0.1
H(#t) 10.1.1.1
H(ft) 10.0.0.6
20.0.0.55 | 20.0.0.56 20.0.0.55 | 20.0.0.66

Payload Payload

IP subnet with AAs (20/8) IP subnet with AAs (20/8)




How to Route Packets

* Key: updating the destination address along the path
* Look up the directory service

Link-state network with LAs (10/8)

Int Int Int
T, (10.1.12.1) | ° ° ° (10.1.1.1)

H(ft) 10.1.1.1 H (ft) 10.0.0.6
H(ft) 10.0.0.6 20.0.0.55 | 20.0.0.56
20.0.0.55 | 20.0.0.56 Payload
Payload

(10.0.0.6)
ToR
20.0.0.1

(10.0.0.4)
ToR
20.0.0.1

—~—y

: 20.0.0.55 | 20.0.0.66
Payload

IP subnet with AAs (20/8) IP subnet with AAs (20/8)

Payload




How to Route Packets

* Key: updating the destination address along the path
* Look up the directory service

Link-state network with LAs (10/8)

Int Int Int
(10.1.2.1) | " ° ° | (10.1.1.1) 0.1.1.1)

H(ft) 10.1.1.1 H(ft) 10.0.0.6
H (ft) 10.0.0.6 20.0.0.55 | 20.0.0.56
20.0.0.55 [ 20.0.0.56 Payload
Payload

(10.0.0.4) (10.0.0.6)
ToR ToR
20.0.0.1 20.0.0.1
H(#t) 10.1.1.1
H(ft) 10.0.0.6
20.0.0.55 | 20.0.0.56 20.0.0.55 | 20.0.0.66

Payload Payload

IP subnet with AAs (20/8) IP subnet with AAs (20/8)




How to Route Packets

» Key: updating the destination address along the path
* Look up the directory service

Link-state network with LAs (10/8)

H(ft) 10.1.1.1 H(ft) 10.0.0.6
H(ft) 10.0.0.6 20.0.0.55 | 20.0.0.56
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How to Route Packets

» Key: updating the destination address along the path
* Look up the directory service

Link-state network with LAs (10/8)

H(ft) 10.1.1.1 H(ft) 10.0.0.6
a a A a a a
@ . @ ' o ' @
D a
2l C S AIreCtC = c 1C AKE o C -

IP subnet with AAs (20/8) IP subnet with AAs (20/8)



How to Route Packets

e Kev: updating the destination address along the path

= O — < - A ) C s oUIAdlC
d.1. H{ft) 10.0.0.6
H(ft) 10.0.0.6 20.0.0.55 | 20.0.0.56
20.0.0.55 | 20.0.0.56 Payload
Payload
D _a aya
D ' . ™ ' ™ ' . .

IP subnet with AAs (20/8) IP subnet with AAs (20/8)



Proposal #4: Pros and Cons

* Pros:

* Better performance than proposal #3
» Better availablility than proposal #3

e Cons:
* Complexity, e.g., hardware layering and software directory service

17



Proposal #3 vs. Proposal #4

Proposal #3

Link-state network with LAs (10/8)

Int
(10.1.1.1)
H(ft) 10.1.1.1
Hi(ft) 10.0.0.6
20.0.0.55 20.0.0.56
Payload
<
(10.0.0.4)
ToR
(20.0.0.1)
H(ft) 10.1.1.1
H(ft) 10.0.0.6
20.0.0.55 20.0.0.56
Payload
S (20.0.0.55)
IP subnet with AAs (20/8)

Int
(10.1.1.1)

Int

(10.1.1.1)

H(ft) 10.0.0.6

20.0.0.55 20.0.0.56

Payload

\\

ToR

(10.0.0.6)

(zo.To.n

20.0.0.55 20.0.0.66 l

Payload

D (20.0.0.56)

IP subnet with AAs (20/8)

Proposal #4
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Proposal #3 vs. Proposal #4

Link-state network with LAs (10/8)

Int L. Int Int
(10.1.1.1) (10.1.1.1) | *** | (10.1.1.1)
Hi(ft 10.1.1.1 H(ft) 10.0.0.6
H(ft) 10.0.0.6 20.0.0.55 | 20.0.0.56

20.0.0.55 | 20.0.0.56 Payload
Payload

o A_
(10.0.0.4) (10.0.0.6)

ToR ToR

20.0.0.1 20.0.0.1
Hift) 10.1.1.1
Hi(ft) 10.0.0.6

20.0.0.55 20.0.0.56 20.0.0.55 20.0.0.66
Payload Payload
I $(20.0.0.55) D (20.0.0.56)

IP subnet with AAs (20/8) IP subnet with AAs (20/8)

Proposal #3 Proposal #4

Co-design routing and

addressing




Proposal #3 vs. Proposal #4

Link-state network with LAs (10/8)

Hi(ft) 10.1.1.1 H(ft) 10.0.0.6

H(ft) 10.0.0.6 20.0.0.55 | 20.0.0.56
20.0.0.55 | 20.0.0.56 Payload
Payload
+ L
(10.0.0.4) (10.0.0.6)
ToR ToR

20.0.0.1 20.0.0.1
H(ft) 10.1.1.1

H(ft) 10.0.0.6
20.0.0.55 | 20.0.0.56 20.0.0.55 | 20.0.0.66
Payload Payload
S (20.0.0.55) D (20.0.0.56)

IP subnet with AAs (20/8) IP subnet with AAs (20/8)

Proposal #3 Proposal #4

Co-design routing and Decouple routing and

addressing addressing




Proposal #3 vs. Proposal #4

Link-state network with LAs (10/8)

Hi(ft) 10.1.1.1 H(ft) 10.0.0.6
Hi(ft) 10.0.0.6 20.0.0.55 | 20.0.0.56
20.0.0.55 | 20.0.0.56 Payload
Payload

—
(10.0.0.4) (10.0.0.6)
ToR ToR
20.0.0.1 20.0.0.1
H(ft) 10.1.1.1 ;‘:
Hi(ft) 10.0.0.6

20.0.0.55 20.0.0.56 20.0.0.55 20.0.0.66
Payload Payload
S (20.0-0-55) D (20.0.0.56)

IP subnet with AAs (20/8) IP subnet with AAs (20/8)

Proposal #3 Proposal #4

Co-design routing and Decouple routing and
addressing addressing

Stateless Routing Table



Proposal #3 vs. Proposal #4

Link-state network with LAs (10/8)

Hi(ft) 10.1.1.1 H(ft) 10.0.0.6
Hi(ft) 10.0.0.6 20.0.0.55 | 20.0.0.56
20.0.0.55 | 20.0.0.56 Payload
Payload

—
(10.0.0.4) (10.0.0.6)
ToR ToR
20.0.0.1 20.0.0.1
H(ft) 10.1.1.1 ;‘:
Hi(ft) 10.0.0.6

20.0.0.55 20.0.0.56 20.0.0.55 20.0.0.66
Payload Payload
S (20.0-0-55) D (20.0.0.56)

IP subnet with AAs (20/8) IP subnet with AAs (20/8)

Proposal #3 Proposal #4

Co-design routing and Decouple routing and
addressing addressing

Stateless Routing Table Stateful Routing Table



Stateless v.s Stateful Routing

foreach pod x in [0,k — 1] do

» Stateless Routing s " foreach witch .1 [(6/2), & — 1] do
» Easy to manage A 3 G P bl
* High scalability ; zelg:llPreﬁx(lO.:l;.z.l,0.0.0.0/O, 0);
* But lacks application awareness ;

foreach host ID i in [2, (k/2) + 1] do
addSuffix(10.z.2.1, 0.0.0.2/8,
(i — 2+ z)mod(k/2) + (k/2));

Y end
10 end
11 end
 Stateful Routing

* Maintenance complexity

* Central operational point | ;

* Application adaptability o B e Diseminate
5 | | . Directory
_____ . [’ETI] _________ o Servers

-’LAgent}-




Another Example: Direct-Connected Topology

* Originally proposed in the HPC and supercomputer

* Use low-radix adapters instead of high-radix switches
* E.g., Cray XD1, XT3, etc..

* Apply for data center networking, especially rack-scale
* E.g., BCube (Sigcomm’09), R2C2 (SIGCOMM’15)

R2C2: A Network Stack for Rack-scale Computers

Paolo Costa Hitesh Ballani Kaveh Razavi* lan Kash

Microsoft Research

ABSTRACT 1. INTRODUCTION

Rack-scale computers, comprising a large number of micro-
servers connected hy a direct-connect topology, are expacted
to replace servers as the building block in data centers.
We focus on the problem of routing and congestion control
across the rack’s network, and find that high path diversity
in rack topologies, in combination with workload diversity
across il, means that wraditional solutions are inadequate.
We introduce R2C2, a network stack for rack-scale com-
puters that provides flexible and efficient routing and con-
gestion control. R2C?2 leverages the fact that the scale of
rack topologies allows for low-overhead broadcasting to en-

While today’s large-scale data centers such as those run by
Amazon, Google, and Microsoft are built using commodity
off-the-shelf servers, recently there has been an increasing
trend towards server customization to reduce costs and im-
prove performance [50, 54,55, 58]. One such trend is the
advent of “rack-scale computing”. We use this term to re-
fer to emerging architectures that propose servers or rack-
scale computers comprising a large number of tightly inte-
grated systems-on-chip, interconnected by a network fabric.
This design enables thousands of cores per rack and pro-
vides high bandwidth for rack-scale applications. The con-
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Another Example: Direct-Connected Topology

* Originally proposed in the HPC and supercomputer

* Use low-radix adapters instead of high-radix switches
* E.g., Cray XD1, XT3, etc..

* Apply for data center networking, especially rack-scale
* E.g9., BCube (Sigcomm’09), R2C2 (SIGCOMM’15)

R2C2: A Network Stack for Rack-scale Computers

O r——(X
=7

Significant interest in today’s recent Al Supercomputer

in rack topologies, in combination with workload diversity advent of “rack-scale computing”. We use this term to re- . "'-'

across il, means that traditional solutions are inadequate. fer to emerging architectures that propose servers or rack- ‘ ‘. A
We introduce R2C2, a network stack for rack-scale com- scale computers comprising a large number of tightly inte-

puters that provides flaxible and efficient routing and con- grated sysiems-on-chip, interconnected by a network fabric.

gestion control. R2C2 leverages the fact that the scale of This design enables thousands of cores per rack and pro-

rack topologies allows for low-overhead broadcasting to en- vides high bandwidth for rack-scale applications. The con-
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Type #2: Data Center Gateway <—> Data Center Server

Data center (AS N)
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Type #2: Data Center Gateway <—> Data Center Server

» Key: update the service destination address

Data center (AS N)
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Type #2: Data Center Gateway <—> Data Center Server

» Key: update the service destination address

Data center (AS N)

Local AS 4__:;._ :;.A;..

We will discuss this in L8/L9!

~—
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Addressing and Routing in Data Center Networks

* Type #1: User <—> Data Center Gateway
* Internet Routing

* Type #2: Data Center Gateway <—> Data Center Server
* Locate the destination address quickly at scale

» Type #3: Data Center Server <—> Data Center Server
* We discussed four working proposals
» Stateless and stateful routing: no one-size-fit-all solution
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Summary

* Joday

* Addressing and routing in data center networks (1)

e Next two lectures

* Flow scheduling
* Hedera (NSDI'10)
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