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Administrivia

@ Project 3: grading will start soon

@ Project 4: assigned today, due Tue Mar 12th @ 11:59pm
e Discussion section cover:
@ mmap in general
@ virtual memory in xv6
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Administrivia (cont.)

@ Exam 1
o Mean: 78%, Median: 82%, Std: 8.5 points
o Will release solution and grades soon
@ Survey (Mar 4th thru Mar 9th)
e You should receive an email inviting you to provide feedback
about your course learning experience.
o Please provide constructive feedback
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Review: Virtualization
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Concurrency: Motivation

CPU Performance

Goal: Write applications that fully utilize many cores

Moore’s Law: The number of transistors on microchips doubles every two years
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Option 1: Communicating Processes

o Build Application using multiple processes
o Example: Google Chrome (each tab is a process)
e Communicate via pipe() or something similar
@ Pros
e Don't need new abstraction
e Good for security
o Cons
e Cumbersome programming
e High communication overheads
o Expensive context switch
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Option 2: Threading

@ New abstraction: thread

@ Threads like processes, except:
o Multiple threads of same process share an address space

@ Divide large task across several cooperative threads
@ Communicate through shared address space
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Common Programming Models

Multi-threaded progams can be structured with:

o Embarrassingly parallel
e e.g., ray tracing, database select, compiling separate files
e Producer/Consumer
o Multiple producer threads create data (or work) that is handled
by one of the multiple consumer threads
o Pipeline
e Task is divided into series of subtasks, each processed on a
different core
o Defer work with background thread
o One thread performs non-critical work in the background (when
CPU would be idle)
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Thread vs. Process

OKB

Multiple threads share: Program Code
1KB
@ Process ID (PID) Heap
@ Address space: Code (instructions), 2KB

Most data (heap)
@ Open file descriptors
@ Current working directory
@ User and group ID

Each thread has its own: Stack (2)

@ Thread ID (TID) (free)
@ Set of registers, including PC and SP 15KB
@ Stack for local vars and return address

(free)

Stack (1)

16KB
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void *mythread(void *arg) {
printf ("%s\n", (char *) arg);
return NULL;

}

int main() {
pthread_t pl, p2;
printf ("begin\n");
Pthread_create(&pl, NULL, mythread, "A");
Pthread_create(&p2, NULL, mythread, "B");
// join waits for threads to finish
Pthread_join(pl, NULL);
Pthread_join(p2, NULL);
printf ("end\n");
return O;

}
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Example Thread Trace 1

main Thread 1 Thread 2

start
print “begin”
create Thread 1
wait for T1

print “A”
wait for T2

print “B"

print “end”
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Example Thread Trace 2

main Thread 1 Thread 2

start
print “begin”
create Thread 1

print “A"
create Thread 2

print “B"

wait for T1 (returns immediately)
wait for T2 (returns immediately)
print “end”
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Example Thread Trace 3

main Thread 1 Thread 2

start
print “begin”
create Thread 1
create Thread 2
print “B"

wait for T1

print “A"
wait for T2 (returns immediately)
print “end”
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Example Sharing Data

int max; int main(int argc, char *argv[]) {
volatile int counter = 0; // shared global variable if (arge !'=2) { .
fprintf(stderr, "usage: main-first <loopcount>\n");

void *mythread(void *arg) { exit(1);

char *letter = arg;

. ) max = atoi(argv[1]);
int i; // stack (private per thread)

printf("%s: begin [addr of i: %p]\n", letter, &i); pthread t p1, p2;
for (i =0; i <max; i++) { printf("main: begin [counter = %d] [%x]\n", counter,
counter = counter + 1; // shared: only one (unsigned int) &counter);
} Pthread create(&pl, NULL, mythread, "A");
printf("%s: done\n", letter); Pthread create(&p2, NULL, mythread, "B");
return NULL; // join waits for the threads to finish
} Pthread_join(pl, NULL);

Pthread_join(p2, NULL);

printf("main: done\n [counter: %d]\n [should: %d]\n",
counter, max*2);

return 0;

prompt> ./threads 1000000

main: begin [counter = 0] [2df4a030]
A: begin [addr of i: O0x7fc6debfee3c]
B: begin [addr of i: Ox7fc6de3fde3c]
A: done

B: done

main: done

[counter: 1013349]

[should: 2000000]
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Uncontrolled Scheduling — Race Condition

counter=counter+1; // Critical Section

godbolt disassembly

mov 0x8049alc, %eax
add $0x1, %eax
mov %eax, 0x8049ailc

oS Thread 1 Thread 2

(after instruction)
PC eax counter

before critical section
mov 8049%alc, %$eax
add $0x1, ¥eax

interrupt
save T1
restore T2
mov 8049%alc, %eax
add $0x1, $eax
mov %eax, 804%alc
interrupt
save T2
restore T1

+ %mne OAAOAT A
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https://godbolt.org/#z:OYLghAFBqd5QCxAYwPYBMCmBRdBLAF1QCcAaPECAMzwBtMA7AQwFtMQByARg9KtQYEAysib0QXACx8BBAKoBnTAAUAHpwAMvAFYTStJg1AB9U8lJL6yAngGVG6AMKpaAVxYMJANlIOAMngMmABy7gBGmMQSAMykAA6oCoS2DM5uHt7xickCAUGhLBFRXLGWmNYpQgRMxARp7p4AnBaYVjYCVTUEeSHhkTEW1bX1Gc0KQ92BvYX9JQCUFqiuxMjsHACkAEzRgchuWADU69GOcQQIxJhM6AB0CMfY6xoAgls7DHuuh8eO4/iodweT1e212%2B0wRxOf1oeDCgOijxewMCBAOLCYqmOACFgQA3FxMGz0A4og5oVyCSKQgAiBw02IOBwA9EyDgoEDVMOgDsBaKgwmIDriangmGF6MC8ag8NyAFQsACe50u1wg%2BJlB1lNWAcyOAHYcS9GYzkBziJr6AQCFTjrTtdjgcaSYISQzmazxkxkABrA4QOLEPDC60HOJU5VXdBzR3GgMoqgQLabLYAVgUIAOEWAgSOKax13Q5tQVBJGdTcXWKeplccDCTpAOlutZCOmy8eGj0UNzyd/HNEDwNLpDMHPzRGJHWxxmyxuvWBpjTpNS0p5ttZJXzdbWIOXDdLLZZq5GYEtAVBwEmEX%2BurRtjgcECaTqfTB3Ql5rdc2mwbTcine7J1LgIZYGAOYI5D8PwHSRPVb1eF5SXRQIBxdbVzDJM1NW1XFKxxKs5wXO9GTwEsIHQg4wDAddNkIwCl0ZKg40fCA/kiFsk1cBQmGAdhx0CABaGhiHGSFHD5VA4nJQQgRTWskwA68nUwVRCAgLhFOIm9r3RVQh0JaVyOIYBcLzPcCJghCe1jCNrmMVE4i4Bs4mTLtr2Yggn2/ZDPEzTBszAvDpK3ddU3QStaTw8sIs/esNwpZsGy2Lxgv/SynTOC5I2MZAVWtRM20chsIKghtFVs9Aku/EFaPSmysrs3Krny5KXOKyC/DKpUGsq1sZwUurGQPbRpTAgB3JhCAUA4%2BwOc4IQq6aiBmwI8HZdyKuMEaUKK8COs06zGUylV0C20b/R/PaoIOjKH08grNh8jN3yCT9cyxVKolbFNwqrN68PZJZaHQMtNh%2BmK5K/S7PrKjFNQOWq3K04DQOHJHXjg4EOAWWhOBTXhPA4LRSFQThHDZJYVghN4eFIAhNGxhZvRAFMNH0ThJAJhmSc4Xh0zZ%2Bmiex0g4FgGBEBQVAWDiOhInISg0Gl2WomQYASh/GhaGbdMIDCbmwkCGoFU4WmDeYYgFQAeTCbRykF2nFbYQRLYYM9uawMJXGARwxFodNuF4LB0SMcQhdIfBLgqXFMH94mVPKVxrRN3gUVabmYTCYgjecLBuYIQMWGThYqAMYAFAANTwTAxstsNCdp/hBBEMR2CkGRBEUFR1DD3QnIMIwQFMHL9FhdNIAWST2gYf3eFQaPiEDLAx4gBYygqOwIAcEZPEkaR/CmAoihATY9SyJIp%2B3kBd7PnIGB6Q/%2BhPlo2kqCZL%2Bvtep86Wp776KIn89MMFwDQr7SEAZMfIf9j56lXpTVYEgcZ4y5mHUmHADiqAABxeAEl4SQPJkDIF3NEG4mw/S4EICQVs0QNK8EFloOYTMWZs1xhwTmpBC6s1IITYmqC%2BYgAFgzBYosJZLAIHERO8sICKxlvQYgwRWBrEwdg3B%2BDCElBIbwLkFDF56EbsIUQ4g256M7mobmvdSBjSznEIu7MOD4y4dzVBltE7iNRMWdBWCcF4OAAQohJC/TOCVrIqhNC6aCIWAgSM/QV62LYRwtm3DZ68wsPwsJQsGGkGZpwlh0RkE8OSXQxmtjNh5KSRwWh4TSDzySHYSQQA%3D%3D

Thread 1
mov 0x8049alc, %eax
add $0x1, %eax

mov %eax, 0x8049alc

Thread 1

mov 0x8049alc, %eax
add $0x1, %eax
mov %eax, 0x8049alc

Thread 1
mov 0x8049alc, %eax
add $0x1, %eax

mov %eax, 0x8049alc
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What value is counter? Starting value = 50

Thread 2

mov 0x8049alc, %eax

add $0x1, %eax
mov %eax, 0x8049alc

Thread 2

mov 0x8049alc, %eax
add $0x1, %eax

mov %eax, 0x8049alc

Thread 2
mov 0x8049alc, %eax

add $0x1, Y%eax

mov %eax, 0x8049alc



Thread 1
mov 0x8049alc, %eax
add $0x1, %eax

mov %eax, 0x8049alc

Thread 1

mov 0x8049alc, %eax
add $0x1, %eax
mov %eax, 0x8049alc

Thread 1
mov 0x8049alc, %eax
add $0x1, %eax

mov %eax, 0x8049alc
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Thread 2

mov 0x8049alc, %eax

add $0x1, %eax
mov %eax, 0x8049alc

Thread 2

mov 0x8049alc, %eax
add $0x1, %eax

mov %eax, 0x8049alc

Thread 2
mov 0x8049alc, %eax

add $0x1, Y%eax

mov %eax, 0x8049alc

What value is counter? Starting value = 50

counter = 51

counter

counter

52

51



Non-Determinism

Concurrency leads to non-deterministic results

o Different results even with same inputs
@ Race Condition — results depend upon the scheduling order

Whether bug manifests depends on CPU scheduling!
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e
What We Want

Want 3 instructions to execute as an uninterruptable group

mov 0x8049alc, %eax
add $0x1, %eax
mov %eax, 0x8049alc

Want them to be Atomic — “as a unit” or “all or nothing”. The
three instructions should all run together (or not at all).
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Synchronization Primitives

@ Hardware support helps to build Synchronization primitives:

Lock

Condition Variable
Semaphore

Barrier

@ Used to create atomicity for critical sections

@ Also used to make one thread wait for another thread to
complete some action before continuing
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Why in OS Class?

@ OS is the first concurrent program

@ Page tables, process lists, file system structures, and most
kernel data must be accessed using proper synchronization
primitives.
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Thread Creation

#include <pthread.h>

typedef struct
int a;
int b;

} myarg_t;

__myarg_t {

void *mythread(void *arg) {
myarg_t *m = (myarg_t *) arg;
printf ("/d %d\n", m->a, m->b);
return NULL;

int main(int argc, char *argv([]) {
pthread_t p;
myarg_t args;
args.a = 10;
args.b = 20;
rc = pthread_create(&p, NULL, mythread, &args); //success returns 0
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Thread Joining (and returning values)

typedef struct
int x;
int y;

} myret_t;

myret_t {

void *mythread(void *arg) {

myret_t *r = Malloc(sizeof (myret_t));
r->x = 1;

r->y = 2;

return (void *) r;

int main(int argc, char *argv([]) {
myret_t *m;

rc=pthread_create(...);

rc=pthread_join(p, (void **) &m); //success returns O
printf ("returned %d %d\n", m->x, m->y);

free(m) ;

}
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